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Abstract platform should be trusted. Thus, remote attestation @ays

important role in building trust and improving trustworthi
Remote attestation of system integrity is an essential pamess in distributed computing environments. For example,
of trusted computing. However, current remote attestatioifi an integrity violation is detected, the violating comzort
techniques only provide integrity proofs of static propest can be distrusted by others in the system. Furthermore, the
of the system. To address this problem we present a nowelmputer running this component can be excluded from the
remote dynamic attestation system named ReDAB\¢Re system to prevent possible error propagation, or to fatdit
Dynamic Atestation $stem) that provides integrity evidenceforensic investigation if it is believed compromised.

for dynamic system properties. Such dynamic system prop- cyrrent remote attestation techniques provide integrity
erties represent the runtime behavior of the attested sygyigence of arattesterto a remotechallengerby hashing
tem, and enable an attester to prove its runtime integrit¢tatic memory regions, sometimes combined with language
to a remote party. ReDAS currently provides two types Qfpecific properties or program input/output[11,12, 20223,
dynamic system properties for running applicatios$tiuc- 26, 29, 30, 32]. However, all existing attestation appresch
tural integrity and global data integrity In this work, we  focys on the static properties of the computer system by pro-
present the challenges of remote dynamic attestation, Pr9iding hash values of static objects as the integrity evigen
vide an in-depth security analysis and introduce a first steg, the challenger. Although thistatic attestatiorprovides
towards providing a complete runtime dynamic attestation straightforward way to attest to the integrity of static ob
framework. Our prototype implementation and evaluatioqbcts’ it does not apply to dynamic objects in the system.
with real-world applications show that we can improve ony\Hashing dynamic objects is not effective because their con
current static attestation techniques with an averagequerf tants may change frequently.) In the presence of various
mance overhead of 8%. runtime threats that may modify the dynamic objects (e.g.,
buffer overflow attacks), the remote challenger still canno

Keywords: Remote attestation, dynamic attestation, runtimgain high confidence in a system even if it is statically at-
integrity, system security, trusted computing. tested.

In order to address this problem, we introduce the notion
of dynamic attestationDynamic attestation provides the in-
o tegrity evidence for the dynamic properties of a running sys

The goal of remote attestation is to enable a computer {gy,  The dynamic system properties are properties that dy-
prove the integrity of the platform to a remote party. Théamic objects must satisfy during their lifetime. For exam-
integrity information allows the remote party to verify theyje eyen though a stack is dynamically changing, a saved
configuration and current state of the platform (e.g., har‘frame pointer in the stack must point to the caller’s stack
ware and software stack), and decide whether the attestegdme and thus the saved frame pointers in the same stack

*The first two authors have contributed equally to this paper. must be linked together. In other words, dynamic system
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1 Introduction




There are unique challenges in developing a dynamic atide remote attestation to dynamic system propertisc-
testation system. First, due to the diversity in dynamic obsnd, we identify two types of dynamic properties that can
jects and their properties, it is non-trivial to identifydade- be practically used , and describe how they can be gener-
rive the “known” good states of the dynamic objects. Thated and applied towards attestation. Third, we show how
problem is exacerbated by the fact that such objects are dfie measurement can be done in a manner that is both effec-
ten transient in nature. In contrast, in static attestatiba tive and efficient. Fourth, we propose techniques to protect
known good state can be measured by the cryptographtte attestation system itself from corruption, employing t
checksum of static objects. Second, dynamic attestatiGiPM hardware to protect the integrity evidence. Fifth, we
needs to access a potentially large number of dynamic operform a detailed security analysis of ReDAS. Finally, we
jects and measure their integrity repeatedly. This requirémplement ReDAS on Linux and perform a substantial set of
a versatile and efficient measurement mechanism. This déxperiments to evaluate the proposed techniques.
fers considerably from the one-time check of static attesta Note that this paper serves as an initial attempt for pro-
tion techniques and demands a highly efficient attestationiding complete system integrity evidence through dynamic
system. Finally, dynamic attestation measures objects thattestation, but it does not yet provide a complete solution
the adversary may have already modified. Thus, the attesfer dynamic attestation. Several open questions remaie to b
must protect itself against potential indirect attacksrfithe  addressed, such as the identification of all dynamic system
adversary as well. properties for remote attestation and the inclusion of #re k

In this paper, we present a novel dynamic attestation sygel in dynamic attestation. Nevertheless, the resultsig th
tem named ReDAS_(Reote Dynamic Attestation_$stem) paper have already advanced the state of the art of attestati
to address the above challenges. We propose to perfofheyond static attestation), and can be used as a foundation
application-level dynamic attestation by attesting todlge  for additional research.
namic properties of running applications. ReDAS monitors The remainder of the paper is organized as follows. Sec-
running applications and secures any integrity violatien e tion 2 presents the proposed dynamic attestation techsiique
idence using hardware support. As an initial attempt in ougection 3 describes the prototype implementation of the pro
research, ReDAS provides the integrity evidence for two dyposed dynamic attestation system. Section 4 presents the ex
namic properties:structural integrity and global data in- perimental evaluation of our approach using the prototype
tegrity of running applications. These properties are awsystem. Section 5 discusses related work. Section 6 con-
tomatically extracted from each application. They reprecludes the paper and proposes some future research direc-
sent a program’s unique runtime characteristics that musons.
be satisfied during its execution. Thus, attacks modifying
dynamic objects related to such properties (e.g., comgpti 2 ReDAS: A Remote Dynamic Attestation

saved frame pointers) will lead to integrity (violation)iev System
dence, which ReDAS will capture and report during attesta- ) . L .
tion. The ultimate goal of dynamic attestation is to provide

complete system integrity evidence. In this paper, we focus

In order to prevent an attacker from modifying the in- - . .
. . . on application-level dynamic attestation as part of thisréf
tegrity evidence, we use the hardware support provided lg/

: pecifically, we develop an application-level dynamicstte
Trusted Platform Module (TPM) [3]. ReDAS runs in the_ . . .
OS kernel. When it sees an attack interfacing with the O tion system named ReDAS (Rete Dynamic Attestation

kernel, it immediately seals the integrity evidence inte th— stem). As an initial attempt in our research, ReDAS cur-

TPM, before the attack has any chance to compromise tﬁ%ntly provides two dynamic properties: structural intsgr

. . . and global data integrity of running applications. In thess
kernel and the evidence itself. Thus, even if an attacker can 9 grity \ning app .
Tlon, we present our assumptions and threat model, describe

compromise the system, he/she cannot modify the integri He ReDAS architecture for measuring dynamic properties in
evidence without being detected by the remote challenger. o . . .
user applications, and discuss some of our design choices.

We have implemented ReDAS as a prototype system on
Linux, and performed experimental evaluation of ReDAS us2.1  Assumptions and Threat Model

ing real-world applications. The experimental resultsveho At the hardware level, we assume that the attester’s com-
that ReDAS is effective in capturing runtime integrity \ael puter is equipped with a TPM chip and its BIOS supports
tions. We observe zero false alarms in our test cases and@8re Root of Trust Measurement (CRTM). The CRTM mea-
average performance overhead of only 8%. sures the computer’s hardware configurations (e.g., ROMs,
The contributions of this paper are as follows. First, weeripherals) and provides the root of trust for ReDAS. We
raise the need for dynamic attestation and propose a fransssume that the attester's Operating System (OS) kernel is
work for application-level dynamic attestation. To thetbestrusted at boot time. This can be ensured by using existing
of our knowledge, our approach is the first attempt to prarusted boot techniques [19]. However, the OS kernel may



still be compromised at run time due to potential vulnerabiland their properties. As an initial effort, we identify two
ities that can be exploited remotelyFurthermore, each ap- types of dynamic properties that can be practically used in
plication binary is measured before it is loaded into memorglynamic attestationstructural integrityandglobal data in-
for execution. This can be done by using static attestatidegrity. Although other simple dynamic properties (e.g, the
techniques [26]. As a result, any malicious changes in theanary word in stack [9]) can be integrated into ReDAS eas-
application’s binary before load time will be visible to theily, the challenge is to find eompleteset of dynamic proper-
remote challenger during attestation. We assume that the djgs that can be used to precisely measure the system igtegri
plication’s source code is available. Source code access is and can also be verifiesfficientlyat runtime. This paper ex-
quired to collect dynamic properties of applications. Hina plores the feasibility of a dynamic attestation system ihat
we assume that the attester and the challenger can estabbsith effective (can detect dynamic attacks) and efficient (I
an authenticated communication channel using the cryptperformance impact). Even though ReDAS does not guaran-
graphic support provided by TPM [13]. tee to examine the complete set of dynamic properties, our
In our threat model, an adversary is capable of launchingsults (see Section 4) demonstrate that it is able to detect
remote attacks against the attester, but does not havecghysthe runtime attacks in our test cases with zero false pesitiv
access to the attester's computer. In other words, thekattac and minimal performance overhead. We will investigate the
cannot launch hardware attacks (e.g., resetting the pfatfo feasibility of finding the complete set of dynamic propestie
configuration registers (PCRs) in the TPM without rebootingn our future work.
the computer [34]). Even though the’ adversary can gaur_l_fuéllgl1 Structural Integrity
control (e.g., root) over the attester's system by expigiti
application level vulnerabilities, we assume that ReDAS ddt is observed in [16] that even though memory objects in
tects such attacks before the kernel is compromised ansl taBe Writable sections of a running application are dynami-
the necessary actions (e.g., extend the integrity evidietze Cally modified, they still follow certain patterns, partiatly

a PCR in the TPM). when the application binary is generated by a modern com-
. piler such as GCC. For example, the return address of a func-
2.2 ReDAS Overview tion in the (dynamic) stack must point to the instruction fol

As discussed earlier, we propose to use dynamic systegwing thecal | instruction. As another example, memory
properties for dynamic attestation. In the attestation prehunks allocated in the heap must be linked together if they
cess, the remote challenger is expected to send an attegfge allocated viaral | oc family functions. Such patterns
tion request to the dynamic attestation service running ogye referred to astructural constraint16]. We say that
the attester's system. The dynamic attestation serviae thgn application (execution) hasructural integrityif all its
provides the integrity evidence of the attester’s systeneto structural constraints are satisfied at runtime. The fsilldf
spond to the challenger. structural constraints used in ReDAS can be found in [16].

In order to provide dynamic attestation and the required Structural constraints are obtained by static analysisef t
integrity evidence, we propose to have three components jjiogram binary based on the knowledge of how the program
ReDAS: 1)dynamic property collectoR) integrity measure- pinary is generated. They do not produce false alarms, and
ment componeptind 3)attestation serviceFigure 1 illus-  thus can be safely used in integrity measurement.
trates the ReDAS architecture. In order to collect structural constraints from each appli-

The dynamic property collector is an off-line componentation, the dynamic property collector analyzes the appli-
that collects dynamic properties from the target apploceti  cation’s binary code, and extracts the set of structurat con

source code and binary. The integrity measurement corgtraints of the application. The exact techniques for exira
ponent and the attestation service form ReDAS runtime ing structural constraints are presented in [16]; we do not

system(shown in the dashed box in Figure 1). The runtepeat them here.

time system takes the dynamic properties extracted by the ]

dynamic property collector, and runs on the attester to pef-3-2 Global Data Integrity

form integrity measurement and provide dynamic attestatidGlobal variables are another type of dynamic objects in a

service. running application. Although their values may change,

there are properties they must satisfy during program execu

. . ) tion. Such properties are callddta invariant410]. Data in-
Dynamic system properties are the properties that dy, jants are either values of data variables or relatiorenam

namic (_)bje_CtS in the system must sat|s_fy during their I'f_efhem that must be satisfied at certain program points. For ex-

Flme. Flnd_m.g a complete set of .dynE-lmI.C system .prop_ertlegmme, the constant invariant is an actual numeric value tha

is a non-trivial task due to the diversity in dynamic object§y, o\ ariable should hold. As another example, the equality

1We plan to investigate how to attest to the runtime kernetegrity in  invariant means that tWO.data Variab!es _mUSt have .the same
future work; it is out of the scope of this paper. value at that program point. An application (execution) has

2.3 Dynamic System Properties
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Figure 1. ReDAS architecture

global data integrityif all its data invariants involving global how much of the program is executed by the input. We re-
variables are satisfied. The full list of data invariants ban vise the training scenarios based@ov'’s result until they
foundin [10]. completely cover the program’s source code. Each training
Daikon [10] was developed to collect data invariantscenario can be further configured with different paranseter
through a training phase, where it runs the program multipldfter we obtain a set of training scenarios, we change these
times to generate data traces from which the data invariarfgrameters to generate various training inputs for each sce
are extracted. However, we cannot use Daikon’s data invafario. For example, we created 70 different training scenar
ants directly for several reasons. First and foremost, @aik ios for theght t pd web server. After further configuring the
produces data invariants at function entries and exits. Weaining parameters, we obtained 13,000 training sessions
modify Daikon to produce invariants at system call times . .
the details of which are presented in section 3.1. Secon%:4 Measurlng Dynamic System Proper-

. . . . ties
Daikon’s data invariants produce false alarms which cannot The intearit t ¢ it i
be tolerated in an attestation server. One reason for these ¢ INtedrity measurement component monitors applica-

false positives is due to the difficulty of defining or verifgi tions at runtlmg and checks their mtegrlty_ according to the
sa/_stem properties collected by the dynamic property collec

some types of data invariants and the second is due to ina} " \We propose o include the intearity measurement com
equate training [35]. The rest of this section describes oup- prop grity

efforts towards eliminating these false positives. ponent in t_he O.S kernel as a loadable kernel modulq. This
Choosing the Riaht Invariants. Daikon produces data allows the integrity measurement component to examine the
9 9 ) P . dynamic objects in various applications. More importaritly

'”""?‘”ams for all types of \_/ar|ables; h_owever, we use _cla&ta| provides isolation between the integrity measurement com-
variants of only global variables. While structural coasits -
a?é)nent and the target applications.

provide a means for protecting the stack and heap metadata, . e L
. . X . Measurement Points.A critical decision is when to mea-
the global data invariants provide protection for the datg s . : ) ;
sure the dynamic system properties. In general, fine-glaine

ment of an application’s virtual address space. We furtherr™ " ..~ " . L2
verification may capture more integrity violations, butcals

duc_:e the number of invariants by selectively chqosmg thosﬁtroduces higher performance overhead. On the other hand,
which have been shown to work successfully without man

» > . oarse-grained verification may miss some integrity viola-
false positives. For example, we removed string invariasts . : . .
t{ons. There is clearly a trade-off between the quality ef in

glee)?ir%ri(r)\(:\ltji(r:le ;?1222 ];ZIIZE p(c))zlif[li\\;gz ([Jlle45]p|te previous attRmFEegrity measurement and the performance overhead.
E : (‘::h lit F;D on T i Ph | We monitor applications at every system call. There are
nsuring the Qqa| y of Laikon fraining hase. in everal good reasons for this. First, as we have mentioned
general, good quality training is the result of using a gooaarlier, this is the minimum granularity that we require to

;et gf :rallcmng d?]ta' In order to ge\tlg(ljop ? good_ set of trai juarantee that the integrity evidence can be protected via
ing data for each program, we first identify various uses ardware support (e.g., extended into a PCR) before it is cor

the program along with different options and configuration%pted_ Second, system calls are the means by which an ap-

thatthe program provides. We then generate a set of train.i flcation interacts with the OS kernel, and are also theyentr

scetnartllos that trlggtgr(]ersfvl?nous progr?rtr;] uses and ,more Moints for many attacks which compromise the underlying
portantly, ensures the full coverage ot the program's ssur ystem. Finally, it provides a good balance between effec-

2 - )
code“. To check whether the set of training scenarios COVieness and performance.

E:ﬁ/g:: Ceo'[r:)]&lentzrﬁzcl;r;%evc;de ((3); ;T/eaﬂg(z/g;aun;'t\(f)vienlf:catl tG’Stlntegrity measurement at system call times allows us to
9 [2]. P verify data invariants and the stack structural constsaint
2Note that we aim for full coverage of the source code, rathan full Howevgr, the.y are unsuitable to Verlfy the _heap StrUCt.u.ral
coverage of all execution paths. The latter is equivalesobaing the haling  CONstraints, since the S.trUCture of the heap_|5 only modified
problem. when a memory block is added or deleted in the heap. We




propose to useal | oc family function call times to check 1 A - generate random nonce
the heap structural constraints. In addition, the dynaric o A B - dynamicattestation request, nonce

o . 2. B— A Integrity evidence, Si _PCR 8
jects in the constructor and destructor sections are omlgi us ntegrily evidence, Sigtia stnonce }

. . T 3. A : verify the TPM signature and the nonce
when themai n funct_lon starts and after_lt f|n|she_s. Thus, if the signature or nonce is invalid then exit
we only need to verify them before thmai n function en- else validate the correctness of the integrity evidence using PCR 8

terS/8X|tS. A: Challenger B: Attester (runs ReDAS)

2.5 Protection of Integrity Evidence
As long as an attester is online to provide network-based

services to others, it is subject to remote attacks, which ma The ReDAS dynamic attestation protocol is straightfor-

exploit (both known and unknown) vulnerabilities to COM-yard, and similar to previous static attestation protacdle

promise t_he szstem. . A dEtermlmeEd atticéegxgy be Zble 691Iy difference is that the attestation response inclubes t
compromise the runtime kernel. Even if Re can ete%tegrity evidencgwhich is the history of all integrity viola-

the integrity violation caused by the attacker, after COPAPY i proofs stored in the attester. The challenger (A) sthe

mising th? kernel, the at.tacker may attempt.to modn‘y the Ir"f)rotocol by generating a random nonce and including it with
tegrity evidence maintained by ReDAS, which is also store e dynamic attestation request message. Upon receiwng th

in the kernel. We in\_/estigate hO.W o protect the integri_t'y €V dynamic attestation request, the attestation servicedB3g
dence so that_even ifan attack_|s suc_cessful, the at_tac;lker s;:tzltes a dynamic attestation response message, which isclude
cannot erase its mark from the integrity evidence without bg,, - parts. The first partis the current integrity evidencerfr

N9 detectgd. . the integrity measurement component, including the list of
To achieve this goal, we propose to take advantage fioqrity violation proofs in the order of their occurresce
the h_ardware support _provm_led by Fhe TPM. The TP_ Note that this list is empty when there is no integrity viola
contains Platform Configuration Registers (PCRs), whicf,, o the attester.) The second part is the TPM signature of
provide sealed storage for platform configuration MeasUrie current PCR 8 value along with the nonce received from
ments. These measurements are normally hash values of gis .hajlenger. Once the challenger receives the dynamic at
tities (e.g., programs, configuration data) on the platiohm oqiation response message, it verifies the TPM's signature
subset of PCRs, which are _callethnc PCRs (number 0— 514 the integrity evidence. While the nonce prevents replay
15), cannot be reset at runtime. Instead, they can only kgl‘f'tacks, the TPM signature of the hash of the integrity evi-

extended with new measurement values. .(Th|s means a NG¥nce ensures that the integrity evidence cannot be forged.
measurement value is hashed together with the previous one

in the PCR, and the result is saved in the same PCR.) Ti&s7 Security Analysis
property in particular aims to prevent a compromised appli- In the following, we explain how we build the chain of
cation from tampering with a previously saved measuremeritust from hardware up to the integrity evidence. We then
In ReDAS, the integrity evidence is extended into TPMliscuss possible adversary actions against ReDAS and how
PCR 8, which is one of the static PCRs. During the syswe address such attacks.
tem operations, if none of the dynamic system properties are o .
violated, both the integrity evidence and PCR 8 have the:ér'7'1 Establishing Chain of Trust
default values. On the other hand, if an integrity violatiortHardware and Kernel Integrity Measurement. Our trust
occurs, the integrity evidence is stored and the PCR is ekuilding process starts by measuring the hardware of the at-
tended with the hash value of the evidence. testing host. We use the CRTM and trusted boot to mea-
At the time of dynamic attestation, the attester sends bof{"e the initial state of the hardware and the kernel of the
the integrity evidence and the value of PCR 8 (protected KR{tester. This enables a remote challenger to verify if the
the TPM signature) to the challenger. Thus, any ma”ciodgardwe_lre of the attester is genuine and whether the kernel
modification of the integrity evidence will be visible to theiS configured as expected and booted securely. As part of
challenger. the kernel, IMA (Integrity Measurement Architecture) [26]
At this point we would like to emphasize the importancdS l0aded and measured before any other kernel modules and
of being able to “seal” our evidence before an attacker hasdPplications. We implement the integrity measurement com-
chance to corrupt it. Our integrity measurement componeRPnent as a Loadable Kernel Module (LKM) and have it

can guarantee the integrity of the evidence provided that'f@ded before any user applications. Thus, IMA will mea-
takes its actions before a system call is serviced. sure the integrity measurement component and attest to its

load time integrity.
2.6 ReDAS Dynamic Attestation Protocol Application Load-Time Integrity Measurement. Pro-
The ReDAS dynamic attestation protocol is a retection against illegal modification of LKM and application
quest/reply protocol, as shown in Figure 2. binaries is done by using IMA [26]. IMA measures a pro-

Figure 2. Dynamic attestation protocol



gram’s binary before it is loaded into memory for executiororiginal machine without ReDAS. Fortunately, countermea-
and protects the integrity of the measurement result by esures for this attack have already been developed. Goldman
tending its hash value into a PCR. As a result, any illegat al. [13] proposed to extend the PCR with a measurement
modification of a program’s binary will be visible due tothat represents the static property of the secure conmectio
IMA. endpoint (e.g., SSL public key). Using this new technique,
Run-Time Protection of Integrity Measurement Com-  the remote challenger can guarantee that the TPM signature
ponent. The integrity measurement component can bwas generated using the same machine at the endpoint of the
trusted as long as the kernel is not compromised. Sindgnnel.
the integrity measurement component intercepts systds cal Runtime Memory Corruption. The adversary may try
and the kernel’s signals, it can capture malicious attdtkis t to compromise an application by exploiting a vulnerabhility
try to interfere with the integrity measurement componeriven if successful, the adversary is limited in its ability t
(e.g., try to remove the integrity measurement componengffect the system. In order to avoid detection by ReDAS, the
When the integrity measurement component captures suativersary either has to refrain from making system calls, or
attacks, it can record the attack information in the intiggri ensure that he/she does not modify dynamic objects exam-
evidence and extend its measurement to a PCR. Thus, suiohd by ReDAS. This limits the adversary’s ability to make
attacks will be visible during dynamic attestation. the exploit useful. The current implementation of ReDAS
Integrity Evidence. Due to the protection of integrity cannot capture all memory corruption attacks due to the
evidence using TPM, the adversary cannot forge the PORnited dynamic system properties and measurement points.
value without being detected. During dynamic attestatiorjowever, this is due to the limited scope of the current ¢ffor
the integrity evidence is protected by the TPM signature an@ther than the dynamic attestation methodology.
the nonce. This prevents the adversary from altering the in- Denial of Service (DoS) Attacks. The adversary may
tegrity evidence during transmission or reusing previods i try to launch DoS attacks by repeatedly sending attestation

tegrity evidence. requests. Such attacks are certainly not unique to ReDAS,
_ and there are existing solutions such as rate limiting (e.g.
2.7.2 Possible Attacks and Defense [7]) and client puzzles (e.g., [15]) to prevent or mitigatels

Given our threat model and a careful study of previous secgitacks.
rity issues in remote attestation, we categorize the plassib .
threats and show how ReDAS is resilient to these attacks. 3 Implementation

Modification. In a modification attack, the adversary Tg assess the feasibility and effectiveness of our ap-
tries to disrupt the attestation process by modifying the othroach, we have implemented ReDAS on Linux kernel ver-
jects on which the attestation depends. In ReDAS, these igipn 2.6.22. This section describes the implementation de-
clude the application binaries, the specification of dymamitjls of the main components in ReDAS.
system properties to be verified at integrity measurement,
and the integrity evidence. ReDAS uses IMA to providé-1 Dynamic Property Collector
load-time measurement of application binaries. The speci- Each application monitored and attested for its integrity
fication of dynamic system properties is also statically medirst runs through the dynamic property collection phase,
sured and verified before it is loaded into the integrity meawhich is done offline to gather the application’s dynamic
surement component. The integrity evidence is protectgstoperties (currently structural constraints and datarinv
since its hash value is extended into a PCR. As a result, aayts). The dynamic property collector consists of modified
illegal modification of these objects will be visible to tree r  Daikon [10],Gcov [2] to ensure the quality of the training
mote challenger during dynamic attestation. phase and a collection of Ruby [4] scripts to gather infor-

Emulation. In this attack, the adversary tries to emu-mation from the application binaries - mainly the structura
late the attestation process or even emulate the entire hashstraints.
using a Virtual Machine Monitor (VMM). However, these  As we pointed out earlier, Daikon produces data invari-
technigques require changing both the hardware and softwaiats at function entries and exits. It does this by first run-
configurations. By using trusted boot and IMA, the differ-ning the application under a dynamic binary rewriter (Val-
ence in configurations is made visible to the challenger, angtind [22]), and generating a data trace at indicated progra
as aresult, the attestation will fail. points. It then analyses the data traces to obtain the invari

Misdirection. During remote attestation, the remote chalants. We modified the initial part so that Daikon produced
lenger establishes a secure connection with the attentar. Idata traces at system call times instead of function entries
misdirection attack, the adversary tries to redirect tteséd-  and exits. We us€cov to ensure code coverage with our
tion request to another platform running ReDAS to pass theaining sets which improves the quality of our training and
attestation, and then provides the actual services from thence, the resulting data invariants.



The structural information is gathered from the target aphash of the integrity evidence and then extending the PCR
plications (e.g., code segment range and stack frame dizesath this new hash value. The initial hash of the integrity ev
user-defined functions) by parsing the debugging informadence is computed within the integrity measurement compo-
tion. This process is fully automated and requires no humarent. Afterwards, it extends PCR 8 by directly accessing the
interaction. Finally all the information is compiled intdiee ~ TPM device driver, which is another loadable kernel module.

to be used as input for the integrity measurement componeltg  Attestation Service

3.2 Integrity Measurement Component The attestation service is implemented as a user level net-
Measuring dynamic properties of an application startgork service daemon. As mentioned in Section 2.6, the re-
when the integrity measurement component intercepts &onse from the attestation service includes the TPM’s sig-
execve system call and identifies the application beingiature on the value of PCR 8 with the nonce received from
loaded. the challenger and the current integrity evidence. In order
When the application invokes a system call, the integrit{o communicate with the TPM, the attestation service uses
measurement component blocks execution, locates the fgouSerS [6], an open source TPM library. TrouSerS allows
quired dynamic objects (e.g., return addresses in the stadke attestation service to read the current value of PCR 8 by
within the application’s memory space and examines theitsing theTspi _TPMPcr Read function. The attestation
integrity. If the application passes all integrity chedks in- ~ Service also uses thiespi _TPMQuot e function to get the
tegrity measurement component continues with serving thi°M to sign the value of PCR 8 and the nonce value. The
system call. If any checks fail, the related information, inattestation service gets the current integrity evidenoenfr
cluding the application’s name, the violated constraint (cthe integrity measurement component throughgthec file
data invariant), and the current instruction are recordeal i created by the integrity measurement component.
the integrity evidence. . .
When verifying heap related dynamic properties, we také Experimental Evaluation
advantage of the existing effortin the GNU C library. The li- We perform a series of experiments to evaluate both the
brary provides sanity checks for the heap management dagdfectiveness and efficiency of ReDAS. Our objective is to
which is the same dynamic object that ReDAS needs tevaluate whether our choice of integrity measurement is a
evaluate. If any sanity checks fail, the library invokes thesound tradeoff between improved trust and performance.
S| GABRT signal to the OS kernel. Our integrity measure 4
ment component captures these signals, identifies the in-
volved application, and records the integrity violatioogir 7
in the integrity evidence. By harnessing the library suppor_’

we red_uce the burdep of keeping t_rack O.f ‘?'y”a”.“c MEMOTY TpM that complies with TCG TPM specification v1.2 [3].

aIIocatlgns (d_eallocauons) along with the|r.|n.tegr|tyeck. The kernel is configured to work with IMA [26]. All test
The integrity measuremen_t component is implemented & plications are compiled using GCC version 4.1.3.

a loadable kernel module using SystemTap [5]. SystemTa We choose nine real-world applications for our evaluation

is a free software simplifying the instrumentation of L'nuxexperiments. They are publicly available on the Interned, a

kﬁ?:ﬁles'd Tnh;n:?;zg:;[mee?osu:t?éinteiloerpaptggebm ttr?;(?js r?z:rrlur-e known to have different types of vulnerabilities. Table
P y ystem properties g ated by YNami§s the test applications and their known vulnerabpitie
property collector. Since direct file handling is not desiea

Experimental Setup

All experiments are performed on a host running Ubuntu
1 with dual 1.86 GHz Intel Core 2 CPU, 3 GB of RAM, and

a 10,000 RPM SATA hard drive. The host is equipped with

within the kernel due to security reasons, the integrity mea Table 1. Test applications
surement component enlists the help of a user level program hNaZ]i . Des%ription !;rg\vlré Vzu(;g;rigi(l)i%
cpe . s . . ghttpd 1. aweb server - -
palled_verlflcatlon initializer Communication bet_vyeen th_e prozilla 1.3.6 a web download accelerator S(CVE-2004-1120)
integrity measurement component and the verification inj- sumus 0.22.121 aL’Jmus' game server gggﬁgggg&égg
'NT . . - . . newspost A a Usenet news poster - -
tializer is done using @r oc file gener-a.ted_by t_h.e_lnltegrle wsmp3d 0.0.8 | a web server with audio broadcasting H(CVE-2003-0339)
measurement component. The verification initializer is p xtﬁLnetg 8'3,70 atelnegdaemon H(HC(\?/E\-ZZSSZI-E;G)
. nu ttp . awebp server - -
user level program that re_ads the dynamic system properowerd 2.0.2 a UPS monitoring daemon F(CVE-2006-0681)
ties and sends them to the integrity measurement componervpenvmps 1.3 a VLAN management server F(CVE-2005-4714)

through thepr oc file. Naturally, the input file needs to be S: Stack Overflow, H: Heap Overflow, F: Format String

authenticated (e.g., with Merkel hash tree or signature) be Table 2 shows some statistics about the data invariants in
fore being used. Note that access to the proc file is govern#tk test applications. The data invariants column shows the
by the integrity measurement component which supersedigal number of data invariants collected from each applica
the regular file access management. tion. It also shows minimum, maximum, and average num-
As discussed in Section 2.5, ReDAS extends the integrityers of data invariants to examine at each measurement point
evidence into TPM’s PCR 8. This is done by calculating thésystem call). We do not provide any numbers for structural



constraints, as the number of checks performed during run- Table 3 summarizes our evaluation result. It shows the
time cannot be determined statically. Moreover, some &pplication name, violated dynamic property, and measure-
these structural constraints do not require input for verifiment point where ReDAS captures the integrity violation. In
cation. For example, the saved frame pointers in an applicall cases, ReDAS captures the integrity violations caused b
tion’s stack must be linked together to satisfy the savadéra the attacks. For example, ReDAS reports thiat t pd vio-
pointer constraint. These values are determined during rulates the return address constraing gt _r ead system call.

time by walking the user stack. Table 3. Effectiveness evaluation result

Table 2. Data invariants of test app|icati0ns Name Dynamic Property Violation Measurement Point
Aooiication Data Invarants ghttpd 1.4 Return address constraint 3 (sys.read)
pl?l ol T Vi M y prozilla 1.3.6 Return address constraint 3 (sys-read)
ame ota in ax verage sumus 0.2.2 Return address constraint 4(syswite)
ght_tpd 14 34 2 3 2 newspost 2.1.1 Caller-callee constraint 3 (sys-read)
prozilla 1.3.6 19 1 3 2 wsmp3d 0.0.8 Boundary tag constraint nmal | oc
sumus 0.2.2 249 24 40 a1 xtelnetd 0.17 Boundary tag constraint nal | oc
newspost2.1.1) 294 22 23 22 nullhttpd 0.5.0 Boundary tag constraint free
wsmp3d 0.0.8 | 331 10 45 30 powerd 2.0.2 Return address constraint 4(syswite)
nXJﬁrI]r:?ptg 83_)'70 igz gg 3%5 ;Z powerd 2.0.2* Equality invariant 4(syswite)
powerd 2.0.2 110 4 3 5 openvmps 1.3 Return address constraint| 102 Sys_socketcal |)
opervmps1.3| 34 | 2 | 10 2 Overall, our effectiveness evaluation shows a promising
[ Average [ 199 [ 15 [ 33 ] 22 |

resultin that our methods of determining dynamic propertie
are sound, produce no false positives, and are adequate in
4.2 Effectiveness capturing runtime integrity violations effectively.

* Min/Max/Average # of data invariants at measurement pint

We evaluate the effectiveness of ReDAS in two ways4.3 Efficiency
First, we test ReDAS to see if it triggers any false alarms To measure the performance overhead, we run the test
when the attester is running normally (i.e., under no atfack applications with and without ReDAS, and compare their
Second, we evaluate ReDAS to understand how well it caphroughput. The throughput is measured according to the
tures integrity violations when the attester is under &ttac  type of application. For server applications (eght t pd),

To test if ReDAS triggers any false alarms, we first genwe use the Apache benchmark[1] to emulate multiple clients
erate test cases for each application. In order to devel@p-20) sending different types of requests to the appboati
the test cases, we take a similar approach to what we us€be apache benchmark then outputs the average throughput
in Daikon’s training phase. We try to ensure that the teg# of requests/sec) of the application. For client appiores
cases do not overlap with the training data. This was ngé.g.,pr ozi | | a), we compute the average speed of execut-
possible with two applicationgpbpwer d andopenvips)) ing the application. For example, pr ozi | | a, we check
which have very limited usages. For exammleyer d only  the average speed of downloading various types of files from
accepts 4 different message€( CANCEL, FAIL, and multiple local web sites. In each experiment, we iterate the
SHUTDOWN). After obtaining the test cases, we run the testtest 20 times and compute the average throughput of the ap-
and check if ReDAS generates any false integrity violatioplication. Note that some test applications are not sugtfdyl
proofs. Our results show that none were generated for any mfeasuring their performance by using their throughput. For
the applications tested. xt el net d, power d, andopenvnps, we could not obtain

To evaluate how well ReDAS captures integrity violationsaany performance benchmark program to measure their per-
caused by runtime attacks, we use the attack programs tliatmance. Itis also not appropriate to measure their thieug
exploit the vulnerabilities of the test applications. Weaib  put using average speed of execution since they are daemon
most of the attack programs from publicly known web siteprograms that run continuously. Feews post , throughput
(e.g.,wwv. mi | wOr m comj. One shortcoming of this listis depends on the responding party (e.g., Usenet server) rathe
that none of the exploits target global data. Although sucthan its own execution. Thus, we exclude these applications
vulnerable applications exist (e.g., [27, 28]), we do nateha in the experiments.
access to their source code and can't include them in our Figure 3 illustrates the performance result. The X-axis
test. To compensate for this, we modify an attack progratists the names of the applications and the Y-axis shows
that exploits a format string vulnerability power d so that the additional overhead (%) of running the application with
the new exploit overwrites the global varialdat ti me in  ReDAS compared to running it without ReDAS. In each ap-
power d. We use powerd 2.0.2* to indicate this new tesplication, three bars show the overhead of verifying struc-
case. In each experiment, we first launch the applicatiotyral constraints only, data invariants only, and both. é&or
then use the attack program to generate the malicious inpatnple,pr ozi | | a shows a 2.05% overhead when verifying
and send it to the application. Finally, we check the intggri both its structural constraints and data invariants.
evidence to see if ReDAS captures the integrity violations The performance is affected by the frequency of system
caused by the attacks. calls, average number of data invariants per system call, an



1 - SWATT [29], Pioneer [30], [32], [21]). However, all these
14 ' approaches focus on attestation or measurement of the stati
e 045 203 parts of the attested systems and applications, but cadnot a
% 1;’ - 802 dress the dynamic parts, which are equally important for sys
£ 6 - 52 5. 4_3[ tem integrity. BIND [33] and Flicker [20] both use a method
S =4 % e 2% g ﬂ for fine-grained runtime code attestation by binding the in-
z 2 ' tegrity of the executed code with its input/output, which ca
ghtipd pozila  sumus  wsmp3d  nulhtpd  Average be considered one of the attested dynamic system properties
[ @ Stucralconstais PR OBon | However, our Wo_rk is more general in addressing the need of
dynamic attestation.

There were also efforts [18, 24, 25] to measure the Linux
kernel runtime integrity. Copilot [24] uses a PCI card to di-
rectly measure the runtime kernel integrity without the op-
size of the data invariants to be checked. Despite all theé?ating system’s support. Loscocco et al. [18] developed
factors, our results show that our ReDAS implementation irg kernel integrity monitoring program to verify kernel data
curs on average 8% overhead for verifying both types of dstryctures. Petroni and Hicks [25] proposed a technique to
namic properties. monitor the runtime kernel’s control-flow integrity. Sudh e
4.4 Limitations forts are complimentary to our work.

ReDAS inherits the limitations of its integrity measure- .
ment component. In our particular case, these theoretical Conclusion
limitations include false negatives (integrity violatothat In this paper, we introduced the notion of dynamic attes-
go unnoticed) of three types. The first type is the result dhtion to overcome limitations of previous static attdetat
transient attacks that erase or fix their trace before the motechniques. We present a novel dynamic attestation system
itoring component has a chance to observe the integrity vtalled ReDAS. ReDAS provides integrity evidence of run-
olation. The second type of false negatives is due to an iming applications by monitoring them during runtime. Irsthi
complete set of dynamic objects. In this scenario, an attaglaper, we describe the security challenges related to-build
may not violate any of the dynamic properties that ReDA$hg such a system and provide effective solutions. The ex-
is monitoring. Finally, our use of Daikon’s data invariantgperimental results obtained with real-world applicatiams
limits us to dynamic properties of simple programming coneicate that ReDAS is effective and practical in performing
structs. This means that we cannot infer any useful dynamépplication-level dynamic attestation.
properties for complex structures (e.g., linked lists). Although ReDAS extends current remote attestation capa-
Despite these limitations, ReDAS has advanced the stdtdity by enabling attestation to dynamic system propsttie
of the art of remote attestation. Static attestation cahant it is not a complete solution yet. In our future work, we plan
dle runtime attacks at all. As the first step of dynamic attege investigate other types of dynamic system properties and
tation, ReDAS can now partially address integrity violago different measurement points to improve the integrity mea-
caused by runtime attacks. It is necessary to understand tw@ement capability further. We will also investigate hoar w
coverage of various dynamic system properties and explocan perform dynamic attestation of OS kernels.
different measurement points to have “perfect” dynamic at-
testation. We will investigate these issues in the future. ~ References
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