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Abstract coordinate the nodes in the cluster. Many efficient cluster-
based protocols have been developed for sensor networks to
In wireless sensor networks, clustering sensor nodes intoachieve scalability, power saving, channel access, rgutin
small groups is an effective technique to achieve scatgpili etc. For example, the cluster structure can prolong the life
self-organization, power saving, channel access, royiey time of the sensor network by making the cluster-head aggre-
A number of cluster formation protocols have been proposedgate data from the nodes in the cluster and reduce the data
recently. However, most existing protocols assume benignsent to the base station (e.g., [4,14,30]). As another ekamp
environments, and are vulnerable to attacks from malicious a cluster-head can arrange a time-slotted scheduling fer wi
nodes. In this paper, we propose a secure distributed aluste less channel access so that message collisions can bededuce
formation protocol to organize sensor networks into mugual by allowing only one node in the cluster to access the channel
disjoint cliques. Our protocol has the following propesie  at any time (e.g., [20, 28]).
(1) normal nodes are divided into mutually disjoint cliques A randomly deployed sensor network requireslas-
(2) all the normal nodes in each cliqgue agree on the sameter formationprotocol to partition the network into clusters.
cligue memberships; (3) while external attackers can be pre When cluster heads are required, nodes in each cluster may
vented from participating in the cluster formation process also perform aeader electionprotocol to determine their
inside attackers that do not follow the protocol semantas ¢ cluster head. Several cluster formation protocols have bee
be identified and removed from the network; (4) the commu-proposed for wireless sensor networks (e.g., [2—7,11,64,1
nication overhead is moderate; (5) the protocol is fully-dis 18,27, 30]). Based on the order in which cluster formation
tributed. and leader election are performed, we can divide the cluster
formation protocols into two categorieteader-First (LF)
approaches an@luster-First (CF)approaches. In Leader-
1 Introduction First approaches (e.g., [2, 3, 14, 30], cluster-heads ast fir
elected based on certain metrics (e.g., degree of connectiv
ity, remaining energy), and then they agree on how to assign

A wireless sensor network typically consists of a poten- . .
ypicaty P other nodes to different clusters. In Cluster-First apphes

tially large number of resource constrained sensor nodes an .
a few relatively powerful control nodes such as mobile lap- (e.9., [16,18,24, 27]), all the sensor nodes first form elsst

tops. Each sensor node is usually battery powered, and has gnd ?aCh cluster then.elects its cluster-head. Such agpsac
low-end processor, a limited amount of memory, and a low- require all the nodes_ Inone cluster agree on the same mem-
power communication module capable of short-range wire- bership before electing their cluster-head, and sensoesod

less communication. The sensor nodes form an ad-hoc net2'€ @lmost always divided into cliques so that nodes in each

work through the wireless links. Wireless sensor networks clique can directly communicate with each other.

are ideal candidates for a wide range of applications, sscha MOst existing cluster formation protocols assume benign
target tracking and monitoring of critical infrastructare environments, and cannot survive attacks from malicious pa

In large sensor networks, the sensor nodes can be groupe‘iﬁ'sIpants in hostile environments. In the Leader-First ap-

into smallclustersby their physical proximity to achieve bet- proaches:[ maI|C|_ou_s nodes m?y I|e| ak:ou';]thec;r rgetnf[:_sée.g.

ter efficiency, and each cluster may electlaster-headto Increase transmission power for cluster-nead advertiseme
messages in LEACH [14]) to make themselves elected as
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malicious nodes send false information. 2 Problem Statement

Vasudevan et al. proposed two secure leader election al-
gorithms by using a trusted authority to certify each node’s gpjective: The objective of our clique formation protocol is
metrics used in the leader election process [26]. However,iy divide the normal nodes in a sensor network into mutu-
these algorithms assume all the participating nc_;des are rel ally disjoint cliques so that all the nodes in the same cligue
able and no messages are lost or delayed, which cannot bgap, girectly communicate with each other. Each node should
guaranteed when there are malicious nodes. individually compute itsziew of cliquebased on the informa-

In this paper, we propose a Cluster-First, secure and dis-jon exchanged with its 1-hop neighbors. We denote the view
tributed cluster formation protocol. By exchanging inf@am  of clique for node asC;. For brevity, we calt’; as theclique
tion with 1-hop neighbors, normal sensor nodes are dividedof node;. We call a node aormal nodsf it follows our pro-
into mutually disjoint cliques, in which all the nodes can di tocol. Otherwise, it is analicious node We would like to
rectly communicate with each other. Our protocol guarantee guarantee that all normal nodes have consistent cliques, as

that all the normal nodes in each clique agree on the samegeflected by the following clique agreement prope@ique
clique membership even under the attacks from both externahgreementor a normal node is defined as:

and internal malicious nodes. We use the protocol semantics
to distinguish malicious behaviors from normal ones, ifgnt  pefinition 1 (Clique Agreement) For each nodej € C,
and remove inside attackers that deviate from the protocol. C; =C;. '

Our secure cluster formation protocol is different from the
authenticated Byzantine Agreement algorithms (e.g.,48, 1 Definition 1 implies that for each normal noglet C;, i ¢
25]), which can successfully solve the traditional Byzaeti C; must hold. That is, each normal node belongs to only one
General problem [19]. These authenticated Byzantine Agree clique. Clique agreementis brokerGfique Inconsistencig

ment algorithms can guarantee all the normal nodes in oNgyetected. For nodg clique inconsistency is defined as:
group agree on a single or a set of value(s) by using the

signature-based authentication. Ogr protoc_ol aims taldiai Definition 2 (Clique Inconsistency) There exists a nodge
sensor network (one large group) into multiple small groups C; such thatC; + C;

- - 1 J 7-
(cliques) and guarantee all the normal nodes in each small
group agree on the same group membership. All the normal
nodes have to figure out consistently how to partition the net
work, and the normal nodes in different groups have differen
group membership.

Our secure distributed cluster formation protocol has the
following properties even if there are external and insater ~ Threat Model: We assume an adversary may launch arbi-
tackers: trary attacks against the cluster formation protocol eké@p
completely jamming the communication channel. An exter-
nal attacker may eavesdrop, inject, and replay packetsto di
rupt the cluster formation protocol. However, these asack
can be easily defeated with message authentication.

An attacker may generate more severe impact by partic-
ipating in the clustering formation process using malisiou

e The protocol is guaranteed to terminate. Participating Nodes (e.g., those compromised by the adversary). The mali-
nodes that do not follow the protocol specification (e.g., €i0US nodes may arbitrarily deviate from the protocol inesrd

send conflicting messages) will be identified and re- to introduce clique inconsistency. In particular, a mali
moved from all cliques. node may use directional antenna to send different messages

to different neighbor nodes. Moreover, it can communicate
with some normal nodes while intentionally keep silence to
o After the protocol terminates, all normal nodes are di- others. (We call thisilence attac§ The malicious nodes
vided into mutually disjoint cliques. All normal nodes Mmay launch Sybil attacks [9] or Wormhole attacks [15]. How-
are guaranteed to have consistent views on their C|iqueever, we assume these two kinds of attacks can be detected by

memberships even in hostile environments. using the techniques proposed in [22] and [15], respegtivel

It is desirable that each node can find as large a clique
as possible. We do not consider trivial solutions with which
each node forms a clique that only includes itself.

e The protocolis fully distributed. Each node computesits
cliqgue only using the information from its 1-hop neigh-
bors.

The rest of this paper is organized as follows. Section 2 Assumptions: We assume each node knows its 1-hop
presents the problem and the system model. Section 3 deneighbors. A message sent by a normal node can be received
scribes the secure distributed cluster formation protacal correctly by all its (1-hop) neighbors in a finite amount of
proves its security. Section 4 evaluates the performaniteeof time. We assume each sensor node has a unique ID, and each
protocol through simulations. Section 5 discusses thée@la node can be uniquely identified due to its keying materials
work. Section 6 concludes this paper. (e.g., unigue pairwise keys shared with other nodes, mrivat



keys used for digital signatures). All unicast messages ex- e Step 5: Each node performs conformity checking. If it
changed between nodes are authenticated with the key shared identifies malicious (neighbor) nodes, it removes them

between the two nodes. from the network, and restarts the protocol from Step 1.
We assume the sensor nodes can perform public key based ~ Otherwise, it enforces the cliqgue agreement and termi-

digital signature operations. It has been shown in recent in nates.

vestigations [13, 21] that low-end sensor nodes (e.g., MICA ) , ) ) ,

motes with 8-bit processors) can perform public key cryp- _ N the following, we will explain these steps in detail.

tographic operations. Moreover, recent development of sen 10 facilitate the discussion, we will use the simple example
sor platforms such as Intel motasses more advanced hard- Shown in Figure 1. Figure 1(a) shows a sensor network con-

ware, and can perform public key cryptographic operations SiSting of 8 sensor nodes. A directional edge from notte
efficiently. nodej represents nodgcan receive messages from nade

We use a combination gfTESLA [23] and digital signa- Considering asymmetric communication, we assume node 0

ture to authenticate broadcast messages. We use digial Siglc:".:m hear from node 3, while node 3 cannot hear from node 0.

natures when non-repudiation is necessary,&HESLA for igure 1(b) shows the results of our clique formation protoc
efficient broadcast authentication in other cases. We ae:ssumWhen all the 8 nodes are normal.

the clocks of the normal nodes are loosely synchronized, as
required byu TESLA. We also assume the public keys used
by the sensor nodes are properly authenticated. One approac
to ensure this is to issue to each node a certificate for its pub
lic key so that other nodes can validate the node’s public key
by verifying the certificate.

(a) A network with 8 nodes

3 The Secure Distributed Cluster Formation

@ ©
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o . | © ©
In this section, we first present the details of our protocol, @
and then analyze its properties in normal situation and hos- ®

tile environments, including clique consistency propety (b) Cluster formation
performance overheads.

Figure 1. An Example of Cluster Formation
3.1 Protocol Specification

Our secure distributed cluster formation protocol cossist 3.1.1 Step 1: Calculating Local Maximum Clique

of five steps. When all the nodes are normal, the cluster for-gased on our assumptions, each nodan obtain a neigh-
mation process terminates after the first four steps. Irileost por list L, that contains the IDs of its 1-hop neighbor nodes.
environments, when clique inconsistency is detected,ftxe p |n the first step, all the nodes exchange their neighbor lists
tocol provides an extra Step 5 to remove the identified mali- yith all their neighbors. As discussed earlier, such messag
cious nodes from the network and restart the protocol from should be authenticated with the pairwise key shared betwee
Step 1. neighbors.

The protocol is summarized below: After receiving its neighbors’ neighbor lists, each nade
can build aneighbor matrix)M; that records the connectiv-
ity between its neighbor nodes. Each element in a neighbor
matrix is either 1 or 0. The elementin tétl row andjth col-
umn of the neighbor matrix is 1 if nodecontains nodg in
its neighbor list, or O otherwise. If noddails to receive the
neighbor list from a (previous) neighbor noglét removes;
from its neighbor list.

e Step 3: Each node exchanges the updated clique with  Each node then symmetrizes its neighbor matrix by con-

its neighbors, and derives its final clique. sidering unidirectional links as no links at all. For exampl
] ] __inFigure 1, nodd considers that node 0 and noglare not
» Step 4: Each node exchanges the final clique with its connected, since node 0 is not in node 3's neighbor list. The
neighbors. If no clique inconsistency is detected, it ter- nejghbor matrix of node in Figure 1(a) is shown in Table 1.
minates successfully. Otherwise, it enters Step 5. Based on the neighbor matrix, each naddividually
lhttp: // waw. i ntel . conl resear ch/ expl or at or y/ computes a local maximum clique that includes itself. Based
not es. htm on nodei’s neighbor matrix, we can construct a gragh =

e Step 1: Each node exchanges its neighbor lists with its
neighbors, and computes Itecal maximum clique

e Step 2: Each node exchanges its local maximum clique
with its neighbors, and updates its maximum clique ac-
cording to its neighbor nodes’ local maximum cliques.




Table 1. Node 1's Neighbor Matrix

0|1]2 3 417
0|1|]1(1|1=0]0/|0
111]1])1 1 1)1
211111 1 00
3(011(1 1 110
410/1|0 1 110
7/(0(1|0 0 00

{Vi, E;}, whereV; consists of node and its neighbors, and
E; consists of the bidirectional edges between nodds;.in

It is well known that finding the maximum clique in a ran-
dom graph is an NP-complete problem [10]. For nodeis
also NP-complete [29] to find the maximum clique contain-
ing nodei in G;. To reduce the computation complexity, we
propose a heuristic algorithm for nodéo compute its local
maximum clique, as shown in Algorithm 1.

Algorithm 1 Heuristic Algorithm to Find the Local Maximum
Clique
INPUT: G; ={V;,E;},i€V;
OUTPUT: C;
STEPS:
Si = {jl(i,j) € Ei}; Ci = {i};
while (.S; # 0) do
Findk € S; with maximum|L; N Ly|
L; «— L; N Lyg
C; — C; U{k}
Sy — Sy —{k} ={jl(j, k) ¢ Ei,j € Si}
end while

The heuristic algorithm runs in round$,; includes node

vides a sub-optimal solution with less computation ovedhea
We show it through the simulation result in Section 4

Let us see how this algorithm works on notlén Fig-
ure 1. Initially, nodel hasCy, = {1}, L1 = {0,2,3,4,7},
andsS; = {0,2,3,4,7}. Inthe first round, node 2 has 2 com-
mon neighbord,; N Ly, = {0, 3} with node 1; node 3 also
has 2 common neighbos, N Ly = {2,4} with node 1.
Because node and node3 have the same maximum num-
ber of common neighbors with node 1, we prefer the smaller
ID to break the tie. Thus, nodeadds node into C;, and
Cy; = {1,2}. Then, nodel removes node from S, i.e.,
S; = {0,3,4,7}. Because node$ and7 cannot directly
communicate with nod®, nodel also removes nodesand
7 from S; andS; = {0,3}. In the second round, node
and node have the same number of common neighbors with
both nodel and node2. Nodel chooses nodé that has a
smaller ID intoC;. Then,Ci = {0,1,2}, andS; = 0 after
removing node) and node3. Node3 is removed fromS;
since nodes is not connected with node Finally, nodel’s
local maximum clique i€} = {0, 1, 2}. Similarly, we have
Ol =l ={0,1,2},C} = C} = C! = C} = {3,4,5,6},
andC? = {1,7}.

3.1.2 Step 2: Ordering and Updating Maximum Cliques

The local maximum clique computed in step 1 at different
nodes are likely to be different. In step 2, each node looks
at the local maximum cliques derived by its neighbors, and
updates its local maximum clique to prepare for final clique
agreement.

In this step, each nodebroadcasts its local maximum
clique C} to all its neighbors. For efficiency, such broad-
cast messages can be authenticated witBSLA. Because

i's 1-hop neighbor nodes that are eligible to be in the samengde; calculates its local maximum cliqu&! by a heuristic

clique as nodeé. In each round, nodechooses one neighbor
node and adds it into its local maximum cliqGe. Node:
maintains a sef; containing its neighbor nodes that are eli-
gible to be chosen in the next round. Initially, all the neigh
bors of node are included in5;, andC; only contains nodeé
itself. In the first round, nodecomputes the number of com-
mon neighbors between itself and each neighbor, and finds
neighbork with the maximum common neighbads; N Ly|.
We use node ID to break the tie. Then nademoves node
k from S; and adds it int@;. Nodes also removes the nodes
that are not directly connected wikhfrom setS;. In the sec-
ond round, from the updates);, node: finds the neighbor

node that has the maximum number of common neighbors 2.

with all the nodes inC; (i.e., nodes andk). Nodei then
removes this node frorfi; and adds it inta”;. Those nodes
that are not directly connected with this node will then be re
moved from sef;. Node: continues doing so until the séf
is empty.

After this algorithm finishes, nodesorts the nodes if;

ascendingly by node IDs and gets its local maximum clique

C1. In our protocol, we us€'* to denote the clique derived
by nodei inthekth step { < k < 4). Our heuristic algorithm

cannot guarantee to find the optimal clique; however, it pro-

algorithm based on its local neighbor information, it is pos
sible for nodei to receive a larger local maximum cliqmbj1

that containg from a neighborj. Therefore, after receiving
the local maximum cliques from its neighbors, naddecks

if there exists any Cliqué,*} which is “better” than its clique
C}. To compare cliques computed by different nodes, we

a 1 H t’ ” H
define a relation %" on cliques as follows:

Definition 3 C; < Cj, if and only if
l.ieCj,ieCy and

a).
b).

|Cs| < |Ckl, or

|C;] |Ck|, but ¢; < ¢, wherec;
min{a;la; € C; AN a; ¢ Ci} and ¢
mzn{bl|bz € Cp N\b; ¢ Oj}, or

Cj = Cy, butj < k.

c).

The relation gives a total order for the local maximum
cliques received by node We can compare two cliques;

andCy, by relation< only if both cliques contain node We
haveC; < O}, if the number of nodes i@}, is greater than



that inC}; or both cliques contain the same number of nodes, messages sent in the first four steps, sign this hash value,

but for the first two different IDg;; € C; andc, € Cj, we
havec; < c; or C; contains the same nodes &%, but
j < k. In two ascendingly ordered local maximum cliques,
the first two different IDs are also the smallest two différen
IDs. For example, it; = {1, 2,3} andC}, = {1, 3,4}, then
¢j =2 andc, = 3, andC} < Ch.

Suppose nodeé receivesn cliques that contain nodée

Nodei orders these cliques & < ... < C} < ... <
C! , and updates its clique to the “best” cliqug . After
Step 2, node has an updated cliqué? = C?, . We callC?
as node’s updated clique

Let us illustrate this step with the example in Figure 1.
After receiving the local maximum cliques from neighbor
nodes, node hasC} = Cf = C3 ={0,1,2},Ci = C} =
{3,4,5,6},andC? = {1,7}. Node 1 can immediately drop
the cliques from node8 and 4, since they do not contain
nodel. BecausdCl| < |C}|, nodel hasC} < CZ. Be-
causeCy = Cf = C3 but node IDS) < 1 < 2, we have

C} < ¢} < CL. Therefore, nodé orders the cliques from

1

node0, 1, 2 and7 asC} < C} < C} < C3, and updates its
clique toC? = C4 = {0, 1,2}. Consider nod&. It will keep
its clique unchanged since nods clique C{ = {0,1,2}
does not contain node After Step 2, we hav€g = C}
C2 ={0,1,2},C2 = C2 = C2 = C2 = {3,4,5,6}, and
C? = {1,7}. We can see that nodestill has clique incon-
sistency with nodeé.

3.1.3 Step 3: Obtaining Final Clique

In this step, each nodebroadcasts its updated cliqd# to

and append it into the message that contains the final clique.
When a normal nodéreceives the first copy of a final clique
CJ?" from its neighbor; or forwarded by another neighbor, if

j € C32, nodei rebroadcasts the cquuﬁf. The goal of this
rebroadcast is to prevent silence attacks.

Each node verifies the clique agreement. That is, nade
verifies for allj € C7, whetherC? = C? holds. When clique
inconsistency is detected, notlenters Step 5; otherwise, it
terminates the cliqgue formation process.

3.1.5 Step 5: Identifying Insider or Enforcing Clique
Agreement

This step consists of two stages. In Stage |, nogerforms
conformity checkingp identify malicious nodes that send in-
consistent messages in the previous four steps. The basic id
is to use the protocol semantics to distinguish malicious be
haviors from normal ones. When malicious nodes are identi-
fied, node sends an alert to other nodes, using the malicious
nodes’ signatures as proofs. After removing the malicious
nodes from the network, all the remaining nodes restart the
protocol from Step 1 again. The malicious nodes that have
been identified will be removed from normal nodes’ neigh-
bor list and thus cannot launch further attacks.

A malicious node may send messages to some normal
neighbor nodes, but keep silence to others. According our
assumptions, the messages sent from normal nodes can be
received in a finite amount of time. Thus, a normal node may
detect a malicious node if certain messages are not received
from the malicious node. However, the normal node does not
have any proof to convince other normal nodes who do re-

its neighbors. Similarly to the broadcast messages in step oceive the messages from the malicious node. A normal node

these messages should also be authenticatedViH#SLA.
For every nodg in C?, nodei checks if it is included iny’s
cliqueC?. If not, nodei removesj from its cliqueC?. After
this step, each nodeobtains its final cliqueC?. If nodei
does not receive nodes updated clique, nodesimply keeps
nodej in its clique.

For our example in Figure 1, becausé = {0, 1,2} does
not contain nod&, node7 removes nodeé fromC? = {1, 7},
and obtain its final cliqu&s = {7}. Finally, all the nodes
are grouped into 3 cliques, which af& = C} = C3
{0,1,2},C3 = C} = C3 = C§ = {3,4,5,6} andC3 =
{7}.

cannot distinguish a normal node who really detects a ma-
licious node from a malicious node who forges a false alert
on a normal node. In such cases, nadmters Stage Il to
enforce the clique agreement, and finish the clique formatio
protocol.

We describe these two stages in detail below.

Stage |: Conformity Checking.

Suppose a normal nodeletects a clique inconsistency with
nodej. Nodei requests nodg to forward the messages that
nodej received in the first four steps. Because ngthas re-
ceived node’s authenticated final cliqué? in Step 4, only

If all the nodes are normal, after the first three steps, welf Ci’ # C7, nodej will provide its previously received mes-
can guarantee the clique agreement. We prove this in SecSades to node Nodej need sign these messages to prove
tion 3.2. However, in hostile environments, since compro- that these messages are forwarded by nodeor efficient
mised nodes may deviate from the protocol, we need extraS'9NNg, nodeg may calculate a secure hash over all the mes-

steps to detect the potential clique inconsistency andiigen
the malicious nodes.

3.1.4 Step 4: Checking Cligue Agreement

All the nodes broadcast their final cliques to their neiglsbor

Each node also calculates a secure hash over all the four

sages, and simply sign and send this hash value in one mes-
sage. After verifying nodg’s signature, nodé performs the
following conformity checking for nodg.

Conformity Checking 1 Node; follows the clique forma-
tion protocol correctly in the first four steps.

In the above checking, nodee-computes the first three



steps of the cluster formation protocol for nogelf the de- to nodej, but does not send it to node Since nodé is the
rived final clique is not the same as what nedeceived from only possible malicious node (among nodges andk), node
nodej in Step 4, nodg is a malicious node. Nodecan use 4 simply removes it fronC?.

node;j’s signatures as a proof to notify other normal nodesin  After performing the above two enforcements, we name
the network. If nodg passes checking 1, nodperformsthe  the new cliques a§’; andC; for i andj, respectively. In
following checking on all the common neighbors of nodes  Section 3.3.2, we prove that our protocol can guaranteeeliq
andj. agreement through these enforcements.

Conformity Checking 2 For any nodet € L; N L;, k sends

) 3.2 Effectiveness in Benign Environments
the same messagesitand; in every step.

When all the nodes are normal, our protocol guarantees all
the nodes in one clique agree on the same clique membership
by following the first three steps.

Because nodehas messages directly received from node
k and the message from nodeeceived and forwarded by
nodej, if node k sends different messages to nodesd
in any step, node can detect the malicious nodeand use | smma 1 For two nodes andj, ifi € C? andj € C2, then
the conflicting messages from no#leas proofs to convince o2 — 2. / ’
all the other nodes. ! J

Conformity Checking 1 and 2 guarantee to detect the ma- .
licious nodes if cliqgue inconsistency is caused by malisiou PROOF. In S.tep 2_ of our protocol, after nqderecelv?s
nodes sending inconsistent messages. It is proved by Theocliques fromallits neighbors, it orders these cliqueas <
rem 2 in Section 3.3.1. Nodeenters Stage Il whennomali- ... < C} < ... < C} , and updates its clique to the “best”
cious node is identified. clique C? = Cclv Similarly, nodej can have an updated
cliqueC? = C}

Stage II: Consistency Enforcement
Fromi € C7 = C}, , nodei can compar€’; with C, .

When a malicious node launches silence attacks, a normal . Coe T L _
node may detect the malicious node if certain messages ardloded hasC; - < €, sinceC,, is the best clique among
not received from the malicious node. However, the normal from the cliques from all the neighbors. Becayse C7 =
node does not have any proof to convince other normal nodesc'én, nodei can also defiV@’Jén % C(lyn_ However, from
who do receive the messages from the malicious node. More-
over, a normal node cannot distinguish a normal node who’ ) )
really detects a malicious node from a malicious node who ®» = Bn, SO We can prove’; = C. o
forges a false alert on a normal node. o _ )

In such cases, our protocol can ensure that all the normal hLer_nmrz:ll_ gua(;antgzesl_that if nox;l]and ndod? contain EaChh i
nodes achieve clique agreement by performing the following other in t eirup ated ¢ lques at the en 0 Step 2, then t_ eir
consistency enforcement. Suppose two normal nodesd updated cligues must contain the same cligue membership.

. . . . . . 3 . 3 . -

J find inconsistency, i.ej € C_Z- ,i € C5 (which is proved Lemma 2 Consider nodes, j andk, wherek € C2 = C?.

in Lemma 3) and”$ # C?. Without loss of generality, we . . . 9 :
i J If i ¢ C7, thenj ¢ C}.

assume: € C} andk ¢ C3.

€ C?, nodej hasC} % C3, - This can happens only if

PROOF. We prove it by contradiction. Suppogee C?.
Becausei ¢ C} andi € C7 = C7, we haveC} # C7.
Because: € C7 = C7, by Lemma 1, we have? = C7.
SinceC}; = C7 = C7, it contradicts ta ¢ C7. |

Consistency Enforcement 1If k € C7, k ¢ C7, nodei re-
ceivesC}, and nodej does not receiv€}, then node re-
movesj from C?}, node; removes from C?.

Consistency Enforcement 1 deals with the silence attack

in Step 2, when a malicious nodesends its local maximum From Lemma 1, when nodeis included in both node
clique to node and keep silence to noge However, simply ~ and nodei’'s updated cliques at the end of Step 2, if nade
removingk from C? is not a good option, because nogle 1S Not included in nodé’s updated clique, nodg will not

may be malicious and lie about the receip@f_ As a resu't' be included either. Based on Lemmas 1 and 2, we have the
a normal nodé: may become isolated. Thus, the safest way following clique agreement theorem that guarantees all the
is to split nodes and; into different cliques. normal nodes in each clique agree on the same clique mem-

bership.

Consistency Enforcement 2If k € C?NC?, node;j receives

C? andj ¢ C?, nodei does not receiv€’?, then nodei
removes: from C3.

Theorem 1 For nodei and any nodg € C?2, if all the nodes
are normal, we must have} = C?.

Consistency Enforcement 2 deals with the silence attack PROOF. For any nodg € C2, j € C? must hold. We also
in Step 3, when a malicious nodesends its updated clique havei € C?, otherwisej should be removed fror@?. By



Lemma 1, we have? = Cf. For any node: thatk € C? PROOF. Suppose a normal nodedetects clique inconsis-
butk ¢ C?, we knowi ¢ C?. Then by Lemma 2, we have tency with nodej in Step 4, i.e.j € C} butC} # C?.

j ¢ C%. Thenk will not appear inCJ3. It means for every  To detect the malicious nodes, nodasks nodg to provide
node that is removed froi?, it must also be removed from  its previously received messages and performs Conformity

C3. Therefore, we can prove tha® = C3. O Checking 1 ory. If j passes this checking, it megh®llows
! ! the protocol correctly, and the inconsistency must commfro

other nodes. Otherwisg,is malicious.
3.3 Security Analysis in Hostile Environ- Consider the case whep performs normally. By
ments Lemma 3, if normal nodg € C?, we must have ¢ 073
So any nodé: that is not a common neighbor of both node

Malicious nodes may employ different methods to com- ¢ @nd;j cannot appear in either? and C7. Therefore the
promise clique agreement among normal nodes. Our protocolNconsistency must come from common neighbors of nedes
can prevent external attacks by using (unicast and brogdcas @"dJ- By performing Conformity Checking 2 on all the com-
message authentication. Thus, a malicious node cannot usg10n neighbors of and;, we will find the different messages
a fake identity in our protocol without grasping the keying S€Nnttoi andj, and identify the malicious nodes. =

materials. In the following, we focus on the insider attaicks ] o .
which some participating nodes are malicious. If node j is malicious, node can detect the conflicts be-

If malicious nodes broadcast the same false messages dween the messages recelve.d. from ngde Step 4 and the
keep silence to all the normal neighbors, they cannot intro- MesSSages received from nogién Step 5. Because node

duce clique inconsistency. Malicious nodes may send incon-Provides signatures on these messages, other nodes cannot

sistent messages in different steps, so that the cliquasoare MmPersonate it to send fake messages. Thus, node use

correctly derived. However, since such attacks generate th f[heﬁe messaﬁes Lrom nlc?jjas proofs t'(|)| E\form othe(; ?odes
same impact on all the normal neighbors, they cannot intro-N the network. The malicious nodewill be removed from

duce clique inconsistency either. Therefore, clique ist®n Fhe r:jetwc()jrk.. _S|m|lz|i_rly, ifa corgmon ne|ghbr(])r notlef noded_
tency can only result from sending different messages to dif * a1d nodej is malicious, node can use the messages di-

ferent normal nodes, or launching silence attacks from-mali "€Ctly received from nodé and nodet’s messages received
cious nodes. and forwarded by nodg¢as proof to remove nodefrom the

In Section 3.3.1, we prove that malicious nodes will be "€MOrk:

detected and identified if clique inconsistency is caused by

sending inconsistent messages. In Section 3.3.2, we prove g5 5 Enforcing Clique Agreement

that our protocol can tolerate silence attacks and cliqoesag

ment can be enforced by removing the conflicting nodes.  we observe that silence attacks can introduce clique incon-
sistency only in Steps 2 and 3. In Step 1, a malicious node

3.3.1 Identifying Malicious Nodes may send its neighbor list to some neighbor nodes, but with-
hold it from other neighbor nodes. However, in Step 2, our

We first introduce Lemma 3, and then use it to prove Theo- protocol allows a normal nodeupdate its clique to a “better”

rem 2. clique, even if the better clique contains some nodes that di

not send their neighbor lists to nodén Step 1. Thus, the

silence attack in Step 1 will not cause clique inconsistency

In Step 2, clique inconsistency can only come from the

“better” cliques sent by malicious nodes, since a normaénod

PROOF. We prove it by contradiction. Supposég 073 Since will update its clique to a “better” cligue. Suppose nodes

j € C3, we must have € C?. We consider two cases. If andj are normal. A malicious node may send a “better”

i ¢ C3, j will sendC? to 4, theni should removej from clique C} that includesi and j, but withhold the message

C3 in Step 3. It is contrary to our condition thate C?. from nodej. Then node updates its clique t@’;. If node

Otherwise, ifi € Cf buti ¢ C?3, it meansj has removed receives the “better” clique from nodeit updates its clique

i from C2. The only reason is thats clique C? does not to C}. Therefore, node and; include each other in their

Lemma 3 For two normal nodes andj, if j € C?, then we
must have € C?.

includej, i.e.,j ¢ C2. It contradicts toj € C2. 0O cliques that are inconsistent. However, Consistency Eefor
! ! ment 1 can remove such clique inconsistency.
Lemma 3 guarantees that if noglés included in node’s In Step 3, clique inconsistency can onl); be i;]troduced by
final clique, then nodg¢ mustinclude nodein its final clique, ~ rémoving nodes from cliques. Suppdse C7ZNC7. In Step
even in hostile environments. 3, nodek can send a clique to remove itself frara clique,

while keeping silence tg. Then the final clique of contains
Theorem 2 If clique inconsistency is caused by malicious k, which is not in node’s final clique.
nodes sending inconsistent messages to different normal In Step 4, after a normal nodeeceives a final clique’;
nodes, our protocol can identify the malicious nodes. from nodek, nodei rebroadcast€’; if k € C?. Because



we assume the messages from a normal node can be received In Step 4, each nodéesigns the secure hash of its local
correctly by its normal neighbors, this rebroadcast can-gua messages sent in the first four steps, instead of signing each
antee that if one normal node receiv&sfrom nodek, all the message individually. Each node need not verify the signa-
other normal nodes in the same clique can recéfyeThus, tures from other nodes unless it detects clique inconsigten
it can prevent silence attacks in Step 4. with them. Therefore, in benign environments, no signature
In the following Theorem 3, we prove that by removing Verification is necessary. In hostile environments, after d
the inconsistent nodes from cliques through the consigtenc tecting a clique inconsistency with noglenodei verifies the
enforcement, all the normal nodes can achieve clique agreesignature from nodg. In Step 5, after receiving nodés re-
ment even if malicious nodes intentionally keep silence to quest, nodg generates a signature on the secure hash over
certain normal nodes. the previous received messages from its neighbors. Then,
node: needs to verify nodg’s signature on the forwarded
Theorem 3 For any two normal nodesand j, after Step 5, messages. If nodg passes Conformity Checking 1, notle

if j € CF, we havel’; = C7. needs to verifyL; N L,| signatures from the common neigh-
bors ofi andj.
PROOF. We prove it by contradiction. Supposg # Cj. Because a node may verify more messages than those it

Since our protocol can only remove nodes from cliques whensigns, we propose to choose public key cryptosystems with

inconsistency is detected;? must contain all the nodes in  a fast decryption speed, such as RSA, which can verify one

Cy. Thereforej € C2. By lemma 3, we have € 073, We signature in 0.48on ATmegal28 [13]. Since the clique for-

consider two cases. ' mation process will not be performed frequently, the compu-
First, suppos€’? # CJ3 andC; # C7. Without loss of tation overhead is acceptable for sensor nodes.

generality, we assume nodec C? butk ¢ CJ?'. Nodes Communication Overhead: Each nodel broadcasts one

i and;j find inconsistency after exchangigg’ andC3. By message in each of the first three steps. In Step 4, besides

Consistency Enforcement 1, nodemoves; from its clique broadcasting its final clique, nod@lso rebroadcasts the first

and nodej also removes from its clique. Therefore we have ~ €0PY of the final clique message about a neighbor in nisde

j ¢ Cr. Itis contrary to the conditiop € C. final cliqueC?. In total, node sendgC3| + 3 messages.
Second, we assun@&’ = C%, butC; # C;. Without loss Suppose nodg has|L;| neighbors. When nodedetects

of generality, suppose nodec C; butk ¢ C*. Because & clique inconsistency and requests ngde forward its pre-
’ 1 7 . . . .
nodes can only be removed to enforce clique agreement inViously received messages in Step 5, npdeeds to forward

Step 5 cannot be added 10, but removed front;. This 4|L;| messages received in the first four steps, plus one mes-
. ; ; ; ' ; sage including the signature for the secure hash over all the
meansC}, is inconsistent withC?. SinceC} = C7, C}} is 9 9 9

also inconsistent witl’?. Because nodg re-broadcasts the forwarded messages. ) )
clique C? received fromk, nodei will receive C? even if Storage Overhead: According to the analysis of the com-

nodek keeps silence ta. Thus,i should remové: from C. putation overhead, each nodghould store all the|L;| mes-
We find contradiction. 5 sages received in the four steps, whitd is the neighbor

number of node. When node detects a clique inconsis-
tency with nodej, nodei needs to store|L;| + 1 messages

In our protocol, the clique consistency checking is only ¢ dei. Nodei | h ﬂ i
performed in Step 4, though it can be executed in each step.rom node;. Node: can release the memory after veritying

The reason is to reduce the computation overhead by decrea§hese messages.

ing the number of signature generation/verification. Each

node need not verify the signatures from other nodes urtlessi4 Experimental Results

detects clique inconsistency. Even if cligue inconsisyaac

detected, each node only generates and verifies the sigeatur  Through simulation, we show that our protocol can pro-
of the messages exchanged in Step 4 and Step 5. If the proyide secure cluster formation without sacrificing the perfo
tocol checks the consistency in every step, malicious nodesmance of the clusters. We use the following metrics to evalu-
may be detected in an earlier step. However, the computatiorgte the cluster characteristiaszerage cluster sizenaximum

overhead will be increased a lot. size of clustersvariance of the cluster sizandnumber of
single-node clusters
3.4 Performance Analysis The average cluster size depends on the density of the net-

works and the transmission range of the sensor nodes. The
Computation Overhead: We make several efforts to lower average cluster size should not be too small. In sensor net-
the computation overhead in our protocol. In all the five step works, it is not desirable to include too many nodes in a large
each node usesu TESLA to authenticate its broadcast mes- cluster due to the increasing message collisions and trans-
sages. BecauseTESLA uses secure key cryptography that mission delay in a large cluster. We use Coefficient of Vari-
has much less computation overhead than public key cryptog-ance (CV) = 100*(Standard Deviation)/(mean value of set)
raphy, we only analyze the computation overhead on publicto evaluate the variance of the cluster size. We expect to di-
key operations. vide nodes into clusters with a low coefficient of variance. A
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Figure 2. Comparison of Cluster Metrics

cluster formation protocol should minimize the clusterthwi  in Step 1 may not find the maximum local clique. Thus, the
a single node. average cluster number is a little smaller.

In our simulation, we uniformly deploy 100, 200, 300, 400 Figure 2(b) shows the variance of the cluster sizes. Our
and 500 sensor nodes in a 180100 (n?) simulation area,  protocol has a smaller coefficient of variance than the other
respectively. The transmission range of all the sensorsiode two protocols, which means our protocol generates more uni-
is fixed to 20 meters. Each point in the result figures is the form clusters. Figure 2(c) presents the maximum clustessiz
average result of 1000 experiments. in three protocols. Our protocol has a moderate maximum

We compare the cluster characteristics of our distributed cluster size. As Figure 2(d) shows, our protocol has fewer
protocol to LCA [3], one typical Leader-First based cluster single-node clusters than the other two protocols. Theoreas
formation protocol, and a centralized clique formation-pro is that LCA and the centralized clique formation protocel at
tocol. In LCA, from the lowest ID node to the highest ID tempt to form the largest cluster first, and thus leave some
node, a node declares itself to be a cluster-head if it has thenodes into small clusters. While in our protocol, because
lowest ID among the non-covered neighbor nodes. A node isall the nodes choose their clusters in a distributed and par-
covered if it is in the 1-hop neighborhood of a node who has allel way, it decreases the chances to form large clustets an
declared itself to be a cluster-head. In the centralizegieli  Single-node clusters.
formation protocol, we assume a sink node has obtained the
topology graph= of the whole network. The sink node first
finds the maximum cliqué’; in G, and update&’ by remov- 5 Related Work
ing C; from G. Then, it finds the maximum cliqu&; in the
remainingG, and then removes, from current. The algo- The cluster structure in sensor networks can help to
rithm completes wheii’ becomes empty. We borrow the C  achieve scalability, power saving, channel access, rgutin
implementation (dfmax) from [1] to find a maximum clique etc. In recent years, many Leader-First cluster formation
in arandom graph. protocols have been proposed by selecting the cluster heads

Figure 2 compares the cluster characteristics of three pro-with respect to one or multiple metrics, such as node IDs
tocols. As Figure 2(a) shows, the average cluster sizesof th (e.g., [3]), node connectivity (e.g., [6, 11]), node mdhili
three protocols increase with the node density of the nétwor (e.g., [5,7]), residual energy (e.qg., [4,7,14,30]). Salelus-

Our protocol has a smaller average cluster size than the otheter formation protocols (e.g., [2, 17]) have been proposed b
two protocols. The reason is that our protocol requires all considering the cluster heads selection problem as a $pecia
the nodes in a cliqgue be able to directly communicate with case of finding the minimum dominating set (MDS) prob-
each other. While, in LCA, the maximum distance between lem. Several Cluster-First clique formation protocolg(e.
any two nodes in one cluster is two hops. Compared to the[16, 18,24,27]) have been proposed for sensor networks.
centralized clique formation protocol, our heuristic el All the above cluster formation protocols assume benign



environments, but cannot resist attacks in hostile environ [9] J. R. Douceur. The sybil attack. First International Work-

ments. In [26], two secure clustering formation algorithms shop on Peer-to-Peer Systems (IPTPS'023r 2002.
are proposed for wireless ad hoc networks. It depends on al10] M. Garey and D. JohnsonComputers and Intractability: A
trusted authority to certify each node’s metrics used in the Guide to the Theory of NP-CompletenedsH. Freeman And

leader election process. However, these algorithms are not[ll] slon(;palny. 1:39'T Teai. Multiclust il g
fault tolerant, since they assume all the participatingesod - Geraand.. 1. 1sal. Mutlicuster, mobile, mulimada-
. . dio network.Wireless Networksl (3):255-265, 1995.
are reliable and no messages are Iostordelayed,Whlchbannilz] L. Gong, P. Lincoln, and J. Rushby. Byzantine agreement

be guaranteed when there exist malicious nodes. Moreover, with authentication: Observations and applications ierat-

centralized trusted authority may not be always available. ing hybrid and link faults. IDependable Computing for Crit-

In malicious environments, our secure cluster formation ical Applications—5volume 10, pages 139-157, sep 1995.
protocol guarantees that all the normal nodes in each group[13] N. Gura, A. Patel, and A. Wander. Comparing elliptic\aur
(clique) agree on the same group membership. The cluster cryptography and RSA on 8-bit CPUs. Rroceedings of the
formation problem is different from the traditional Byzan- 2004 Workshop on Cryptographic Hardware and Embedded
tine Agreement problem [19], which is to guarantee all the Systems (CHES2004. .
correct nodes in a group agree on a single value sent froml14l W. R. Heinzelman, A. Chandrakasan, and H. Balakrishnan
a single (possible malicious) node. Traditional autheéid Energy-efficient communication protocol for wireless mi-

. : crosensor networks. IHICSS 2000.
B_yzantme A_greement_algorlthms (e.0.,[8,12, 25.]) canreot b [15] Y. Hu, A. Perrig, and D. Johnson. Packet leashes: A defen
directly applied to achieve secure cluster formation.

against wormhole attacks in wireless ad hoc networksNn
FOCOM, April 2003.
6 Conclusion and Future Work [16] H. Ishii and H. Kakugawan. A self-stabilizing algonithfor
finding cliques in distributed systems. 2ist IEEE Sympo-
sium on Reliable Distributed Systems (SRDS'Qt 2002.
We proposed a secure and distributed clique formation [17] L. Jia, R. Rajaraman, and T. Suel. An efficient distréulit

protocol for sensor networks to divide sensor nodes into mu- algorithm for constructing small dominating sets. Fmo-
tually disjoint cliques. The clique structures built by quio- ceedings of the Annual ACM Symposium on Principles of Dis-
tocol can be widely used in sensor network applicationd) suc tributed Computing2001.

as routing, data fusion, time-slotted scheduling, etc. -Cur [18] P-Krishna, N. H. Vaidya, M. Chatterjee, and D. K. Prauha
rently, our protocol is suitable for static sensor netwoiks cluster-based approach for routing in dynamic netwosi:-

COMM Computer Communication Revie&v(2), 1997.

[19] L.Lamport, R. Shostak, and M. Pease. The byzantinergéne
problem.ACM Transactions on Programming Languages and
Systems (TOPLAS)(3):382-401, 1982.

References [20] C.R.Linand M. Gerla. Adaptive clustering for mobilera

less networks.IEEE Journal of Selected Areas in Communi-

cations 15(7):1265-1275, 1997.

which nodes do not move frequently. We plan to investigate
how to extend our protocol into mobile sensor networks.

[1] dfmax.c. ftp://dimacs.rutgers. edu/ pub/ [21] D.J. Malan, M. Welsh, and M. D. Smith. A public-key infa
chal | enge/ graph/ sol vers/. tructure for key distribution in tinyos based on ellipticree

[2] A. Amis, R. Prakash, T. Vuong, and D. Huynh. Max-Min D- cryptography. I'SECON October 2004.
cluster formation in wireless ad hoc networks.IINFOCOM [22] B. Parno, A. Perrig, and V. Gligor. Distributed detectiof
1999. node replication attacks in sensor networksIBEE Sympo-

[3] D. Baker, A. Ephremides, and J. Flynn. The design and sium on Security and Privacivlay 2005.
simulation of a mobile radio networkwith distributed canitr [23] A. Perrig, R. Szewczyk, V. Wen, D. Culler, and D. Tygar.
IEEE Journal on Selected Areas in CommunicatjocB8C- SPINS: Security protocols for sensor networks. Pioceed-
2(1):226-237, 1984. ings of Seventh Annual International Conference on Mobile

[4] S. Bandyopadhyay and E. Coyle. An energy efficient hierar Computing and Networksuly 2001.
chical clustering algorithm for wireless sensor networks. [24] T. Predrag and G. Agha. Maximal clique based distribute
INFOCOM, 2003. group formation for autonomous agent coalitions. Coali-

[5] S. Basagni. Distributed clustering for ad hoc networlksln- tions and Teams Workshop (W10), 3rd Int'l Joint Conf. on
ternational Symposium on Parallel Architectures, Algamis Agents and Multi Agent Systen2004.
and Networks (ISPAN '99)1.999. [25] M. K. Reiter. A secure group membership protocdEEE

[6] H. Chan and A. Perrig. ACE: An emergent algorithm for Transactions on Software Engineerjr&p(1), 1996.
highly uniform cluster formation. liEuropean Workshop on [26] S. Vasudevan, B. DeCleene, N. Immerman, J. Kurose, and
Wireless Sensor Networks (EWSN 200&n 2004. D. Towsley. Leader election algorithms for wireless ad hoc

[7] M. Chatterjee, S. Das, and D. Turgut. WCA: A weighted €elus networks. INDARPA Information Survivability Conference
tering algorithm for mobile ad hoc network¥urnal of Clus- and Exposition DISCEX2003.
ter Computing (Special Issue on Mobile Ad hoc Networks) [27] Y. Xu, J. Heidemann, and D. Estrin. Geography-inforreed
5(2):193-204, 2002. ergy conservation for ad hoc routing. MobiCom 2001.

[8] D. Dolev and H. Strong. Authenticated algorithms for &gz [28] W. Ye, J. Heidemann, and D. Estrin. An energy-efficieicm
tine agreementSIAM Journal of Computindl2(4):656—665, protocol for wireless sensor networks. IRFOCOM, June

1983. 2002.



[29] C. Young and J. A. Stevens. Clique activation multipteess
(cama): A distributed heuristic for building wireless dgtam
networks. INMILCOM, 1998.

[30] O. Younis and S. Fahmy. Distributed clustering in ad-ken-
sor networks: A hybrid, energy-efficient approach.IN#O-
COM, 2004.



