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Abstract

This paper presents group key distribution techniquesafigrd and dynamic groups over unreliable
channels. The techniques proposed here are based on tireealkfy key distribution methods (with
revocation capability) recently developed by Staddon e}f34l]. By introducing a novel personal key
distribution technique, this paper reduces (1) the comuaiitin overhead of personal key share distri-
bution fromO(t? log q) to O(tlog q), (2) the communication overhead of self-healing key distion
with ¢-revocation capability fron®((mt? + tm) log q) to O(mt log q), and (3) the storage overhead of
the self-healing key distribution withrevocation capability at each group member frofm? log q) to
O(mlog q), wheret is the maximum number of colluding group memberss the number of sessions,
andq is a prime number that is large enough to accommodate a grgybic key. All these results
are achieved without sacrificing the unconditional segwftkey distribution. In addition, this paper
presents two techniques that allow trade-off between tbadwast size and the recoverability of lost
session keys. These two methods further reduce the brdadeasage size in situations where there
are frequent but short-term disruptions of communicatioth @here there are long-term but infrequent
disruptions of communication, respectively. Finallystipaper presents an API implementation of the
proposed techniques.

1 Introduction

Wireless networks, especially mobile wireless ad hoc netsyare ideal candidates for communications in
applications such as military operations, rescue missiamg scientific explorations, where there is usually
no network infrastructure support. In situations wheradhagre adversaries who may want to intercept
and/or interrupt the communication, security becomes dmleeotop concerns. In particular, it is critical to
make sure that the adversaries cannot access or intereuptithless communication, and even if they do,
it is possible to recover from such compromises quickly.

A common way to ensure communication security is to encrggtauthenticate the messages. In typical
applications in mobile wireless networks, a sender maydwast encrypted and/or authenticated messages
to his/her team members, and only nodes with valid keys cae aecess to and/or verify these messages.
The remaining challenge is how to distribute the cryptobi@jgeys to valid nodes.

Theoretically, all techniques developed for secure graupraunications in traditional networks (e.g.,
LKH [36,37]) can be used for key distribution in mobile wieek networks. However, some unique features
of mobile wireless networks introduce new problems thathaet been fully considered. First, nodes in
mobile wireless networks may move in and out of range fretiyesmd sometimes be completely separate



from the network. Moreover, the adversary may intentigndikrupt the wireless communication using
various methods. Thus, technigues without fault toleraatures, or those that use error correction codes in
traditional ways (e.g., Keystone [38]) cannot fully addrésis problem, especially in large, dynamic wire-
less networks (e.g., military networks consisting of mellevices carried by soldiers, automatic weapons,
sensing devices, etc.). Second, devices in mobile wirelesgorks are typically powered by batteries. It
will reduce the lifetime of the batteries, and thus the allity of wireless devices, to adopt some power-
consuming techniques such as public key cryptography. ,‘Tiaisll of the existing techniques are suitable
for large and dynamic wireless networks.

Among all the existing techniques for group key distribatidwo approaches are potential candidates
for large mobile wireless networks: self-healing key disttion [31] and stateless key distribution [24].
Self-healing key distribution allows group members to werdost session keys, while stateless group key
distribution permits group members to get up-to-date eadstys (without lost session keys) even if they
miss some previous key distribution messages.

In this paper, we develop novel self-healing group key itistron schemes for large and dynamic groups
over unreliable channels based on the techniques proposd]i aiming at addressing group key dis-
tribution in highly mobile, volatile and hostile wirelesetworks. By introducing a novel personal key
distribution technique, we reduce (1) the communicatioarlbgad of personal key share distribution from
O(t?log q) to O(tlog q), (2) the communication overhead of self-healing key distion with¢-revocation
capability fromO((mt? + tm)log q) to O(mtlog q), and (3) the storage overhead of the self-healing key
distribution with¢-revocation capability at each group member frOfm? log q) to O(m log q), wheret is
the maximum number of colluding group membersjs the number of sessions, agds a prime number
that is large enough to accommodate a cryptographic keythAdle results are achieved without sacrificing
the unconditional security of key distribution. In additjove develop two techniques that allow trade-off
between the broadcast size and the recoverability of lesi@e keys. These two methods address the situ-
ations where there are frequent but short-term disruptde®mmunication and where there are long-term
but infrequent disruptions of communication, respecgivétinally, we present an APl implementation of
the proposed techniques, aiming at facilitating the deplent of these techniques.

The proposed key distribution schemes have several adyestevhich make these schemes very attrac-
tive for large mobile wireless networks. First, the progbtehniques are self-healing. A wireless node can
recover lost keys even if it is separated from the networkmithe keys are distributed. Second, the pro-
posed techniques do not require heavy computation, antessraodes can get or recover keys by passively
listening to broadcast key distribution messages. Thiaigqularly important to devices in mobile wireless
networks, which are typically powered by batteries. Reagithe computation and active communication
can significantly reduce the power consumption and proltweglifetime of wireless devices. Third, the
proposed techniques distribute keys via true broadcasfpruing to the broadcast nature of wireless net-
works. Finally, the proposed techniques are scalable tplaege groups. The processing, communication,
and storage overheads do not depend on the size of the gnatupn the number of compromised group
members that may collude together.

Our contributions in this paper are as follows. The first, amabst fundamental contribution is the novel
personal key distribution scheme that allows efficientritigtion of different key shares to different group
members via a broadcast channel. Second, based on thigpeehwe develop an efficient self-healing key
distribution scheme that requires less storage and conuatiom overhead than those in [31]. Third, we
further develop two ways to trade off the self-healing capgghwith broadcast size, allowing less commu-
nication overhead in bandwidth constrained applicatiémsally, we develop an APl implementation of the
group key distribution schemes, aiming at facilitating de@loyment of these techniques.

The rest of this paper is organized as follows. Section 2gotssour model as well as notations to be used
in this paper. Section 3 gives the details of our approac8estion 4 discusses the APl implementation as



well as some practical issues about the proposed techni@setion 5 reviews existing techniques related
to group key distribution. Section 6 concludes this papeér@oints out some future directions. Appendices
give the proof of the theorems and the details of the API immglietation.

2 Our Model

Communication Model. To focus on the key distribution problem, we adopt a simlifiegoup communi-
cation model. We assume that communication entities in el@gs network form groups to control access
to broadcast messages. There may be more than one groupendimaelationships between them (e.qg.,
members of the captain group are also members of the soldiapy Without loss of generality, we will
focus on the case of one group unless it is necessary to distultiple groups. The lifetime of a wireless
network is partitioned into time intervals calledssionsThe duration of sessions may be fixed or dynamic
due to the change of group membership. There is one or seyexg managershat are responsible for
distributing group (session) key® a large number of authorizegtoup membetrs Only group members
with valid group keys can broadcast authenticated messags#her group members and access encrypted
broadcast messages.sAndemay transmit a broadcast message to the other group membereeivers
directly, or indirectly through network components (evgreless routers) or other group members.

Mobile wireless networks are usually highly volatile. W&ss nodes may move in and out of range
frequently, and there is usually no infrastructure suppmguarantee reliable delivery of messages. Thus,
we donotassume reliable communication in our system; a messagéosargroupmayor may notreach
all the group members.

Threat Model. We assume an adversary may passively listen to, or actiwedrti, intercept and modify,

or drop broadcast messages. Our goal is to ensure the grouggeracan distribute group keys to group
members as long as the group members carsgeieof the broadcast messages. Certainly, our approach
won't work if the adversary completely jams the communmatthannel. We assume there are other means
to defeat signal jamming (e.g., spread spectrum). Moreeoverconsider the possibility that the adversary
may compromise one or more group members (e.g., by captaridganalyzing the devices). Our goal is
to ensure that once detected, such group members will b&ed\foom the group, and the adversary has to
compromise more thandevices to defeat our approach, wherg a system parameter.

Notations. We assume each group member is uniquely identified by an Ibeuiywheres € {1,...,n}
andn is the largest ID number, and denote the group membér; ad\ll of our operations take place in a
finite field F;, whereq is a sufficiently large prime number. Each group menibestores a personal secret
S; C Fy, which represents all information the group member may asedover the session keys. We use
H (-) to denote the entropy function of information theory [11]e\WWsek; to denote the session key that
the group manager distributes to the group members in segsimdk; to denote the personal key of group
memberlU;. Note that to enable the group manager to revdkghen necessary, we cannot alléwto be
computed only fron®;. Insteadk; must also depend on information distributed by the groupagan

The group manager distributes the session key among the grawa broadcast message. We 560
denote the broadcast message, callecs#ssion key distribution messadfeat the group manager uses to
distribute the group session key during sesgiole usez; ; to denote what the group membgy learns
from its own personal secré} andB;. We useRz; to denote the set of revoked group members in segsion
which contains all of the revoked members since the beginofrsession key distribution. We reserve the
lettert to represent the number of compromised group members. Wil Wwkel to develop techniques that
are resistant to adversaries who are able to comprohgsaup members (or, equivalently, the coalition of
up tot revoked group members).

Goals. Our general goal is to develop efficient and unconditionaéigure key distribution schemes for



mobile wireless networks. The resulting techniques shbeldble to tolerate the volatile nature of mobile
wireless networks as well as compromise of past group mesnkdée are particularly interested in practical
solutions that can be deployed in the current or next geioeratireless networks.

To further clarify our goals and facilitate the later pretsgion, we give the following definitions.

Definition 1 (Personal Key Distribution [31])Lett,i € {1,...,n}. In apersonal key distribution scheme
D, the group manager seeks to establish a newtkey F, with each group membér; through a broadcast
messages.

1. Dis a personal key distribution scheme if the following arestr

(a) For any group membdyr;, k; is determined bys; and B (i.e., H (k;|B, S;) = 0),

(b) Forany setB C {Uy,...,U,}, |B| < t,and anyU; ¢ B, the group members i® are not able
to learn anything abous; (i.e., H (k;, S;|{Sy }v, e, B) = H(k;, S;)), and

(c) No information on{k;};cq1,.. ) is learned from either the broadcast or the personal secrets
alone (i.e..H (k1,...,kn|B) = H(k1,....,kn) = H(k1, ..., kn|S1, ..., Spn))-

2. D hast-revocation capabilityf given any sek C {Uj, ..., U, } such that R| < ¢, the group manager
can generate a broadca#, such that for allU; ¢ R, U; can recoverk; (i.e., H(k;|B,S;) = 0),
but the revoked group members cannot recover any of the keysH (k1 ..., k| B, {Si }u,er) =
H(ky, ..., kn)).

Definition 2 (Session Key Distribution with-bit privacy) Lett,i € {1,...,n} andj € {1,...,m}.
1. Dis a key distribution scheme withbit privacy if the following are true:
(a) For any membet/;, K; is determined by; ;, which in turn is determined b§; and S; (i.e.,
H(Kj|zi7j) =0 andH(zi,j|Bj, SZ) = 0)

(b) Forany setB C {Uy,...,U,}, |B| < t,andU; ¢ B, the uncertainty of the members Bto
determines; is at leasth bits (i.e., H (S;|{Sy }v, eB, B, .-, Bm) = b).

(c) What member#/, ..., U, learn fromB; can’'t be determined from the broadcasts or personal
keys alone (i.eﬂ(zi,j|81, ey Bm) = H(Zi,j) = H(Zi’j|51, ey Sn))

2. D hast-revocation capability if given any sét C {U, ..., U, }, where|R| < t, the group manager
can generate a broadca#;, such that for allU; ¢ R, U; can recoverk; (i.e., H(Kj;|B;,S;) = 0),
but the revoked members cannot (iB(K;|B;,{Si }v,cr) = H(K})).

3. D is self-healing if the following are true for any< j; < j < jo < m:

(a) ForanyU; who is a member in sessiofisand jo, K is determined by the seftz; ;,, 2 ;, } (i.€.,
H(Kj |zi,j1 ) zi,]é) = 0).

(b) For any disjoint subset®, C' C {Uy, ..., U, }, where|B U C| < t, the set{zi ;}u,eB1<j<in
U{zi v, ec.m>j>j, contains no information on the kéy; (i.e., H(K;|{z j}u,eB,1<j<j U
{zi/,j}Ui/EC,ijZjQ) = H(KJ))

Our Definition 2 is a generalization of the notion of sessieg #istribution in [31]. The difference lies
in item 1(b). Both definitions are aimed at unconditionalusigg. However, session key distribution in [31]
requires that any coalition of at mostvalid group members cannot gahy information about another
member’s personal secret, while Definition 2 in our papeuireg that the uncertainty of such a coalition to
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determine another member’s personal secret is atddats. In other words, session key distribution in [31]
doesn't allow any information leakage, while our Definitdmllows certain information leakage as long as
the uncertainty of the secret is at leadtits.

As a side note, we found that Construction 3 in [31] doesn¢tntieeir criteria of session key distribution
as claimed in their Theorem 1. Assurtigis the member that the coalition wants to attack. Though it is
shown in [31] that the coalition of at mosgroup members cannot get any informatiorgk share on each
individual polynomial, the uncertainty of the personalrs¢e;, which consists of a point on each of?
such polynomials, decreases when the coalition receiedsrtfadcast messages. This is because the session
key distributed td/; for each session remains constant in multiple broadcastages, and the coalition can
get the sum of this key and a point on a polynomial for multjpdéynomials. As a result, the uncertainty of
all the related shares if§; is determined by the uncertainty of this session key. Nbedgts, Construction
3 in [31] still meets the criteria specified in our Definitiom@h at leastm log ¢-bit privacy.

Security properties of a group key management system hase densidered in the past [17, 25, 33].
These security properties consist of gipup key secregyvhich guarantees that itis at least computationally
infeasible for an adversary to discover any group keyfd@Byard secrecywhich guarantees that a passive
adversary who knows a contiguous subset of old group keysotatiscover subsequent group keys, (3)
backward secregywhich guarantees that a passive adversary who knows aoons subset of group keys
cannot discover preceding group keys, andk@) independencavhich is the combination of forward and
backward secrecy.

These security properties have been studied for group keyageanent systems such as CLIQUES [32]
and ELK [25]. However, they are not sufficient in our framelyaince each group member also has access
to some secret information (i.&5; for U;), which is used to compute the group keys. In particulaxyvésd
secrecy doesn’t imply that the adversary cannot discowesubsequent group keys if he/she further has the
secret information only known to some past group membeis packward secrecy doesn't guarantee that
the adversary cannot discover the preceding group keysgshaes further provided the secret information
only known to some new group members. To clarify these requents, we introduce the notionstefvise
forward and backward secrecy

Definition 3 (¢-wise forward and backward secreclyett,i € {1,...,n} andj € {1,...,m}.

e A key distribution scheme guaranteewise forward secrecy for any setkR C {Uq,...,U,}, where
|R| < t, and allr € R are revoked before sessign the members ik together cannot get any
information aboutf;, even with the knowledge of group keys before segsioe., H (K| Bi, ..., Bp,

{Si}UiER- Kl, ceny Kj_l) = H(K]))

e Akey distribution scheme guarantgewise backward secredf/for any setk C {U, ..., U, }, where
|R| < t,and allr € R join after sessiory, the members iR together cannot get any information
about K;, even with the knowledge of group keys after sesgiore., H (K;|Bi, ..., By, {Si}u,cr,
Kj+1, ceny Km) = H(KJ))

Note thatt-wise forward (backward) secrecy implies forward (bacldyaecrecy. Thus, ensurirtgwise

forward and backward secrecy guarantees forward and badlsgarecy, key independence, and group key
secrecy. Moreover, it is easy to see thatise forward secrecy also impliesrevocation capability.

3 Efficient Session Key Distribution with Revocation

In this section, we present our techniques for self-hedtgdistribution with revocation capability. Our
techniques start with a novel personal key distributioresod, in which the communication complexity is
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only O(tlog q) to providet-revocation capability. We then apply this technique toeliew an efficient key
distribution scheme in Section 3.2, and further reducetitsage requirement in Section 3.3. To further re-
duce the broadcast message size, we propose two kinds efdfistbetween the self-healing capability and
broadcast message size in Section 3.4. One limitation eeteehemes is that self-healing key distribution
is restricted ton sessions. However, we note that the technique that extbed#dtime of the methods
in [31] is also applicable to ours. Due to space reasons, wetddiscuss it in this paper.

3.1 A Novel Personal Key Share Distribution Scheme

The purpose of personal key share distribution is to disteilikeys to select group members so that each of
the select (or non-revoked) group members shares a digmsbnal key with the group manager, but the
other (revoked) group members (as well as the adversaryjotaget any information of the keys. In our
approach, the group manager broadcasts a message, arelsglebt group members derive their keys from
the message.

Our approach chooses a randémegree polynomiaf (z) from Fj[z], and selecy (i) to be the personal
key share for each group membéy. The group manager constructs a single broadcast polyhemngig
such that for a select group memlbgr f (i) can be recovered from the knowledgeudfr) and the personal
secretS;, but for any revoked group membgy,, f (i) cannot be determined from(z) andS;.

Specifically, we construab(z) from f(z) with the help of aevocation polynomial(x) and amasking
polynomialh(z) by computingw(z) = g(x)f(x) + h(x). The revocation polynomigj(x) is constructed
in such a way that for any select group membgr g(i) # 0, but for any revoked group membét;,
g(i") = 0. Each group membé¥, has its own personal secr8f = {h(v)}, which may be distributed by
the group manager during setup via the secure communiceltiannel between each group member and
the group manager. Thus, for any select group membenew personal key (i) can be computed by
fl) = % but for any revoked group memb&i:, new personal key cannot be computed because
g(i") = 0. This scheme has the properties of unconditional secunitlt-@evocation capability, which are
guaranteed by Theorem 1.

Scheme 1Personal key distribution withrrevocation capability. The purpose of this scheme is tidige
distinct shares of a targetdegree polynomialf (z), to non-revoked group members.

1. Setup:The group manager randomly pick2&degree masking polynomial(x) = ho+ hix + ... +
hatz®t, from F,[z]. Each group membel; gets the personal secre$; = {h(i)}, from the group
manager via the secure communication channel between them.

2. BroadcastGiven a set of revoked group membe®s= {r1,r2, ...,y }, |R| < t, the group manager
distributes the shares @fdegree polynomiaf(x) to non-revoked group members via the following
broadcast message:

B = {R} U{w(z) = g(x)f(z) + h(z)}, where the revocation polynomig{z) is constructed as

g(x) = (x—r1)(x —r9)..(x — Ty).

3. Personal key recovenif any non-revoked group membg} receives such a broadcast message, it
evaluates the polynomiab(x) at pointi and getsw(i) = g(i) f(i) + h(i). Becausd/; knowsh(i)
andg(i) # 0, it can compute the new personal kgfi) = %.

In Scheme 1, each non-revoked group menibiecan only recover its own personal shgi@), since
computing the personal key of another non-revoked merbberequires the knowledge of the personal
secret{h(j)} . The coalition of no more thahrevoked members has no way to determine any share on



f(z), because no matter whifx) is, for any revoked group membét: , we haveh(i') = w(i"), which
implies that anyf (x) is possible from the knowledge of the coalition of the revbgeoup members.

It is noted that the degrees ¢fz), f(x) andh(x) arew, t and2t, respectively. lfw < ¢, after the broad-
cast ofw(x), we actually discloséy;, hoi—1, ..., hi1+1 t0 @nybody who receives the broadcast message.
Fortunately, this information disclosure does not givedbalition of no more than revoked members any
information that they are not entitled to. This is guaradtbg Theorem 1. In fact + w degree is enough
for the masking polynomiak(x). However, at the setup stage, the group manager does nottkieasxact
number of revoked group members in a particular sessions, Tdhpractical way to address this problem is
to choose the degree afz) as2t.

Theorem 1 Scheme 1 is an unconditionally secure personal key disioibischeme with-revocation ca-
pability.

In the setup stage, each group memieneeds to store its IDand one share of the masking polynomial
h(i). Thus, the storage requirement in each group memb@(lisz ¢). The broadcast message consists of
a set of no more thanlDs and one2t degree polynomial. Thus, the communication overhead foe®e
1isO(tloggq). This is a significant improvement over the scheme in [31jwhich the communication
complexity isO (¢ log q).

3.2 Self-Healing Key Distribution with Revocation Capabilty

The technique in Scheme 1 is an efficient scheme to distriieerigonal key shares to select group members.

Here we further extend it to enable the group manager toilalistr group session keys to select group

members, at the same time allowing group members to recoseséssion keys from other key distribution

messages. This techniqgue combines the technigue in Scheuitle the self-healing method in [31].
Intuitively, the group manager randomly splits each graegs®n keyK'; into two t-degree polynomials,

p;(x) andg;(z), such that; = p;(z) + ¢;(x). The group manager then distributes shargs) andg;(¢)

to each select group membiéy (via broadcast). This allows a group member that has pgih) andg;(7)

to recoverk; by computingK; = p;(i)+¢;(¢). Thus, assuming there aresessions, we can builan + 1)

broadcast polynomials in sessipto distribute the shares ¢p; (), ..., pj (), gj(x), ..., gm ()} to all select

group members. If a valitf; receives the broadcast message, it can redouét), ..., p;j (i), g;(¢), ..., gm (2) }

and compute session kéy; = p;(i)+q¢;(7). Butthe revoked group members get nothing from this brostdca

message. Furthermore, if a select group mentheeceives session key distribution messages in sessions

j1 andjo, wherej; < jo, but not the session key distribution message for segsiamerej; < j < jo, it

can still recover the lost session ké&y: by first recovering; (i) andg;(:) from the broadcast messages in

sessiong, andj, respectively, and then computidg; = p;(i) + ¢;(¢).

Scheme 2Self-healing session key distribution scheme wiivocation capability.

1. Setup The group manager randomly picks - (m + 1) 2t-degree masking polynomials frafy[z],
{hij(x)}iz1,.. mj=1,..,m+1. EachU, gets its personal secref, = {h;;(v)}i=1,. mj=1,. m+1,
from the group manager via the secure communication chabeeleen them. The group man-
ager also picksn random session key$K;}i—1,...» C F, andm random¢-degree polynomials
p1(z), ..., pm () from F,[z]. For eachp;(z), the group manager constructs(z) = K; — p;i(z).

2. BroadcastIn the j** session key distribution, given a set of revoked membeps; {ry, 7, ..., Tw;
|R;| = w; < t, the group manager broadcasts the following message:

Bi={R;} U{Pji(z) = gj(@)pi(x) + hji(x) }i=1,..; U{Qji(z) = g;(2)qi(x) + hjit1(2) bizj,..om

7



whereg;(z) = (x —r1)(z — 72)...(T — Tw; )

3. Session key and shares recovéyhen a non-revoked group memldér receives thg*” session key
distribution message, it evaluates the polynomi@ ;(z)}i—1,... ; and{Q; ;(x)}i—;,... m at pointv,
recovers the sharefp; (v), ..., p;(v)} and{g;(v),...,qm(v)}, and computes the current session key
by K; = p;(v) 4+ gj(v). Then it stores all the items ifp1 (v), ..., pj—1(v), K}, ¢j+1(v), ..., gm(v)}
that it doesn’t have.

4. Add group membersWwhen the group manager wants to add a group member stantimg $ession
J, it picks an IDv € Fy, which is never used before, computes{@&] »(v) }i—;.... m k=j,...m+1, and
gives{v, {h; 1 (v)}i=j,...mk=j,..m+1} 10 this group member via the secure communication channel
between them.

A requirement of Scheme 2 is that the sets of revoked groupbasimust change monotonically. That
is, R;, C Rj, for1 < j; < jo < m. Otherwise, a group member that is revoked in sesgiamd rejoins the
group in a later session can recover the key for segsidue to the self-healing capability of Scheme 2. This
requirement also applies to the later schemes. Scheme Bdasdperties of unconditional security, self-
healing,t-revocation capability:-wise forward secrecy andwise backward secrecy, as shown in Theorems
2and 3.

Theorem 2 Scheme 2 is an unconditionally secure, self-healing se&sipdistribution scheme with log ¢-
bit privacy andt-revocation capability.

Theorem 3 Scheme 2 has the propertiestefise forward secrecy andwise backward secrecy.

The storage requirement in Scheme 2 comes from two partst, Birthe setup step, each group member
is required to store the personal secret, which occupi@s + 1) log ¢ memory space. (Note that the group
members that join later need to store less data.) Secoed rafieiving the session key distribution message
in sessionj, each group membé¥, need store the session kéy and {qg-(v)}jle{jﬂ,m,m}. The latter is
necessary to recover future lost session keys. This take®sitm log ¢ memory space. Hence, the total
storage overhead in each group member is at mgst + 2) log q.

The broadcast message in step 2 consists of the set of IDsrevaked group members arjeh + 1)
2t-degree polynomials. Since we only require the uniquenéfizedD of a particular group member, the
member IDs can be picked from a much smaller finite set #arFurther considering that the number of
revoked IDs will never be greater thanwe can omit the overhead for storing or broadcasting thekesy
member IDs. Thus, the broadcast message size can be sichpdifier + 1)(2¢ + 1) log ¢, which almost
reaches the lower boundaz{t?log ¢, mt log ¢} presented in [31].

3.3 Reducing Storage Requirement

In Scheme 2, the storage overhead in each group memiggfni€ log q). The majority of this storage
overhead comes from the personal secret that each group endrabto keep, which is determined by the
number of masking polynomials.

By carefully evaluating the broadcast messages in schenve Rpte that each;(x) is masked by dif-
ferent masking polynomials (i.e{/2; ;(x)};=i....m) in different sessions. Though having multiple masking
polynomials seems to make it more difficult to attack, it doescontribute to the security of this scheme.

Indeed, having one masking polynomial for eagfr) is sufficient to protecp;(x) and its shares in our
scheme. In Scheme 2, the purpose of the broadcast polyngpig; (z) + h;;(z) is to make sure that



all non-revoked members in sessigrcan recover one share @n(x), but all revoked members cannot.
Consider a givem;(z). The members who are valid in sessidout revokedafter session are expected to
compute their shares gn(x). (Even if such revoked members may lose the broadcast messagssion
1, they can still recover the corresponding key and sharé&yf somehow get a copy of that message later.)
Therefore, itis unnecessary to protect the sapte) multiple times with different masking polynomials. In
other words, once a broadcast polynongidl: )p; (z) + h, ;(x) is constructed in sessianthe group manager
may reuse it for the remaining sessions. This implies thaheex only one masking polynomial for each
pi(z). As aresult, the total number of masking polynomials {fpf(x)}i=1.... ., and thus the number of
personal shares that each group member has to keep are thotede

Similarly, the number of masking polynomials for eagkw) can also be reduced. First, in Scheme 2,
the members that join in or before sessioare expected to compute all their sharesggm), ..., g ().
Thus, we can reuse the masking polynomials as discusséere8gcond, it is easier to prevent later added
group members from accessing shares of eaylier), since the group manager already knows which group
members to deal with. In particular, the group manager dbaeed to use any revoking polynomial, but
just need to keep the shares of the masking polynomial§yidgr)},—; . ; away from the group members
added after sessign Thus, the broadcast polynomial in Schemd @(x)q;(z) + hji+1(z) }izj,....m, CAN
be replaced witHq;(x) + hii+1(x) }izj,....m-

Based on the above discussion, we propose the followingrsehe&hich reduces the storage requirement
in each member fromd(m? log q) in Scheme 2 t@(m log q).

Scheme 3Improved self-healing session key distribution schemie sariévocation capability.

1. Setup The group manager randomly picks 2¢-degree masking polynomial$h;(x)}i=1,...m, and
m t-degree polynomials f;(x)}i=1,.. m, from F,[z]. EachU, gets its personal secre$,, = {h;(v),
fi(v) }i=1,....m, from the group manager via the secure communication cHareteveen them. The
group manager also picks random session key§K; }i—1,.. ., C F, andm randomt¢-degree polyno-
mialsp; (), ..., pm (x) from F,[z]. For eachp;(z), the group manager construafg(x) = K; —p;(x).

2. Broadcast In the j** session key distribution, given the sets of revoked menilzefor sessions in
and before sessiop, R; = {r1,72, ..., "w, }i=1,....j, Where|R;| = w; < tfori = 1,..., 7, the group
manager broadcasts the following message:

Bj={R;}i=1,. ; U{Pi(x) = gi(x)pi(x) + hi(x) }iz1,..; U{Qi(x) = qi(x) + fi(z)}izj,....m.

whereg;(z) = (z —r1)(x —12)...(x — ry,;), 1 <7 < 3.

3. Session key and shares recoveWyhen a non-revoked group membeéy receives thej*” session
key distribution message, it evaluates the polynon{iglgx) }i—1.... ; and{Q;(x)}i—;.... m at pointv,
recovers the sharefp; (v), ..., p;(v)} and{g;(v), ...,qm(v)}, and computes the current session key
K; = p;j(v) + gj(v). It then stores the items ifp; (v), ..., pj—1(v), Kj, ¢j+1(v), ..., gm(v)} that it
doesn'’t have.

4. Add group membersWhen the group manager wants to add a group member startng $essiory,
it picks an IDv € Fy, which is never used before, computes{@ll(v)}i—;. ., and{fi(v)}i=j . m.
and gives{v, {h;(v)}i=j....m, {fi(v) }i=j,...m} to this group member via the secure communication
channel between them.

Though Scheme 3 requires less storage than Scheme 2, iigtgtilis the nice security properties such as
unconditional security angdwise forward and backward secrecy, as shown in Theoremd 8.an
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Theorem 4 Scheme 3 is an unconditionally secure, self-healing se&sipdistribution scheme with log g-
bit privacy andt-revocation capability.

Theorem 5 Scheme 3 has the propertiestefise forward secrecy andwise backward secrecy.

During the setup stage, each group member needs to storeelafteach of the masking polynomials,
which totally occupy2m log g space. Moreover, in order to recover from message loss,reantber needs
to store one share (out of the two shares) of each sessiowikiye session key itself if it has both shares,
which totally requiren log ¢ space. Hence, the overall storage overhead in each menaten@st3m log g,
which is much less tham(m + 2) log ¢ in Scheme 2.

The broadcast message in sessjaronsists ofj revocation set§ R;};—1,.. ; andm + 1 polynomials.
SinceR; C Ry C,...,C R, and|R,,| < t, we can use a one-dimensional array wjitlements to indicate
the number of revoked members in each session. In other ywsan represent aflR;};—1,.. ; by R;
and this array. In addition, the member IDs can be picked f@mall finite field. Therefore, we can ignore
the communication overhead for the broadcast of all thogacegion sets here. Thus, the broadcast size in
sessionj is ((m + j + 1)t +m + 1) log ¢, which is a little smaller than that in Scheme 2. The reason is
that the degree of polynomialQ;(z)};=1,..m is reduced fron2t to t. The largest broadcast size (when
j=m)is((2m+1)t+m+ 1)loggq.

As we discussed earlier, in Scheme 3, if a revoked group medud®sn’t receive a broadcast message
before it is revoked, it may recover the corresponding sedgy by receiving broadcast messages after it is
revoked. This doesn't introduce security problem, sineerdvoked member is entitled to that information.
However, such a revoked member cannot do the same thing en8ch unless it gets the lost broadcast mes-
sage, because different masking polynomials are usedferetit sessions. This is the difference between
Scheme 2 and Scheme 3.

3.4 Trading Off Self-healing Capability for Less Broadcastsize

In our previous schemes, each key distribution messagaiosntedundant information for all the other
m — 1 sessions. However, in certain situations, having redunidéormation for all the sessions may be
unnecessary and consume too much bandwidth. For exame,tiwbre are only short term communication
failures, which are never longer than a fraction of thesessions, it is only necessary to include redundant
information to prepare for the maximum number of such sessicAs another example, when there are
relatively long term but infrequent communication failsiralways preparing for such failures may generate
more-than-necessary overhead.

In this subsection, we study two possible ways to furtheucedhe broadcast message size based on the
above observation. Our first technique is targeted at pgdsgguent but short term communication failures.
We assume that after a group member receives a broadcasiskdlyution message, it takes no more than
I — 1 sessions for it to receive another one, wherel << m. The basic approach is to introduce a “sliding
window"! so that only redundant information for the sessions théirf this window is broadcasted. The
key distribution message in each session includes the eegcavformation on the current session key and
shares of the previous and the futdre 1 session keys. The valid member can recover any lost key in the
sessions between two successfully received key distoibutiessages.

Obviously, with the “sliding window” technique, we cannatseire the same self-healing property as in

our previous schemes. In the following, we extend the notibeelf-healing tol-session self-healing to
clarify the capability of the new scheme.

1The term “sliding window” was also mentioned in [31]. Howeueo specific technique has been presented there.
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Definition 4 (I-session self-healing) Leti € {1,...,n} andj,l € {1,...,m}. D isl-session self-healind
the following conditions are true.

(a) For any session, wheremax(j —1+1,1) < j; < j < jo < min(j+1—1,m), and anyU; who is a
member in sessiong and j», K is determined by the seftz; j,, zi j, } (i.e., H(K} |2 5, 2i j,) = 0).

(b) For any sessiori, wherel < j; < j < jo < m, and any disjoint subset8, C C {Uy, ..., U, } where
|BUC| <t the sef{zy j}u,eBi<j<ji U{zr j}u,ecm>j>j, contains no information ody; (i.e.,
H(K;{zi j}u, e 1<j<i Uz i u,ecr m>j>j,) = H(Kj;)).

Based on the above discussion, we develop the followingnsehie trade off self-healing capability with
broadcast size.

Scheme 4Session key distribution withrevocation capability for short term communication fads. The
setupandadding group membergteps are the same as Scheme 3.

e Broadcast In the j** session key distribution, given the sets of revoked menikefdr sessions
in and before sessiof, R; = {r1,72, s Tw, fimmaz(j—i+1,1),....; Where|R;| = w; < ¢ fori =
maz(j — 1+ 1,1),..., , the group manager broadcasts the following message:

Bj = {Ri}immac(j—1+1,1),...; U{Pi(x) = gi(2)pi(®) + hi(®) bimmaz(—141,1),....j
U{Qi(z) = ¢i(®) + fi(®) }izj,... min(j+1-1,m)

whereg;(z) = (z — 1) (x — 12)...(x — ry,;),max(j — 1+ 1,1) < i < j.

e Session key and shares recovéiyhen a non-revoked group memliérreceives thgt key distribu-
tion message, it evaluates the polynomigh () }i—maw(j—i+1,1),....; ANA{Qi(Z) Yz min(j+i-1,m)
at pointv, recovers the share§p, ., (j—i+1,1)(v); -, pj(v)} and {q;(v), ..., Gmin(j+1-1,m) (v)}, and
computes the current session K€y = p;(v) +q;(v). Itthen stores the items i{p,,,qz(j—141,1)(v), -,
Pi—1(v), Kj, @j+1(V); o Gmin(j+1—1,m)(v)} that it doesn’t have.

Theorem 6 Scheme 4 is an unconditionally secureession self-healing session key distribution scheme
with m log ¢-bit privacy andt-revocation capabilityf-wise forward and backward secrecy.

In Scheme 4, the size of personal secret in each member is st2mdog ¢. In addition, it needs
additional (2 — 1) log ¢ memory space to store the session key and shares. Theréfermtal storage
overhead is at mog2m + 2] — 1) log ¢q. The broadcast message consist$ 2ifdegree polynomials and
t-degree polynomials, which occupi&8t + 2) log ¢ in the communication bandwidth.

Our second technique is aimed at situations where therelatiaely long term but infrequent communi-
cation failures. Specifically, we assume that each grouplmeecan receive at leagtconsecutive broadcast
key distribution messages, and after a group member recaibpeoadcast key distribution message, it takes
no more thar{l — 1)d sessions for it to receive another one.

Intuitively, the second technique is to selectively ingulde same amount of redundant information from
a large “window” of sessions (i.2(l —1)d+ 1 instead o] — 1 sessions) in each key distribution message.
Specifically, the group manager picks one from evérgonsecutive sessions in a particular window of
sessions and includes key shares for those selected sessthe key distribution message. In other words,
the recovery information for a particular session key im@vdistributed among a large number of sessions.
Given the window siz&(l — 1)d + 1, the key distribution message for sessjowill contain key shares for
sessiong — (I —1)d, j — (I — 2)d, ...,j —dandj +d, j + 2d, ..., j + (I — 1)d. Thus, anyd consecutive
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session key distribution messages contain shares of th®pseand the futurél — 1)d sessions. A group
member may not find the necessary information to recoverticpkar session key in one key distribution
message; however, it is guaranteed to find one in thedext key distribution messages. In general, this
idea is to trade off the key recovery delay with the numbereocbrverable sessions.

Scheme 4 can be viewed as a special case of this technique (ivael). To clarify the self-healing
capability of this new technique, we generalize Definitianté the following notion of {,d) self-healing.

Definition 5 ((I,d) self-healing) Let,i € {1,....,n} andyj,l,d € {1,...,m}. D is (l,d) self-healingif the
following are true.

(a) Forany session, wheremaxz(j—(1—1)-d,1) <j—j1-d <j<j+jo-d <min(j+(I—1)-d,m),
and anyU; who is a member in sessionis— j; - d and j + jo - d, K; is determined by the set,
{2ij—j1-d> Zij+jo-a} (-8, H(K|2 j—j1.ds Zij+jo-a) = 0)-

(b) For any sessiorj, wherel < j; < j < jo < m, and any disjoint subse8,C C {Uy, ..., U, } where
|B U C| < t, the Set{zi/J}Ui,eB,lSijl U{zi’,j}Ui/GC,ijij contains no information Olj(j (i.e.,
H(Kj[{z j} v, e 1<i<i Wz jtu,ecs m=j=5) = H(K;)).

The scheme built on the above idea is a natural generalizafi®cheme 4.

Scheme 5Session key distribution withrevocation capability for relatively long term but infregnt com-
munication failures. Theetupandadding group membesgeps are the same as Scheme 3.

e Broadcast Let Gg) = {j —1- d}0§i<min(j/d,l)1 and G;I = {j + - d}0§i<min((m—j)/d,l)' In thejth
session key distribution, given the sets of revoked merbisdiol sessions in and before sessjomR;
= {ri,ra, oy T, }iec;;?' where|R;| = w; < tfori e G§?, the group manager broadcasts the following
message:

Bj={Ri}iecr V{Pi(x) = gi(@)pi(x) + hi(2) }ieqr UV{Qi(2) = 6i(@) + fi(2) }iecs

whereg;(z) = (z —r1)(z —r2)..(x —1ry,), i € G,

e Session key and shares recovéiyhen a non-revoked group memtsér receives thg'” session key
distribution message, it evaluates the polynom{a@s(z) },co» and{Q;(x)};ce at pointv, recovers
p ,

J
the sharegp; (v) };cqr and{q;(v)};cqe, and computes the current session k&y= p;(v) + ¢;(v).
J J
It then stores the items ifp; (v) };cqo» and{q;(v)};cqe that it doesn't have.
J J

Theorem 7 Scheme 5 is an unconditionally securkgd) self-healing session key distribution scheme with
m log ¢-bit privacy andt-revocation capability¢-wise forward and backward secrecy.

From the broadcast step in Scheme 5, it is obvious that thenzomcation overhead of this generalized
scheme is the same as Scheme 4. Since the group member nbeffiertthe key and shares ®fl —1)d+ 1
consecutive sessions, the total storage overhe@hist 2(I — 1)d + 1) log q.

Generally, the above two extensions (Scheme 4 and Scheni)small key distribution messages,
which are independent of the total number of sessions. Toheelf window size depends mainly on the
network environment. Thus, it is possible to have a large memof sessions and still have a reasonable
broadcast message size and self-healing capability. N@less, the storage overhead in each member still
limits the total number of sessions.
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Table 1: Comparison between different self-healing ketridistion schemes.

Cs Cy Scheme 3
Communication overheafl (mt? + 2mt +m)logq | (3mt + 12 +2m +t)logq | (2mt + m +t + 1)logq
Storage overhead (m? +m)logq (m? +m)logq 3mlogq
Self-healing Yes Yes Yes
Security unconditional computational unconditional
Revocation capability Yes Yes Yes

A special case of the above two scheme is toilet ¢, and have the group manager update the session
key if and only if at least one compromised member is newlgced. On the one hand, it is possible to
cover a long network lifetime. On the other hand, the comgsechmember can be revoked immediately.
This customization may be suitable for the applications$ tlaanot afford a large number of sessions, but
still want to cover a long period of time.

3.5 Comparison with Previous Methods

In this subsection, we give a simple comparison betweenrSel®and Constructions 3 and 4 presented
in [31]. Since Schemes 4 and 5 are mainly about trade offsdmivgelf-healing capability and broadcast
message size, we do not include them here. Note that theig@ehnsed in the long-lived construction
(Construction 5) in [31] is also applicable to our schemdwsl we do not consider it here either.

Table 1 summarizes the comparison between these threkesgifig key distribution methods. We use
Cs to denote Construction 3 in [31], which is the basic uncoodélly secure self-healing scheme with
t-revocation capability, and’y to denote Construction 4 in [31], which is the less broads&st variant
of C'5. Note thatC, reduces the broadcast size by sacrificing the unconditiseelirity property otCs
(for computational security). In contrast, Scheme 3 pregdda this paper reduces the communication and
storage overhead without sacrificing any security propdftpm Table 1, it is easy to see that our scheme
has less communication and storage overhead than bothredimts in [31]. Figure 1 further shows the
possible values fot andt given a maximum of 64KB packet sizdlt is easy to see that our scheme allows
more sessions and can deal with more colluding users undesathe condition.

4 API Implementation

We have implemented Scheme 4 as an API in C language. Not&thaime 4 subsumes Scheme 3, and
it can be easily extended to provide Scheme 5. To reduce tlatagenent effort, our implementation uses
the large integer operations provided in OpenSSL [2]. Weflyridiscuss the APl implementation in this
section. Details can be found in Appendix B.

This APl implementation can be divided into two parts: thd Actions for group manager and those for
group members. There are 4 group manager functigms: ni t, gmgen. ni ti al -menber secret,
gmr evoke_nmemnber , andgmgen_KD_.nmessage. Given initial parameters such as, ¢, and window
size, the group manager can ug@li ni t to generate the secret information kept at the group manager
including session keys, masking polynomials, etc. For egoup member, the group manager can use
gmgen_ ni ti al ;menber _secr et to generate the personal secret that the group member skeepd
To remove a group member, the group manager cargaoseevoke_nmenber to modify the group man-

The values forC; and C, are slightly larger than those given in Figure 3 in [31]; wenguite the values purely from the
formula given in Table 1 for the purpose of fair comparison.
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Possible values of m and t with 64KB packet size

[—#—C3 —8—C4 —A—Scheme3]
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400
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Figure 1: Possible values of andt for different self-healing key distribution schemes, whare the areas
under the corresponding lines. Assume thas a 64-bit integer.C4 can only guarantee computational
security, while the other two can guarantee unconditioaalisty.

ager secret so that the given group member can no longeraresession keys from the later broadcast key
distribution messages. Finally, the group manager cagosgen _KD_nessage to generate the broadcast
key distribution message for a given session.

The API for group members only consists of two functiomenber r ecv_nenber secr et and
nmenber _r ecv_KD_nmessage. A group member can useenber r ecv_nmenber _secr et to save the
initial key distribution parameters from the group managed usarenber _r ecv_KD_nessage to re-
cover the current group session key as well as lost sessianifk@revious sessions.

Our API implementation is independent of the underlying ommication mechanisms. In other words,
application developers can choose any communication mexhao broadcast the group key distribution
messages. Nevertheless, our schemes are developed fdargryand dynamic groups. The best way to
use the API is to broadcast the messages directly in theiabielchannel. Moreover, it is observed that
the larger a packet is, the less possible the packet is detite the destinations correctly. To improve the
performance of key distribution, our API generates a braatlgey distribution message in segments so
that each segment of the message can be used individuatdgdwar the current or a previously lost group
session key. As a result, the application has the optionrd sach segment in an separate packet, thus
leading to better recoverability of the session keys.

We have tested the APl implementation with some simple aegfidins through simulation in ns2 [1]. We
omit the details due to space limit.

5 Related Work

Early approaches to group key management (e.g., Group Kexadament Protocol (GKMP) [14, 15]) rely
on a group controller, which shares a pairwise key with eaolgmember and distributes group keys to
group members on a one-to-one basis. These approaches sealedto large groups.

To address the scalability problem, lolus organizes thdioast group into a hierarchy of subgroups to
form a virtual secure multicast group [22]. The group hielngrcan be used for both group communication
and distribution of group keys. Wallner et al. [36] and Wonhgle[37] independently discovered the Logical
Key Hierarchy (LKH) (or Key Graph) approach. In this appioamdividual and auxiliary keys are orga-
nized into a hierarchy, where each group member is assignetetif and holds all the keys from its leaf to
the root. The root key is shared by all group members and tbed as the group key. A rekey operation in
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LKH requires2log, n messages, whereis the number of group members.

A number of techniques have been proposed to improve the Lggirbach. Canetti et al. reduce the num-
ber of rekey messagesla, n using a pseudo-random generator [9]. Keystone uses FoivevdCorrec-
tion (FEC) to reduce message loss, and employs unicasttibasgy/nchronization to help group members
recover lost keys [38]. Periodic (or batch) rekey was predo® reduce the rekey cost for groups with
frequent joins and leaves [19,29,39-41]. Moreover, séigsaes about scalable and reliable distribution of
group keys have been thoroughly studied, including how terde@ne where to add, delete or update keys
in a key tree (for individual or batch rekey) [19, 23, 39, 4ddw to place encrypted keys in multicast rekey
packets to reduce the number of rekey packets [39,41], anddadjust rekey parameters (e.g., the amount
of redundant information and the rekey interval durati@anjeduce unicast-based re-synchronization [40].
A few other variations of LKH were also proposed, includirggaciating keys with each level in the key
hierarchy (instead of each node) [10], combiningry LKH+ (i.e., key tree with degree) with unicast-
based rekey to trade-off between communication and staegig26], decentralized management of group
keys [27], One-way Function Trees (OFT) [3, 21], and ELK whieserts key verification information into
data packets to help recover lost group keys [25].

The above methods need at leéXtlog n) computation and communication to remove a member. In
contrast, MARKS only requires constant computation byritlisting seeds of group keys with Binary Hash
Tree (BHT) and its variations [8]. However, MARKS only woritshe duration that a member stays in the
group is known when the member joins the group. In [4], Baeegnd Bhattacharjee proposed to organize
group members into different levels of clusters, in which thuster head can communicate with cluster
members via both unicast and multicast. By limiting the sizeach cluster and isolating the changes to the
related clusters, this approach incurs constant proggssommunication and storage overhead for single
member joins or leaves, and logarithmic overhead for batits jand/or leaves [4].

Group key distribution is closely related to broadcast yoton studied in the cryptography commu-
nity. An overview of early results can be found in [34]. Bevite presented a way to broadcast a secret
to a predetermined set of receivers using secret sharihgitee [5]. Fiat and Naor developed broadcast
encryption schemes resilient to one bad member, and thgroged approaches to building high resilient
schemes from low resilient ones based on Perfect Hash arntiiHF) [12]. Safavi-Naini and Wang applied
PHF to construct group rekey schemes directly [28]. Blurtdd.aleveloped a family of one-time broadcast
encryption schemes based on the key predistribution schefég and then extended them to allow interac-
tive group key distribution [7]. Trade off between storagel @ommunication requirements as well as their
lower bounds in the proposed schemes are also studied indi{p8]. Stinson and van Trung continued the
work in [7] and presented new constructions of key predistron and broadcast encryption schemes [35].
Just et al. studied group key distribution via broadcastyation and derived a lower bound on the broad-
cast message size using information theoretic technidus IKumar et al. proposed two schemes that can
revoke up tot group members with storage overheag logn), and communication overhedd(t logn)
andO(t?), respectively, where is the group size [18]. Naor et al. developed a subset-difiez based bulk
rekey method, which requirdsg? n keys being stored at members attdcommunication overhead [24].
Gong proposed a method to securely broadcast differenttkegiéferent group members [13]. However,
Gong’'s method results in a broadcast message linear todh gize, while with our method the size of the
broadcast message is linear to the maximum number of cojugsers, but independent of the group size.

Our work in this paper is based on the self-healing key distibn approach (with revocation capability)
in [31]. The technique in [31] uses secret sharing [30] basetvo dimensional polynomials to distribute
group keys, enabling group members to recover lost sessmpdeys as long as they have received one
broadcast rekey message before and one after the abovenseSsimpared with the approaches discussed
earlier, an advantage of both [31] and our techniques istfieatomputation, communication, and storage
overheads required to revoke group members and achieveesdihg capability are indepdent of the group
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size, and thus are suitable for very large groups. Howewertezhniques also improve over those in [31] as
discussed in Section 3, and thus are able to deal with awaliti more evicted group members.

6 Conclusion and Future Work

In this paper, we presented several group key distributitvermes for very large and dynamic groups over
unreliable channels. By introducing a novel personal kesgrithution technique, we developed several
efficient unconditionally secure and self-healing group &istribution schemes that significantly improve
over the previous approaches. In addition, we developeddalmiques that allow trade-offs between the
broadcast message size and the recoverability of lostoseksys, which can further reduce the broadcast
message size in situations where there are frequent buttsiior disruptions of communication and where
there are long-term but infrequent disruptions of commatinn, respectively. We also developed an API
implementation to facilitate the deployment of the progbtehniques.

Our future work includes development of a model that charass failures in large and highly mobile
wireless networks and further investigation of the perfange of the proposed schemes in this model. In
addition, we would like to seek more efficient ways to perfdha initial key distribution for the proposed
schemes.
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A Proofs

Proof of Theorem 1

We need to prove that Scheme 1 satisfies all the conditioesl lis Definition 1.
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1. (a) The personal key recovery is described in step 3 ofri8elte ThusH (k; = f(i)|B, S;) = 0.

(b) For any setB C {Uy,...,U,}, |B| < t, and any non-revoked memb&; ¢ B, the coalition
of B knows at most points on f(x). Actually, we can randomly pick; = f(i) andt — |B|
other points, and then construct a polynomfalz) from theset + 1 shares (the randomly picked
ones and theB| shares from the coalition) based on Lagrange interpolatibhen, we construct
B (z) = g(x)f(x) + h(z) — g(z)f'(z). Itis easy to verify thatv(x) = g(z)f'(x) + I/ (x) and for
anyU, € B, h/(v) = h(v). It follows that any value ok; = f(i) is possible for the coalition aB.
Moreover, sinceS; = h(i) = w(i) — g(7) f (), it also follows that any value of; is possible for the
coalition of B. Thus,H (k;, S;|{Si }v, e, B) = H(ki, S;).

(c) Sincef (z) is picked randomly and independentsf, ..., S,,, and group membér;’s personal key
isk; = f(i), we haveH (ki, ..., kn|S1, ..., Sn) = H(k1, ..., k). Moreover, sincé:(z) is also picked
randomly, the broadcast doesn't disclose any information abof(tr). Thus, we haveé? (f(z)|B) =
H(f(x)), which impliesH (k1, ..., kn|B) = H(k1, ..., kn).

2. Assume a collection of revoked group member® = {U,,, ..., U,, }, work together. They know
{h(ri)}i=1,..4» g(x), andw(z). However, we can randomly picktadegree polynomialf’(x) and
constructh/(z) = g(x) f(z) + h(z) — g(x) f'(x). Then we can verify thab(z) = g(z) f'(z) + I/ (x)
and W' (r;) = g(ri)f(ri) + h(ri) — g(ri)f'(r;) = h(r;) for 1 < ¢ < ¢. This is to say that
any t-degree polynomial is a possible candidate f¢f:) for the coalition of R. It follows that
H(ky,...,kn|B, {Si’}Ui/ER) = H(k1,...,kn). d

Proof of Theorem 2:

We need to prove that Scheme 2 satisfies all the conditioesl lis Definition 2.

1. (a) Session key recovery is described in step 3 of Schemeua, H (K|B;, S;) = H(K;|z ;) = 0.
(b) For any setB C {Uy,...,U,}, |B| < t, and any non-revoked membg&t, ¢ B, we will show
that the coalition ofB knows nothing abous$,,. First, we have(h; ;(v) = Pj.i(v) — g;(v)pi(v) }i<;,

{hji+1(v) = Qji(v) — gj(v)¢i(v) iz, {Pi(v) + ¢i(v) = Ki}izm1,...m- Since allP;;(v), Qj:(v), K;
andg;(v) are known values after the broadcast of{dl, ..., 5,, }, we have

H(Sy[{Si}u,eB, Bi, - Bi) =H ({hji(v) }i=1,...m,i=1,...m+1{Si Yu,eB, B1;s -, Bm)
=H({pi(v), ¢ (v) }i=1,...m{Si }v, eB: B, .., Bm)
:H({pl( )}Z 1,. ,m|{Si’}U,L-/EB>BI>-'-7Bm)

Second, we randomly pick aflp}(v)}i=1,.. . Because the coalition d8 knows at most points

on each{p;(z)}i=1,..m, We can construcfp(z)}i=1.... m based on Lagrange interpolation on these
points. Thus, we construdy;(z) = K; — pi(z) }i=1,...m, {1} ;(x) = Pji(x) — g;(x)p;(r)}i<; and
{1 i1(2) = Qji(x) — gj()qi(x)}i>;. We can easily verify that the following constraints, which
are all the knowledge that the coalition Bfknows.

() {pi(®) +qi(z) = Ki}i=1,..m
(i) {g;j(@)pi(x) + k) ;(x) = Pji(z) i<y

(i) {gj(x)qi(x) + 141 (2) = Qji(2) }ix;
(iv) ForanyUy € B, {I};(i") = hji(i') }j=1,. mi=1,.m+1-

19



Since {p}(v)}i=1,...m are picked randomly, we havl ({p;(v)}i=1,...m[{Si}v,eB, B1, ..., Bm) =
H({pi(v) }i=1,...m)- Thus,H (Su[{Si'}v,eB, B, ., Bm) =H({pi(v) }i=1,...m) = mlogq.

(c) Since{p;(x)}i=1,..m and{h;i(x) hi<i<m,1<j<m+1 are all randomly pickedz; ; = {p1(3), ...,
p;(1), g (@), ..., gm(2)} cannot be determined only by broadcast messages or peksysallt follows
thatH(zm Bl, ceny Bm) = H(Zi,j) = H(Zi,j|51> ceny Sn)

2. Assume a collectiork of ¢t revoked group members work together. Thus, the coalitioR &hows
at mostt points ong;(x) and nothing orp,(z) before the broadcast d§;. Based on Lagrange
interpolation, we randomly construct a ponnomj?da:) from these points. Then we randomly pick
K, and construcp’;(z) = K} —qj(x) andh’; ;(z) = P; j(z) — g;(z)p}(z). After the broadcast a8},
we can verify thay; (z)p(z) + ] ;(z) = P; j(z). Inaddition, for anyUyr € R, ¢;(i') = ¢;(i") (from
the construction of}(z)), and sincey; (') = 0, h’; ;(i") = P ;(i") —g; (")} (x) = P; ;(i") = hy ; ().
SinceKJ’. is randomly chosen, we know that any value is possible fromtwie coalition knows about
Kj. ThUS,H(Kj|Bl, ceey Bj, {Si’}UZ-/GR) = H(KJ)

3. (a) From step 3 of Scheme 2, for aiiythat is a member in sessiofsandjs (1 < j1 < j < j2 < m),
U; can recovefp (i), ..., pj, (), @, (1), s ¢ (1), s g (2) } @and{p1(¢), ..., pj (i), ..., Pjo(4), qjs(3),
..+ ¢m (1)}, and recover; by computingK; = p;(i) + ¢;(¢). Thus,H (K |z; j,, 2 j,) = 0.

(b) For any disjoint subset8, C' C {Uq, ...,U, }, where|BU C| < tandl < j; < j < jo < m, the
set{zi j}v,eB1<j<j contains{q;(i)}v,ep, and the se{zy ;}u,ccm>j>j, contains{p;(i)}uv,ec-
Thus, for sessiorj, the coalitionB U C knows at mostB| points ong;(x) and|C| points onp;(x).
Because;(x), ¢;(x) are twot-degree polynomials and U C| < t, the coalition of B U C' cannot
recoverk;. Thatis, H (K;|{zi j}v,epa<i<i ULz i v ecmzjzip) = H(Kj). o

Proof of Theorem 3:

Assume a collectioR of ¢t group members work together.

e If R are revoked before sessignfrom the proof of Theorem 2, the coalition &f knows at most
points ont-degree polynomiag;(z). In addition, from the proof of Theorem 1, the coalition krsow
nothing onp;(x) from the later session key distribution message. It folldhet the session key,
K; = p;(z) + ¢;(z), still appears to be random for the coalition. ThES,K;|B1, ..., By, {Si}v,cr,
Kl, ---aKj—l) = H(KJ)

e If R join the group after sessigh From step 4 of Scheme 2, we know that the group member cannot
get the personal shares on the masking polynomials for 8stses;j. Thus, the coalition o knows
nothing onp;(x) and ¢;(x). Therefore,K; = p;(x) + ¢;(x) still appears to be random for the
coalition. ThUS,H(Kj|Bl, N {Si}UieR, Kj+1, I Km) = H(KJ) g

Proof of Theorem 4:

Scheme 3 is similar to Scheme 2. The only difference is thatctinstructed polynomiaP;(x) and
Q;(x) are reused in other sessions. No further information idaed. Thus, the self-healing property is
thus inherited from scheme 2. We only need to prove propédityand2 in Definition 2.

1. (b) For any setB C {Uy,...,U,}, |B] < t, and any non-revoked membér, ¢ B, we will
show that the coalition oB knows nothing abouf,. Similar to the proof of Theorem 2, we have
H(S,[{Si}v,eB, B1, .-, Bm) =H{pi(v) }i=1,...m|{Si }v,eB, B1, ..., Bm). We randomly pick all
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{p;(v) ti=1,..,m and construc{p;(z) }i=1,..m, {¢(x) = K; — pj()}i=1,...m: {Wi(x) = Pi(z) —
gi(2)pi(z) Yiz1,...m @and{f!(z) = Q;(z) — qj(x)}i=1,..m- We can easily verify that the following
constraints, which are all the knowledge of the coalitiorBofare satisfied.

() {pi(x) +qi(x) = Ki}iz1,..m
(i) {gi(x)p;(z) + hi(x) = Pi(z) }iz1,...m
(i) {gi(x) + fi(z) = Qi(x)}i=1,...m
(iv) ForanyUy € B, {hi(i') = hi(i"), f{(i") = fi(i') }i=1,....m.-

Since {p}(v)}i=1,...m are picked randomly, we havl ({p;(v)}i=1,...m[{Sv}v,eB, B1, ..., Bm) =
H({pz (’U)}izl,m’m. ThUSaH(SUHSi’}UZ-/EB’ Bl, ceey Bm) :H({pi (’U)}izl,m’m) =m log q.

2 Assume a collectio® of ¢ revoked group members work together. Thus, the coalitioR &hows
at mostt points ong;(x) and nothing orp;(x) before the broadcast df;. We randomly con-
struct a polynomialg;(z) from theset points, randomly pickK?;, and construcp(z) = K} —
¢j(z) andh(z) = Pj(z) — g;(x)p;(z). Similar to the proof of Theorem 2, after the broadcast of
B;, we can verify the above constructions satisfy what theitboalof R knows aboutk;. Thus,
H(K;|By, ..., B;,{Si}v,er) = H(Kj) 0

Proof of Theorem 5:

Assume a collectio® of t group members work together. If all memberdiare revoked before session
J, they know at most points on thet-degree polynomiad;(«) according to the proof of Theorem 4, and
nothing onp;(x) according to the proof of Theorem 1. If all membersAnjoin the group after session
J, they knows nothing about thedegree polynomialg;(x) andg;(z) according to the step 4 of Scheme
3. Thus, similar to the proof of Theorem 3, thevise forward secrecy andwise backward secrecy are
ensured. O

Proof of Theorem 6:

The only difference between Scheme 3 and Scheme 4 is thakegdistribution message in Scheme 3
contains the information on the current session key anceshafrall the other session keys, but in Scheme
4, it only contains the information on the current sessiond«d shares of old and futuie- 1 session keys.
Thus, the properties of unconditional securityevocation capability;-wise forward and backward secrecy
are inherited from Theorem 4. Since from each broadcastagess valid user can only get the current
key, shares of old and futufe- 1 session keys, the property bfession self-healing can be easily derived
according to Definition 4 and the proof of Theorem 4. 0

Proof of Theorem 7:

Similar to the proof of Theorem 6, the group manager actudibglose less informations in each key
distribution message. Thus, the properties of unconditisacurity,t-revocation capability;-wise forward
and backward secrecy are inherited from Theorem 4. The pgyopE(/,d) self-healing can be easily derived
according to Definition 5 and the proof of Theorem 4. O
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B The Group Key Distribution API

B.1 Data Structures

e struct KD.seghent

One group session key distribution message is split ovetipfeilKD_segments, each of which may
be distributed in one packet.

name | type | description
size int the size of the buffer.
buffer char* the buffer to store the session key message.

e struct KD.nessage

KD _message defines the format of a group session key distribotessage, which is split over mul-
tiple KD_segments.

name | type | description
size int the number of KDsegments.
pkt KD_segment* | the buffer to store related KBegments.

e struct Initial _nmenber secret
Initial_membersecret defines the format of initial personal secret for a beem

name type description

uid int the identity of the group member.

m int the total number of sessions.

t int the degree of collusion resistance.

prime BIGNUM* the prime number that defines the finite field.

session int the current session number.

window_size | int the size of the sliding window.

h_uid BIGNUM** the buffer to store the values of the masking polynomial
hi(z) evaluated at uidsession < i < m.

f_uid BIGNUM** the buffer to store the values of the masking polynomial
fi(x) evaluated at uidsession < i < m.

e struct GMsecret
GM _secret defines the format of secret information stored igthap manager.
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name type description

m int the total number of sessions.

t int the degree of collusion resistance.

session int the current session number.

window_size | int the size of sliding window.

prime BIGNUM* the prime number that defines the finite field.

K BIGNUM** the buffer to store all the session keys.

p polynomials* the buffer to store one part of the session keys.

q polynomials* the buffer to store the other part of the session keys.

h polynomials* the buffer to store the masking polynomials for p.

f polynomials* the buffer to store the masking polynomials for g.

numrevoked | int* the buffer to store the number of revoked members in
each session.

revoked int ** the buffer to store the uid of the revoked members in
each session.

e struct Menber secret

Membersecret defines the format of secret information possesseddygroup member.

name type description

uid int the unique id of the member.

m int the total number of sessions.

t int the degree of collusion resistance.

session int the current session number.

window_size | int the size of sliding window.

prime BIGNUM* the prime number that defines the finite field.

h_uid BIGNUM** the buffer to store the values of the masking polynomial
hi(x) evaluated at uidsession < i < m.

f_uid BIGNUM** the buffer to store the value of the masking polynomial

e struct pol ynom al

fi(x) evaluated at the uickession < i < m.

polynomial defines the format of a polynomial.

name | type | description
degree int the degree of the polynomial.
coefficient BIGNUM** the buffer to store the coefficients of one polynomial. co-

e struct polynom als

efficient[0] stores the coefficient with the highest degree.

polynomials defines a set of polynomials.

name | type | description
size int the number of polynomials in this set.
poly polynomial** the buffer to store the polynomials.

B.2 API Functions

Functions for Group Manager
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egminit(m t, w ndowsize, gmsecret)
This function initializes gnmsecret according to m, t, and windasize.
-caller: The application.
-return value: None.

-Parameters:
name | type | description
m int the total number of sessions.
t int the degree of collusion resistance.
window_size | int the size of sliding window.
gm._secret GM_secret* the secret information kept by the group manager.

e gmgen_initial _menber _secret(gmsecret, id, init_renber _secret)

This function uses gnsecret to generate the initial personal secret for a merdbatified by id. The
resulting member secret is saved in inimembersecret.

-caller: The application.
-return value: None

-Parameters:
name | type | description
gm._secret GM_secret* secret information stored in the group manager.
id int the unique id of the group member.
init_member | Initial_member | the buffer to store the initial personal secret information
_secret _secret* for a member.

e gmrevoke_nmenber (i d, gmsecret)
This function removes the member identified by id by modifyihe group manager’s secret.
-caller: The application.
-return value: None.

-Parameters:
name | type | description
id int the id of the member to be revoked.
gm._secret GM_secret* the secret information stored in the group manager.

e gmgen_KD.nessage(gmsecret)

This function generates the broadcast key distributionsamgss for current session. The caller needs
to set the session variable to the current session numben_isegret before making the call. The key
distribution message is returned upon a successful call.

-caller: The application.
-return value: KDmessage*

-Parameters:
name | type | description
gm._secret \ GM_secret* \ secret information stored in the group manager.

Functions for Group Members
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e menber recv_nmenber secret (i nit_menber secret, nenber secret)

This function converts the initial parameters (iniembersecret) distributed by the group manager
into the internal format kept by the group member (mendearet).

-caller: The application.
-return value: None

-Parameters:

name | type | description

init_member Initial_member | the buffer that stores the initial member secret from
_secret _secret* group manager.

membersecret] Membersecret* | secret information stored in the group member.

e menber recv_KD.nessage( kd_nessage, nenber secret)
This function recovers the session keys from the key didioh message (kthessage) and the mem-
ber’s personal secret (membszcret).
-caller: The application.
-return value: None

-Parameters:
name | type | description
kd_message | KD_message* | the buffer that stores the key distribution message.
membersecret| Membersecret* | secret information stored in the group member.

25



