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ABSTRACT

Understanding strategies of attacks is crucial for segcaiplica-

tions such as computer and network forensics, intrusioporese,

and prevention of future attacks. This paper presents itgobs

to automatically learn attack strategies from correlatgdusion

alerts. Central to these techniques is a model that repieeaarat-

tack strategy as a graph of attacks with constraints on taelkat
attributes and the temporal order among these attacksafio tee

intrusion strategy is then to extract such a graph from aesscps

of intrusion alerts. To further facilitate the analysis tbak strate-
gies, which is essential to many security applications ssctom-

puter and network forensics, this paper presents techsiiguaea-

sure the similarity between attack strategies. The basia idl to

reduces the similarity measurement of attack strategieseimor-

tolerant graph/subgraph isomorphism problem, and mesghee
similarity between attack strategies in terms of the codtdos-

form one strategy into another. Finally, this paper presspme

experimental results, which demonstrate the potentiahefgdro-

posed techniques.

Categories and Subject Descriptors

D.4.6 [Operating System$: Security and Protection+tavasive soft-
ware (e.g., viruses, worms, Trojan horsds)6.5 [Management of
Computing and Information Systemg: Security and Protection

General Terms
Security, Performance
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1. INTRODUCTION

It has become a well-known problem that current intrusicdecle
tion systems (IDSs) produce large volumes of alerts, inobtoth
actual and false alerts. As the network performance imsrevel
more network-based applications are being introduced ) DiSs
are generating increasingly overwhelming alerts. Thishjem
makes it extremely challenging to understand and managithe
trusion alerts, let alone respond to intrusions timely.

It is often desirable, and sometimes necessary, to understa
tack strategies in security applications such as compotensics
and intrusion responses. For example, it is easier to pgradiat-
tacker’s next move, and decrease the damage caused bydngus
if the attack strategy is known during intrusion responsewever,
in practice, it usually requires that human users analyaertiu-
sion data manually to understand the attack strategy. Tbiseps
is not only time-consuming, but also error-prone. An ali¢ive is
to enumerate and reason about attack strategies throughvstia
nerability analysis€.g, [1, 19, 33, 35]). However, these techniques
usually require predefined security properties so that theyiden-
tify possible attack sequences that may lead to violatiothese
properties. Although itis easy to specify certain secuityperties
such as compromise of root privilege, it is non-trivial tauerer-
ate all possible ones. Moreover, analyzing strategies firdro-
sion alerts allows inspecting actual executions of attackegies
with different levels of details, providing additional arimation not
available in static vulnerability analysis. Thus, it is iable to
have complementary techniques that can profile attackegiest
from intrusion alerts.

In this paper, we present techniques to automatically latiatk
strategies from intrusion alerts reported by IDSs. Our ag@gin is
based on the recent advances in intrusion alert correl§gidt®9].
By examining correlated intrusion alerts, our method etgrdhe
constraints intrinsic to the attack strategy automatyca®pecifi-
cally, an attack strategy is represented as a directediagrelph
(DAG), which we call amattack strategy graphwith nodes repre-
senting attacks, edges representing the (partial) terhpatdar of
attacks, and constraints on the nodes and edges. Theseagusst
represent the conditions that any attack instance musfgéatior-
der to use the strategy. To cope with variations in attacksuse
generalization techniques to hide the differences nanisitr to the
attack strategy. By controlling the degree of generalirgtusers
may inspect attack strategies at different levels of detail

To facilitate intrusion analysis in applications such asmpater
and network forensics, we further develop a method to meaber
similarity between intrusion alert sequences based om shreite-
gies. Similarity measurement of alert sequences is a fuedtah
problem in many security applications such as profiling keslor
hacking tools, identification of undetected attacks, &ttaedic-



tion, and so on. To achieve this goal, we harness the results o
error tolerant graph/subgraph isomorphism detectionemtittern
recognition field. By analyzing the semantics and condisaim
similarity measurement of alert sequences, we transfoisyptiob-

lem into error tolerant graph/subgraph isomorphism detect

Our contribution in this paper is three-fold. First, we degea
model to represent attack strategies as well as algoritbresttact
attack strategies from correlated alerts. Second, we olgveth-
nigues to measure the similarity between sequences of alethe
basis of the attack strategy model. Third, we perform a nurabe
experiments to validate the proposed techniques. Our ienpetal
results show that our techniques can successfully extnaatiant
attack strategies from sequences of alerts, measure tli@riiyn
between alert sequences conforming to human intuition jdert
tify attacks possibly missed by IDSs.

The remainder of this paper is organized as follows. The next
section presents a model to represent and extract attatkgits
from a sequence of correlated intrusion alerts. Sectiors@udses
the methods to measure the similarity between sequencektéd
alerts based on their strategies. Section 4 presents tlesigants
we perform to validate the proposed methods. Section 5 skesu
the related work, and Section 6 concludes this paper.

2. MODELING ATTACK STRATEGIES

Attacking Host: 202.77.162.213
Victim Host: 172.16.112.50

Mstream_Zombie

Rsh

Sadmind_Amslverify_Overflow

Figure 1: An example of hyper-alert correlation graph

must evaluate to True and all the logical formulasansequence
might evaluate to True for each of the tuples.

The correlation process is to identify tipgepare-forrelations
between hyper-alerts. Intuitively, it is to check if an earhyper-
alert contributesto the prerequisite of a later one. In the formal
model, this is performed through the notions of preregeisitd
consequence sets. Consider a hyper-alert Typdfact, prerequi-
site, consequengeTheprerequisite set (or consequence set)of
denotedPrereq(T) (or Conseq(T)), is the set of all predicates
that appear imprerequisite(or consequenge Moreover, theex-
panded consequence #tT’, denotedExzpConseq(T), is the set
of all predicates that are implied lyonseq(T"). Thus,Conseq(T")

C ExzpConseq(T). This is computed using the implication rela-
tionships between predicates [29]. Given a typéyper-alerth,
the prerequisite set, consequence, satd expanded consequence
set ofh, denotedPrereq(h), Conseq(h), and ExpConseq(h)),

In this section, we present a method to represent and automat respectively, are the predicates ftrereq(T'), Conseq(T), and

ically learn attack strategies from a sequence of relatedsion
alerts. Our techniques are developed on the basis of ouiopev
work on alert correlation [29], which we refer to as the clatien
model in this paper. In the following, we first give a brief oview
of the correlation model, and then discuss our new techsique

2.1 Overview of the Correlation Model

The correlation model was developed to reconstruct atteek s
narios from alerts reported by IDSs. It is based on the obsierv
that “most intrusions are not isolated, but related as diffestages
of attacks, with the early stages preparing for the lates6{i29].
The model requires the prerequisites and consequencesrof in
sions. The prerequisite of an intrusion is the necessargiton
for the intrusion to be successful. For example, the existenf
a vulnerable ftp service is the prerequisite of a ftp buffezréiow
attack against this service. The consequence of an intrisithe
possible outcome of the intrusion. For example, gainingllec-

ExpConseq(T) whose arguments are replaced with the correspond-
ing attribute values of each tuplein Each element iPrereq(h),
Conseq(h), or ExpConseq(h) is associated with the timestamp
of the corresponding tuple . Hyper-alerth, prepares fohyper-
alerth; if there existp € Prereg(hz) andc € ExpConseq(h1)
such thap = ¢ andc.end_time < p.begin_time.

We use a hyper-alert correlation graph to represent a setreof ¢
related alerts. Awyper-alert correlation graptCG = (N, E) is a
connected directed acyclic graph (DAG), whé¥fés a set of hyper-
alerts, and for each pair;, n2 € N, there is a directed edge from
ni1 tong in E if and only if ny prepares forn,. Figure 1 shows a
hyper-alert correlation graph adapted from [29]. The numlie-
side the nodes represent the alert IDs, and the types of a@lmat
marked below the corresponding nodes.

Limitations of the correlation model. The correlation model
can be used to construct attack scenarios (representegesdigrt
correlation graphs) from intrusion alerts. Although sutthek sce-

cess as root from a remote machine may be the consequence of &ariosreflectattack strategies, they do not capture the essence of

ftp buffer overflow attack. This method then correlates thata
if the consequence of the earlier alert prepares for theepgeesites
of the later one.

The correlation method uses logical formulas, which aréckdg
combinations of predicates, to represent the preregsiaited con-
sequences of intrusions. For example, a scanning attaclkdimay
cover UDP services vulnerable to certain buffer overflovacks.
Then the predicat&/DPVulnerableToBOHRVictimIP, VictimPor}
may be used to represent this discovery.

The correlation model formally represents the prerecessind
consequences of known attacks as hyper-alert typéspar-alert
typeis a triple fact, prerequisite, consequencevherefact is a
set of alert attribute namegterequisiteis a logical formula whose
free variables are all ifiact, and consequencés a set of logical
formulas such that all the free variablescionsequencare infact
Intuitively, a hyper-alert type encodes the knowledge abweicor-
responding attacks. Given a hyper-alert tfpe (fact, prerequisite,
consequengeatype T hyper-alert lis a finite set of tuples ofact,
where each tuple is associated with an interval-based timgs
[begintime, endtime]. The hyper-alert implies thatprerequisite

the strategies. Indeed, even with the same attack strategyat-
tacker changes certain details during attacks, the ctioelenodel
will generate different hyper-alert correlation graphsor Exam-
ple, an attacker may repeat (unnecessarily) one step inueseg
of attacks many times, and the correlation model will geteesa
much more complex attack scenario. As another example,af-an
tacker uses equivalent, but different attacks, the cdroglanodel
will generate different hyper-alert correlation graphsneedl. It is
then up to the user to figure out manually the common strategg u
in two sequences of attacks. This certainly increases taeghead
in intrusion alert analysis.

2.2 Attack Strategy Graph

In the following, we present a model to represent and automat
ically extract attack strategies from correlated alerthe §oal of
this model is to capture the invariants in attack stratetfies do
not change across multiple instances of attacks.

The strategy behind a sequence of attacks is indeed about how
to arrange earlier attacks to prepare for the later onesatatie
attacker can reach his/her final goal. Thus, the prepareeter r



tions between the intrusion alerise(, detected attacks) is intrinsic
to attack strategies. However, in the correlation model ptepare
for relations are between specific intrusion alerts; theyndodi-
rectly capture the conditions that have to be met by relatedks.

To facilitate the representation of the invariant attacktsgy, we
transform the prepare for relation into some common cooiti
that have to be satisfied @}l possible instances of the same strat-
egy. In the following, we formally represent such a conditas an
equality constraint

DEFINITION 1. Given a pair of hyper-alert typgd,7%), an
equality constraint fo 7%, 7% ) is a conjunction of equalities in the
formofu; =vi A--- Aun = vn, Whereus, - - - , u,, are attribute
names inly andwvs,--- , v, are attribute names ifiz, such that
there exisip(u1,--- ,un) andp(vi, - - - ,vn), Which are the same
predicate with possibly different arguments, AfxpConseq(T1)
and Prereq(T>), respectively. Given a typé&; hyper-alerth; and
a typeTs hyper-alerthz, hy andh, satisfy the equality constraint
if there existt; € hy andte € ho such that;.u; = ta.vg A+ A
t1.un = t2.v, evaluates to True.

There may be several equality constraints for a pair of hyper
alert types. However, if a typ&) hyper-alerth; prepares for a
type T> hyper-alertho, thenh; andhe must satisfy at least one of
the equality constraints. Indeeld, preparing forhs is equivalent
to the conjunction ofi; andh. satisfying at least one equivalent
constraint andv; occurring beforéi,. Assume thah; occurs be-
fore ha. If hi and hy satisfy an equality constraint fdfh, 7%),
then by Definition 1, there must be a predicate, - - - ,u») in
ExpConseq(T1) such that the same predicate with possibly differ-
ent argumentsy(vy, - -+ ,vn), is in Prereq(Ts). Sinceh: andhs
satisfy the equality constrainp(u1, -« ,un) andp(vi,--- ,vy)
will be instantiated to the same predicatefimpConseq(hi) and
Prereq(h2). This implies that1 prepares fohs. Similarly, if /1

prepares fohs, there must be an instantiated predicate that appears

in ExpConseq(hi) andPrereq(hz). This implies that there must
be a predicate with possibly different argument&irpConseq(T1)
and Prereq(T2) and that this predicate leads to an equality con-
straint for (71, T3) satisfied byhi andhs.

ExamMPLE 1. The notion of equality constraint can be illus-
trated with an example. Consider the following hyper-atgpes:
SadmindPing = ({VictimIP, VictimPor}, ExistsHos{victimIP),
{VulnerableSadmingVictimIP)}), and SadmindBufferOverflow
({VictimIP, VictimPort, ExistHost(VictimIP) A VulnerableSadmind
(VictimIP), {GainRootAccesgVictimIP)}). The first hyper-alert
type indicates tha®admindPings a type of attacks that requires the
existence of a host at théctimIP, and as a result, the attacker may
find out that this host has a vulneraladmindservice. The second
hyper-alert type indicates that this type of attacks rezgidr vulner-
ableSadmindservice at th&/ictimlP, and as a result, the attack may
gain root access. Obviously, the predic&telnerableSadmind
is in both Prereq(SadmindBuf ferOver flow) and ExpCon-
seq (SadmindPing). Thus, we have an equality constraintct-
imIP = VictimlI P for (SadmindPing, SadmindBufferOverfjow
where the firstictimIP comes fromSadmindPingand the second
VictimIP comes fromSadmindBufferOverflow

Sadmind_Ping Sadmind_Amslverify_Overflow Rsh

{n1 DestIP=n2.DestIP}

Mstream_Zombie Stream_Dos
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Figure 2: An example of attack strategy graph

{n2.DestIP=n3 SrcIPL 5 {n3.SrcIP=n4.SrcIP}
n -

for each victim host until one attempt succeeded. Even ifiroes-
sary, an attacker may still deliberately repeat the sanpenstatiple
times to confuse IDSs and/or system administrators. Horveueh
variations do not change the corresponding attack stratedged,
these variations make the attack scenarios unnecessaniplex,
and may hinder manual or automatic analysis of the attaakegly.
Thus, we decide to disallow such situations in our reprexsiemt of
attack strategies.

In the following, an attack strategy is formally represeras an
attack strategy graph.

DEFINITION 2. Given a setS of hyper-alert types, aattack
strategy graph over S is a quadruple(N, E, T, C), where (1)
(N, E) is a connected DAG (directed acyclic graph); @R)is a
mapping that maps eaehe N to a hyper-alert type i5; (3) C'is
a mapping that maps each edga,n2) € E to a set of equality
constraints fo(7T'(n1), T'(n2)); (4) Foranyni,ne € N,T(n1) =
T'(n2) implies that there existes € N such thatl’'(ns3) # T'(n1)
andns is in a path between; andn..

In an attack strategy graph, each node represents a stegin a s
guence of related attacks. Each edge,n2) represents that a
typeT'(n1) attack is needed to prepare for a successful fpe;)
attack. Each edge may also be associated with a set of ggualit
constraints satisfied by the intrusion alerts. These eguedin-
straints indicate how one attack prepares for another. llzires
represented by condition 4 in Definition 2, same type of &ttac
should be considered as one step, unless they depend ontkach o
through other types of attacks.

Now let us see an example of an attack strategy graph.

EXAMPLE 2. Figure 2 is the attack strategy graph extracted
from the hyper-alert correlation graph in Figure 1. The mglert
types are marked above the corresponding nodes, and thktequa
constraints are labeled near the corresponding edges. afthisk
strategy graph clearly shows the component attacks andotite ¢
straints that the component attacks must satisfy.

2.2.1 Learning Attack Strategies

As discussed earlier, our goal is to learn attack stratemiés-
matically from correlated intrusion alerts. This requivess extract
the constraints intrinsic to attack strategy from alertshst the
constraints apply to all instances of the same strategy.

Our strategy to achieve this goal is to process the corctiate
trusion alerts in two steps. First, we aggregate intruslertsithat
belong to the same step of a sequence of attacks into one-hyper
alert. For example, in Figure 1, alerts 67432, 67434, 67486,
67440 are indeed attempts of the same attack with differamm-
eters, and thus they should be aggregated as one step inable at
sequence. Second, we extract the constraints betweent#o& at
steps and represent them as an attack strategy graph. Foplexa
after we aggregate the hyper-alerts in the first step, we masga
the attack strategy graph shown in Figure 2.

We observe many times that one step in a sequence of attacks The challenge lies in the first step. Because of the variatidn

may trigger multiple intrusion alerts, and the number oftalenay
vary in different situations. This is partially due to thastig vul-
nerabilities and the hacking tools. For exampilej code_shel |
[31], which is a hacking tool against Microsoft 1S web serve
checks about 20 vulnerabilities at the scanning stage anallys
triggers the same number of alerts. As another examplegiatth
tack scenario reported in [29], the attacker tried 3 différgtack
pointers and 2 commands 8admindAmslverifyOverflowattacks

attacks as well as the signatures that IDSs use to recogézks,
there is no clear way to identify intrusion alerts that begldo the
same step in a sequence of attacks. In the following, we first a
tempt to use the attack type information to do so. The notion o
aggregatablehyper-alerts is introduced formally to clarify when
the same type of hyper-alerts can be aggregated.

DEFINITION 3. Given a hyper-alert correlation graghG =
(N, E), asubsetN’ C N is aggregatableif (1) all nodes inN’



Algorithm 1. ExtractStrategy
Input: A hyper-alert correlation grapf'G.
Output: An attack strategy grapd SG.
Method:
1. LetCG’ = GraphReductionG).
2. LetASG = (N, E, T, C) be an empty attack strategy graph.
3. for each hyper-alet in CG’
4. Add a new node, denoted,, into NV and set
T'(np) be the type ofu.
5. for each edgé¢h, h’) in CG’
6. Add (nh,nh/) into E.
7.  for eachp. € ExpConseq(h)andp, € Prereq(h’)
8. if pc = pp then
9. Add intoC(np, ny/) the equality constraint
(u1 =v1) A+ A (un = vn), Whereu; andv; are
theith variable ofp. andp,, before instantiation, resg.
10.return ASG(N,E,T,C).

Subroutine GraphReduction
Input: A hyper-alert correlation grapf'G = (N, E).
Output: Anirreducible hyper-alert correlation graghG’ = (N’, E’).
Method:
1. Partition the hyper-alerts iV into groups such that the same
type of hyper-alerts are all in the same group.
2. for each groug
3. if there is a pathy, n1,- -+, ng, g’ in CG such that only
andg’ in this path are irG then
4. Divide G into G1, G2, andG's such that all hyper-alerts
in G occur beforen, all hyper-alerts inGs occur after
ng, and all the other hyper-alerts aredy.
5. Repeat steps 2 to 4 until no group can be divided.
6. Aggregate the hyper-alerts in each group into one hyjeet-a
7. Let N’ be the set of aggregated hyper-alerts.
8.for all ny,ne € N/
9. if there existgh1, h2) € E andh; andhs are aggregated
into n1 andna, resp.
10. add(n1, n2) into E’.
11.return CG’ = (N', E').

Figure 3: Extract attack strategy graph from a hyper-alert cor-
relation graph

are the same type of hyper-alerts, andy@) ,n. € N’, if there is
a path fromn; to na, then all nodes in this path must be/\d.

Intuitively, in a hyper-alert correlation graph, whererugion
alerts have been correlated together, the same type of-ajgres
can be aggregated as long as they are not used in differgetsta
the attack sequence. Condition 1 in Definition 3 is quiteigirta
forward, but condition 2 deserves more explanation. Candite
same type of hyper-alerts; andhs. If hi prepares for a different
type of hyper-alert:’ (directly or indirectly), andh’ further pre-
pares forhy (directly or indirectly),h; andh, obviously belong to
different steps in the same sequence of attacks. Thus, vadsiio
allow them to be aggregated together. Although we have raver
served such situations, we cannot rule out such possailiti

Based on the notion of aggregatable hyper-alerts, the fiept s
in learning attack strategy from a hyper-alert correlatpaph is
quite straightforward. We only need to identify and merdeagt
gregatable hyper-alerts. To proceed to the second stepeitegy
learning, we need a hyper-alert correlation graph in whiabhe
hyper-alert represents a separate step in the attack sequEar-
mally, we call such a hyper-alert correlation graph an ule
hyper-alert correlation graph.

DEFINITION 4. A hyper-alert correlation grapiG = (N, E)
is irreducibleif for all N C N, where|N’| > 1, N’ is not aggre-
gatable.

Figure 3 shows the algorithm to extract attack strategy lgap
from hyper-alert correlation graphs. The subrout@raphReduc-
tionis used to generate an irreducible hyper-alert correlafaph,

and the rest of the algorithm extracts the components of tite o
put attack strategy graph. The steps in this algorithm alfe se
explanatory; we do not repeat them in the text. Lemma 1 easure
that the output of algorithm 1 indeed satisfies the condsaihan
attack strategy graph.

LEMMA 1. The output of Algorithm 1 is an attack strategy graph.

2.3 Dealing with Variations of Attacks

Algorithm 1 in Figure 3 has ignored equivalent but differant
tacks in sequences of attacks. For example, an attacker smay u
eitherpmapdumpor SadmindPing to find a vulnerable Sadmind
service. As another example, an attacker may use eghemind-
BufferOverflowor TooltalkBufferOverflovattack to gain remote ac-
cess to a host. Obviously, at the same stage of two sequehces o
attacks, if an attacker uses equivalent but different kstadlgo-
rithm 1 will return two different attack strategy graphsotigh the
strategies behind them are the same.

We propose to generalize hyper-alert types so that the @ymta
difference between equivalent hyper-alert types is hidder ex-
ample, we may generalize bddadmindBufferOverfloandTooltalk-
BufferOverflowattacks intdRPCBufferOverflow

A generalized hyper-alert type is created to hide the ursseryg
difference between specific hyper-alert types. Thus, aoroeace
of any of the specific hyper-alerts should imply an occureeot
the generalized one. This is to say that satisfaction of taeepui-
site of a specific hyper-alert implies the satisfaction efpherequi-
site of the generalized hyper-alert. Moreover, to covepafisible
impact of all the specific hyper-alerts, the consequences| tiie
specific hyper-alert types should be included in the coreecgi of
the generalized hyper-alert type. It is easy to see thatggier-
alization may cause loss of information. Thus, generatmadf
hyper-alert types must be carefully handled so that infoionaes-
sential to attack strategy is not lost.

In the following, we formally clarify the relationship beéen
specific and generalized hyper-alert types.

DEFINITION 5. Given two hyper-alert types, andTs, where
Ty, = (facty, prereqq, conseqy) and T, = (facts, preregs,
conseqs), we sayTy is more general thaf’s (or, equivalently,T
is more specific thaffy) if there exists an injective mappinffrom
facty to facts such that the following conditions are satisfied:

e If we replace all variables in prereqy with f(x), prereqgs
impliesprereqy, and

e If we replace all variables in conseqy with f(x), then all
formulas inconseq, are implied byconseqy.

The mappingf is called thegeneralization mappinffom T to T,

EXAMPLE 3. Suppose hyper-alert typ&admindBufferOver-
flowandTooltalkBufferOverflovare specified as followsSadmind-
BufferOverflon= ({VictimIP, VictimPor, ExistHost(VictimIP) A
VulnerableSadmingVictimIP), { GainRootAcces®/ictimIP)}), and
TooltalkBufferOverflovwe= ({VictimIP, VictimPor}, ExistHost(Vic-
timIP) A VulnerableTooltalKVictimIP), { GainRootAcces@/ictim-
IP)}). Assume thadulnerableSadmingVictimIP) imply Vulner-
ableRPC(VictimIP). Intuitively, this represents that if there is a
vulnerable Sadmind service ¥ictimIP, then there must be a vul-
nerable RPC service.¢., the Sadmind service) afictimIP. Sim-
ilarly, we assumé/ulnerableTooltall(VictimIP) also impliesVul-
nerableRPC(VictimIP). Then we can generalize bo®admind-
BufferOverflowand TooltalkBufferOverfloninto RPCBufferOver-
flow = ({VictimIP}, ExistHost(VictimIP) A VulnerableRPQVic-
timIP), {GainRootAcces$VictimlP)}), where the generalization
mapping isf (VictimIP) = VictimIP.



By identifying a generalization mapping, we can specify hrow
specific hyper-alert can be generalized into a more gengparh
alert. Following the generalization mapping, we can findwlat
attribute values of a specific hyper-alert should be assigo¢he
attributes of the generalized hyper-alert. The attackeggselearn-
ing algorithm can be easily modified: We first generalize tyein-
alerts in the input hyper-alert correlation graph into gafieed
hyper-alerts following the generalization mapping, arehthpply
Algorithm 1 to extract the attack strategy graph.

Although a hyper-alert can be generalized in different gtan
ities, it is not an arbitrary process. In particular, if ongér-alert
prepares for another hyper-alert before generalizatiengeneral-
ized hyper-alerts should maintain the same relationshipe@ise,
the dependency between different attack stages, whichriasit
in an attack strategy, will be lost.

The remaining challenge is how to get the “right” generalize

hyper-alert types and generalization mappings. The sshplay
is to manually specify them. For examplapache2, Backand

Crashiisare all Denial of Service attacks. We may simply gen-

eralize all of them into on&VebServiceDO3However, there are
often different ways to generalize. To continue the abowgte,

Apache2andBackattacks are against the apache web servers, while

may also hide critical details of attacks. Thus, genertibnaof

hyper-alert types must be used with caution. A plausible isay

consider attack strategies learned at multiple genetadizéevels.
It is also interesting to take advantage of the relatiorshigtween
attack strategies at different generalization levels. ek, this is
out of the scope of this paper. We will consider this problertir

future work.

A limitation of this method is that the attack strategiesasted
from intrusion alerts heavily depend on the underlying |88
alert correlation system. In particular, if the IDSs missridiaal
attack, or the alert correlation system leaves a critiegd sut of the
corresponding attack scenario, the attack strategy maplhénso
multiple ones. Moreover, if the alert correlation systeoimectly
places a false alert into an attack scenario, the qualityttatla
strategy will also degrade. Nevertheless, these probleisseven
for manual intrusion analysis, and they have to be addrelsged
better intrusion detection and alert correlation techegu

3. MEASURING SIMILARITY BETWEEN
ATTACK STRATEGIES

In this section, we present a method to measure the siryilzeit

Crashiisis against the Microsoft IS web server. To keep more in- tween attack strategy graphs based on error tolerant guatpgriaph

formation about the attacks, we may want to generafipache
andBackinto ApacheDOSwhile generalizeCrashiisand possibly
other DOS attacks against the IIS web server IiB®0OS Never-
theless, this doesn't affect the attack strategy graphaeed from
correlated intrusion alerts as long as the constraints emdlated
alerts are satisfied.

Automatic Generalization of Hyper-Alert Types It is time-
consuming and error-prone to manually generalize hypt-gipes.
One way to partially automate this process is to use clumjeech-
nigues to identify the hyper-alert types that should be gaized

into a common one. In our experiments, we use the bottom-up hi

erarchical clustering [18] to group hyper-alert types &iehically
on the basis of the similarity between them, which is derifrech
the similarity between the prerequisites and consequeridsgper-
alert types. The method used to compute the similarity isritesd
below.

To facilitate the computation of similarity between prarisifes
of hyper-alert types, we convert each prerequisite intexpanded

prerequisite setwhich includes all the predicates that appear or are

implied by the prerequisite. Similarly, we can get the exjmh
consequence set. Consider two sets of predicates, defptead
So, respectively. We adopt the Jaccard similarity coefficjgi to
compute the similarity betwees andSs, denotedSim(S1, S2).
That is,Sim(S1,52) = o33+, Wherea is the number of predi-
cates in bothS; and S, b is the number of predicates only &,
andc is the number of predicates only &3.

Given two hyper-alert typeg; andT>, the similarity betweefl
andTy, denotedSim (11, T3), is then computed aSim (11, T2) =
S’im(XPhXPz) X wp + Sim(XC1,XCQ) X We, where X P;
and X P, are the expanded prerequisite setsfpfand 7>, X C,
and X C, are the expanded consequence sef§ aihd 7>, andw,

andw. = 1—wy, are the weights for prerequisite and consequence,

respectively. (In our experiments, we usg = w. = 0.5 to give
equal weight to both prerequisite and consequence of tglpet-
types.) We may then set a thresholso that two hyper-alert types
are grouped into the same cluster only if their similarityasigre is
greater than or equal to

Remark Generalization of hyper-alert types is intended to hide

unnecessary differences between different types of attaldiow-
ever, at the same time when it simplifies the attack stratedgie

isomorphism detection, which has been studied extensingigt-

tern recognition [3,21-24]. Since the attack strategy lysagpe ex-
tracted from sequences of correlated alerts, the simjlagtween
two attack strategy graphs are indeed the similarity betvtbe
original alert sequences in terms of their strategies. SimHarity

measurement is a fundamental problem in intrusion analysias
potential applications in incident handling, computer aetvork
forensics, and other security management areas.

We are particularly interested in two problems. First, ham-s
ilar are two attack strategies? Second, how likely is onachitt
strategy a part of another attack strategy? These two prsbéan
be mapped naturally to error tolerant graph isomorphismearat
tolerant subgraph isomorphism problems, respectively.

To facilitate the later discussion, we give a brief overviderror
tolerant graph/subgraph isomorphism. Further detail$egiound
in the rich literature on graph/subgraph isomorphism [3.22].

3.1 Error Tolerant Graph Isomorphism

In graph/subgraph isomorphism, a graph is a quadragple-
(N, E,T,C), whereN is the set of nodesZ is the set of edges,
T is a mapping that assigns labels to the nodes,@nsl a map-
ping that assigns labels to the edges. Given two graphs=
(N1, Eq,T1,C1) andGa = (N2, Eq, Ts, C2), a bijective function
f is agraph isomorphisnfrom G to Gz if

o for all ny € N1,T1(n1) = Tz(f(’lh));

o foralle; = (n1,n}) € En, there existes = (f(n1), f(n}))
€ E; suchthaC(e;) = C(ez2), and for alle; = (nz, n3) €
E», there existe; = (f!(n2), £ *(nb)) € E; such that
0(62) = C(el).

Given a graphG = (N, E, T, C), asubgraphof G is a graph
Gs = (Ns, Es, Ts,Cs) suchthat (1N, C N, (2) Es = EN(Nsx
Ny), (3) for allns € N, Ts(ns) = T'(ns), and (4) for alle; €
Es, Cs(es) = C(es). Given two graphss: = (N1, E1,T1,Ch)
andG, = (N2, E2, T2, C), an injective functionf is asubgraph
isomorphisnfrom G, to G, if there exists a subgraphiz,s of G2
such thatf is a graph isomorphism frof; to Gas.

As a further step beyond graph/subgraph isomorphism, tior
erant graph/subgraph isomorphism (which is also known @s er
correcting graph/subgraph isomorphism) is introduce@peavith
noises or distortion in the input graphs. There are two egugres



for error tolerant graph/subgraph isomorphism: graphdiditince
and maximal common graph. In this paper, we focus on graph edi
distance to study the application of error tolerant graghgsaph
isomorphism in intrusion detection.

The edit distance method assumes a set of edit operagoms (
deletion, insertion and substitution of nodes and edgesyedks
as the costs of these operations, and defines the simildrttyoco
graphs in terms of the least cost sequence of edit operattians
transforms one graph into the other. We denote the editquhgf
ter a sequence of edit operatioAsasA(G). Consider two graphs
G1 andG,. ThedistanceD(G1,G2) from G to G2 w.r.t. graph
isomorphismis the minimumsum of edit costs associated with a
sequence of edit operatiods on G, that leads to a graph isomor-
phism fromA(G1) to G2. Similarly, thedistanceD,(G1,G2)
from G, to G2 w.r.t. subgraph isomorphisis theminimumsum of
edit costs associated with a sequence of edit operatbons G
that leads to aubgraphisomorphism fromA(G1) to G2. An er-
ror tolerant graph/subgraph isomorphisfrom G to G- is a pair
(A, f), whereA is a sequence of edit operations@n, andf is a
graph/subgraph isomorphism frafx(G1) to Ga.

It is well known that subgraph isomorphism detection is an NP
complete problem [15]. Error tolerant subgraph isomonphite-
tection, which involves subgraph isomorphism detectienalso
in NP and generally harder than exact subgraph isomorphésm d
tection [22]. Nevertheless, error tolerant subgraph isqimisem
has been widely applied in image processing and pattermynéco
tion [3,21-24]. In our application, all the attack strateggphs we
have encountered are small graphs with less than 10 nodear-We
gue that it is very unlikely to have very large attack stratgaphs
in practice. Thus, we believe error tolerant graph/subiyriap-
morphism can be applied to measure the similarity betwetackat
strategy graphs with reasonable response time. Indeedidwvet
observe any noticeable delay in our experiments.

3.2 Working with Attack Strategy Graphs

To successfully use error tolerant graph/subgraph isohismp
detection techniques, we need to answer at least the foltpthiree
questions. What are the edit operations on an attack syrgtagh?
What are reasonable edit costs of these edit operations?is\tha
right similarity measurement between attack strategylgap

All the edit operations on a labeled graph are applicablé¢técla
strategy graphs. Specifically, adit operatioron an attack strategy
graphASG = (N, E, T, C) is one of the following:

1. Inserting a node:: $ — n. This represents adding a stage
into an attack strategy. This edit operation is only needed f
error-tolerant graph isomorphism.

. Deleting a node: n — $. This represents removing a stage
from an attack strategy. Note that this implies deleting all
edges adjacent with.

. Substituting the hyper-alert type of a node T'(n) — ¢,
wheret is a hyper-alert type. This represents changing the
attack at one stage of the attack strategy.

. Inserting an edge = (n1,n2): $ — e, whereni,n, € N.
This represents adding dependeriay.(prepare for relation)
between two attack stages.

. Deleting an edge = (ni1,n2): e — $. This represents
removing dependency.€., prepare for relation) between two
attack stages.

. Substituting the label of an edge= (ni,n2): C(e) —
¢, wherec is a set of equality constraints. This represents
changing the way in which two attack stages are related to
each other. (Note thatis not necessarily a set of equality
constraints fo7'(n1), T'(n2)).)

These edit operations do not necessarily transform onekatta
strategy graph into another attack strategy graph. Indekdeled
graph must satisfy some constraints to be an attack strgtagy.
For example, all the equality constraints in the label assed with
(n1,m2) must be valid equality constraints f0F(n1), T (n2)). It
is easy to see that the edit operations may violate some séthe
constraints.

One may suggest that these constraints be enforced througho
the transformation of attack strategy graphs. As a benkifit,can
be used to reduce the search space required for graph/phligea
morphism. However, this approach may not find the least esipen
sequence of edit operations, and may even fail to find a twamsi-
tion from one attack strategy graph to (the subgraph of)rarot
Indeed, editing distance is one way to measure the differbee
tween attack strategy graphs; it is not necessary to rethateall
the intermediate edited graphs are attack strategy graghiory
as the final edited graph is isomorphic to an attack strategyig
it is guaranteed to be an attack strategy graph. Thus, we td@no
quire the intermediate graphs during graph transforméteattack
strategy graphs.

Assignment of edit costs to the edit operations is a crittap
in error tolerant graph/subgraph isomorphism. The actostiscare
highly dependent on the domain in which these techniqueamre
plied. In our application, there are multiple reasonable/avep
assign the edit costs. In the following, we attempt to givenso
constraints that the cost assignment must satisfy.

In an attack strategy graph, a node represents a stage in an at
tack strategy, while an edge represents the causal redatipbe-
tween two steps in the strategy. Obviously, changing thgesta
in an attack strategy affects the attack strategy signitfiganore
than modifying the causal relationships between stagess, the
edit costs of node related operations should be signifizantire
expensive than those of the edge related operations.

Inserting or deleting a node implies having one more or fewer
step in the strategy, while substituting a node type impbesplace
the attack in one step in the strategy. Thus, inserting aatithel a
node has at least the same impact on the strategy as subgtihe
node type. Moreover, deleting and inserting a node are battipn
ulations of a stage; there is no reason to say one operatsombie
impact than the other. Therefore, they should have the saste c
Both inserting and deleting an edge changes the causabredaip
between two attack stages, and they should have the sametimpa
on the strategy. However, substituting the label of an edgast
to change the way in which two stages are related. Thus, itldho
have less cost than edge insertion and deletion. In summary,
can derive the following constraint in edit cost assignraent

CONSTRAINT 1. Cost,,_.g = Costg_., > Costpy—s >>
Costg_,. = Costo_.g > Costo(e)—e-

The labels in an attack strategy graph is indeed a set of iggual
constraints. Thus, labels are not entirely independeractf ether.
This further implies edit costs for edge label substitutsmould
not be uniformly assigned. For example, substituting areéalgel
{A, B} for { A, C'} should have less cost than substituting, B}
for {C, D}. This observation leads to another constraint.

CONSTRAINT 2. Assume that the edit operati@(e) — c re-
placesC(e) = coia With cnew. The edit costostc (). should
be smaller whem,;4 and c,.,, have more equality constraints in
common.

Intuitively, Constraint 2 says the more equality constiimvo
labels have in common, the less cost the replacement operati
should have. Here we give a simple way to accommodate Con-
straint 2. We assume there is a maximum edit cost for label sub
stitution operation, denoted dgaxCostc(c)—.. The edit cost of



a label substitution is the@Wostc(e)—. = MaxCostoey—c X

fcetdCencul wherec,iq aNdene., are the labelsife, sets of equal-
ity constraints) before and after the operation.

Error tolerant graph/subgraph isomorphism detectionrtiegtes
can conveniently give a distance between two labeled gragtish
is measured in terms of edit cost. As we discussed earlieysee
these techniques to help answer two questions: (1) Howaimaik
two sequences of attacks in terms of their attack stratejyRgw
likely does one sequence of attacks use a part of attaclegyrat
another sequence of attacks? In the following, we transfiben
edit distance measures into more direct similarity measure

Given an attack strategy graphSG, we call the distance from
ASG to an empty graph theeductive weight ofASG, denoted as
W, (ASG). Similarly, we call the distance from an empty graph to
ASG theconstructive weight aASG, denotedV.(ASG).

DEFINITION 6. Given attack strategy grapAsSG; andASGa,

the similarity betweemdSG1 and ASG2 w.r.t. (attack) strategys
Sim(ASGy, ASGs) = Sim(ASG1 —ASG9)+Sim(ASGa—ASG)

whereSim(ASG, — ASG,) =1 —

2
D(ASGy,ASGy)
Wiy (ASGy)+W:(ASGy)*

DEFINITION 7. Given attack strategy grapAsSG: andASGo,
thesimilarity betweemd.SG, and ASG2 w.r.t. (attack) sub-strategy

. . Ds(ASG,,ASG
is Simisup(ASG1, ASGa) = 1 — 5 Agcﬂ e (Ag)GQ).

We give a simple analysis of the impact of edit costs on the sim
ilarity measurements in the full version of this paper [30]sum-
mary, when the number of edges are not substantially more tha

the number of nodes, and the number of edge operations are no

substantially more than the number of node operations,iithiéas-
ity measure is mainly determined by the number of nodes add no
operations rather than the edit costs.

4. EXPERIMENTS

We have performed a series of experiments to study the pedpos
techniques. In our experiments, we used the implementafitire
correlation model, the NCSU Intrusion Alert Correlator [2&
correlate intrusion alerts. We also used GraphViz [2] taiais
ize graphs. In addition, we usé8lUB [21], A Toolkit for Graph
Matching, to perform error tolerant graph/subgraph isgrhimm
detection and compute distances between attack strateqghgr
We used Snort [34] as our IDS sensor.

Our test data sets include the 2000 DARPA intrusion detectio
scenario specific data sets [25]. The data sets contain tarasc
ios: LLDOS 1.0 and LLDOS 2.0.2. In LLDOSL1.0, the sequence
of attacks includes IPsweep, probes of sadmind serviceakins
through sadmind exploits, installations of DDoS prograams] fi-
nally the DDoS attack. LLDOS 2.0.2 is similar to LLDOS 1.0;
however, the attacks in LLDOS 2.0.2 are stealthier thanethins
LLDOS 1.0. In addition to the DARPA data sets, we also perfeam
three sequences of attacks in an isolated network. In alkthieee
attack sequences, the attacker started with nmap [14] sfahs
victim. Then, in the first sequence, the attacker sent makaolr
urls [6] to the victim's Internet Information Services ()I® get a
cmd.exe shell. In the second sequence, the attacker toaktzde
of the flaws of IP fragment reassembly on Windows 2000 [5] to
launch a DoS attack. In the third sequence, the attackecleaah
a buffer overflow attack against the Internet Printing Peotac-
cessed via lIS 5.0 [4, 7]. We also used the alert sets proatety
with the Intrusion Alert Correlator [28]. These alerts weener-

4.1 Learning Attack Strategies

Ouir first goal is to evaluate the effectiveness of our apprasc
extracting the attack strategies. Figure 4 shows all of trecla
strategy graphs extracted from the test data sets. Theilaidé
each node is the node ID followed by the hyper-alert type ef th
node. The label of each edge describes the set of equality con
straints for the hyper-alert types associated with the meredes.

The attack strategy graphs we extracted from LLDOS 1.0dasi
part) are shown in Figure 4(a) and 4(b). (Note that Figur¢ Hgs
7 nodes, which is much simplified compared with 44 nodes in the
corresponding attack scenario reported in [29].) Basedcerde-
scription of the data set [25], we know that both Figures 4fa)
4(b) have captured most of the attack strategy. The missants p
are due to the attacks missed by the IDSs. In this part of exper
ments, we did not generalize variations of hyper-alert sydéhus,
these graphs still have syntactic differences despite toenmon
strategy. (Note that the “RPC sadmind UDP PING” alert regubrt
by Snort is indeed the “Sadminéimsliverify_Overflow” alert by
RealSecure, and the “RPC portmap sadmind request UDP’'tslert
Snort is the “SadmindPing” alert by RealSecure.) Moreover, false
alerts are also reflected in the attack strategy graphs.Xeonge,
the hyper-alert types “Emaiimail_Overflow” and “FTRSyst” in
Figure 4(a) do not belong to the attack strategy, but theyirare
cluded because of the false detection.

The attack strategies extracted from LLDOS 2.0.2 are shown i
Figures 4(c) and 4(d). Compared with the five phases of attack
scenarios [25], it is easy to see that Figure 4(c) reveals ofdke

dversary’s strategy. However, Figure 4(d) reveals twpsstewer
han Figure 4(c). Our further investigation indicates tthas is
because one critical attack step, the buffer overflow astagainst
sadmind service, was completely missed by Snort. Figurel 4(
4(f), and 4(g) show the attack strategies extracted fronthree
sequences of attacks we performed. By comparing with theledf
we can see that the stages as well as the constraints intiorthiese
attack strategies are mostly captured by these graphs.

Though showing some potential, these experimental realsits
reveal a limitation of the attack strategy learning methddat is,
our method depends on the underlying IDSs as well as thecalert
relation method. If the hyper-alert correlation graphs dbreveal
the entire attack strategy, or include false alerts, trechtstrategy
graphs generated by our method will not be perfect. Neviesbe
our technigue is intended to automate the analysis progpgatly
performed by human analysts, who may make the same mistake if
no other information is used. More research is clearly neé¢de
mitigate the impact of imperfect IDS and correlation.

Another observation is that alerts from heterogeneous 28s
help complete the attack strategies. For example, contpirig-
ures 4(c) and 4(d), we know that an attacker may launch buffer
overflow attacks against sadmind service and then use telaet
cess the victim machine.

Note that we do not give a quantitative performance evalnaif
attack strategy extractiong., the false positive and false negative
of the extracted attack strategies). This is because sualsures
are determined by the underlying intrusion alert correfatlgo-
rithm. As long as correlation is performed correctly, ourtinogl
can always extract the strategy reflected by the correldtetsa

4.2 Similarity Measurement

We performed experiments to measure the similarity betilezn
previously extracted seven attack strategy graphs. Tothielen-

ated by RealSecure Network Sensor [16] on the 2000 DARPA data necessary differences between alert types, we generaiaetir

sets, too. We label their alert sets wRlealSecurewhile label ours
with Snortto distinguish between them.

alert types. We assume the edit costs for node operatiorad| 4@
and the edit costs for the edge operations are all 1.



{n1.DestIP=n2.DestIP}

n2: Sadmind_Ping

{n2.DestIP=n3.DestIP}

n3: Sadmind_Amslverify_Overflow.

{n3.DestIP=n5.SrcIP}

n1l: RPC portmap request sadmin
{n1.DestIP=n3.DestIP}
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{n3.DestIP=n6.SrcIP} {n4.DestIP=n6.SrcIP}
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(a) LLDOSL1.0 inside dataset (RealSecure) (b) LLDOS1.0 inside dataset (Snort)
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{} { N1.SrcIP=n2.SrcIP}
(c) LLDOS2.0.2 inside dataset (RealSecure) (d) LLDOS2.0.2 inside dataset (Snort)
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{n1.DestIP=n3.DestIP}

n4: SCAN namp XMAS
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{n1.DestIP=n4.DestIP}

n3: SCAN namp TCP.
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n5: WEB-IIS ISAPI printer access

Figure 4: Attack Strategy Graphs Extracted in Our Experiments

Tables 1 and 2 show the similarity measurements between each Table 1 indicates that Figure 4(a) is more similar to Figdr@s,
pair of attack strategy graphs w.r.t. attack strategy atatlatsub- and 4(c) to the other graphs. In addition, Figure 4(g) is nsome
strategy, respectively. Each subscript in the tables @srtbe graph ilar to Figures 4(e) and 4(f) than the other graphs. Basechen t
it represents. We notice th8tms.»(G:, G;) may not necessarily description of these attack sequences, we can see thesarisymi
be equal taSimsus (G, Gs). measures conform to human perceptions.



We then perform the following steps, trying to identify atta
possibly missed in LLDOS 2.0.2. We pick nodé in Figure 4(d),
and find its corresponding noag in Figure 4(b), which is mapped

Table 1: The similarity w.r.t. attack strategy between attack
strategy graphs in Figure 4

= G4/(“) %4%) %4%) %451) GO“éeg) %4(31”1) G04égs) ton1 by the subgraph isomorphism. It is easy to see that in Figure
Gii‘;; 072t 7 10661 0551 0251 025 029 4(b), the precedent set o8 is {n1 n2}, andn1 has the type “RPC
Gie) | 073|066 1 | 0.40] 0.34] 0.38 | 0.30 portmap sadmle request UDP". We then go back to ’!_LDOS 2.0.2
Ga(a)| 021 | 055 040 7 0211 040 038 ?Ierts, and find RP(’? portmap sa(_jmlnd request UDP alertls_rbef
Gu(c)| 029 025 0.34 | 0.21 7 048 0.74 TELNET ACCESS". By comparing .the.precedent setrof in
Ga(sy| 031] 0.25[ 0.38| 0.40 | 0.48 7 0.61 Figure 4(d) and t_he precedent setnﬁl_n Figure 4(b), we suspect
Gi(s)| 025 029 030 0.38 | 0.74 | 0.61 ] that “RPC sadmind UDP PING” (which corresponds to nede

in Figure 4(b)) has been missed in LLDOS 2.0.2. If we add such
an alert, we may correlate it with “RPC portmap sadmind retjue
UDP” and further with “TELNET access” in Figure 4(d). Indeed

Table 2: The similarity w.r.t. attack sub-strategy betweenat-
tack strategy graphs in Figure 4

Gyua) | Gaw) | Gae) | Gaa) | Gae) | Gap) | Gag) “RPC sadmind UDP PING" is the buffer overflow attack missed by
Gya) / 0.72 ] 066 | 0.31 | 053 | 0.31| 0.43 Snortin LLDOS 2.0.2.
Gaw) | 089 7 [067] 055 0.61] 0.38 ] 0.51 _ o _
Gl(c) | 090 068 7 | 0.40 | 0.61| 0.38 | 052 The later part of example 5 is very similar to the abductive co
Ga)| 089 1.00| 086 7/ 079 0.60 | 0.73 relation proposed in [9]. The additional feature providsdthe
Gye)| 051 058 058 | 0.21 li 048 | 0.26 similarity measurement is the guidelines about what attamnky
Gy | 072065 065|040 091 7 0.89 be missed. In this sense, the similarity measurement is leamp
Gaq)| 059 051] 048] 027] 093] 061] 7 mentary to the abductive correlation. Moreover, these @kesn

are provided to demonstrate the potential of identifyinggad at-
tacks through measuring similarity of attack sequencess dtso
possible that the attacker didn’t launch those attacks. ithutcl
research is necessary to improve the performance and réalaee
identification rate.

Table 2 shows the similarity between attack strategy graphis
attack sub-strategy. We can see that Figures 4(b), 4(cy@)dre
very similar to a sub-strategy of Figure 4(a). In additioigure
4(d) is exactly a sub-strategy of Figure 4(b). Similarlyytties 4(g)
and 4(f) are both similar to sub-strategies of Figure 4(ed,igure
4(f) is also similar to a sub-strategy of Figure 4(g). Conmgar
these measure values with these attack sequences, we thrsee
measures also conform to human perceptions.

The experiments also reveal several remaining problenrst, Fi
the similarity measures make sense in terms of their relatal-
ues. However, we still do not understand what a specific antyl
measure represents. Second, false alerts generated bhib&€s
negative impact on the measurement. It certainly requietidr
research to address these issues.

4.3 |dentification of Missed Detections

5. RELATED WORK

Our work in this paper is closely related to the recent regult
intrusion alert correlation. In particular, our attackaségy model
can be considered as an extension to [9] and [29]. In addition
correlating alerts together based on their relationshigsfurther
extract the attack strategy used in the attacks, and usetther@a-
sure the similarity between sequences of alerts.

There are other alert correlation techniques. The teclsidu
[8, 11, 36, 38] correlate alerts on the basis of the simitsibe-
tween the alert attributes. The Tivoli approach correlatiests

Our last set of experiments is intended to study the pogtgibil
apply the similarity measurement method to identify atsawlissed
by IDSs. For the sake of presentation, we first introduce exms:
precedent set and successive set. Intuitivelyptieeedent sedf a

based on the observation that some alerts usually occugiresee
[12]. M2D2 correlates alerts by fusing information from il
ple sources besides intrusion alerts, such as the chasticeof
the monitored systems and the vulnerability informatioj [2hus

noden in an attack strategy graph is the set of nodes from which having a potential to result in better results than thoselsinook-

there are paths to, while thesuccessive sef n is the set of nodes

ing at intrusion alerts. The mission-impact-based aprazm-

to whichn has a path. In the following, we show two examples we relates alerts raised by INFOSEC devices such as IDS and

encountered in our experiments.

EXAMPLE 4. The attack strategy graph in Figure 4(c) has no

probing phase, but Figure 4(a) does. The similarity measens
Simsub(G4(C)7 G4(a)) =0.90 andSim(G4(c)7 G4(a)) =0.73in-
dicate that these two strategies are very similar and itrig hieely
that Figure 4(c) is a sub-strategy of Figure 4(a). Thus, [itassi-

ble that some probe attacks are missed by the IDS when the ID

detected the attacks corresponding to Figure 4(c). Indixésljs

information about the victim hosts.

EXAMPLE 5. Consider Figures 4(d) and 4(b).

Simsub(Gaca), Gapy) = 1.0. Thus,G4(q) is exactly a sub-strategy

walls with the importance of system assets [32]. The aleter-
ing techniques in [20] use conceptual clustering and géinatisn
hierarchy to aggregate alerts into clusters. Alert coti@iamay

fire-

also be performed by matching attack scenarios specified-by a
tack languages. Examples of such languages include STA3]L. [1
LAMBDA [10], and JIGSAW [37]. We consider these techniques

gas complementary to ours.

Our approach is also closely related to techniques forcstati

in [1, 35] also use a model of exploits (possible attackskeims

of their pre-conditions (prerequisites) and post-condgi (conse-

quences). Our approach complements static vulnerabitiyyais

We have methods by providing the capability of examining the acta-

cution of attack strategies in different details (e.g., tiacker tries

of G4). By checking the LLDOS2.0.2 alerts reported by Snort, different variations of the same attack), and thus givesdniosers
we know that there are also “RPC portmap sadmind request UDP” more information to respond to attacks.
Our approach to similarity measurement of attack strasegie

alerts as in Figure 4(b). However, since Snort did not detest
later buffer overflow attack, these “RPC portmap sadmindiest)
UDP” alerts aren’t correlated with the later alerts.

based on error-tolerant graph/subgraph isomorphism @)1-By

exactly what happened in LLDOS 2.0.2. The adversary uses som nerability analysis¢.g, [1, 19, 33, 35]). In particular, the methods

stealthy attacksi.e., HINFO query to the DNS server) to get the

using the distance between labeled graphs and the cortstiain



attack strategies, we derive quantitative measurementbdasim-
ilarity between attack strategies.

6. CONCLUSION AND FUTURE WORK

In this paper, we developed techniques to extract attaategfies
from correlated intrusion alerts. Our contributions irt#ia model
to represent, and algorithms to extract, attack stratégiescorre-
lated intrusion alerts. To accommodate variations in kti#ltat are
not intrinsic to attack strategies, we proposed to gerexdiifferent
types of intrusion alerts to hide the unnecessary differdratween
them. We also developed techniques to measure the simileit
tween attack sequences based on their strategies. Ouiragpéal
results have demonstrated the potential of these techsique

Several research directions are worth investigatingufiog ap-
proaches to taking advantage of relationships betweeckatteate-
gies extracted at different generalization levels, teghes to rea-
son about attacks possibly missed by IDSs, and system guppor
learning and using attack strategies.
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