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Abstract—Wireless sensor networks are considered ideal can-
didates for a wide range of applications. It is desirable and
sometimes necessary to reprogram sensor nodes through wireless
links after they are deployed to remove bugs or add new
functionalities. Several approaches (e.g., Seluge, Sluice) have
been proposed recently for secure code dissemination in wireless
sensor networks, all as security extensions to the state-of-the-
art code dissemination system namedDeluge. However, existing
approaches all focused on securing the propagation of code
images, but overlooked the security vulnerabilities in other image
management aspects such as rebooting and erasing code images.

In this paper, we identify the security vulnerabilities in epi-
demic image management in all existing solutions to secure code
dissemination in wireless sensor networks. Such vulnerabilities al-
low an attacker to reboot a sensor network to undesirable images
or erase critical images, exposing the network to security risks.
We then develop a sequence of lightweight techniques to address
these vulnerabilities. Our approach takes into consideration the
limited resources on current sensor platforms, and removesthe
security vulnerabilities without introducing significant overhead.
To evaluate the feasibility of our approach, we implement the
proposed approach as a remote image management system
namedSeluge-ImageMan, which is intended to work with Seluge,
a security extension to Deluge for injecting new code images.
We perform a substantial set of experiments in the WiSeNeT
sensor testbed, which consists of 72 MicaZ motes, to assess the
performance overhead of Seluge-ImageMan. The experimental
results indicate that our approach introduces very light overhead
while completing the secure remote code image management
solution for wireless sensor networks.

I. I NTRODUCTION

Wireless sensor networks are considered ideal candidates
for a wide range of applications, such as industry monitoring,
data acquisition in hazardous environments, and military op-
erations. It is desirable and sometimes necessary to reprogram
the sensor nodes through wireless links after they are deployed
due to the need of fixing bugs or adding new functionalities.

The process of propagating a new code image to the sensor
nodes in a network is referred to ascode dissemination.
Several code dissemination protocols [6], [12], [15], [21],
[23], [24] have been proposed for wireless sensor networks.
Deluge [12] is generally accepted as the state of the art for
code dissemination in wireless sensor networks, and has been
included in recent TinyOS distributions [3].

In addition to propagating code images to sensor nodes, it
is also necessary to manage the disseminated code images

in sensor networks. Examples of the management features
include rebooting sensor nodes to a new code image, probing
the status of an active image, and erasing images that are no
longer needed.

Several approaches have been proposed recently for secure
code dissemination in wireless sensor networks [7], [8], [13],
[16]. All of them are security extensions to Deluge [12].
However, they all focused on securing the propagation of code
images, but overlooked the security vulnerabilities in theimage
management aspects of code dissemination, such as rebooting
and erasing code images.

In this paper, we investigate the security issues in remote
image management for code dissemination in wireless sensor
networks. To maximize the impact on real-world applications,
we focus on Deluge, the most commonly used code dissemi-
nation system in wireless sensor networks.

We first identify the security vulnerabilities in epidemic
image management in all existing solutions for secure code
dissemination in wireless sensor networks [7], [8], [13], [16].
Though these vulnerabilities are inherited from Deluge [12],
not addressing them makes all the existing secure code dissem-
ination approaches vulnerable to security attacks. Indeed, such
vulnerabilities allow an attacker to reboot a sensor network
to undesirable images or erase critical images, exposing the
network to security risks. We then develop a sequence of
lightweight techniques to address these vulnerabilities.Our
approach takes into consideration the limited resources oncur-
rent sensor platforms, and removes the security vulnerabilities
without introducing significant overhead.

To evaluate the feasibility of our approach, we implement
the proposed approach as a remote image management system
namedSeluge-ImageMan, which is intended to work with Sel-
uge [13], a security extension to Deluge for injecting new code
images. We perform a substantial set of experiments in the
WiSeNeT sensor testbed, which consists of 72 MicaZ motes,
to assess the performance overhead of Seluge-ImageMan. The
experimental results indicate that our approach introduces very
light overhead while completing the secure remote code image
management solution for wireless sensor networks.

The contribution of this paper is three-fold. First, we iden-
tify the security vulnerabilities in epidemic image management
in all existing secure code dissemination solutions [7], [8],



TABLE I
CODE IMAGE MANAGEMENT COMMANDS IN DELUGE [11]

Command Functionality Impact
Inject Inject and propagate code image epidemic
Reboot Reboot all nodes to a specified

code image in the external flash
epidemic

Erase Erase the specified code image
from the external flash

epidemic

Ping Get info about the running image
and images in the external flash

local

Reset Reset the version for the specified
image in the external flash

local

Dump Dump the specified code image local

[13], [16]. Second, we develop lightweight techniques to
address these vulnerabilities and protect the epidemic image
management in wireless sensor networks. Third, we implement
a lightweight and secure image management system, Seluge-
ImageMan, which works with Seluge to provide a complete
and readily available solution for secure code dissemination
in wireless sensor networks.

The remainder of this paper is organized as follows. Sec-
tion II describes code image management in Deluge. Sec-
tion III identifies the security vulnerabilities in Deluge not
addressed by current solutions. Section IV discusses assump-
tions and threat model. Section V presents our lightweight
secure image management techniques. Section VI gives the
experimental evaluation of Seluge-ImageMan in the WiSeNeT
testbed. Section VII discusses related work, and Section VIII
concludes this paper.

II. CODE IMAGE MANAGEMENT IN DELUGE

Deluge assumes a deployment environment in which a PC is
used to inject or manage code images in a network of sensors.
In other words, the network owner interacts with the PC, which
then interacts with the nearby sensor nodes to disseminate or
manage the code images.

Commands: Deluge manages code dissemination through
six commands, as shown in Table I. These commands can
be divided into two categories:epidemic commandsand local
commands. The epidemic commands have impact on all sensor
nodes in the network; any epidemic command can change the
status of the entire wireless sensor network. The epidemic
commands include “Inject”, “Reboot”, and “Erase”. The local
commands can only affect the node directly connected to
(or one hop away from) the PC. The local commands are
introduced for convenience, and are not an essential part of
code dissemination.

Metadata of Code Images: Deluge uses the external
flash on sensor nodes to store multiple code images. Assume
Deluge allocatesm code image slots in the external flash and
uses index number0 throughm − 1 to identify them. Each
code image slot can store one code image. We useIMGi,
0 ≤ i ≤ m − 1, to represent the code image stored in
slot i. To facilitate the management of code images on sen-
sor nodes, Deluge introduces two metadata structures:Node
Description and Image Description. As Figure 1
shows,Node Description includes the information of the

Node Description
uid
vNum
imgNum
crc

Image Description
uid
vNum

imgNum
numPgs

numPgsComplete
crc

Fig. 1. Metadata structures in Deluge

current running code image on the sensor node, whileImage
Description consists of the information of a code image
in the external flash. Thus, on each sensor node, there are
one copy ofNode Description andm copies ofImage
Description.

In these metadata structures,uid is a unique identifier of
code image.vNum is the version number, and reflects the
freshness of the code image.imgNum is the index of code
image slot in the external flash.numPgs is the total number
of pages of code imageIMGimgNum. numPgsComplete
is the number of pages received by this sensor node for
IMGimgNum. crc is the cyclic redundancy checksum of
Node Description or Image Description.

Advertisement and Epidemic Commands:Deluge uses
advertisement packets to control the epidemic behaviors trig-
gered by commands “Inject”, “Reboot”, and “Erase”. Each
node periodically broadcasts its own metadata structures
through advertisement packets to declare the information of
the current running image and those in the external flash. Each
advertisement packet contains theNode Description and
one Image Description of the sender. Once a node
receives an advertisement packet, it compares thevNum field
in its own metadata structures with the ones in the advertise-
ment packet. If thevNum of its own Node Description
is smaller than the corresponding one in the advertisement
packet, a “Reboot” command has been issued. If thevNum
of its own Node Description is the same as the cor-
responding one in the advertisement packet, but thevNum
of the receiver’sImage Description is smaller than the
corresponding one in the advertisement packet, an “Erase” or
“Inject” command has been issued, depending on whether the
numPgs is zero or not.

III. SECURITY VULNERABILITY IN DELUGE IMAGE

MANAGEMENT

Deluge was not designed with security in mind. A number
of approaches [7], [8], [13], [16] have been developed to
provide security protection for Deluge in hostile environments.
However, all these approaches focused on the protection
of the “Inject” command, but overlooked the other image
management issues.

Vulnerability of “Reboot” and “Erase” Commands:
The “Reboot” and “Erase” commands are both epidemic
commands, which affect all nodes in the network. Despite the
existing security solutions for securing the “Inject” command,
there is no mechanism to authenticate the “Reboot” and
“Erase” commands to all sensor nodes. As a result, an attacker
may exploit this vulnerability to boot the entire network to



a wrong code image, or erase an important image from all
sensor nodes. For example, to boot to a wrong imageIMGi,
the attacker simply needs to send out a fake advertisement
packet with a large enough version number (i.e., larger than
the one in theNode Description on all sensor nodes)
and a wrong image numberi. Any receiving node will accept
this Node Description due to the large version number,
update its ownNode Description, and reboot to image
IMGi.

Similarly, to erase a code imageIMGi (except for the
golden image) on all sensor nodes, the attacker simply needs
to send a fake advertisement packet with a large enough
version number inImage Description and 0 in fields
numPgs and numPgsComplete. Any receiving node will
accept thisImage Description and erase the code image
accordingly.

Note that even if the advertisement packets are authenticated
(e.g., using cluster key as in [7], [13]) between neighbor nodes,
the attacker can still launch such attacks by compromising
a single node and injecting faked commands through the
compromised node.

Vulnerability of Local Commands: The “Ping” and
“Dump” commands only obtain, but do not change, the status
of the sensor network. Thus, the attacker can make limited
impact on the network even if he can exploit these commands.
The “Reset” command can only change the status of the node
connected to the PC directly. All three local commands can
be authenticated using cluster keys as suggested in [7], [13] to
eliminate external attacks. Even if the attacker can compromise
a node and get the cluster key, the impact is still constrained
in a small region.

Need for Lightweight Secure “Reboot” and “Erase”:
The above discussion suggests that it is necessary to provide
security mechanisms to protect the remaining two epidemic
commands (“Reboot” and “Erase”) in order to have truly
secure code dissemination in wireless sensor networks. The
fundamental reason for the vulnerability is the lack of broad-
cast authentication. However, straightforward solutions(e.g.,
digital signatures) immediately introduce significant perfor-
mance overhead. In the rest of this paper, we investigate
lightweight mechanisms that can authenticate “Reboot” and
“Erase” efficiently.

IV. A SSUMPTIONS ANDTHREAT MODEL

Assumptions: We assume the source of the code images,
i.e., thebase station, is a powerful node (e.g., a laptop). The
base station is trusted and cannot be compromised by attackers.
We assume that sensor nodes are resource constrained. A
sensor node can perform a limited number of Public Key
Cryptographic (PKC) operations, but cannot perform many
such operations due to limited energy. Each node has enough
memory (i.e., external flash) for storing a few program images.
We assume that the propagation of code images is protected
by Seluge [13] to have a specific target. (Other schemes are
possible, but may lead to small variations in the proposed
approach.) We assume the base station has a private/public

key pair. Each node in the sensor network is pre-configured
with the base station’s public key.

Threat Model: We assume attackers has powerful nodes
(e.g., laptops). Attackers can launch bothexternalandinternal
attacks. In an external attack, the attacker does not control
any node in the network, but can eavesdrop packets, inject
bogus packets, and replay packets. The attacker can also
launch wormhole attack [10], Sybil attacks [22], and Denial
of Service (DoS) attacks. In an internal attack, the attacker
can compromise some sensor nodes, and attack the rest of the
network by using the sensitive information in the compromised
nodes. The attacker can also control the compromised nodes
not to cooperate with other nodes (e.g., inject bogus packets,
drop packets).

V. SECURE REMOTE IMAGE MANAGEMENT

In this section, we present our approach for secure remote
code image management. Our techniques are applicable to
remote image management in general. However, to make these
techniques concrete, we use Deluge image management as a
specific target in this paper.

Deluge includes three epidemic commands (i.e., “Inject”,
“Reboot”, and “Erase”) in advertisement packets for code dis-
semination and remote image management. The protection of
the “Inject” command has been addressed in recent papers [7],
[8], [13], [16]. Thus, we focus on the protection of “Reboot”
and “Erase” in the following discussion.

As discussed earlier, the fundamental reason for the vulnera-
bilities related to “Reboot” and “Erase” is the lack of broadcast
authentication. A naı̈ve approach is to have the source node
sign the metadata structures in each advertisement packet using
a digital signature. Unfortunately, each receiving node has to
verify the signature from the source node whenever it receives
a new advertisement packet. This not only leads to long delay
due to the expensive signature verification, but also introduces
the possibility of DoS attacks.

In the following, we present a sequence of lightweight
schemes to protect “Reboot” and “Erase”. Each later scheme
addresses the limitation of the previous one and improves over
it. The treatments of the “Reboot” and “Erase” commands are
similar. The difference is that a code image may be rebooted
multiple times, while each image can be erased only once. This
difference implies that the mechanism for “Reboot” is more
complex than that for “Erase”. In this section, we use “Reboot”
as the main target to develop our approach. The resulting
approach is also applicable to “Erase” with simplification.

A. Scheme 1: Key Chain-based Image Management

Our approach is based on a simple observation: To reboot
or erase a code image, we only need to authenticate to all
sensor nodes a reboot or erasesignal for a code image that
hasalready been distributed to all nodes. This is in contrast
to authenticating a block of new data (e.g., inject a new code
image), where we not only need to authenticate the existence
of the data, but also its content.



Based on this observation, we propose a lightweight ap-
proach to authenticate the “Reboot” command using one-way
key chains. The basic idea is to use a dedicated one-way key
chain for each code imageIMGi to authenticate instances of
rebooting to this image, with each key representing a reboot
instance.

Key Chain Generation: Before injecting a new code image
IMGi, i ≥ 0, into the network, the source node generates
a one-way key chain forIMGi, as shown in Figure 2.
Specifically, the source node randomly generates a keyKi,n

as the last key for the key chain, and repeatedly performs a
one-way functionF to compute all the other keys:Ki,j =
F (Ki,j+1), 0 ≤ j ≤ n − 1.

Ki,0 Ki,1
Foo . . .

Foo Ki,n−1
Foo Ki,n

Foo

Fig. 2. One-way key chain for code imageIMGi (F : One-way function)

With the one-way functionF , given Ki,j , anybody can
compute all the previous keysKi,l, 0 ≤ l ≤ j, but it is
computationally infeasible to compute any of the later keys
Ki,l, j + 1 ≤ l ≤ n. Thus, with the knowledge ofF and the
initial key Ki,0, which is called thekey chain commitment,
a sensor node can authenticate any key in the key chain by
merely performing one-way function operations.

Commitment Distribution: In order to use the one-way
key chain to authenticate the “Reboot” commands for code
imageIMGi, we need to distribute the key chain commitment
Ki,0 to all the sensor nodes. Note that the code imageIMGi

has to be disseminated to all nodes before they can reboot
to IMGi. Thus, it is natural and convenient to distribute
the commitmentKi,0 along with the code image when it is
injected into the network. For example, Seluge [13] bootstraps
the injection of a new code image with a signature packet, in
which various parameters (e.g., version number) are included
and authenticated. Thus, the signature packet is an ideal place
to distribute and authenticate the key chain commitment in the
case of Seluge. The same argument applies to other approaches
such as [7], [8], [16], which all use a signature packet to
bootstrap the injection of a new code image.

Reboot through Key Disclosure:When the source node
needs to reboot all sensor nodes to a code imageIMGi, it
includes an undisclosed key in the key chain forIMGi along
with its index in an advertisement packet. This advertisement
packet will be propagated throughout the sensor network due
to the epidemic property of Deluge [12].

Assume the sensor nodes have rebooted to code image
IMGi for ji times. (Before the first reboot toIMGi, ji = 0,
and only the key chain commitmentKi,0 has been disclosed.)
We use the disclosure of keyKi,ji+1 to signal the reboot to
IMGi for the(ji+1)-th time. In the key chain for code image
IMGi, all keys beforeKi,ji

, including Ki,j+i, have been
disclosed. Assume the current running code image isIMGx.
If the source node wants to reboot all sensor nodes to code
imageIMGi, it first gets the currentNode Description

meta-data structure

uidx‖vNum‖x‖jx‖Kx,jx
‖crc,

then constructs the newNode Description for the “Re-
boot” command

uidi‖vNum+ 1‖i‖ji + 1‖Ki,ji+1‖crc’,

and finally broadcasts the newNode Description in an
advertisement packet.

Verification of “Reboot” Commands: Once a node re-
ceives the aboveNode Description in an advertisement
packet, it first verifies if keyKi,j+1 has already been disclosed.
Then it comparesH(Ki,j+1) with Ki,j , which is disclosed in
an advertisement packet for the last “Reboot” command. If
H(Ki,j+1) = Ki,j , the “Reboot” command is authenticated,
and the node updates its ownNode Description with
the newNode Description and reboots toIMGi. This
node will also broadcast the newNode Description in
its own advertisement packets. As a result, the newNode
Description will propagate to the whole network, and all
nodes will reboot toIMGi.

Key Chain Update: The one-way key chain for a given
image may run out after multiple rounds of rebooting. A
simple solution is to have the source node to generate another
key chain for this code image, and distribute the commitment
using a signature packet (without injecting a new code image).
All sensor nodes that receive this packet will use the new key
chain for rebooting purposes. Other more complex solutions
are possible. For example, we may use multi-level key chains
proposed in [19], [20] to address the key chain update problem.

Limitation: In this approach, an attacker cannot trigger the
nodes to reboot to wrong code images, because it does not
know the undisclosed keys in the key chains. However, the
only value reflects the time order between the disclosed keys
in different key chains is the version numbervNum in Node
Description, which is not authenticated by the source
node. By manipulating this version number, the attacker can
make nodes reject certain “Reboot” commands from the source
node. The whole network may run inconsistent code images if
the attacker launches such attacks. We address this limitation
in the next scheme.

B. Scheme 2: Total Ordered Key Chains

The reason for the above attack is that the attacker can
manipulate the version number inNode Description. To
avoid authenticating the content of theNode Description
(and increase the overhead as a result), we should not use
version numbervNum to indicate the freshness ofNode
Description. To solve this problem, we introduce a total
order among the keys in different key chains, so that the
receiving node can determine the freshness of receivedNode
Description based on disclosed keys and their indexes
only (rather than the version numbers).

Definition 1 (newer than≫ and older than≪ relations):
SupposeKi1,j1 is the j1-th key in the key chain for code
image IMGi1 and Ki2,j2 is the j2-th key in the key chain



for code imageIMGi2 . Ki2,j2 is newer thanKi1,j1 , denoted
Ki2,j2 ≫ Ki1,j1 , if

• j2 > j1, or
• j1 = j2 and i2 > i1.

Alternatively, we sayKi1,j1 is older than Ki2,j2 , denoted
Ki1,j1 ≪ Ki2,j2 if Ki2,j2 ≫ Ki1,j1 . 2
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Fig. 3. Order among keys in different key chains

The “newer than” (or alternatively, the “older than”) relation
is a total order among the keys in all key chains, which we
“force” on these keys. It defines the key disclosure order for
different code images. The source node can simply follow this
order to disclose keys to authenticate the “Reboot” commands
included in advertisement packets. As Figure 3 shows, the
disclosed key for a newly released “Reboot” command should
always be newer than the key in the previous “Reboot”
commands. For example, if keyK1,1 has been disclosed in
the last round of reboot, and the source node wants to reboot
the whole network to code image3, it needs to include key
K3,1 in the new “Reboot” command. However, if the source
node wants to reboot to the golden image (i.e., image 0), it
needs to use keyK0,2 in the new “Reboot” command. Any
receiving node will be able to determine whether the received
“Reboot” command is newer or not by comparing the new key
with the one received for the last reboot.

Because of the total order among the keys in different key
chains, any receiving node can easily compare the freshnessof
different “Reboot” commands. As a result, the attacker cannot
launch the wormhole attack described earlier.

. . . K0,j
Foo . . .

Foo K0,j+l
Foo . . .

Foo

...
...

...

. . . Ki,j
Foo . . .

Foo Ki,j+l
Foo . . .

Foo

Fig. 4. Multiple hashing in reboot management

Limitation: Though better than Scheme 1, Scheme still has
some limitations. Consider Figure 4. Assume the current active
code image in the network isIMGi, and the last active code
image isIMG0. Thus, the keys disclosed for rebooting to
these images areKi,j and K0,j , respectively. After sensor

nodes reboot toIMG0 l times without rebooting toIMGi,
the disclosed keys forIMG0 andIMGi areK0,j+l andKi,j ,
respectively. If the source node wants to reboot the network
to IMGi, it needs to disclose keyKi,j+l. In order to verify
Ki,j+l, all nodes will have to hash itl times. A largel will
introduce long delays. More importantly, this leaves a security
vulnerability: An attacker may send a “Reboot” command with
a very large index. Even if the attacker does not have the right
key to cause a real reboot, it will force all receiving nodes to
perform a large number of hash operations for key verification.

C. Scheme 3: Virtual Key Chains with Sliding Window

A straightforward solution to address the above problem is
to use a sliding window for each key chain, as Figure 5 shows.
Assume sensor nodes have rebooted to code imageIMGi j

times. After rebooting to other images a number of times,
when sensor nodes receive a command to reboot toIMGi

again, only the key with index less thanj + (w − 1) will be
verified, wherew is the window size. Thus, the attacker cannot
force the nodes to perform a large number of hash operations
by forging a large index value.

. . . K0,j
Foo K0,j+1

Foo K0,j+2
Foo . . .

Foo

...
...

...

. . . Ki,j
Foo Ki,j+1

Foo Ki,j+2
Foo . . .

Foo

...
...

...

Fig. 5. Sliding window for one-way key chain (window sizew = 2)

However, the simple sliding window approach may lead to
rejection of authentic “Reboot” commands. Consider Figure5,
where the windows size isw = 2. Assume the currently
active code image isIMGi, with a disclosed keyKi,j+1.
Also assume that the last time whenIMG0 was rebooted, the
key K0,j was used. Now if the source node wants to reboot
to IMG0 again, the keyK0,j+2 must be used. However, it is
already outside of the sliding window atK0,j, and all receiving
nodes will rejectK0,j+2.

One way to compensate is to have the source node disclose
additional keys in the key chains that will be pushed out of the
sliding windows due to a new “Reboot” command. However,
this method will introduce additional communication overhead
as well as more complications in the protection of these key
disclosures.

We propose a more efficient method to address this problem.
Intuitively, we would like to “simulate” multiple key chains for
different code images using only one key chain. We assume
that there arem slots for code images on each sensor node. In
other words, each node can have up tom code images. We can
use a single one-way key chain, which is called theglobal key
chain, to replace the multiple key chains, as shown in Figure 6.
By arranging the global key chain in a zigzag way, we simulate
a virtual key chainfor each code image. Specifically, each
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Fig. 6. Simulating multiple virtual key chains using a global key chain

code imageIMGi has a virtual one-way key chain consisting
of Ki+1, Ki+1+m, ..., Ki+1+(n−1)m. Each sensor node only
needs to save one commitment of the global key chain for all
the virtual key chains.

When the source node needs to reboot the network to
IMGi, it broadcasts the next undisclosed keyKx in the global
key chain that is also in the virtual key chain forIMGi. There
is no need to disclose keys in other virtual key chains at all.
The sensor nodes can always verify the later disclosed keys
in other virtual key chains, since all keys in virtual key chains
are also ordered in the same global key chain.

An additional assumption we make in Scheme 3 is that there
are a maximum number (m) of code images on each sensor
node. This allows us to simulate multiple virtual key chains
using one global key chain. This is a reasonable assumption,
since all sensor platforms have an upper limit on the number
of code images they can save. For example, TinyOS assumes
a maximum of 3 code images on each node. The convenience
offered by this assumption allows us to greatly simplify our
scheme.

D. Analysis

Now we provide analysis of our final scheme, scheme 3.
Security Analysis: Our approach can properly authenticate

all “Reboot” commands to the entire network. Due to the
one-way property of the one-way key chain, even if the
attacker knows the key chain commitment and all disclosed
keys, he does not have access to any undisclosed keys, and
thus cannot forge “Reboot” commands. The attacker may
compromise some sensor nodes. However, as long as he does
not compromise the source node, the attacker will not be able
to forge any “Reboot” command. In addition, since there is a
total order among all the keys used for reboot management,
all sensor nodes will honor the most fresh key and determine
the active code image accordingly. The epidemic property
of Deluge will guarantee that all “Reboot” commands will
be delivered to all reachable sensor nodes. As a result, all
reachable nodes will run the same code image consistently.

By using the sliding window method, attackers cannot force
the receiving nodes to perform a large number of hash opera-
tions by forging a large index for the disclosed key. Thus, even
though our approach requires additional communication and
computation, due to the above reason and the light overhead
of hash operations, it does not expose the network to DoS
attacks.

Performance Analysis:Our approach introduces very light
performance overhead. To reboot different code imagesn

times, the source node needs to perform hash function opera-
tions for at mostm ·n times to generate the global key chain.
The source node needs to include this commitment (8 bytes)
in a signature packet, possibly piggy-backed in a signature
packet for injecting a new code image, and distributes it to
the network. Thus, each reboot action requires at mostm hash
operations and1

n
of a signature operation in preparation.

To reboot to a given code image, the source node needs
to include a previously undisclosed key and an index in
an advertisement packet. This adds about 10 bytes to the
advertisement packet. In normal situations, each node that
receives a “Reboot” command needs to perform at mostm

hash operations in order to verify the disclosed key. Due to
the efficiency of hash functions, our approach introduces very
little overhead into the rebooting process.

In addition to theoretical analysis, we evaluate the perfor-
mance overhead of our approach in a real testbed consisting
of 72 MicaZ motes. The results are presented in Section VI.

E. Secure Erase Management

The above schemes are developed with reboot management
as the main target. The complication is mainly due to the
reason that each code image may be rebooted multiple times.
In contrast, remotely managing erasure of a certain code image
can be performed in a much simpler way. Indeed, no key chain
is necessary to authenticate the “Erase” command. When a
new code imageIMGi is injected into the network, we only
need to randomly generate an authenticator, for example,ei.
We can then compute its hash imageF (ei), whereF is a
one-way function. This valueF (ei) can be included in the
signature packet and authenticated to all the sensor nodes.
When the source node needs to eraseIMGi, it only needs
to broadcastei throughout the network. The sensor nodes can
then computeF (ei) and compare with the value they receive
from the signature packet. Since only the source node knows
ei, a match in the comparison is sufficient to authenticate the
“Erase” command to the sensor nodes.

VI. I MPLEMENTATION AND EVALUATION

A. Implementation

We have implemented our secure image management
scheme as an extension to Seluge [13], which is a secure code
dissemination system based on Deluge [12]. For the sake of
presentation, we call our secure image management system
Seluge-ImageMan. Following Seluge, Seluge-ImageMan has
both base station side and sensor side programs. The base sta-
tion side programs are a set of Java programs expected to run



on a PC. They extend the Seluge Java tools to construct and
inject new code dissemination packets into sensor networks,
to reboot sensor nodes to a specified code image, and to erase
a specified code image. The sensor side program is written in
nesC [9] and runs on regular sensor nodes.

We use the 64-bit truncation of SHA-1 as the hash function
F , which provides sufficient pre-image resistance and has been
used previously (e.g., [8], [13]). For digital signature, which
is required by Seluge, we use ECDSA over the 160-bit elliptic
curvesecp160k1 [4]. On the base station side, we use the
JCE provider in the Bouncy Castle Crypto APIs [1] for key
generation and signature generation. On sensor nodes, we use
ECDSA and SHA-1 in TinyECC [18] for signature and key
verification.

We add the following functionalities in the Java tools on the
base station side: (1) Generation and storage of the global key
chain, (2) extraction of the reboot key for a specific code image
from the global key chain, and (3) construction and broadcast
of advertisement packets for “Reboot” and “Erase” commands.
In the sensor side program, we modify theDelugeM module
of the Seluge nesC library to perform “Reboot” and “Erase”
key verification.

TABLE II
CODE SIZE(BYTES) ON M ICAZ.

ROM RAM
Deluge 22,226 1,123
Seluge 45,258 2,278
Seluge-ImageMan 46,348 2,555
TinyECC in Seluge/Seluge-ImageMan 13,044 426

Table II shows the ROM and RAM usage of Seluge and
Seluge-ImageMan on MicaZ motes. The code size of Deluge
and that of TinyECC are also included as references. It is
easy to see that Seluge-ImageMan only slightly increases the
ROM and RAM consumptions compared with Seluge. Seluge
and Seluge-ImageMan do increase both the ROM and RAM
consumptions compared with Deluge, but the majority of the
ROM increase is due to TinyECC.

B. Experimental Evaluation

We have provided an analysis of the security and perfor-
mance properties of Seluge-ImageMan in Section V. In the
following, we report the experimental evaluation of Seluge-
ImageMan in a network of MicaZ motes [2]. For comparison
purposes, we perform the same set of experiments with
Deluge [12] and Seluge [13], since Seluge-ImageMan is an
extension to Seluge and Seluge is an extension to Deluge.

Evaluation Metrics: We use two performance metrics in
our evaluation:Propagation delayand communication over-
head. There are three propagation delays in our evaluation:
Codepropagation delay,rebootpropagation delay, anderasure
propagation delay. Code propagation delay is the time required
to finish disseminating a code image to all the nodes in the
network. Reboot propagation delay is the time to reboot all
the nodes in the network to a specified code image. Erasure
propagation delay is the time to erase a specified code image

from all the nodes in the network. As mentioned in [12], for
performance reasons, Deluge requires that every node keep its
radio on. Thus, these delays are closely related to the energy
consumption required by code dissemination. The communi-
cation overhead is measured as the total number of packets
transmitted by all the nodes during a code dissemination,
which is also related to power consumption.

Fig. 7. The WiSeNet testbed (72 MicaZ motes; 152.5 feet× 97 feet).

Testbed: We perform the experiments in the WiSeNeT
sensor testbed, which has 72 MicaZ motes at the time of
experiments. Figure 7 shows the layout of the testbed. The
sensor nodes are deployed on the second floor of Engineering
Building II at North Carolina State University. The testbedarea
includes offices, labs, server rooms, and corridors, covering
an area of 152.5 feet× 97 feet. Each node is equipped with
an Ethernet programming board to provide remote access to
the node. We only use the programming boards to gather
evaluation results from the sensor nodes; they do not interfere
with the radio communication between sensor nodes at all. We
set the transmission power level of the MicaZ radio module
(CC2420) as0dBm.

Experiment Setup: We need to configure a number of
parameters for Deluge, Seluge, and Seluge-ImageMan for the
experiments. All parameters are set the same for the three
schemes. We set the data packet payload size as 102 bytes. The
advertisement packet is a special packet that containsNode
Description andImage Description. Since we place
the disclosed key and index for “Reboot” commands inNode
Description and the commitment of global key chain
intoImage Description, the size of advertisement packet
becomes 108 bytes. Although the maximum packet payload
size defined in IEEE 802.15.4 [14] is 102 bytes, the actual
maximum packet payload size of MicaZ can be up to 116
bytes. To integrate the security mechanisms and the Deluge
propagation mechanisms, we have to make certain change to
another parameter. Deluge by default uses a 2ms gap between
the transmission of two data packets. However, a SHA-1 hash
verification operation takes about 15ms. Thus, we increase
the transmission gap from 2ms to 17ms to accommodate this
requirement. Besides these parameters, all the other parameters
remain the same as the default configuration in Deluge.

We use the code images of 4 programs (Blink,
RfmToLeds, CntToLedsAndRfm, andTestDrip) as the



input of the “Inject”, “Reboot”, and “Erase” commands. The
original sizes of these programs are 1,532, 9,442, 10,050,
and 10,670 bytes, respectively. After compiled with Deluge,
Seluge, and Seluge-ImageMan, their code images range be-
tween 25,602–26,494 bytes, 46,304–47,232 bytes, and 47,202–
48,132 bytes, respectively. In each experiment, we first inject
a new code image at the source node (see Figure 7), and then
reboot the source node to the injected code image. After all
nodes reboot to the new code image, we erase the new code
image from the source node. For each program, we perform
the same experiment 10 times and take the average for the
performance metrics.
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Communication Overhead:Figure 8 shows the communi-
cation overhead in all three code dissemination systems for
the test programs. Deluge has the smallest communication
overhead, while Seluge and Seluge-ImageMan have similar
communication overheads, which are much larger than that of
Deluge. Note that the code image includes both the target
program and the code for the dissemination system (i.e.,
Deluge, Seluge, or Seluge-ImageMan). Since Deluge has no
security mechanism, while Seluge and Seluge-ImageMan have
TinyECC, Cluster Key, and Message Specific Puzzle modules,
the code image generated for Deluge is much smaller than
the one generated for Seluge or Seluge-ImageMan. Thus,
the number of packets transmitted during the code image
propagation in the network for Deluge is much smaller than
that for Seluge or Seluge-ImageMan. An important thing
to note is that Seluge and Seluge-ImageMan have similar
communication overheads, mainly because the additional code
size introduced by Seluge-ImageMan over Seluge is small.
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Propagation Delays: Figure 9 shows that Seluge and
Seluge-ImageMan have very similar code propagation delays.
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In fact, they perform the same kind of operations during in-
jection of new code images, though Seluge-ImageMan entails
a slightly larger image size than Seluge for the same target
program. Seluge and Seluge-ImageMan lead to much larger
code propagation delays than Deluge. This is because the
image sizes generated for Seluge and Seluge-ImageMan are
significantly larger than that for Deluge.

Figure 10 shows the reboot and erasure propagation delays.
It seems strange at first glance that none of Deluge, Seluge,
and Seluge-ImageMan can guarantee smaller reboot or erasure
propagation delay than the other two schemes for all 4 test
programs.

We take a closer look at these delays. For reboot propagation
delay, the additional verification step of Seluge-ImageMan
compared with Seluge on each node is up tom hash opera-
tions. Since a SHA-1 hash operation takes about 15ms, the ad-
ditional verification of Seluge-ImageMan takes at most 45ms,
assuming each node has 3 code image slots (default value on
TinyOS). The advertisement packet of Seluge-ImageMan has
20 more bytes than that of Seluge. Given the 250 kbps data
rate of MicaZ’s radio chip CC2420 [5], the additional com-
munication time of Seluge-ImageMan’s advertisement packet
is about 20×8

250 = 0.64ms. These additional costs will not
cause observable changes of reboot and erasure propagation
delays. In contrast, the dynamics of wireless communication
have more impact on reboot and erasure propagation delays.

The experimental results indicate that Seluge-ImageMan has
very similar performance overhead to Seluge.

VII. R ELATED WORK

Code dissemination is a critical issue to enable efficient
tasking of wireless sensor networks. A few code dissemination
protocols (e.g., [6], [12], [15], [21], [23], [24]) have been
developed recently to propagate new code images using the
ad-hoc wireless network formed by sensor nodes. In particular,
Deluge [12] uses an epidemic protocol [17] for efficient
advertisement of code meta data and spatial multiplexing for
efficient propagation of code images.

Integrity of disseminated code images is crucial to ensure
the success of code dissemination. Lanigan et al. proposed a
protocol named Sluice [16] and Secure Deluge [8] were inde-
pendently proposed to integrate signature and hash functions to
provide efficient authentication of disseminated code images.
Deng et al. proposed a scheme to improve the DoS-resilience



of secure code dissemination by integrating signatures, hash
chains, and hash trees [7]; the use of hash trees allows each
packet to be immediately authenticated upon receipt. Seluge is
the most recent approach for protecting the dissemination of
new code images [13]. By carefully arranging code dissem-
ination data items and their hash images in packets, Seluge
provides immediate authentication of each packet upon receipt,
without disrupting the efficient propagation mechanisms used
by Deluge. Please refer to [13] for further discussion of the
similarity and difference between these schemes.

However, none of the above approaches provides protection
for the other epidemic image management commands such as
“Reboot” and “Erase”. The research in this paper complements
these approaches by addressing these issues.

VIII. C ONCLUSION

In this paper, we identified the security vulnerabilities in
code dissemination that have not been addressed in previous
research. The root of these vulnerabilities is the lack of
efficient broadcast authentication of “Reboot” and “Erase”
commands. We then developed a sequence of lightweight
techniques to allow efficient authentication of these commands
by taking advantage of efficient cryptographic hash functions.
Our approach takes into consideration the limited resources on
current sensor platforms, and removes the security vulnerabil-
ities with very light overhead. We have implemented our ap-
proach as a remote image management system named Seluge-
ImageMan, which is intended to work with Seluge [13], a
security extension to Deluge for injecting new code images.
Seluge and Seluge-ImageMan together provide a complete
solution for secure code dissemination in wireless sensor
networks.
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