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Abstract—Wireless sensor networks are considered ideal can- in sensor networks. Examples of the management features
didates for a wide range of applications. It is desirable and include rebooting sensor nodes to a new code image, probing

sometimes necessary to reprogram sensor nodes through wiess e status of an active image, and erasing images that are no
links after they are deployed to remove bugs or add new longer needed ’

functionalities. Several approaches (e.g., Seluge, Slajc have

been proposed recently for secure code dissemination in véless Several approaches have been proposed recently for secure

sensor networks, all as security extensions to the state-tife- code dissemination in wireless sensor networks [7], [83],[1

art code dissemination system namedeluge. However, existing [16]. All of them are security extensions to Deluge [12].

approaches all focused on securing the propagation of code oy ever, they all focused on securing the propagation oécod

images, but overlooked the security vulnerabilities in otler image . ’ . N

management aspects such as rebooting and erasing code image Mages, but overlooked the securlty vu_Iner_ab|I|t|es inithege .
In this paper, we identify the security vulnerabilities in epi- Mmanagement aspects of code dissemination, such as repootin

demic image management in all existing solutions to securede and erasing code images.

dissemination in wireless sensor networks. Such vulneraﬁﬁgs al- In this paper, we investigate the security issues in remote

low an attacker to reboot a sensor network to undesirable imges  ja456 management for code dissemination in wireless sensor

or erase critical images, exposing the network to securityisks. L . o

We then develop a sequence of lightweight techniques to adess networks. To maximize the impact on real-world appllcgﬂu,on .

these vulnerabilities. Our approach takes into considerdon the We focus on Deluge, the most commonly used code dissemi-

limited resources on current sensor platforms, and removeshe nation system in wireless sensor networks.

security vulnerabilities without introducing significant overhead. We first identify the security vulnerabilities in epidemic

To evaluate the feasibility of our approach, we implement te 306 management in all existing solutions for secure code
proposed approach as a remote image management system

named Seluge-l mageMan, which is intended to work with Seluge, diSSemination in wireless sensor networks [7], [8], [13B]]
a security extension to Deluge for injecting new code images Though these vulnerabilities are inherited from Deluge],[12

We perform a substantial set of experiments in the WiSeNeT not addressing them makes all the existing secure codentlisse
sensor testbed, which consists of 72 MicaZ motes, to assebe t ination approaches vulnerable to security attacks. Indsech
performance overhead of Seluge-ImageMan. The experimerita \,,|nerapilities allow an attacker to reboot a sensor networ

results indicate that our approach introduces very light owerhead ¢ desirable i itical i aq th
while completing the secure remote code image management'© UNCGESIrable images or erase critical Images, exposiag

solution for wireless sensor networks. network to security risks. We then develop a sequence of
lightweight techniques to address these vulnerabilit@sr
. INTRODUCTION approach takes into consideration the limited resourcesion

Wireless sensor networks are considered ideal candidatest sensor platforms, and removes the security vulnéiabil
for a wide range of applications, such as industry monitprinwithout introducing significant overhead.
data acquisition in hazardous environments, and militazy o To evaluate the feasibility of our approach, we implement
erations. It is desirable and sometimes necessary to neprogthe proposed approach as a remote image management system
the sensor nodes through wireless links after they are geglo namedSeluge-lmageMamwhich is intended to work with Sel-
due to the need of fixing bugs or adding new functionalitiesige [13], a security extension to Deluge for injecting neweo
The process of propagating a new code image to the senisoages. We perform a substantial set of experiments in the
nodes in a network is referred to a®de dissemination WiSeNeT sensor testbed, which consists of 72 MicaZ motes,
Several code dissemination protocols [6], [12], [15], [21}o assess the performance overhead of Seluge-ImageMan. The
[23], [24] have been proposed for wireless sensor networkscperimental results indicate that our approach introslweey
Deluge [12] is generally accepted as the state of the art faght overhead while completing the secure remote code émag
code dissemination in wireless sensor networks, and has beenagement solution for wireless sensor networks.
included in recent TinyOS distributions [3]. The contribution of this paper is three-fold. First, we iden
In addition to propagating code images to sensor nodestify the security vulnerabilities in epidemic image maniagat
is also necessary to manage the disseminated code imageall existing secure code dissemination solutions [7], [8



TABLE | I mage Descri ption
CODE IMAGE MANAGEMENT COMMANDS IN DELUGE[ll] Node Descri pt ion ui d
_ _ ui d vNum

Command | Functionality Impact vNum T mgNum
Inject Inject and propagate code imagg epidemic T rgNum nunPgs
Reboot Reboot all nodes to a specifigdepidemic cre nunPgs Conpl et e

code image in the external flash ore
Erase Erase the specified code imageepidemic

_ from_ the external flash _ _ Fig. 1. Metadata structures in Deluge

Ping Get info about the running imagg local

and images in the external flast current running code image on the sensor node, whitege
Reset Reset the version for the specifigdiocal Descri pti on consists of the information of a code image

image in the external flash in th t | flash. Th h de. th
Dump Dump the specified code image| Tocal in the external flash. Thus, on each sensor node, there are

one copy ofNode Descri pti on andm copies ofl mage

[13], [16]. Second, we develop lightweight techniques tBescri pti on.

address these vulnerabilities and protect the epidemigéma In these metadata structures,d is a unique identifier of

management in wireless sensor networks. Third, we impléem@ede imagevNum is the version number, and reflects the

a lightweight and secure image management system, Selugeshness of the code imagemgNumis the index of code

ImageMan, which works with Seluge to provide a compleighage slot in the external flashunPgs is the total number

and readily available solution for secure code dissenunatiof pages of code imagéM G;p,gnum. NUNMPYsConpl et e

in wireless sensor networks. is the number of pages received by this sensor node for
The remainder of this paper is organized as follows. SetM Gimgnum. Cr C iS the cyclic redundancy checksum of

tion Il describes code image management in Deluge. Sédéde Descri ption orl mage Description.

tion Ill identifies the security vulnerabilities in Delugeotn ~ Advertisement and Epidemic Commands:Deluge uses

addressed by current solutions. Section 1V discusses gssumdvertisement packets to control the epidemic behavias tr

tions and threat model. Section V presents our lightweiggered by commands “Inject”, “Reboot”, and “Erase”. Each

secure image management techniques. Section VI gives tiggle periodically broadcasts its own metadata structures

experimental evaluation of Seluge-lmageMan in the WiSeNdffrough advertisement packets to declare the informatfon o

testbed. Section VII discusses related work, and Sectidh Vthe current running image and those in the external flasth Eac

concludes this paper. advertisement packet contains thede Descri pti on and

one | mage Descri ption of the sender. Once a node

receives an advertisement packet, it compares/tiuemfield
Deluge assumes a deployment environment in which a PGrisits own metadata structures with the ones in the advertise

used to inject or manage code images in a network of sens@rgnt packet. If thevNumof its own Node Descri pti on

In other words, the network owner interacts with the PC, Whids smaller than the corresponding one in the advertisement

then interacts with the nearby sensor nodes to dissemimatgyacket, a “Reboot” command has been issued. Ifvihem

manage the code images. of its own Node Descri ption is the same as the cor-
Commands: Deluge manages code dissemination througasponding one in the advertisement packet, butwNam

six commands, as shown in Table I. These commands agfnthe receiverd mage Descri pti on is smaller than the

be divided into two categoriegpidemic commandandlocal corresponding one in the advertisement packet, an “Erase” 0

commandsThe epidemic commands have impact on all sensgnject” command has been issued, depending on whether the

nodes in the network; any epidemic command can change fignPgs is zero or not.

status of the entire wireless sensor network. The epidemic

commands include “Inject”, “Reboot”, and “Erase”. The lbca  !!l- SECURITY VULNERABILITY IN. DELUGE IMAGE

commands can only affect the node directly connected to MANAGEMENT

(or one hop away from) the PC. The local commands areDeluge was not designed with security in mind. A number

introduced for convenience, and are not an essential partodfapproaches [7], [8], [13], [16] have been developed to

code dissemination. provide security protection for Deluge in hostile envircemts.
Metadata of Code Images: Deluge uses the externalHowever, all these approaches focused on the protection

flash on sensor nodes to store multiple code images. Assuafiethe “Inject” command, but overlooked the other image

Deluge allocatesn code image slots in the external flash antchanagement issues.

uses index numbeb throughm — 1 to identify them. Each  Vulnerability of “Reboot” and “Erase” Commands:

code image slot can store one code image. We lugé~;, The “Reboot” and “Erase” commands are both epidemic

0 < i < m — 1, to represent the code image stored inommands, which affect all nodes in the network. Despite the

slot 7. To facilitate the management of code images on seexisting security solutions for securing the “Inject” cotainal,

sor nodes, Deluge introduces two metadata structidede there is no mechanism to authenticate the “Reboot” and

Description and | mage Descri ption. As Figure 1 “Erase” commands to all sensor nodes. As a result, an attacke

shows,Node Descri pti onincludes the information of the may exploit this vulnerability to boot the entire network to

Il. CODEIMAGE MANAGEMENT IN DELUGE



a wrong code image, or erase an important image from &#y pair. Each node in the sensor network is pre-configured
sensor nodes. For example, to boot to a wrong image~;, with the base station’s public key.
the attacker simply needs to send out a fake advertisementhreat Model: We assume attackers has powerful nodes
packet with a large enough version number (i.e., larger théag., laptops). Attackers can launch bettternalandinternal
the one in theNode Descri pti on on all sensor nodes) attacks In an external attack, the attacker does not control
and a wrong image number Any receiving node will accept any node in the network, but can eavesdrop packets, inject
this Node Descri pti on due to the large version numberbogus packets, and replay packets. The attacker can also
update its owrNode Descri pti on, and reboot to image launch wormhole attack [10], Sybil attacks [22], and Denial
IMG,;. of Service (DoS) attacks. In an internal attack, the attacke
Similarly, to erase a code imageM G, (except for the can compromise some sensor nodes, and attack the rest of the
golden image) on all sensor nodes, the attacker simply needswork by using the sensitive information in the compradis
to send a fake advertisement packet with a large enougbdes. The attacker can also control the compromised nodes
version number inl mage Descri ption and 0 in fields not to cooperate with other nodes (e.g., inject bogus packet
nunPgs and nunPgsConpl et e. Any receiving node will drop packets).
accept thid nage Descri pti on and erase the code image
accordingly. V. SECUREREMOTE IMAGE MANAGEMENT
Note that even if the advertisement packets are authesticat

. . : In this section, we present our approach for secure remote
(e.g., using cluster k_ey asin [7], [13]) between nelghba)‘em;? .code image management. Our techniques are applicable to

. L dmote image management in general. However, to make these

a single node and injecting faked commands through the | . .

. echniques concrete, we use Deluge image management as a
compromised node. specific target in this paper
Vulnerability of Local Commands: The “Ping” and P 9 paper.

“ N . Deluge includes three epidemic commands (i.e., “Inject”,
Dump” commands only obtain, but do not change, the stat N B e . .

.. "Reboot”, and “Erase”) in advertisement packets for code di
of the sensor network. Thus, the attacker can make limite

) ; . emination and remote image management. The protection of
impact on the network even if he can exploit these commands. ', .~ | ,

“ " Inject” command has been addressed in recent papers [7]
The “Reset” command can only change the status of the ni

e
connected to the PC directly. All three local commands ¢ nf [13], [16]. Thus, we focus on the protection of "Reboot

be authenticated using cluster keys as suggested in [7]]t¢13 an: Ij-rase |ndthe l;pllomn? d|jcussmt>n|. for the va
eliminate external attacks. Even if the attacker can comjze S discussed earlier, the flundamental reason for e vainer

a node and get the cluster key, the impact is still constntalingIIItIes rglatgd 0 Re?oot and Era_se Is the lack of broadt
in a small region. authentication. A naive approach is to have the source node

Need for Lightweight Secure “Reboot’ and “Erase”: sign the metadata structures in each advertisement pasiket u

The above discussion suggests that it is necessary to proﬁdd.'?'t?hl 5|gnatltjre. #Jnforttﬁnately, each drec?vmg no.(tzle lfma.
security mechanisms to protect the remaining two epidem\fgr' y 33|gtr_1a ure trom ketsgﬁrce nto eIWI ercljevter|| r@s&an;
commands (“Reboot’ and “Erase”) in order to have trul@ New advertisement packet. This not only leads to long delay

secure code dissemination in wireless sensor networks. | ¢ to th%_(la_;(pe?%vzsmi{\atlgre verification, but also intced
fundamental reason for the vulnerability is the lack of loFoa € possibility oT DO> allacks.

cast authentication. However, straightforward soluti¢asg)., Ihn the following, ‘\‘/;/?e bpres”entda“Esequ?nEe zflllghtwe;]ght
digital signatures) immediately introduce significant fper schemes to protect "Reboot” an rase”. Each later scheme

mance overhead. In the rest of this paper, we investigaﬂgdresses the limitation of the previous one and improves ov

lightweight mechanisms that can authenticate “Reboot” at"FdT,he treatmgnts of th? Reboot and. Erase” commands are
“Erase” efficiently. similar. The difference is that a code image may be rebooted

multiple times, while each image can be erased only onca. Thi
IV. ASSUMPTIONS ANDTHREAT MODEL difference implies that the mechanism for “Reboot” is more

Assumptions: We assume the source of the code imagegomplex than that for “Erase”. In this section, we use “Reboo

i.e., thebase stationis a powerful node (e.g., a laptop). The?S the main target to develop our approach. The resulting
base station is trusted and cannot be compromised by atsack@PProach is also applicable to “Erase” with simplification.

We assume that sensor nodes are resource constrained
sensor node can perform a limited number of Public Ké%‘
Cryptographic (PKC) operations, but cannot perform many Our approach is based on a simple observation: To reboot
such operations due to limited energy. Each node has enowgherase a code image, we only need to authenticate to all
memory (i.e., external flash) for storing a few program insagesensor nodes a reboot or erasgnal for a code image that
We assume that the propagation of code images is protected already been distributed to all nodes. This is in contrast
by Seluge [13] to have a specific target. (Other schemes #&weauthenticating a block of new data (e.g., inject a new code
possible, but may lead to small variations in the proposé@uage), where we not only need to authenticate the existence
approach.) We assume the base station has a private/pubfithe data, but also its content.

Aécheme 1: Key Chain-based Image Management



Based on this observation, we propose a lightweight ameta-data structure
proach to authenticate the “Reboot” command using one-way
key chains. The basic idea is to use a dedicated one-way key
chain for each code imageV/ G; to authenticate instances ofthen constructs the neNode Descri pti on for the “Re-
rebooting to this image, with each key representing a rebdsdot” command
instance.

Key Chain Generation: Before injecting a new code image
IMG;, i > 0, into the network, the source node generatesd finally broadcasts the neMode Descri ption in an
a one-way key chain fof MG;, as shown in Figure 2. advertisement packet.

Specifically, the source node randomly generates a/kgy Verification of “Reboot” Commands: Once a node re-
as the last key for the key chain, and repeatedly performs@ives the abovélode Descri pti on in an advertisement
one-way functionf” to compute all the other keys\; ; = packet, it first verifies if keys; ;. ; has already been disclosed.
F(Kij41),0<j<n-1 Then it comparesi (K; ;+1) with K; ;, which is disclosed in
an advertisement packet for the last “Reboot” command. If
H(K; ;1) = K, ;, the “Reboot” command is authenticated,
Kin-1<— Kin and the node updates its owsbde Descri pti on with
the newNode Descri pti on and reboots td M G;. This
Fig. 2. One-way key chain for code imadd/G; (F: One-way function) node will also broadcast the neMode Descri ption in
its own advertisement packets. As a result, the ridwvde

W|thtthe”0trr11e—way funct|EnFﬁ;_g|v(§en<K?j,<ar_lyl:l)aoctiy_tcgn Descri pti on will propagate to the whole network, and all
compute a € previous Keyf;;,0 = b = j, BUL LIS h4es will reboot tal M G;.

computationally infeasible to compute any of the later keys Key Chain Update: The one-way key chain for a given

ilrfiifilélj lj;a ; ]S{»logvcﬁi::-r?ﬁ’gllﬁzshti;(gwclzig?ne gfmarl:i?nif\t image may run out after multiple rounds of rebooting. A
a sensor noae, can authenticate any key in the key chain imple ;oluuon IS to haye the source_no_de to generate qnothe
. : . é9 chain for this code image, and distribute the commitment
merely pgrformmg OF‘e'V,Vay function operations. using a signature packet (without injecting a new code irpage
Comrr_ntment Dlstr|_but|on: In“ order to use the one-way A sensor nodes that receive this packet will use the new key
key chain to authenticate the “Reboot” commands for code,in tor rebooting purposes. Other more complex solutions
image/ M G;, we need to distribute the key chain commitmeni, o ,ssible. For example, we may use multi-level key chains
Ky to all thg Sensor nodes. Note that the code imaga; proposed in [19], [20] to address the key chain update proble
has to be dlssemln(_a\ted to all nodes befo_re they C,‘"m,reboolgimitation: In this approach, an attacker cannot trigger the
to IMG;. .Thus, It is natura] and convenlent to d'sm,bu,t?]odes to reboot to wrong code images, because it does not
the commitmentk’;o along with the code image when it is) oy the undisclosed keys in the key chains. However, the
injected into the network. For example, Seluge [13] boatsir only value reflects the time order between the disclosed keys

the_ injectipn of a new code image Wi,th a signature pa_cket, i different key chains is the version numbgkumin Node
which various parameters (e.g., version number) are ieclu scri ption, which is not authenticated by the source

and authenticated. Thus, the signature packet is an idaee pInode. By manipulating this version number, the attacker can

to distribute and authenticate the key cha_in commitmerttén tmake nodes reject certain “Reboot” commands from the source
case of Seluge. The same argument applies to other appEaghitye The whole network may run inconsistent code images if

such as [7], [8], [16], which all use a signature packet i artacker launches such attacks. We address this fionitat
bootstrap the injection of a new code image. in the next scheme.

Reboot through Key Disclosure: When the source node
needs to reboot all sensor nodes to a code imayes;, it B. Scheme 2: Total Ordered Key Chains
includes an undisclosed key in the key chainfaf G; along ~ The reason for the above attack is that the attacker can
with its index in an advertisement packet. This advertisgmemanipulate the version number Node Descri ption. To
packet will be propagated throughout the sensor network dagoid authenticating the content of tNede Descri pti on
to the epidemic property of Deluge [12]. (and increase the overhead as a result), we should not use
Assume the sensor nodes have rebooted to code imagesion numbervNum to indicate the freshness dfiode
IMG, for j; times. (Before the first reboot thAM/ G;, j; =0, Descri ption. To solve this problem, we introduce a total
and only the key chain commitme#; o has been disclosed.)order among the keys in different key chains, so that the
We use the disclosure of kely; ;.11 to signal the reboot to receiving node can determine the freshness of recdioste
IMG; for the (j;+1)-th time. In the key chain for code imageDescr i pti on based on disclosed keys and their indexes
IMG;, all keys beforek; ;,, including K; ;1;, have been only (rather than the version numbers).
disclosed. Assume the current running code imageM&=,,. Definition 1 (newer thans- and older than< relations):
If the source node wants to reboot all sensor nodes to coslepposek;, ;, is the ji-th key in the key chain for code
image I MG;, it first gets the curreniNode Description imagel/MG,;, and K; is the j>-th key in the key chain

ui do[[vNum|z(| 7. || Kz ;. [[cT C,

ui diHVNum—f' 1”2”]1 + 1|‘Ki,j7;+1||cr c’,

P P

2,2



for code imagel M G;,. K, j, is newer thank;, ; , denoted nodes reboot td M G, [ times without rebooting td M G;,

Ki, i, > K, 4, if the disclosed keys fafM Gy andI M G; are Ky j+; and K ;,
o jo > ji, 0r respectively. If the source node wants to reboot the network
e j1 = jo andiy > i;. to IMG;, it needs to disclose ke ;. In order to verify

Alternatively, we sayK;, ; is older than K;, ;,, denoted i+ @ll nodes will have to hash it times. A largel will

Ki, g < Kiy g, it Kiy 5y > Ky, o introduce long delays. More importantly, this leaves a gecu
1,J1 2,J2 2572 1,J1°"

vulnerability: An attacker may send a “Reboot” command with
a very large index. Even if the attacker does not have the righ
Koo < Kot <2 Koo <— - <2 Kon key to cause a real reboot, it will force all receiving nodes t

perform a large number of hash operations for key verificatio
F F C. Scheme 3: Virtual Key Chains with Sliding Window
K1,0 ~— K11
A straightforward solution to address the above problem is
to use a sliding window for each key chain, as Figure 5 shows.
Assume sensor nodes have rebooted to code inagé&’; j
times. After rebooting to other images a number of times,
when sensor nodes receive a command to rebodiMa>;
again, only the key with index less thant (w — 1) will be
K104 Km-11 - Km-12< - < Kp_1n verified, wherew is the window size. Thus, the attacker cannot
force the nodes to perform a large number of hash operations
Fig. 3. Order among keys in different key chains by forging a large index value.
The “newer than” (or alternatively, the “older than”) rédat
is a total order among the keys in all key chains, which we F . F v T — F
“force” on these keys. It defines the key disclosure order for Ko, [ Ko Koz fe— -

different code images. The source node can simply follow thi
order to disclose keys to authenticate the “Reboot” command
included in advertisement packets. As Figure 3 shows, the ... * IK”' F K”“IJ E Kijia<— ..
disclosed key for a newly released “Reboot” command should

always be newer than the key in the previous “Reboot”
commands. For example, if kei(; ; has been disclosed in

the last round of reboot, and the source node wants to reboo,gig. 5

the whole network to code imagdk it needs to include key ) o )
K, in the new “Reboot’ command. However, if the source However, the simple sliding window approach may lead to

node wants to reboot to the golden image (i.e., image O),rﬁjection of aL_Jthentic“Reb(?ot” commands. Consider Figure
needs to use keysy ., in the new “Reboot” command. Any whgre the wllndows. size i@ = 2. Assume the currently
receiving node will be able to determine whether the receiv@ctive code image ig MG;, with a disclosed keyK; ..
“Reboot” command is newer or not by comparing the new kébylso assume that the last _tlme whémn/ Gy was rebooted, the
with the one received for the last reboot. Key K, ; was used. Now if the source node wants to reboot
Because of the total order among the keys in different kéﬂ? IMGy again, the key ;> must be used. However, it is
chains, any receiving node can easily compare the freslofieséréady outside of the sliding window &b, ;, and all receiving

different “Reboot” commands. As a result, the attacker canrihodes will rejecti ;.4o. _ .
launch the wormhole attack described earlier. One way to compensate is to have the source node disclose

additional keys in the key chains that will be pushed out ef th
sliding windows due to a new “Reboot” command. However,

Sliding window for one-way key chain (window size= 2)

T Koy < < Ko g1 <— - this method will introduce additional communication oveal
as well as more complications in the protection of these key
disclosures.

L N S - We propose a more efficient method to address this problem.

Intuitively, we would like to “simulate” multiple key chagfor
different code images using only one key chain. We assume
that there aren slots for code images on each sensor node. In
Limitation: Though better than Scheme 1, Scheme still hasher words, each node can have uprt@ode images. We can

some limitations. Consider Figure 4. Assume the curremi@ct use a single one-way key chain, which is called ghabal key
code image in the network iBM G;, and the last active codechain, to replace the multiple key chains, as shown in Figure 6.
image isIMGq. Thus, the keys disclosed for rebooting tdy arranging the global key chain in a zigzag way, we simulate
these images aré(; ; and Ky ;, respectively. After sensor a virtual key chainfor each code image. Specifically, each

Fig. 4. Multiple hashing in reboot management



By using the sliding window method, attackers cannot force
the receiving nodes to perform a large number of hash opera-
F tions by forging a large index for the disclosed key. Thugnev
though our approach requires additional communication and
computation, due to the above reason and the light overhead
of hash operations, it does not expose the network to DoS
attacks.

Performance Analysis:Our approach introduces very light
performance overhead. To reboot different code images
times, the source node needs to perform hash function opera-
tions for at mostn - n times to generate the global key chain.
The source node needs to include this commitment (8 bytes)
in a signature packet, possibly piggy-backed in a signature
packet for injecting a new code image, and distributes it to
the network. Thus, each reboot action requires at mokash
operations and}; of a signature operation in preparation.

Fig. 6. Simulating multiple virtual key chains using a glbkay chain To reboot to a given code image, the source node needs

to include a previously undisclosed key and an index in
code imagd M G; has a virtual one-way key chain consistingn advertisement packet. This adds about 10 bytes to the
of Kiy1, Kivi4m, -, Kiy14(n—1)m- Each sensor node onlyadvertisement packet. In normal situations, each node that
needs to save one commitment of the global key chain for adiceives a “Reboot” command needs to perform at mest
the virtual key chains. hash operations in order to verify the disclosed key. Due to

When the source node needs to reboot the network the efficiency of hash functions, our approach introduceyg ve
IMG;, it broadcasts the next undisclosed K€y in the global little overhead into the rebooting process.
key chain that is also in the virtual key chain f&¥/G,. There In addition to theoretical analysis, we evaluate the perfor
is no need to disclose keys in other virtual key chains at athance overhead of our approach in a real testbed consisting
The sensor nodes can always verify the later disclosed kefs72 MicaZ motes. The results are presented in Section VI.
in other virtual key chains, since all keys in virtual key Tiga
are also ordered in the same global key chain. E. Secure Erase Management

An additional assumption we make in Scheme 3 is that thereThe above schemes are developed with reboot management
are a maximum numbemn{) of code images on each sensofs the main target. The complication is mainly due to the
node. This allows us to simulate multiple virtual key chainggason that each code image may be rebooted multiple times.
using one global key chain. This is a reasonable assumptifhcontrast, remotely managing erasure of a certain codgema
since all sensor platforms have an upper limit on the numbegn be performed in a much simpler way. Indeed, no key chain
of code images they can save. For example, TinyOS assurife§ecessary to authenticate the “Erase” command. When a
a maximum of 3 code images on each node. The conveniefi@ code imagd M G; is injected into the network, we only
offered by this assumption allows us to greatly simplify oureed to randomly generate an authenticator, for exaneple,

slotg :

sloty :

slotm—1 :

scheme. We can then compute its hash imagge;), where F' is a
_ one-way function. This valud’(e;) can be included in the
D. Analysis signature packet and authenticated to all the sensor nodes.

Now we provide analysis of our final scheme, scheme 3When the source node needs to erdd3éG;, it only needs

Security Analysis: Our approach can properly authenticatéo broadcast; throughout the network. The sensor nodes can
all “Reboot” commands to the entire network. Due to th#ien compute’(e;) and compare with the value they receive
one-way property of the one-way key chain, even if th&om the signature packet. Since only the source node knows
attacker knows the key chain commitment and all disclosed @ match in the comparison is sufficient to authenticate the
keys, he does not have access to any undisclosed keys, &f@se” command to the sensor nodes.
thus cannot forge “Reboot” commands. The attacker may
compromise some sensor nodes. However, as long as he does ]
not compromise the source node, the attacker will not be affle Implementation
to forge any “Reboot” command. In addition, since there is a We have implemented our secure image management
total order among all the keys used for reboot managemestheme as an extension to Seluge [13], which is a secure code
all sensor nodes will honor the most fresh key and determidessemination system based on Deluge [12]. For the sake of
the active code image accordingly. The epidemic propenyesentation, we call our secure image management system
of Deluge will guarantee that all “Reboot” commands wilSeluge-ImageManFollowing Seluge, Seluge-ImageMan has
be delivered to all reachable sensor nodes. As a result, ladith base station side and sensor side programs. The base sta
reachable nodes will run the same code image consistentlyion side programs are a set of Java programs expected to run

VI. IMPLEMENTATION AND EVALUATION



on a PC. They extend the Seluge Java tools to construct drain all the nodes in the network. As mentioned in [12], for
inject new code dissemination packets into sensor networkgrformance reasons, Deluge requires that every node teeep i
to reboot sensor nodes to a specified code image, and to eraséo on. Thus, these delays are closely related to the gnerg
a specified code image. The sensor side program is writtenconsumption required by code dissemination. The communi-
nesC [9] and runs on regular sensor nodes. cation overhead is measured as the total number of packets
We use the 64-bit truncation of SHA-1 as the hash functidransmitted by all the nodes during a code dissemination,
F', which provides sufficient pre-image resistance and has beghich is also related to power consumption.
used previously (e.g., [8], [13]). For digital signaturehieh
is required by Seluge, we use ECDSA over the 160-bit elliptic
curvesecpl60kl [4]. On the base station side, we use the % S
JCE provider in the Bouncy Castle Crypto APIs [1] for key IS

ECDSA and SHA-1 in TinyECC [18] for sighature and key e
verification. N J I

We add the following functionalities in the Java tools on the =
base station side: (1) Generation and storage of the glayal k fel
chain, (2) extraction of the reboot key for a specific codegena ===
from the global key chain, and (3) construction and broaticas = At ; = : ‘
of advertisement packets for “Reboot” and “Erase” commands Source Node
In the sensor side program, we modify thel ugeMmodule

of the Seluge nesC library to perform “Reboot” and “Erase”

p o

Fig. 7. The WiSeNet testbed (72 MicaZ motes; 152.5 feed7 feet).

key verification. Testbed: We perform the experiments in the WiSeNeT
sensor testbed, which has 72 MicaZ motes at the time of
TABLE II experiments. Figure 7 shows the layout of the testbed. The
CODE SIZE(BYTES) ON MICAZ. sensor nodes are deployed on the second floor of Engineering

ROM _ RAM Building Il at North Carolina State University. The testaéa

Deluge 22,226 1,123 includ ffi lab d id .

Seluge 45258 2278 includes offices, labs, server rooms, and corridors, cogeri

Seluge-ImageMan 46,348 2,555 an area of 152.5 feet 97 feet. Each node is equipped with
TinyECC in Seluge/Seluge-imageMan 13,044 426 an Ethernet programming board to provide remote access to

the node. We only use the programming boards to gather

Table 1l shows the ROM and RAM usage of Seluge anglaluation results from the sensor nodes; they do not everf
Seluge-ImageMan on MicaZ motes. The code size of Deluggth the radio communication between sensor nodes at all. We
and that of TinyECC are also included as references. It 4gt the transmission power level of the MicaZ radio module
easy to see that Seluge-ImageMan only slightly increases {tCc2420) ag)dBm.
ROM and RAM consumptions compared with Seluge. SelugeExperiment Setup: We need to configure a number of
and Seluge-ImageMan do increase both the ROM and RAbArameters for Deluge, Seluge, and Seluge-ImageMan for the
consumptions compared with Deluge, but the majority of th&periments. All parameters are set the same for the three
ROM increase is due to TinyECC. schemes. We set the data packet payload size as 102 bytes. The
advertisement packet is a special packet that contsite
Descri pti onandl mage Descri pti on. Since we place

We have provided an analysis of the security and perfdhe disclosed key and index for “Reboot” commandsiade
mance properties of Seluge-ImageMan in Section V. In th@scri pti on and the commitment of global key chain
following, we report the experimental evaluation of Selugentol mage Descri pti on, the size of advertisement packet
ImageMan in a network of MicaZ motes [2]. For comparisobecomes 108 bytes. Although the maximum packet payload
purposes, we perform the same set of experiments wilze defined in IEEE 802.15.4 [14] is 102 bytes, the actual
Deluge [12] and Seluge [13], since Seluge-ImageMan is amaximum packet payload size of MicaZ can be up to 116
extension to Seluge and Seluge is an extension to Delugebytes. To integrate the security mechanisms and the Deluge

Evaluation Metrics: We use two performance metrics inpropagation mechanisms, we have to make certain change to
our evaluation:Propagation delayand communication over- another parameter. Deluge by default uses a 2ms gap between
head There are three propagation delays in our evaluatiaie transmission of two data packets. However, a SHA-1 hash
Codepropagation delaygbootpropagation delay, angrasure verification operation takes about 15ms. Thus, we increase
propagation delay. Code propagation delay is the time redquithe transmission gap from 2ms to 17ms to accommodate this
to finish disseminating a code image to all the nodes in thequirement. Besides these parameters, all the other pteesn
network. Reboot propagation delay is the time to reboot a#main the same as the default configuration in Deluge.
the nodes in the network to a specified code image. ErasurdVe use the code images of 4 programBl i(nk,
propagation delay is the time to erase a specified code imdferToLeds, Cnt ToLedsAndRf m andTest Dri p) as the

B. Experimental Evaluation



input of the “Inject”, “Reboot”, and “Erase” commands. The BDeluge "Reboot” BSeluge "Reboot” BSeluge-imageMan “Reboot
original sizes of these programs are 1,532, 9,442, 10,05 P Bseloe s mosoemegeln e
and 10,670 bytes, respectively. After compiled with Deluge S
Seluge, and Seluge-ImageMan, their code images range

tween 25,602—-26,494 bytes, 46,304-47,232 bytes, and27,2(
48,132 bytes, respectively. In each experiment, we firgtcinj

a new code image at the source node (see Figure 7), and t
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reboot the source node to the injected code image. After g Blink RfmToLeds CntToLedsandRfm TestDrip
nodes reboot to the new code image, we erase the new cGue
image from the source node. For each program, we perform Fig. 10. Reboot and erasure propagation delays

the same experiment 10 times and take the average for the

erformance metrics. i i L
P In fact, they perform the same kind of operations during in-

jection of new code images, though Seluge-ImageMan entails
a slightly larger image size than Seluge for the same target
program. Seluge and Seluge-ImageMan lead to much larger
code propagation delays than Deluge. This is because the
image sizes generated for Seluge and Seluge-ImageMan are
significantly larger than that for Deluge.

Figure 10 shows the reboot and erasure propagation delays.
It seems strange at first glance that none of Deluge, Seluge,

ODeluge OSeluge BSeluge-ImageMan
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22,55
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20,000

15,000

9,216
9,131
9,735

10,166

10,000
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Number of Packets

Blink RfmToleds  CntToledsAndRfm TestDrip and Seluge-ImageMan can guarantee smaller reboot or erasur
propagation delay than the other two schemes for all 4 test
Fig. 8. Communication overhead (number of packets) programs.

Communication Overhead: Figure 8 shows the communi- We take a closer look at these delays. For reboot propagation

cation overhead in all three code dissemination systems fiif'@y, the additional verification step of Seluge-ImageMan
the test programs. Deluge has the smallest communicatfginPared with Seluge on each node is uprtchash opera-
overhead, while Seluge and Seluge-ImageMan have similigns. Since a SHA-1 hash operation takes about 15ms, the ad-

communication overheads, which are much larger than thatdfional verification of Seluge-ImageMan takes at most 45ms
Deluge. Note that the code image includes both the targtSuming each node has 3 code image slots (default value on

program and the code for the dissemination system (i.&!NYOS). The advertisement packet of Seluge-ImageMan has
Deluge, Seluge, or Seluge-ImageMan). Since Deluge has 4f more bytes than that of Seluge. Given the 250 kbps data
security mechanism, while Seluge and Seluge-ImageMan h&@ie Of MicaZ's radio chip CC2420 [3], the additional com-
TinyECC, Cluster Key, and Message Specific Puzzle modulé‘%‘ﬂn'ca“%'g t|8me of Seluge-ImageMan’s advertisement packe
the code image generated for Deluge is much smaller thi§n@Pout <55 = 0.64ms. These additional costs will not
the one generated for Seluge or Seluge-ImageMan. Thb

ause observable changes of reboot and erasure propagation
the number of packets transmitted during the code imadgllglays. In contrast, the dynamics of wireless communinatio
propagation in the network for Deluge is much smaller th

ve more impact on reboot and erasure propagation delays.
that for Seluge or Seluge-ImageMan. An important thing The experimental results indicate that Seluge-ImageMan ha

to note is that Seluge and Seluge-ImageMan have similg"y Similar performance overhead to Seluge.
communication overheads, mainly because the additiortsd co
size introduced by Seluge-ImageMan over Seluge is small.
Code dissemination is a critical issue to enable efficient
DDeluge DSeluge @ Seluge-ImageMan tasking of wireless sensor networks. A few code dissenunati
protocols (e.g., [6], [12], [15], [21], [23], [24]) have bee
developed recently to propagate new code images using the
250.00 ad-hoc wireless network formed by sensor nodes. In paaticul
o . Deluge [12] uses an epidemic protocol [17] for efficient
g advertisement of code meta data and spatial multiplexing fo
Blink RfmToLeds CntToLedsAndRfm TestDrip
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Integrity of disseminated code images is crucial to ensure
the success of code dissemination. Lanigan et al. proposed a
protocol named Sluice [16] and Secure Deluge [8] were inde-
pendently proposed to integrate signature and hash fursdiio

Propagation Delays: Figure 9 shows that Seluge andprovide efficient authentication of disseminated code iesag
Seluge-ImageMan have very similar code propagation delajpeng et al. proposed a scheme to improve the DoS-resilience

o
=4
o
S

102.02

o
=)
=)

Fig. 9. Code propagation delay
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