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Traditional intrusion detection systems (IDSs) focus on lo  w-level attacks or anomalies, and raise
alerts independently, though there may be logical connecti ons between them. In situations where
there are intensive attacks, not only will actual alerts be m ixed with false alerts, but the amount
of alerts will also become unmanageable. As a result, it is di cult for human users or intrusion
response systems to understand the alerts and take appropri ate actions. This paper presents
a sequence of techniques to address this issue. The rst tech nique constructs attack scenarios
by correlating alerts on the basis of prerequisites and consequences of attacks. Intuitively, the
prerequisite of an attack is the necessary condition for the attack to be successful, while the
consequence of an attack is the possible outcome of the attac k. Based on the prerequisites and
consequences of di erent types of attacks, the proposed met hod correlates alerts by (partially)
matching the consequences of some prior alerts with the prer equisites of some later ones. Moreover,
to handle large collections of alerts, this paper presents a set of interactive analysis utilities aimed
at facilitating the investigation of large sets of intrusio n alerts. This paper also presents the
development of a toolkit named TIAA, which provides system s upport for interactive intrusion
analysis. This paper nally reports the experiments conduc ted to validate the proposed techniques
with the 2000 DARPA intrusion detection scenario-specic d  atasets, and the data collected at the
DEFCON 8 Capture The Flag (CTF) event.

Categories and Subject Descriptors: D.4.6 [ Operating Systems ]: Security and Protection|
Invasive software (e.g., viruses, worms, Trojan horses) ; K.6.5 [Management of Computing
and Information Systems ]: Security and Protection

General Terms: Security

Additional Key Words and Phrases: intrusion detection, sec urity management, alert correlation

1. INTRODUCTION

Intrusion detection has been studied for more than twenty yars since Anderson's
report [Anderson 1980]. Intrusion detection techniques ca be roughly classi ed as
anomaly detection and misuse detection Anomaly detection (e.g., NIDES/STAT

[Javits and Valdes 1993]) is based on the normal behavior of aubject (e.g., a user
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or a system); any action that signi cantly deviates from the normal behavior is con-
sidered intrusive. Misuse detection (e.g., NetSTAT [Vignaand Kemmerer 1999])
detects attacks based on the characteristics of known attdcs or system vulnerabil-
ities; any action that conforms to the pattern of a known attack or vulnerability is
considered intrusive.

Traditional intrusion detection systems (IDSs) focus on lov-level attacks or anoma-
lies, and raise alerts independently, though there may be Igical connections be-
tween them. In situations where there are intensive attacks not only will actual
alerts be mixed with false alerts, but the amount of alerts wil also become unman-
ageable. As a result, it is dicult for human users or intrusi on response systems
to understand the alerts and take appropriate actions. Theefore, it is necessary
to develop techniques to constructattack scenarios(i.e., steps that attackers use in
their attacks) from alerts to facilitate intrusion analysi s.

In this paper, we develop a sequence of techniques to addrefise aforemen-
tioned problem. Our techniques start with a practical alert correlation method for
constructing attack scenarios from IDS alerts. This techngue can be explained
through the following observation: most attacks are not isdated, but related as dif-
ferent stages of attack sequencesyith the early stages preparing for the later ones
For example, in Distributed Denial of Service (DDoS) attacks, the attacker has to
install the DDoS daemon programs in vulnerable hosts beforédne can instruct the
daemons to launch an attack. In other words, an attacker has ¢ (or usually does)
reach a certain state before he can carry out certain attacksand usually reaches
the state by launching some other attacks.

Based on this observation, we correlate alerts usingrerequisites and consequences
of attacks Intuitively, the prerequisite of an attack is the necessay condition for the
attack to be successful, while the consequence of an attack the possible outcome
of the attack. For example, the existence of a vulnerable s&ice is the prerequisite
of a remote bu er over ow attack against the service, and as the consequence of
the attack, the attacker may gain access to the host. Accordigly, we correlate
the alerts together when the attackers launch some early aticks to prepare for
the prerequisites of some later ones. For example, if they @sa UDP port scan to
discover the vulnerable services, followed by an attack agast one of the services,
we can correlate the corresponding alerts together. It is wieknown that current
IDSs often miss unknown attacks, or variations of known attecks. To tolerate
missing detections, our method allows partial satisfactio of prerequisites of an
attack. In addition, our method allows exible alert aggregation, and provides
intuitive representations of correlated alerts.

We observe that it is quite challenging to analyze intrusionalerts even with the
help of alert correlation, particularly due to the large amount of alerts produced
by IDSs. As indicated in [Manganaris et al. 2000], \encounteing 10{20,000 alarms
per sensor per day is common." In this paper, we also presenixsutilities (called
aggregation/disaggregation, focused analysis, clustarg analysis, frequency analy-
sis, link analysis, and association analysig to facilitate the analysis of large sets
of correlated alerts. The proposed alert correlation metha and these utilities are
then integrated into one system, providing human users a pl#orm to analyze and
understand the correlated alerts as well as the strategieséhind them.
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The contribution of this paper is as follows. First, we devebp a formal framework
for alert correlation. Our method can deal with attack attem pts and correlate alerts
as long as there are signs of connections between them, evésome related attacks
fail or bypass the IDSs. In addition, our method provides an htuitive mechanism
(called hyper-alert correlation graph) to represent the atack scenarios constructed
through alert correlation. Second, we develop a set of inteactive utilities to fa-
cilitate the analysis of very large attack scenarios. Thesautilities either reduce
the size of large attack scenarios (while keeping the strucire of the attacks), or
extract selected features from large attack scenarios. Thd, we develop a toolkit
named TIAA (A Toolkit for Intrusion Alert Analysis), which i ntegrates the alert
correlation method and the analysis utilities into one sysem to provide support
for interactive intrusion analysis. Finally, we perform a series of experiments to
validate the alert correlation method and the analysis utilities using 2000 DARPA
intrusion detection scenario speci ¢ datasets [MIT Lincoln Lab 2000] and the net-
work tra ¢ captured at the DEFCON 8 Capture the Flag (CTF) eve nt [DEFCON
2000]. Our results show that our correlation method not only correlates related
alerts and uncovers the attack strategies, but also provide a way to di erentiate
between alerts, and that the interactive analysis utilities can e ectively simplify the
analysis of large amounts of alerts.

The remainder of this paper is organized as follows. The nexsection discusses
related work. Section 3 presents our formal framework for coelating alerts using
prerequisites and consequences of attacks. Section 4 dabes the analysis utilities
for analyzing attack scenarios constructed from large coéictions of alerts. Section
5 presents the development of the toolkit named TIAA for intr usion alert analysis.
Section 6 reports our experiments with the 2000 DARPA intruson detection sce-
nario speci ¢ datasets and the DEFCON 8 CTF dataset. Section7 discusses the
advantages and limitations of our approach, and Section 8 aacludes this paper and
points out some future research directions.

2. RELATED WORK

Intrusion detection has been studied for more than twenty yars since Anderson's
report [Anderson 1980]. A survey of the early work on intruson detection is given
in [Mukherjee et al. 1994], and an excellent overview of cuent intrusion detection
techniques and related issues can be found in a recent book gBe 2000].

Research on intrusion alert correlation has been rather adve recently. The rst
class of approaches (e.g., Spice [Staniford et al. 2002],q@rabilistic alert correlation
[Valdes and Skinner 2001], and the alert clustering method# [Cuppens 2001] and
[Julisch 2001]) correlates alerts based on the similaritie between alert attributes.
Though they are e ective for clustering similar alerts (e.g., alerts with the same
source and destination IP addresses), they cannot fully disover the causal relation-
ships between related alerts.

Another class of methods (e.g., correlation based on STATLEckmann et al. 2002]
or LAMBDA [Cuppens and Ortalo 2000], and the data mining approach [Dain and
Cunningham 2001]) performs alert correlation based on attak scenarios speci ed
by human users, or learned from training datasets. A limitation of these methods is
that they are restricted to known attack scenarios, or those that can be generalized
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from known scenarios. A variation in this class uses a conseence mechanism to
specify what types of attacks may follow a given attack, parially addressing this
problem [Debar and Wespi 2001].

A third class of methods, including JIGSAW [Templeton and Levitt 2000], the
MIRADOR correlation method [Cuppens and Miege 2002], and ou approach, tar-
gets recognition of multi-stage attacks; it correlates alets if the prerequisites of
some later alerts are satis ed by the consequences of somerkar alerts. Such
methods can potentially uncover the causal relationship baveen alerts, and are
not restricted to known attack scenarios.

Our method can be considered as a variation of JIGSAW [Templton and Levitt
2000]. Both methods try to uncover attack scenarios based ospeci cations of indi-
vidual attacks. However, our method also di ers from JIGSAW. First, our method
allows partial satisfaction of prerequisites (i.e., requied capabilities in JIGSAW
[Templeton and Levitt 2000]), recognizing the possibility of undetected attacks and
that of attackers gaining information through non-intrusi ve ways (e.g., talking to
a friend working in the victim organization), while JIGSAW r equires all required
capabilities be satis ed. Second, our method allows aggregion of alerts, and thus
can reduce the complexity involved in alert analysis, whileJIGSAW currently does
not have any similar mechanisms. Third, we develop a set of lities for alert
correlation and interactive analysis of correlated alerts which is not provided by
JIGSAW.

The work closest to ours is the MIRADOR correlation method proposed in [Cup-
pens and Miege 2002], which was developed independently ara parallel to ours.
These two methods share substantial similarity. The MIRADOR approach also
correlates alerts using partial match of prerequisites (pe-conditions) and conse-
guences (post-conditions) of attacks. However, the MIRADR approach uses a
di erent formalism than ours. In particular, the MIRADOR ap proach treats alert
aggregation as an individual stage before alert correlatin, while our method allows
alert aggregation during and after correlation. As we will e in Section 4, our
treatment of alert aggregation leads to the utilities for interactive alert analysis.

A formal model nhamed M2D2 was proposed in [Morin et al. 2002]a correlate
alerts by using multiple information sources, including the characteristics of the
monitored systems, the vulnerability information, the inf ormation about the mon-
itoring tools, and information of the observed events. Due b the multiple infor-
mation sources used in alert correlation, this method can ptentially lead to better
results than those simply looking at intrusion alerts. A mission-impact-based ap-
proach was proposed in [Porras et al. 2002] to correlate alty raised by INFOSEC
devices such as IDSs and rewalls. A distinguishing featureof this approach is that
it correlates the alerts with the importance of system asset so that attention can
be focused on critical resources. These methods are complemary to ours.

Several techniques have used the prerequisites and consemees of attacks for
vulnerability analysis purposes. In [Ritchey and Ammann 2M0], a model checking
technique was applied to analyze network vulnerabilities @ the basis of prerequisites
and results (i.e., consequences) of exploits (i.e., attac), along with hosts and
network connectivity information. In [Sheyner et al. 2002] and [Jha et al. 2002],
the technique in [Ritchey and Ammann 2000] was further extenled to generate
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and analyze all possible attacks against a vulnerable netwied system. These
techniques are focused on analyzing what attacksnay happento violate a given

security property. In contrast, our purpose is to reconstruct what has happened
according to the alerts reported by IDSs, and our technique ks to deal with the

inaccuracy of IDSs (i.e., false alerts and undetected attaes). We consider our
method as complementary to these vulnerability analysis tehniques.

Several languages have been proposed to represent attackscluding STAT [lI-
gun et al. 1995; Vigna and Kemmerer 1999; Eckmann et al. 2002 olored-Petri
Automata (CPA) [Kumar and Spa ord 1994; Kumar 1995], LAMBDA [Cuppens
and Ortalo 2000], and MuSig [Lin et al. 1998] and its successdNing et al. 2001].
In particular, LAMBDA uses a logic-based method to specify the pre-condition
and post-condition of attacks, which is similar to our method. However, all these
languages specify entire attack scenarios, which are limid to known scenarios. In
contrast, our method (as well as JIGSAW and the MIRADOR correlation method)
describes prerequisites and consequences of individualtatks, and correlates de-
tected attacks (i.e., alerts) based on the relationship betveen these prerequisites
and consequences. Thus, our method can potentially correta alerts in unknown
attack scenarios.

GrIDS uses activity graphs to represent the causal structue of network activi-
ties and detect propagation of large-scale attacks [Stanifrd-Chen et al. 1996]. Our
method also uses graphs to represent correlated alerts. Hawer, unlike GrIDS, in
which nodes represent hosts or departments and edges repess network tra ¢ be-
tween them, our method uses nodes to represent alerts, and gds the relationships
between the alerts.

Alert correlation has been studied in the context of network management (e.g.,
[Gruschke 1998], [Ricciulli and Shacham 1997], and [Gardmeand Harle 1998]). In
theory, alert correlation methods for network management ae applicable to intru-
sion alert correlation. However, intrusion alert correlation faces more challenges
than its counter part in network management: While alert correlation for network
management deals with alerts about natural faults, which usially exhibits regular
patterns, intrusion alert correlation has to cope with less predictable, malicious
intruders.

3. A FRAMEWORK FOR ALERT CORRELATION

As discussed in the introduction, our method is based on the laservation that in
a series of attacks, the attacks are usually not isolated, burelated as di erent
stages of the attack sequence, with the early ones preparinfpr the later ones. To
take advantage of this observation, we propose to correlatéhe alerts generated
by IDSs using prerequisites and consequences of the correspuling attacks. Intu-
itively, the prerequisite of an attack is the necessary condition for the attack to be
successful. For example, the existence of a vulnerable séte is a prerequisite for
a remote bu er over ow attack against the service. Moreover, the attacker may
make progress in gaining access to the victim system (e.g.,igstover the vulnerable
services, install a Trojan horse program) as a result of an daack. Informally, we
call the possible outcome of an attack the (possibleronsequencef the attack. In a
series of attacks where the attackers launch earlier attackto prepare for later ones,
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there are usually strong connections between the consequess of the earlier attacks
and the prerequisites of the later ones. Indeed, if an earlreattack is to prepare for

a later attack, the consequence of the earlier attack shouldat least partly satisfy

the prerequisite of the later attack.

Accordingly, we propose to identify the prerequisites (e.g existence of vulnerable
services) and the consequences (e.g., discovery of vulnéfa services) of each type
of attack. These are then used to correlate alerts, which areattacks detected by
IDSs, by matching the consequences of (the attacks correspding to) some previous
alerts and the prerequisites of (the attacks correspondingo) some later ones. For
example, if we nd a Sadmind Ping followed by a bu er over ow attack against
the correspondingSadmind service, we can correlate them to be parts of the same
series of attacks. In other words, we model the knowledge (ostate) of attackers
in terms of individual attacks, and correlate alerts if they indicate the progress of
attacks.

Note that an attacker does not have to perform early attacks to prepare for a
later attack, even though the later attack has certain prerequisites. For example, an
attacker may launch an individual bu er over ow attack agai nst a service blindly,
without knowing if the service exists. In other words, the prerequisite of an attack
should not be mistaken for the necessary existence of an eamt attack. However,
if the attacker does launch attacks with earlier ones prepaing for later ones, our
method can correlate them, provided that the attacks are deected by IDSs.

In the following subsections, we adopt a formal approach to dvelop our alert
correlation method.

3.1 Prerequisite and Consequence of Attacks

We propose to use predicates as basic constructs to represehe prerequisites and
(possible) consequences of attacks. For example, a scangimttack may discover
UDP services vulnerable to a certain bu er over ow attack. W e can use the pred-
icate UDPVulnerableToBOF (VictimIP, VictimPort ) to represent the attacker's
discovery (i.e., the consequence of the attack) that the hashaving the IP address
VictimIP runs a service (e.g.sadmind) at UDP port VictimPort and that the ser-
vice is vulnerable to the bu er over ow attack. Similarly, i f an attack requires a
UDP service vulnerable to the bu er over ow attack, we can use the same predicate
to represent the prerequisite.

Some attacks may require several conditions be satis ed atlte same time in
order to be successful. To represent such complex conditieh we use a logical
combination of predicates to describe the prerequisite of a attack. For example,
a certain network launched bu er over ow attack may require that the target host
have a vulnerable UDP service accessible to the attacker tlmugh the rewall. This
prerequisite can be represented byJDPVulnerableToBOF (VictimIP, VictimPort )
A UDPAccessibleViaFirewall (VictimIP, VictimPort ). To simplify the following
discussion, we restrict the logical operators in predicate to ~ (conjunction) and _
(disjunction).

We also use a set of predicates to represent the (possible) mgequence of an
attack. For example, an attack may result in compromise of the root privilege as
well as modi cation of the .rhost le. Thus, we may use the following to repre-
sent the corresponding consequencef GainRootAccess (VictimIP ), rhostModi ed
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(VictimIP )g. Note that the set of predicates used to represent the consegnce is
essentially the logical combination of these predicates athcan be represented by a
single logical formula. However, representing the conseaunce as a set of predicates
rather than a long formula is more convenient and will be usecdhere.

The consequence of an attack is indeed thpossibleresult of the attack. In other
words, the attack may or may not generate the stated consequee. For example,
after a bu er over ow attack against a service, an attacker may or may not gain
the root access, depending on if the service is vulnerable tthe attack.

We usepossibleconsequences instead afctual consequences due to the following
two reasons. First, an IDS may not have enough information todecide if an attack
is e ective or not. For example, a network based IDS can detet certain bu er
over ow attacks by matching the patterns of the attacks; however, it cannot decide
whether the attempts succeed or not without more information from the related
hosts. Thus, it may not be practical to correlate alerts using the actual consequences
of attacks. In contrast, the possible consequence of a typef attack can be analyzed
and made available for the IDS. Second, even if an attack fadl to prepare for the
follow-up attacks, the follow-up attacks may still occur simply because, for example,
the attacker wants to test the success of the previous attackor the attacker uses
a script to launch a series of attacks. Using possible consegnces of attacks will
lead to better opportunity to correlate such attacks.

For the sake of brevity, we refer to apossible consequencgmply as aconsequence
throughout this paper.

3.2 Hyper-alert Type and Hyper-alert

Using predicates as the basic construct, we introduce the rton of a hyper-alert
type to represent the prerequisite and the consequence of eachpg of alert.

De nition 3.1. A hyper-alert type T is a triple (fact, prerequisite, consequencg
where (1) fact is a set of attribute names, each with an associated domain ofalues,
(2) prerequisite is a logical combination of predicates whose free variableare all in
fact, and (3) consequencds a set of predicates such that all the free variables in
consequenceare in fact.

Each hyper-alert type encodes the knowledge about a type ofteack. The compo-
nent fact of a hyper-alert type tells what kind of information is reported along with
the alert (i.e., detected attack), prerequisite speci es what must be true in order
for the attack to be successful, andconsequencalescribes what could be true if the
attack indeed succeeds. For the sake of brevity, we omit the @mains associated
with the attribute names when they are clear from the context.

Example 3.2. Consider the bu er over ow attack against the sadmind remote
administration tool. We may have a hyper-alert type SadmindBu erOver ow =
(f VictimIP, VictimPort g, ExistHost (VictimIP ) A VulnerableSadmind (VictimIP ),
f GainRootAccesgVictimIP )g) for such attacks. Intuitively, this hyper-alert type
says that such an attack is against the host at IP addres/ictimIP . (We expect the
actual values ofVictimIP are reported by an IDS.) For the attack to be successful,
there must exist a host at IP addressVictimIP , and the correspondingsadmind
service must be vulnerable to bu er over ow attacks. The att acker may gain root
privilege as a result of the attack.
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Given a hyper-alert type, a hyper-alert instance can be generated if the corre-
sponding attack is detected and reported by an IDS. For examfe, we can generate
a hyper-alert instance of type SadmindBu erOver ow from a corresponding alert.
The notion of hyper-alert instance is formally de ned as follows:

De nition 3.3. Given a hyper-alert type T = (fact, prerequisite, consequencg
a hyper-alert (instance) h of type T is a nite set of tuples on fact, where each
tuple is associated with an interval-based timestamp Ppegintime, end_time]. The
hyper-alert h implies that prerequisite must evaluate to True and all the predicates
in consequencemight evaluate to True for each of the tuples. (Notation-wise, for
each tuplet in h, we uset:begin_time and t:end_time to refer to the timestamp
associated witht.)

The fact component of a hyper-alert type is essentially a relation seema (as in
relational databases), and a hyper-alert is a relation insance of this schema. One
may point out that an alternative way is to represent a hyper-alert as a record,
which is equivalent to a single tuple onfact. However, such an alternative cannot
accommodate certain alerts possibly reported by an IDS. Foexample, an IDS may
report an IPSweep attack along with multiple swept IP addresses, which cannot be
represented as a single record. In addition, our current famalism allows aggregation
of alerts of the same type, and is exible in reasoning about &rts. Therefore, we
believe the current notion of a hyper-alert is an appropriate choice.

A hyper-alert instantiates its prerequisite and consequenceby replacing the free
variables in prerequisite and consequencawvith its speci ¢ values. Since all free vari-
ables in prerequisite and consequencenust appear infact in a hyper-alert type, the
instantiated prerequisite and consequence will have no fie variables. Note that
prerequisite and consequencecan be instantiated multiple times if fact consists of
multiple tuples. For example, if an IPSweep attack involvesseveral IP addresses,
the prerequisite and consequenceof the corresponding hyper-alert type will be in-
stantiated for each of these addresses.

In the following, we treat timestamps implicitly and omit th em if they are not
necessary for our discussion.

Example 3.4. Consider the hyper-alert type SadmindBu erOver ow in example
3.2. There may be a hyper-alerthsagmingsor ~ as follows: f (VictimlIP = 152.1.19.5,
VictimPort = 1235), (VictimIP = 152.1.19.7, VictimPort = 1235)g. This implies
that if the attack is successful, the following two logical formulas must be True
as the prerequisites of the attack: ExistHost (152.1.19.5)" VulnerableSadmind
(152.1.19.5), ExistHost (152.1.19.7)" VulnerableSadmind (152.1.19.7). Moreover,
as possible consequences of the attack, the following mighie True: GainRootAccess
(152.1.19.5), GainRootAccess (152.1.19.7). This hyper-alert says that there are
bu er over ow attacks against sadmind at IP addresses 152.1.19.5 and 152.1.19.7,
and the attacker may gain root access as a result of the attack

A hyper-alert may correspond to one or several related aled. If an IDS reports
one alert for a certain attack and the alert has all the information needed to instan-
tiate a hyper-alert, a hyper-alert can be generated from thealert. However, some
IDSs may report a series of alerts for a single attack. For exaple, EMERALD may
report several alerts (within the same thread) related to anattack that spreads over

ACM Journal Name, Vol. V, No. N, May 2004.



Techniques and Tools for Analyzing Intrusion Alerts 9

a period of time. In this case, a hyper-alert may correspond @ the aggregation of
all the related alerts. Moreover, several alerts may be reped for the same type
of attack in a short period of time. Our de nition of hyper-al ert allows them to

be treated as one hyper-alert, and thus provides exibility in the reasoning about
alerts. Certain constraints are necessary to make sure theyper-alerts are reason-
able. However, since our hyper-alert correlation method des not depend on them
directly, we will discuss them after introducing our method.

Ideally, we may correlate a set of hyper-alerts with a later lyper-alert if the
consequences of the former ones imply the prerequisite of ¢hlatter one. However,
such an approach may not work in reality due to several reasom First, the attacker
may not always prepare for certain attacks by launching someother attacks. For
example, the attacker may learn a vulnerablesadmind service by talking to people
who work in the organization where the system is running. Seend, the current IDSs
may miss some attacks, and thus a ect the alert correlation f the above approach
is used. Third, due to the combinatorial nature of the aforenmentioned approach,
it is computationally expensive to examine sets of alerts tond out whether their
consequences imply the prerequisite of an alert.

Having considered these issues, we adopt an alternative appach. Instead of
examining if several hyper-alerts imply the prerequisite ¢ a later one, we check
if an earlier hyper-alert contributes to the prerequisite of a later one. Speci cally,
we decompose the prerequisite of a hyper-alert into individal predicates and test
whether the consequence of an earlier hyper-alert makes s@nof the prerequisites
True (i.e., make the prerequisite easier to satisfy). If theresult is yes, then we
correlate the hyper-alerts together. This idea is speci edformally through the
following De nitions.

De nition 3.5. Consider a hyper-alerttypeT = ( fact, prerequisite, consequence
The prerequisite set (or consequence set, resp.) df, denotedP (T) (or C(T), resp.),
is the set of all predicates that appear inprerequisite (or consequenceresp.). Given
a hyper-alert instance h of type T, the prerequisite set (or consequence set, resp.)
of h, denotedP (h) (or C(h), resp.), is the set of predicates inP(T) (or C(T), resp.)
whose arguments are replaced with the corresponding attribte values of each tuple
in h. Each element inP (h) (or C(h), resp.) is associated with the timestamp of
the corresponding tuple in h. (Notation-wise, for eachp 2 P(h) (or C(h), resp.),
we usep:begintime and p:end.time to refer to the timestamp associated with p.)

Example 3.6. Consider the Sadmind Ping attack through which an attacker dis-
covers possibly vulnerablesadmind services. The corresponding alerts can be repre-
sented by a hyper-alert type SadmindPing = ( f VictimIP, VictimPort g, f ExistHost
(VictimIP )g, f VulnerableSadmind(VictimIP )g).

Suppose a hyper-alert instancéisadminaring  Of type SadmindPing has the follow-
ing tuples: f (VictimIP = 152.1.19.5,VictimPort = 1235), (VictimlP = 152.1.19.7,
VictimPort = 1235), (VictimIP = 152.1.19.9, VictimPort = 1235)g. Then we
have the prerequisite setP (hsagminaring ) = fEXxistHost (152.1.19.5), ExistHost
(152.1.19.7),ExistHost (152.1.19.9p, and the consequence se€(hsadmindring ) =
f VulnerableSadmind (152.1.19.5), VulnerableSadmind (152.1.19.7), VulnerableSad-
mind (152.1.19.9y.
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Example 3.7. Consider the hyper-alert hsagmingsor  discussed in example 3.4.
We have P (hsadmingsor ) = fEXxistHost (152.1.19.5),ExistHost (152.1.19.7),Vul-
nerableSadmind(152.1.19.5),VulnerableSadmind(152.1.19.7Y, and C(hsagmindgsor )
= f GainRootAccess(152.1.19.5),GainRootAccess(152.1.19.7y.

De nition 3.8. Hyper-alert h; prepares for hyper-alert h,, if there exist p 2
P(hy) and C C(hy) such that for all ¢ 2 C, c:endtime < p:begin_time and the
conjunction of all the predicates in C implies p.

The prepare-for relation is developed to capture the causalelationships between
hyper-alerts. Intuitively, h; prepares forh, if some attacks represented byh; make
the attacks represented byh, easier to succeed.

Example 3.9. Let us continue examples 3.6 and 3.7. Assume that all tuplesni
hsadmindping have timestamps earlier than every tuple inhsagmindsor . By com-
paring the contents of C(hsadmindring ) @nd P (hsadmindeor ), it is clear the instan-
tiated predicate VulnerableSadmind(152.1.19.5) (among others) inP (hsagmindsor )
is also in C(hsadmindring ). Thus, hsadmindping Prepares for, and should be corre-
lated with hsadmindsor

Given a sequenceS of hyper-alerts, a hyper-alerth in S is a correlated hyper-
alert, if there exists another hyper-alert h®in S such that either h prepares forh®
or h° prepares forh. If no such h® exists, h is called anisolated hyper-alert The
goal of the correlation process is to discover all pairs of hyer-alerts h; and h; in
S such that h; prepares forh,.

3.2.1 Temporal Constraints for Hyper-alerts. As discussed earlier, we allow mul-
tiple alerts to be aggregated into a hyper-alert, which gives some exibility in rea-
soning about alerts. However, the de nition of hyper-alert is overly exible in some
situations; it allows alerts that occur at arbitrary points in time to be treated as a
single hyper-alert. Although some attackers usually spred their intrusive activities
over time, aggregating alerts at arbitrary time points is still overly broad, and may
a ect the e ectiveness of alert correlation.

In the following, we introduce two temporal constraints for hyper-alerts. The
purpose of these temporal constraints is to restrict the alet aggregation to mean-
ingful ones. We are particularly interested in hyper-alerts that satisfy at least one
of the constraints. However, most of our discussion in this pper applies to gen-
eral hyper-alerts. Thus, we will not speci cally indicate t he constraints if it is not
necessary.

De nition 3.10. Given atime duration D (e.g., 100 seconds), a hyper-aleitt sat-
is es duration constraint of D if Maxft:end_timej8t 2 hg Min ft:begin_time8t 2
hg<D.

De nition 3.11. Given a time interval | (e.g., 10 seconds), a hyper-alerh sat-
is es interval constraint of | if (1) h has only one tuple, or (2) for all r in h,
there exist another r®in h such that there exist r:begin_time < T < riend _time,
r%begintime < T %<r %end.time, andjT T§<I.

Intuitively, a hyper-alert satis es a duration constraint of D if all contributing
alerts occur during a period of duration D. Similarly, a hyper-alert satis es an
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hlPSweep NsadmindBor Nbpospaemon hIPSWeep N sadmindsor
O\ /. O O\ /5.
O hSadmindPing O hSadmindPing
(a) A hyper-alert correlation graph  HG (b) PG = precedent(hsagmingeor ;HG)
hlPSWEEP Nsadmindsor Nbpospaemon
O o O
hSadmindBOF hDDOSDaemor \ /
e =0 O N sadmindping
(c) SG = subsequent(hsadmindgor  ;HG) (d) CG = correlated (hsadmingsor  ;HG)

Fig. 1. Hyper-alert correlation graphs

interval constraint of | if the gap (in time) between two consecutive contributing
alerts never exceeds .

The temporal constraints are introduced to prevent unreasmable aggregation of
alerts. However, this does not imply that alerts have to be agregated. Indeed, in
our initial experiments, we treat each alert as an individud hyper-alert. In other
words, aggregation of alerts is an option provided by our modl, and temporal
constraints are restrictions that make the aggregated hype-alerts meaningful.

3.3 Hyper-alert Correlation Graph

The prepare-for relation between hyper-alerts provides a atural way to represent
the causal relationship between correlated hyper-alerts.In the following, we in-
troduce the notion of a hyper-alert correlation graph to represent attack scenarios
on the basis of the prepare-for relation. As we will see, the yper-alert correlation
graph re ects the high-level strategies or logical steps bkind a sequence of attacks.

De nition 3.12. A hyper-alert correlation graph HG = (N, E) is a connected
DAG (directed acyclic graph), where the setN of nodes is a set of hyper-alerts,
and for each pair of nodesni;n, 2 N, there is an edge fromn; to n; in E if and
only if ny prepares forn,.

Example 3.13. Suppose in a sequence of hyper-alerts we have the following
ones: hIPSWeep , hSadmindPing ’ hSadmindBOF , and hDDOSDaemon . The hyper—alerts
hsadmingeor ~ @nd hsadmindring have been explained in examples 3.4 and 3.6, re-
spectively. Supposehipsweep represents an IP Sweep attack, andhppospaemon
represents the activity of a DDoS daemon program. Assume thehipsweep pre-
pares for hSadmindPing and hSadmindBOF ’ respectively, hSadmindPing prepares for
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hsadmindsor , @nd hsadmingsor ~ prepares forhppospaemon - These are intuitively
shown in a hyper-alert correlation graph in Figure 1(a).

The hyper-alert correlation graph provides an intuitive representation of corre-
lated hyper-alerts. With this notion, the goal of the alert correlation process can
be rephrased as the discovery of hyper-alert correlation @gphs that have maximum
number of nodes from a sequence of hyper-alerts.

In addition to getting all the correlated hyper-alerts, it i s often desirable to
discover those that are directly or indirectly correlated to one particular hyper-
alert. For example, if an IDS detects a DDoS daemon running ore host, it would
be helpful to inform the administrator how this happened, that is, report all the
alerts that directly or indirectly prepare for the DDoS daemon. Therefore, we de ne
the following operations on hyper-alert correlation grapts.

De nition 3.14. Given a hyper-alert correlation graph HG = (N, E) and a
hyper-alert n in N, precedent(n;HG) is an operation that returns the maximum
sub-graphP G = (N % E9 of HG that satis es the following conditions: (1) n 2 N©,
(2) for each n®2 N O other than n, there is a directed path from n°to n, and (3)
each edgee 2 ECis in a path from a noden®in N%to n. The resulting graph PG
is called the precedent graph ofn w.r.t. HG.

De nition 3.15. Given a hyper-alert correlation graph HG = (N, E) and a
hyper-alert n in N, subsequent(n; HG) is an operation that returns the maximum
sub-graphSG = (N° E9 of HG that satis es the following conditions: (1) n 2 N©
(2) for each n®2 NP° other than n, there is a directed path fromn to n° and (3)
each edgee 2 E%is in a path from n to a noden®in N The resulting graph SG
is called the subsequent graph oh w.r.t. HG.

De nition 3.16. Given a hyper-alert correlation graph HG = (N, E) and a
hyper-alert n in N, correlated (n; HG) is an operation that returns the maximum
sub-graphCG = (N % E9 of HG that satis es the following conditions: (1) n 2 N©,
(2) for each n®2 NO other than n, there is either a path from n to n or a path
from n%to n, and (3) each edgee 2 ECis either in a path from a node inN°to n, or
in a path from n to a node in N° The resulting graph CG is called the correlated
graph of n w.r.t. HG.

Intuitively, the precedent graph of n w.r.t. HG describes all the hyper-alerts in
HG that prepare for n directly or indirectly, the subsequent graph of n w.rt. HG
describes all the hyper-alerts inHG for which n prepares directly or indirectly, and
the correlated graph of n w.r.t. HG includes all the hyper-alerts in HG that are
correlated to n directly or indirectly. It is easy to see that correlated(n;HG) =
precedeni{n;HG) [ subsequen{n;HG).

Assuming the black nodehsaamingsor  in gure 1(a) is the hyper-alert of concern,
gures 1(b) to 1(d) display the precedent graph, subsequentgraph, and correlated
graph of hsagmindgsor ~ W.r.t. the hyper-alert correlation graph in gure 1(a), re-
spectively. Note that gure 1(d) is the same as gure 1(a). This is because all the
hyper-alerts in gure 1(a) are related to hsagmingsor  Via the prepare-for relation.
In reality, it is certainly possible that not all hyper-aler ts are related to the hyper-
alert of concern. In this case the correlated graph only revals those directly or
indirectly correlated to that hyper-alert.

ACM Journal Name, Vol. V, No. N, May 2004.



Techniques and Tools for Analyzing Intrusion Alerts 13

The hyper-alert correlation graph is not only an intuitive w ay to represent at-
tack scenarios constructed through alert correlation, butalso reveals opportunities
to improve intrusion detection. First, the hyper-alert cor relation graph can poten-
tially reveal the intrusion strategies behind the attacks, and thus lead to better
understanding of the attacker's intention. Second, assumig some attackers exhibit
patterns in their attack strategies, we can use the hyper-atrt correlation graph
to pro le previous attacks and thus identify on-going attacks by matching to the
pro les. A partial match to a pro le may indicate attacks pos sibly missed by the
IDSs, and thus lead to human investigation and improvement d the IDSs. Never-
theless, additional research is necessary to demonstratéé usefulness of hyper-alert
correlation graphs for this purpose.

3.4 Implementation Issues

Though the correlation method is presented in a formal and alstract way, it can
be easily implemented as a DBMS application, which is deschbied below.

We assume there is a knowledge base that stores two types offormation: the
implication relationships between predicates and the hype-alert type information.
When the correlation system reads in the hyper-alert types,it generates the pre-
requisite and consequence sets of each hyper-alert type. laddition, it expands
the consequence set of each hyper-alert type by including the predicates in the
knowledge base implied by the consequence set. We call thesidt the expanded
consequence sebf the corresponding hyper-alert type. (Similar to the congquence
set of a hyper-alert type, we may instantiate the expanded casequence set with a
hyper-alert instance and get the expanded consequence set the hyper-alert.)

To simplify the correlation of hyper-alerts, we make the folowing assumptions.

Assumption 3.17. Given a setP = fpi(X11; 55 X1k, )5 35 Pm (Xm 15 2355 Xmk 1, )9 Of
predicates, for any set of instantiations of the variables<11; ::2; Xaky 5 55 Xm 1 25 Xmk 1 »
deriving all predicates implied by P followed by instantiating all the variables leads
to the same result as instantiating all the variables and then deriving all the pred-
icates implied by the instantiated predicates.

Assumption 3.18. All predicates are uniquely identi ed by their names and the
special characters\(", )", and \," do not appear in predica te names and arguments.

To correlate IDS alerts, the correlation system rst preprocesses these alerts be-
fore actually performing alert correlation. During preprocessing, the correlation
system generates hyper-alerts from the alerts reported byDSs and instantiates the
prerequisite and expanded consequence sets of each hypéera (The current im-
plementation generates one hyper-alert from each alert, tbugh our method allows
aggregating multiple alerts into one hyper-alert.) Note that having the expanded
consequence set of a hyper-alert, we can test if some predtea in the consequence
set imply a predicate by checking whether the latter predicae is included in the
expanded consequence set.

We encode instantiated predicates as strings, and thus fulter transform the
alert correlation problem to a string matching problem. Speci cally, each instan-
tiated predicate is encoded as the predicate nhame followedybthe character \(",
followed by the sequence of arguments separated with the chacter \,", and nally
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followed by the character \)". Thus, under assumption 3.18 and the fact that the
order of arguments in a predicate is signi cant, comparing nstantiated predicates
is equivalent to comparing the encoded strings.

We store the encoded prerequisite and expanded consequensets in two tables,
PreregSetand ExpandedConseqSetlong with the corresponding hyper-alert ID and
timestamp, assuming that each hyper-alert is uniquely idemti ed by its ID. (Note
that one hyper-alert may have multiple tuples in these tables.) Both tables have
attributes HyperAlertID , EncodedPredicate begintime, and endtime, with mean-
ings as indicated by their names. As a result, alert correlaibn can be performed
using the following SQL statement.

SELECT DISTINCT c.HyperAlertID, p.HyperAlertID

FROM PrereqSet p, ExpandedConseqSet ¢

WHERE p.EncodedPredicate = c.EncodedPredicate
AND c.end _time < p.begin_time

The correctness of such an implementation is guaranteed by fleorem 3.19.

Theorem 3.19. Under assumptions 3.17 and 3.18, our implementation method
discovers all and only the hyper-alert pairs such that the st one of the pair prepares
for the second one.

Proof. Consider a pair of hyper-alertsh; and h, such that h; prepares forh,.
By De nition 3.8, there exists p2 P(h;) and C  C(h;) such that for all ¢ 2 C,
c:end.time < p:begin _time and the conjunction of all predicates inC implies p. By
assumption 3.17,p should be in the expanded consequence set bf (but associated
with a di erent timestamp). Thus, both P rereqSetand ExpandedConseqSethave
a tuple that has the same encoded predicate along with the appriate hyper-alert
ID and timestamp. As a result, the SQL statement will output t hat h; prepares
for hs.

Suppose the SQL statement outputs thath; prepares forh,. Then there exist
t; in ExpandedConseqSetand t, in PreregSetsuch that t;:EncodedP redicate=
to:EncodedPredicate and t;:end_time <t ,:begintime. According to assumption
3.18,t1:EncodedP redicateand t>:EncodedP redicatemust be the same instantiated
predicate. Let us refer to this predicate agp; when it is in the expanded consequence
set of hy, and as p, when it is in P(hy). Thus, p; = p2 and p;:end_time <
p2:begintime. If p; is also in C(h;), let C = fp;g. Otherwise, let C be the set
of predicates in C(h;) that are instantiated by the same tuple in h; asp;. By the
way in which an expanded consequence set is constructed andgsumption 3.17,p;
is implied by the predicates in C. This is to say that p, is implied by C  C(hj)
such that for all ¢ 2 C, c:end.time < p ,:begintime. Thus, h; prepares forh, by
De nition 3.8. O

4. UTILITIES FOR INTERACTIVELY ANALYZING ALERTS

Our initial experiments (which we will report in Section 6) d emonstrate that the
alert correlation method is e ective in analyzing small sets of alerts. However, our
experience with intrusion intensive datasets (e.g., the DECON 8 CTF dataset
[DEFCON 2000]) has revealed several problems.
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First, let us consider the following scenario. Suppose an IB detected anSad-
mindPing attack, which discovered the vulnerableSadmind service on hostV, and
later an SadmindBu erOverlfow attack against the Sadmind service. Assuming
that they were launched from di erent hosts, should we corrdate them? On the
one hand, it is possible that one or two attackers coordinatd these two attacks
from two di erent hosts, trying to avoid being correlated. O n the other hand, it
is also possible that these attacks belonged to two separatattempts. Such a sce-
nario clearly introduces a dilemma, especially when there i@ a large number of
alerts. One may suggest to use time to solve this problem. Foexample, we may
correlate the aforementioned attacks if they happened witlin t seconds. However,
knowing this method, an attacker may introduce delays betwen attacks to bypass
correlation.

The second problem is the overwhelming information encodedy hyper-alert
correlation graphs when intensive attacks trigger a large aount of alerts. Our
initial attempt to correlate the alerts generated for the DEFCON 8 CTF dataset
[DEFCON 2000] resulted in 450 hyper-alert correlation gras, among which the
largest hyper-alert correlation graph consists of 2,940 ndes and 25,321 edges even
if the transitive edges are removed. Such a graph is clearlyoo big for a human user
to comprehend in a short period of time. Although the DEFCON 8 dataset involves
intensive attacks not usually seen in normal network tra c, the actual experience
of intrusion detection practitioners indicates that \enco untering 10-20,000 alarms
per sensor per day is common [Manganaris et al. 2000]." Thust is necessary to
develop techniques or tools to deal with the overwhelming iformation.

In this section, we develop a set of utilities to at least parially address these
problems. These utilities are provided for human analysts 6 examine di erent
aspects of (correlated) alerts e ciently. Though they cannot fully solve the rst
problem, these utilities can help analysts get as much infamation as possible and
make the best judgment. To address the second problem, somd the utilities are
designed to narrow down the scope of alerts being analyzed oeduce the complex-
ity of hyper-alert correlation graphs. These utilities are then integrated into one
system (which we will present in the next section), which pravides human analysts
a platform to examine correlated intrusion alerts interactively and progressively.

Each utility takes a set of hyper-alerts as input. Dependingon the output, these
utilities can be divided into two classes: hyper-alert generating utilities and fea-
ture extraction utilities. A hyper-alert generating utility outputs one or multiple
sets of hyper-alerts, while a feature extraction utility only outputs the properties
of the input hyper-alerts. We have developed six utilities, including alert aggrega-
tion/disaggregation, focused analysis, clustering analgis, frequency analysis, link
analysis, and association analysis The rst three utilities are hyper-alert generat-
ing utilities, while the last three are feature extraction utilities.

4.1 Alert Aggregation and Disaggregation

The goal of alert aggregation is to reduce the complexity of kiper-alert correlation
graphs without sacri cing the structures of the attack scenarios; it allows analysts
to get concise views of correlated alerts. For this reason, evalso refer to alert
aggregation asgraph reduction Alert disaggregation allows analysts to selectively
disaggregate certain aggregated alerts, thus providing th ability to examine the
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Attacking Host: 202.77.162.213
,,,,,,,, Victim Host: 172.16.112.50

Sadmind_Pi @ Stream_Do¢

7777777 Mstream_Zombie

Sadmind_Amslverify_Overflow

Fig. 2. A hyper-alert correlation graph discovered in the 2@0 DARPA intrusion
detection evaluation datasets

Attacking Host: 202.77.162.213
Victim Host: 172.16.112.50

67343 A 001 A 002 A003 67773

Sadmind_Ping Rsh Mstream_Zombie Stream_|
Sadmind_Amsilverify_Overflow

Fig. 3. A hyper-alert correlation graph reduced from Fig. 2

details of select aggregated alerts.

4.1.1 Alert Aggregation. As discussed earlier, the di culty of understanding a
large hyper-alert correlation graph is mainly due to the large number of nodes
and edges in the graph. Thus, a natural way to reduce the compglxity of a large
hyper-alert correlation graph is to reduce the number of nogés and edges. However,
to make the reduced graph useful, any reasonable reductionhsuld maintain the
structure of the corresponding attacks.

We propose to aggregate hyper-alerts of the same type to reae the number of
nodes in a hyper-alert correlation graph. Due to the exible de nition of hyper-
alerts, the result of hyper-alert aggregation will remain \alid hyper-alerts. For
example, in Figure 2, hyper-alerts 67432, 67434, 67436, arg¥440 are all instances
of hyper-alert type Sadmind. Amslverify_Over ow. Thus, we may aggregate them
into one hyper-alert. As another example, hyper-alerts 6758, 67559, 67560, and
67553 are all instances oRsh, and can be aggregated into a single hyper-alert.

Edges are reduced along with the aggregation of hyper-alest In Figure 2,
the edges between theRsh hyper-alerts are subsumed into the aggregated hyper-
alert, while the edges between theSadmind Ping hyper-alert and the four Sad-
mind_Amslverify_Over ow hyper-alerts are merged into a single edge. As a result,
we have a reduced hyper-alert correlation graph as shown inigure 3.

Reduction of a hyper-alert correlation graph may lose infomation contained in
the original graph. Indeed, hyper-alerts that are of the sane type but belong to
di erent sequences of attacks may be aggregated and thus pxide overly simpli ed
results. Nevertheless, our goal is to lose as little informion about the structure of
attacks as possible.
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Fig. 4. An example abstraction hierarchy of hyper-alert types

Depending on the actual alerts, the reduction of a hyper-alet correlation graph
may be less simpli ed so that there is too much detail in the resulting graph, or
overly simpli ed so that some structures are hidden. We woutl like to give a human
user more control over the graph reduction process.

We allow hyper-alert aggregation only when the resulting hyper-alerts satisfy an
interval constraint of a given threshold I . Intuitively, we allow hyper-alerts to be
aggregated only when they are close to each other in time. Théarger a threshold
| is, the more a hyper-alert correlation graph can be reduced.By adjusting the
interval threshold, a user can control the degree to which a fiper-alert correlation
graph is reduced.

Though simply aggregating the same type of hyper-alerts carsimplify complex
hyper-alert correlation graphs and thus improve their readability, one problem still
remains. That is, there may be many types of alerts in a hyperalert correlation
graph. One incentive to have many types of alerts is to allow ne-grained names
for di erent types of alerts and thus to keep more semantics #éong with the alerts.
However, a reduced hyper-alert correlation graph may stillhave too many nodes
and remain di cult to understand.

To allow further reduction of hyper-alert correlation grap hs, we extend the above
aggregation by combining abstraction with interval constraints. Speci cally, we
generalize each hyper-alert type to a more abstract one. Foexample, RealSe-
cure Network Sensor 7.0 may raise two types of alerts fomstream zombie activ-
ities: Mstream_Zombie Requestand Mstream_Zombie_Responsealerts, which rep-
resent the request sent from an mstream master program to an stream zombie
program and the response, respectively. We may abstract bét of them into one
type of Mstream_Zombie alerts. Abstraction may be performed hierarchically so
that there are di erent levels of abstractions. For example, we may further gener-
alize Mstream_Zombie and Trinoo _Daemoninto a type of DDoS_Daemon alert. We
assign an abstraction level to each (abstract) hyper-alertype to re ect the degree
of abstraction. Figure 4 shows the abstraction hierarchy fo the above example.

4.1.2 Alert Disaggregation. Alert aggregation controlled by interval constraints
and abstraction hierarchies of hyper-alert types can redue the size of hyper-alert
graphs and present concise views of correlated alerts. Hower, some details of
the correlated alerts and the prepare-for relations are hiden in the aggregated
alerts. Alert disaggregation provides a way to examine addional details of certain
aggregated hyper-alerts in the context of reduced hyper-art correlation graphs.
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Similar to alert aggregation, alert disaggregation is alsoperformed in terms of
interval constraints and abstraction hierarchies. Specically, given an aggregated
hyper-alert, we may specify an interval threshold smaller han the one used for
aggregation and/or an abstraction level lower than the one sed for the aggregated
hyper-alert, so that this aggregated hyper-alert is divided into multiple ner-grained
hyper-alerts. For example, we may choose to disaggregate aklstream_Zombie
hyper-alert to level 3 abstraction according to the abstradion hierarchy in Figure
4. As aresult, all the raw alerts that constitute the original Mstream_Zombie will be
regrouped and re-aggregated based on their ner typesNlstream_Zombie Request
or Mstream_Zombie Responsg, resulting in two hyper-alerts. In some sense, alert
disaggregation is a re-application of a smaller interval castraint threshold and a
lower-level abstraction level to the raw alerts that constitute the select aggregated
alert.

One way to e ectively use alert aggregation/disaggregation is to use large enough
interval constraint threshold and the highest abstraction level for all hyper-alerts
when performing alert aggregation for the rst time. This wi ll result in concise
hyper-alert correlation graphs. After getting the high-level idea of the alerts in the
hyper-alert correlation graphs, we may select hyper-ale in the graph and dis-
aggregate them by reducing their abstraction levels and/orthe interval constraint
threshold. This will regenerate the hyper-alert correlation graphs in a ner granu-
larity for selected hyper-alerts. As a result, di erent levels of abstractions can be
used for di erent hyper-alerts in the same hyper-alert correlation graph. Moreover,
this also implies that the abstraction levels assigned to hper-alert types have little
impact on the analysis results.

4.2 Focused Analysis

Focused analysis is to help an analyst focus on the hyper-ates in which he/she
is interested. In particular, this may generate hyper-alet correlation graphs much
smaller and more comprehensible than the original ones.

Focused analysis is implemented on the basis of focusing cstnaints. A focusing
constraint is a logical combination of comparisons between attribute ames and con-
stants. (In our work, we restrict logical operations to AND (), OR (_), and NOT
(:).) For example, we may have a focusing constraintSrclP = 129:1741422
DestlP = 129:1741422. We say a focusing constraintC; is enforceable w.r.t. a
hyper-alert type T if when we representC; in a disjunctive normal form, at least
for one disjunct Cy; , all the attribute names in C;; appear in T. For example, the
above focusing constraint is enforceable w.r.tT = (fSrclP; SrcPortg; NULL; ;),
but not w.r.t. T%= (fVictimlP;VictimPort g;NULL; ;). Intuitively, a focusing
constraint is enforceable w.r.t. T if it can be evaluated using a hyper-alert instance
of type T.

We may evaluate a focusing constraint C; with a hyper-alert h if C; is en-
forceable w.r.t. the type of h. A focusing constraint C; evaluates to True for
h if there exists a tuple t 2 h such that C; is True with the attribute names
replaced with the values of the corresponding attributes oft; otherwise, C; eval-
uates to False. For example, consider the aforementioned fwising constraint Cs ,
which is SrclP = 129:1741422 DestlP = 129:1741422, and a hyper-alert
h = f(SrclP =129:1741422; SrcPort = 80) g, we can easily have thatC; = True
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for h.

The idea of focused analysis is quite simple: we only analyzthe hyper-alerts
with which a focusing constraint evaluates to True. In other words, we would like
to lter out irrelevant hyper-alerts, and concentrate on an alyzing the remaining
hyper-alerts. We are particularly interested in applying focusing constraints to
atomic hyper-alerts, i.e., hyper-alerts with only one tuple. In our framework, atomic
hyper-alerts correspond to the alerts reported by an IDS diectly.

Focused analysis is particularly useful when we have certai knowledge of the
alerts, the systems being protected, or the attacking compters. For example, if
we are interested in the attacks against a critical server wh IP address Server.IP,
we may perform a focused analysis usindpestlP = Server_IP. However, focused
analysis cannot take advantage of the intrinsic relationslp among the hyper-alerts
(e.g., hyper-alerts having the same IP address). In the fowing, we introduce the
third utility, clustering analysis, to Il in this gap.

4.3 Clustering Analysis

Intuitively, clustering analysis is to partition a set of hy per-alerts into di erent
groups so that the hyper-alerts in each group share certain@mmon features. As
a special case, we refer to the clustering analysis appliedta hyper-alert correla-
tion graph as graph decomposition since this operation will decompose the original
correlation graphs into subgraphs on the basis of the clustes.

We use aclustering constraint to specify the \common features" for clustering
hyper-alerts. Given two sets of attribute namesA; and A,, a clustering constraint
Cc(A1;Ay) is a logical combination of comparisons between constantand attribute
names inA; and A,. (In our work, we restrict logical operations to AND ("), OR
(L), and NOT (:).) A clustering constraint is a constraint for two hyper-al erts;
the attribute sets A; and A, identify the attributes from the two hyper-alerts. For
example, we may have two sets of attribute name#; = f SrcIP; DestIP gand A, =
fSrclP;DestlP g, and C.(A1;Az) = (A1:SrclP = A,:SrclP )~ (Ap:DestlP =
Az:DestIP ). Intuitively, this is to say two hyper-alerts should remai n in the same
cluster if they have the same source and destination IP addreses.

A clustering constraint C.(A1;A>) is enforceable w.r.t. hyper-alert typesT; and
T, if when we representC.(A1;A>) in a disjunctive normal form, at least for one
disjunct Cg;, all the attribute names in A; appear in T; and all the attribute names
in A, appear in T,. For example, the above clustering constraint is enforceale
w.r.t. T; and T, if both of them have SrclP and DestlP in the fact compo-
nent. Intuitively, a clustering constraint is enforceable w.r.t. T; and Ty if it can be
evaluated using two hyper-alerts of typesT; and T,, respectively.

If a clustering constraint C.(A1;A>) is enforceable w.r.t. T; and T,, we caneval-
uate it with two hyper-alerts h; and h; that are of type T, and T,, respectively. A
clustering constraint C.(A1; A2) evaluates to True for h; and h; if there exists a tu-
plet; 2 h; andt, 2 h, such that C.(A1; Az) is True with the attribute names in A;
and A, replaced with the values of the corresponding attributes oft; and t,, respec-
tively; otherwise, C.(Aj; A,) evaluates to False. For example, consider the cluster-
ing constraint Cc(A1;A2) : (A1:SrclP = A,:SrclP )" (Ap:DestlP = Aj:DestlP),
and hyper-alerts hy = f(SrclP = 129:1741422; SrcPort = 1234; DestlP =
1521:14:5; DestPort = 80)g, h, = f(SrclP = 129:1741422; SrcPort = 65333,
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DestlP =152:1:14:5; DestPort = 23) g, we can easily have thatC.(A1; Ay) = True
for hy and h,. For brevity, we write Cc(hy;h2) = True if Cc(A1;A2) = True for h;
and h,.

Our clustering method is very simple, with a user-speci ed dustering constraint
Cc(A1;A2). Two hyper-alerts h; and hy are in the same cluster if Cc(Ay1; Az)
evaluates to True for h; and h, (or h, and hi). Note that C.(hy;h2) implies that
h,y and h, are in the same cluster, but the reverse is not true. This is beause
Cc(hy; ho) » Cc(h2;h3) (i.e., hy, hy and hs are in the same cluster) implies neither
Cc(hy; h3) nor C¢(hs; hy).

4.4 Frequency Analysis

Frequency analysis is developed to help an analyst identifypatterns in a collection
of alerts by counting the number of raw alerts that share somecommon features.
Similar to clustering analysis, frequency analysis partifons the input collection of
hyper-alerts. For example, an analyst may count the number & raw alerts that
share the same destination IP address to nd the most frequetly hit target. For
convenience, we reuse the notion of clustering constraintto specify the clusters.

Frequency analysis can be applied in bothcount mode and weighted analysis
mode In count mode, frequency analysis simply counts the numbeof raw intrusion
alerts that fall into the same cluster, while in weighted andysis mode, it adds all the
values of a given numerical attribute (called the weight attribute) of all the alerts in
the same cluster. As an example of frequency analysis in wéited analysis mode,
an analyst may use the priority of an alert type as the weight dtribute, and learn
the weighted frequency of alerts for all destination IP addiesses.

For convenience reasons, frequency analysis automaticgllanks the clusters as-
cendantly or descendantly in terms of the results. A lter which speci es a range
of frequency values may be applied optionally so that only reults that fall into this
range are returned to the analyst.

The frequency analysis utility is conceptually equivalent to applying clustering
analysis followed by a simple counting or summing for each othe clusters. How-
ever, since frequency analysis is developed for interactvanalysis, it is much more
convenient for an analyst if there is a utility combining these operations together,
especially when not all the clusters need to be reported to th analyst.

4.5 Link Analysis

Link analysis is intended to analyze the connection betweemntities represented by
categorical attribute values. Examples include how two IP aldresses are related to
each other in a collection of alerts, and how IP addresses amonnected to the alert
types. Though link analysis takes a collection of hyper-algs as input, it indeed
analyzes the raw intrusion alerts corresponding to these hyer-alerts. Link analysis
can identify candidate attribute values, evaluate their importance according to a
user-de ned metric, and rank them accordingly.

Link analysis takes at least two categorical attributes, A; and A, (e.g., source IP
and destination IP), as parameters. Similar to frequency amlysis, link analysis may
be used incount mode or weighted analysis mode In the latter case, link analysis
needs an additional weight attribute with a numerical domain. For each pair of
attribute values (A1 = a;; Az = ap), link analysis with categorical attributes A;
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and A, counts the number of all the alerts that have A, = a; and A, = a, in count
mode, or summarize the weight attribute values of these alds in weighted analysis
mode.

Given a link analysis with categorical attributes A; and A, over a collection
of hyper-alerts, or equivalently, the corresponding set ofraw intrusion alerts, we
call each pair of attribute values a link involving attributes A; and A, denoted
(A1 = az;A2 = az). We then de ne the weight of a link (A; = a;;A; = ap) as
the number of alerts that have A; = a; and A, = a, in count mode, or the sum of
the corresponding weight attribute values in weighted anaysis mode. Theweight
of an attribute value is then the sum of the weights of the links involving the value
Speci cally, the weight of A; = a; is the sum of the weights of all links that have
a; as the value ofAj, while the weight of A, = a, is the sum of the weights of all
links that have a, as the value ofA,.

Link analysis has two variations, dual-domain link analysis and uni-domain link
analysis depending on the treatment of the values of the two categoial attributes.
In dual-domain link analysis, values of the two categoricalalert attributes are con-
sidered di erent entities, even though they may have the sane value. For example,
we may perform a dual-domain link analysis involving sourcdP address and desti-
nation IP address. An IP address representing source IP is ¢wsidered as a di erent
entity from the same IP address representing a destinationP address. In contrast,
uni-domain link analysis requires that the two attributes i nvolved in link analysis
must have the same domain, and the same value is considered m@present the
same entity, no matter which attribute it corresponds to. In the earlier example,
the same IP address represents the same host, whether it is agrce or a destination
IP address.

The result of a link analysis can be visualized in a graphicaformat. Attribute
values are represented as nodes in the (undirected) graph,ith di erent sizes rep-
resenting the weight of the corresponding attribute values When uni-domain link
analysis is used, all the nodes have the same shape (e.g.,ab#); when dual-domain
link analysis is used, two di erent shapes (e.g., circle andsquare) correspond to
the two di erent attributes, respectively. The link betwee n two attribute values
are represented by the edge connecting the corresponding des. The weight of
each link is indicated by the color of the edge. Figure 5 showsn example of a
uni-domain link analysis. Note that additional informatio n (e.g., attribute values)
about each node or link can be obtained through a user interfee.

Link analysis can be considered a special case of associatianalysis, which is
discussed next. However, due to its simplicity and the visuhrepresentation of its
results, we use link analysis as a separate utility.

4.6 Association Analysis

Association analysis is used to nd out frequent co-occurraces of values belong-
ing to di erent attributes that represent various entities . For example, we may
nd through association analysis that many attacks are from source IP address
152.14.51.14 to destination IP address 129.14.1.31 at désation port 80. Such
patterns cannot be easily found by frequency analysis becae of the large number
of attribute combinations that would need to be analyzed ushg frequency analysis.
Association analysis is inspired by the notion of associatin rule, which was rst
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Fig. 5. Visual representation of a uni-domain link analysis(Note that edges are in
di erent colors)

introduced in [Agrawal et al. 1993]. Given a setl of items, an association rule is
a rule of the form X ! Y, whereX and Y are subsets (called item sets) of and
X\ Y = ;. Association rules are usually discovered from a set of transactions,
where each transaction is a subset of. The rule X ! Y has a supports in
the transaction set T if s% of the transactions in T contain X [ Y, and it has a
con dence c if ¢c% of the transactions in T that contain X also contain .

We do not use association rules directly; instead, we use thitem sets that have
large enough support (calledlarge item set9 to represent the patterns embedded
in alert attributes. We consider each raw alert a transaction. The large item sets
discovered from the intrusion alerts then represent frequet attribute patterns in
the alert set.

Syntactically, association analysis takes a setS of categorical alert attributes
and a thresholdt as parameters. Similar to frequency analysis and link analyis,
association analysis can be applied in both count mode and vighted analysis mode.
In the latter mode, association analysis requires a numeri attribute (also called
a weight attribute) as an additional parameter. To facilita te the weighted analysis
mode, we extend the notion of support toweighted support Given a set X of
attribute values and a weight attribute w, the weighted support ofX w.r.t. w in
the alert (transaction) set T is

sum ofw of all alerts in T that contain X
sum of w of all alerts in T '

Thus, association analysis of a collection of alerts in counmode nds all sets of
attribute values that have support more than t, while association analysis of a
collection of alerts in weighted analysis mode returns all sts of attribute values
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Fig. 6. The Architecture of TIAA

that have weighted support more thant.

4.7 Discussion

It is desirable to develop techniques that can comprehend ayper-alert correlation
graph and generate feedback to direct intrusion detection ad response processes.
We consider such a technique a part of our future research pta However, given the
current status of intrusion detection and response techniges, it is also necessary
to allow human users to understand the attacks and take appreriate actions. The
utilities developed in this section are intended to help hurman users analyze attacks
behind large amounts of alerts. They can make attack strateges behind intensive
alerts easier to understand, but cannot improve the perfornance of alert correlation.

5. TIAA: A TOOLKIT FOR INTRUSION ALERT ANALYSIS

It is desirable to have a system that supports the analysis ofintrusion alerts, es-
pecially when it is necessary to repeatedly apply the correltion method and the
analysis utilities to a set of intrusion alerts. For this purpose, we have developed a
system named TIAA (a Toolkit for Intrusion Alert Analysis).

TIAA is composed of three subsystemsalert collection subsystem, alert corre-
lation subsystem and interactive analysis subsystemwhich are centered around a
knowledge basend a database Figure 6 shows the architecture of TIAA.
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The knowledge base stores the prior knowledge of various tygs of alerts possibly
raised by IDS sensors, which is represented in the form of hygr-alert types. As
discussed earlier, each hyper-alert type consists of the alt attributes, the prerequi-
site, and the consequence of the alerts. The knowledge basksa stores a dictionary
of predicates and the implication relationships between tlese predicates. Moreover,
to facilitate the management of a potentially large number o intrusion alerts, TIAA
stores all the alerts, the analysis results, and the historyof the analysis process in
the database.

The purposes of the alert collection subsystem are to resodvthe potential naming
inconsistency in di erent types of IDS sensors and to faciliate the central storage
of intrusion alerts. Ideally, a common intrusion alert format such as IDMEF [Curry
and Debar 2001], if adopted, should resolve possible namingpn icts in intrusion
alerts. However, in practice, possible inconsistency sfilremains. For example,
IDMEF allows vendor speci ¢ names for the classi cation of alerts, and it is possible
to have di erent classi cations in di erent IDSs for the sam e attack. The current
version of TIAA supports IDMEF alerts and ISS's RealSecure.More vendor speci ¢
alerts can be supported by adding additional software comppents.

Alert correlation forms the foundation of intrusion alert a nalysis in TIAA. The
alert correlation subsystem is composed of two componentshyper-alert generator
and correlation engine. The hyper-alert generator produces hyper-alerts based on
the intrusion alerts collected by the alert collection subgystem, and at the same
time, derives the prerequisite sets and the expanded consegnce sets of the hyper-
alerts using the information stored in the knowledge base. e correlation engine
then uses these results to perform the actual correlation.

The interactive alert analysis subsystem is the most criti@l part of TIAA; it con-
sists of a set of interactive analysis utilities and a graph¢al user interface (GUI).
Intrusion alerts are organized into collections of hyper-alertsin TIAA. Each col-
lection consists of a number of hyper-alerts, and each hypealert corresponds to
one or more raw intrusion alerts reported by IDS sensors. Hypr-alerts in di erent
collections may correspond to the same raw intrusion alerts however, each raw
intrusion alert corresponds to at most one hyper-alert within one collection, and
each hyper-alert belongs to one and only one collection.

The analysis utilities are developed in such a way that they an be applied in-
dependently to a collection of hyper-alerts. As a result, these utilities can be iter-
atively applied to a collection of hyper-alerts generated ly previous analysis. The
analysis results are visualized in a graphical form, and argresented to the user
through the GUI. These utilities allow roll-up/drill-down analysis of alerts. In-
tuitively, a human analyst may have high-level view of a potentially large set of
intrusion alerts, and gradually investigate specic details as he/she knows more
about the alerts.

A user-friendly graphical user interface (GUI) is added as gart of TIAA system.
The purpose of the GUI is to make the alert analysis proceduranore interactive
and convenient for the human user.

Besides hyper-alert correlation graphs, TIAA also provides a chronological alert
correlation graph to present small sets of correlated alerts. In a chronologal alert
correlation graph, each node represents one raw alert reptad by an IDS sensor.

ACM Journal Name, Vol. V, No. N, May 2004.



Techniques and Tools for Analyzing Intrusion Alerts 25

& TIan o [=[ 3]
File Edit Ufilities Help
e BEA&E A&
@ [J analysis1 |

= Knowledge Base

u Property File

@ [ Analysis Results
[y darpa_dmz1 52

H L DARPA_2K_final.xml L Comelator.properties L dampa_dnz1_bet original L dampa_dnz1. bt

. |
& Hyperalert Facts 8] x|

HyperAlerdType begin_time end_time SrclPAddress | DestiPAddress |
Fsh 2001-11-10 00:35:... |2001-11-10 00:35:... |[172.016.112.050 202077162213

Fig. 7. A screen shot of TIAA

Nodes are arranged vertically in the order in which they are eported, with reference
to a time line. Each directed edge from one node to another regsents that the
former prepares for the latter. Chronological alert correhtion graphs are intended
for close examination of a small set of correlated alerts; thy could be dicult
to read when there are a large number of alerts. Figure 7 showa fraction of a
chronological alert correlation graph in the main window.

5.1 Implementation

TIAA is implemented in Java, with JDBC to access the database To save devel-
opment e ort, TIAA uses the GraphViz package [AT & T Research Labs ] as the

visualization engine to generate the graphical represent#on of the analysis results.

TIAA relies on a knowledge base for prior knowledge about dierent types of alerts

as well as implication relationships between predicates. Bcause of the need for
human analysts to write and possibly revise the knowledge bse, the knowledge
base is represented in an XML format. TIAA uses the Apache Xeces2 Java Parser
[Xer ] to facilitate the manipulation of the knowledge base.

Figure 7 shows a screen shot of TIAA. The collections of hypeaslerts and analy-
sis results are organized in a tree structure rooted at \Anaysis Results" in the left
window. Each node either represents a collection of hyperiarts, or the analysis
result of applying a feature extraction utility to the colle ction of alerts represented
by its parent node. Nodes representing analysis results okefture extraction util-
ities are called terminal nodes, to which we cannot apply anther analysis utility.
The analysis history is kept in the database. For each node, lte utility and the
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parameters used to obtain the corresponding collection of yper-alerts or analysis
results are all stored in the database, and can be retrievedhrough the GUI. The
top right window is the main output window, which displays al | the visualized anal-
ysis results. These visualized results are further organed in tabs, which can be
activated by clicking on the corresponding labels. The lowe right window is used
to output text-based information, such as the parameters ofthe analysis utilities.
Additional oating windows can be activated to display requ ested information. For
example, Figure 7 includes a oating window that displays the attribute values of
a selected hyper-alert in the main output window.

6. EXPERIMENTAL RESULTS

In this section, we report the experiments we performed to véidate our techniques.
Due to the space limit, we can only report selected results irthis paper. Some
additional details can be found in [Cui 2002].

We have performed two sets of experiments. The rst set of expriments was
aimed at evaluating the e ectiveness of the proposed alert orrelation method in
constructing attack scenarios and its ability to di erenti ate true and false alerts.
These experiments were done with the 2000 DARPA intrusion d&ction scenario
speci ¢ datasets [MIT Lincoln Lab 2000]. The second set of egeriments was in-
tended to evaluate the usefulness of the analysis utilitiesn dealing with large col-
lections of intrusion alerts. For the second set of experimets, we chose the dataset
collected at the DEFCON 8 CTF event [DEFCON 2000], which contains intensive
attacks launched by competing hackers during the contest.

In each experiment, we replayed selected network tra ¢ with NetPoke? in an
isolated network monitored by a RealSecure Network Sensor.8 [Internet Security
Systems ]. RealSecure was chosen because it has an extenseeof well documented
attack signatures. In all the experiments, the Network Sensr was con gured to
use the Maximum_Coveragepolicy with a slight change, which forced the Network
Sensor to save all the reported alerts. TIAA was then used to pcess the alerts
generated by RealSecure. The hyper-alert correlation graps were visualized using
the GraphViz package [AT & T Research Labs ]. For the sake of radability,
transitive edges are removed from the graphs.

We mapped each alert type reported by RealSecure to a hyperlart type with
the same name. The prerequisite and consequence of each hyadert type were
speci ed according to the descriptions of the attack signatires provided with the
RealSecure Network Sensor 6.0. The collection of predicasethe implication rela-
tionships between these predicates, and the hyper-alert fges can be found in [Cui
2002].

6.1 Experiments with the DARPA 2000 Datasets

The 2000 DARPA intrusion detection scenario speci ¢ datasés include LLDOS 1.0
and LLDOS 2.0.2 [MIT Lincoln Lab 2000]. LLDOS 1.0 contains a ®ries of attacks
in which an attacker probes, breaks in, installs the componets necessary to launch

1An alert is true if it is raised because the IDS detects an actu al attack; otherwise, it is false.
2NetPoke is a utility to replay to a live network packets that w  ere previously captured with the
tcpdump program. http://www.ll.mit.edu/IST/ideval/tools/tools_index. html
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Fig. 8. The (only) hyper-alert correlation graph discovered in the inside network
tra c of LLDOS 1.0.

a DDoS attack, and actually launches a DDoS attack against ano -site server.
LLDOS 2.0.2 includes a similar sequence of attacks run by anteacker who is a
bit more sophisticated than the rst one. Each dataset includes the network tra ¢

collected from both the DMZ and the inside part of the evaluation network. We
have performed four sets of experiments, each with either ta DMZ or the inside
network tra c of one dataset.

6.1.1 E ectiveness of Alert Correlation. Our rst goal of these experiments is
to evaluate the e ectiveness of the alert correlation methal in constructing attack
scenarios from alerts. Before discussing the quantitativeneasures, let us rst look
at one of the hyper-alert correlation graphs generated by tle alert correlator.

Figure 8 shows the (only) hyper-alert correlation graph dicovered from the inside
network tra ¢ in LLDOS 1.0. Each node in Figure 8 represents a hyper-alert. The
text inside the node is the name of the hyper-alert type follaved by the hyper-alert
ID. (We will follow this convention for all the hyper-alert ¢ orrelation graphs.)

There are 44 hyper-alerts in this graph, including 3 false arts, which are shown
in gray. We will discuss the false alerts later. The true hype-alerts can be divided
into ve stages horizontally. The rst stage consists of thr ee Sadmind Ping alerts,
which the attacker used to nd out the vulnerable Sadmind services. The three
alerts are from source IP address 202.077.162.213, and todfmation IP addresses
172.016.112.010, 172.016.115.020, and 172.016.112.0%8pectively. The second
stage consists of fourteenSadmind Amslverify_Over ow alerts. According to the
description of the attack scenario, the attacker tried three di erent stack pointers
and two commands in Sadmind Amslverify_Over ow attacks for each victim host
until one attempt succeeded. All the above three hosts wereuscessfully broken
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Table I. Completeness and soundness of alert correlation.

LLDOS 1.0 LLDOS 2.0.2
DMZ Inside DMZ Inside

# correctly correlated alerts 54 41 5 12

# related alerts 57 44 8 18

# correlated alerts 57 44 5 13
completeness measureR 94.74% | 93.18% | 62.5% | 66.7%
soundness measureRs 94.74% | 93.18% | 100% | 92.3%

into. The third stage consists of someRsh alerts, with which the attacker installed
and started the mstream daemon and master programs. The fourth stage consists
of alerts corresponding to the communications between themstream master and
daemon programs. Finally, the last stage consists of a DDoSlart.

We can see clearly that the hyper-alert correlation graph reeals the structure
as well as the high-level strategy of the sequence of attackd'he other hyper-alert
correlation graphs and the corresponding analysis are inaded in [Cui 2002].

This hyper-alert correlation graph is still not perfect. Tw o Email _Almail _Over ow
hyper-alerts (shown in gray in Figure 8) are false alerts, ad are mis-correlated with
the Rshalerts, though it is possible that an attacker uses these atcks to gain access
to the victim system and then copy the DDoS program with Rsh. The FTP _Syst
hyper-alert is also a false one; it is correlated with one oftte Sadmind Pings, be-
cause an attacker may use=TP _Systto gain the OS information and then launch
an Sadmind.Ping attack. Moreover, the attacker used atelnet as a part of the
sequence of attacks, but this graph does not include the coesponding hyper-alert.

Another interesting issue is that we correlated alerts that are not attacks. In
both DMZ and inside tra c of LLDOS 2.0.2, we correlated an Email_Ehlo with
an Email_Turn from 135.013.216.191 to 172.016.113.105. Our further anais in-
dicated that these were normal and related activities betwen email servers.

To better understand the e ectiveness of our method, we exarme the complete-
nessand the soundnessof alert correlation. The completeness of alert correlation
assesses how well we can correlate related alerts togetherhile the soundness eval-
uates how correctly the alerts are correlated. We introducetwo simple measures,
R. and Rs, to quantitatively evaluate completeness and soundness,espectively:

_ #correctly correlated alerts _ #correctly correlated alerts
# related alerts ros # correlated alerts

c

Counting the numbers in R; and Rg is easy, given the description of the attacks
in the DARPA datasets. However, RealSecure generated duptate alerts for several
attacks. In our experiments, we counted the duplicate alers as di erent ones. False
alerts are counted (as incorrectly correlated alerts) so lng as they are correlated.
Though non-intrusive alerts (e.g., the aboveEmail_Ehlo and Email _Turn) are not
attacks, if they are related activities, we counted them as orrectly correlated ones.

Table | shows the results about completeness and soundnesttbe alert correla-
tion for the two datasets. As shown by the values oRRg, most of the hyper-alerts are
correlated correctly. The completeness measuresR() are satisfactory for LLDOS
1.0. However, they are only 62.5% and 66.7% for the DMZ and inde tra c in LL-
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Table Il. Ability to di erentiate true and false alerts. RS ¢ orresponds to the results
directly obtained with RealSecure Network Sensor 6.5; Cor arresponds to results
obtained after correlation.

dataset attacks | tool | alerts | detected | detection true false
attacks rate alerts | alert rate
DMZ 89 RS 891 51 57.30% 57 93.60%
LLDOS Cor 57 50 56.18% 54 5.26%
1.0 Inside 60 RS 922 37 61.67% 44 95.23%
Cor 44 36 60% 41 6.82%
DMZ 7 RS 425 4 57.14% 6 98.59%
LLDOS Cor 5 3 42.86% 3 40%
2.0.2 Inside 15 RS 489 12 80.00% 16 96.73%
Cor 13 10 66.67% 10 23.08%

DOS 2.0.2. (Though the results for LLDOS 2.0.2 are much moreriformative than
not having the correlation capability, they are not as desirable as the results for
LLDOS 1.0.) Our further analysis reveals that all the hyper-alerts missed are those
triggered by the telnets that the attacker used to access a victim host. Eactielnet
triggered three alerts, TelnetEnvAll, TelnetXDisplay and TelnetTerminalType. Ac-
cording to RealSecure's description, these alerts are aboattacks that are launched
using environmental variables (TelnetEnvAll) in a telnet session, including XDisplay
(TelnetXDisplay) and TerminalType ( TelnetTerminalType). However, according to
the description of the datasets, the attacker did not launch these attacks, though
he did telnet to one victim host after gaining access to it. Nevertheless, to be con-
servative, we consider them as related alerts in our evaluan. Considering these
facts, we can conclude that our method is e ective for these dtasets.

6.1.2 Ability to Di erentiate Alerts. Our second goal of these experiments is to
see how well alert correlation can be used to di erentiate fése alerts and true alerts.
As we conjectured in Section 3, false alerts, which do not ceespond to any real
attacks, tend to be more random than the actual alerts, and ae less likely to be
correlated to others. If this conjecture is true, we can divet more resources to deal
with correlated alerts, and thus improve the e ectiveness d intrusion response.

To understand this issue, we deliberately drop the uncorredted alerts and then
compare the resulting detection rate and false alert rate wth the original ones for
RealSecure.

We counted the number of actual attacks and false alerts acaaling to the de-
scription included in the datasets. False alerts can be ideted easily by comparing
the alerts with the attack description provided with the dat asets; however, counting
the number of attacks is subjective, since the number of atteks depends on how
one views the attacks. Having di erent views of the attacks may result in di erent
numbers.

We adopted the following way to count the number of attacks inour experiments.
The initial phase of the attacks involved an IP Sweep attack. Though many packets
were involved, we counted them as a single attack. Similarlythe nal phase had a
DDoS attack, which generated many packets but was also couetd as one attack.
For the rest of the attacks, we counted each action (e.g.telnet, Sadmind.Ping)
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initiated by the attacker as one attack. The numbers of attadks observable in these
datasets are shown in Table Il. Note that some activities sub as telnet are not

usually considered as attacks; however, we counted them heiif the attacker used

them as a part of the attacks.

RealSecure Network Sensor 6.0 generated duplicate alertsrfcertain attacks. For
example, the samesh connection that the attacker used to access the compromised
host triggered two alerts. As a result, the number of true alets (i.e., the alerts
corresponding to actual attacks) is greater than the numberof detected attacks.
The detection rates were calculated ag/-a&ected atacks __ 1y hije the false alert rates

¥ observable attacks
were computed as (1 #Ueders

Table Il summarizes the results of these experiments. For tbB DMZ network
tra cin LLDOS 1.0, RealSecure generated 891 alerts. Accordng to the description
of the data set, 57 out of the 891 alerts are true alerts, 51 aticks are detected, and
38 attacks are missed. Thus, the detection rate of RealSecarNetwork Sensor is
57.30%, and the false alert rate is 93.60%. TIAA processed the alerts generated
by the RealSecure Network Sensor. As shown in Table I, 57 alés remain after
correlation, 54 of them are true alerts, and 50 attacks are ceered by these alerts.
Thus, the detection rate and the false alert rate after alert correlation are 56.18%
and 5.26%, respectively. The results for the other datasetsire also shown in Table
Il.

The experimental results in Table Il show that discarding uncorrelated alerts
reduces the false alert rates greatly without sacri cing the detection rate too much.
Thus, it is reasonable to treat correlated alerts more seriasly than uncorrelated
ones. However, simply discarding uncorrelated alerts is dagerous, since some of
them may be true alerts, which correspond to individual attacks, or attacks our
method fails to correlate.

6.2 Experiments with the DEFCON 8 CTF Dataset

It would be helpful for the evaluation of our method if we could identify false alerts,
alerts for sequences of attacks, and alerts for isolated adicks. Unfortunately, due
to the nature of the DEFCON 8 CTF dataset, we are unable to obtain any of them.
Thus, in this study, we focus on the analysis of the attack stategies re ected by
hyper-alert correlation graphs, but only discuss the uncorelated alerts brie y.

6.2.1 Initial Attempt. In our initial analysis of the DEFCON 8 CTF dataset, we
tried to correlate the hyper-alerts without reducing the complexity of any hyper-
alert correlation graphs. The statistics of the initial analysis are shown in Table
Il

Table Il shows that only 15% alerts generated by RealSecurare correlated. In
addition, 20 out of 115 hyper-alert types that appear in this data set do not have
any instances correlated. Among the remaining 95 hyper-ak types, 51 types have
both correlated and uncorrelated instances.

Table IV shows the statistics of the top 10 uncorrelated hype-alert types (in
terms of the number of uncorrelated hyper-alerts). Among these hyper-alert types,

3Choosing less aggressive policies than Maximum _Coverage can reduce the false alert rate; how-
ever, we may also lose the opportunity to detect some attacks .
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Table Ill.  General statistics of the initial analysis
# total hyper-alert types 115 || # total hyper-alerts 65054
# correlated hyper-alert types 95 || # correlated 9744
# uncorrelated hyper-alert types 20 || # uncorrelated 55310
# partially correlated hyper-alert types 51 || % correlated 15%

Table IV. Statistics of top 10 uncorrelated hyper-alert typ  es.

Hyper-alert # uncorrelated | # correlated
type alerts alerts
IPHalfScan 33745 958
Windows _AccessError 11657 0
HTTP _Cookie 2119 0
SYNFlood 1306 406
IPDuplicate 1063 0
PingFlood 1009 495
SSH. Detected 731 0
Port _Scan 698 725
ServiceScan 667 2156
Satan 593 280

uncorrelated IPHalfScan alerts account for 61% of all uncorrelated ones. After
analyzing the dataset, we believe that most, if not all, of the uncorrelated IPHalf-
Scanswere triggered by SYNFlood attacks. Windows_AccessError alerts account
for 21% of all uncorrelated ones. According to the descriptin provided by RealSe-
cure, aWindows_AccessError represents an unsuccessful le sharing connection to
a Windows or Samba server, which usually results from an attept to brute-force
a login under another user's privilege. It is easy to see thathe corresponding
attacks could hardly prepare for any other attacks (since they failed). The third
largest group, the HTTP _Cookie alerts account for 3.8% of all uncorrelated ones.
Though such alerts have certain privacy implications, we donot treat them as at-
tacks, considering the nature of the DEFCON CTF events. The® three types of
alerts accounted for 74.5% of all the alerts. We omit the disassion of the other
uncorrelated hyper-alerts.

Figure 9 shows one of the small hyper-alert correlation graps. All the hyper-
alerts in this gure were destined to the host at 010.020.001024. All the IPHalfScan
attacks were from source IP 010.020.011.240 at source por6533 or 55534, and
destined to port 110 at the victim host. After these attacks, all the attacks in
the second stage except for 31886 were from 010.020.012.@8%®l targeted at port
110 of the victim host. The only two hyper-alerts that were not targeted at port
110 are hyper-alert 30882, which was destined to port 80 of # victim host, and
hyper-alert 31886, which was destined to port 53. Thus, it isvery possible that all
the hyper-alerts except for 30882 and 31886 were related.

Not all of the hyper-alert correlation graphs are as small anl comprehensible as
Figure 9. In particular, the largest graph (in terms of the number of nodes) has
2,940 nodes and 25,321 edges, and on average, each graph ha¥% nodes and
310.56 edges. Obviously, most of the hyper-alert correlatin graphs are too big to
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Fig. 9. A small hyper-alert correlation graph discovered ininitial analysis

understand for a human user.

In the following, we further analyze the hyper-alert correlation graphs with the
utilities proposed in Section 4. Due to space reasons, we gnkeport our analysis
results about the largest hyper-alert correlation graph.

6.2.2 Alert Aggregation. We rst applied the alert aggregation utility to the
largest hyper-alert correlation graph. Figure 10 shows thefully reduced graph.
Compared with the original graph, which has 2,940 nodes and 2321 edges, the
fully reduced graph has 77 nodes and 347 edges (including tnaitive edges).

The fully reduced graph in Figure 10 shows 7 stages of attacksThe layout of
this graph was generated by GraphViz [AT & T Research Labs ], vhich tried to
reduce the number of cross edges and make the graph more batad. As a result,
the graph does not re ect the actual stages of attacks. Neveaheless, Figure 10
provides a much clearer outline of the attacks.

The hyper-alerts in stage 1 and about half of those in stage 2 arrespond to
scanning attacks or attacks to gain information of the targe systems (e.g.,ISS,
Port_Scarn). The upper part of stage 2 include attacks that may lead to execu-
tion of arbitrary code on a target system (e.g., HTTP _WebSite Samplg. Indeed,
these hyper-alerts directly prepare for some hyper-alertsn stage 5, but GraphViz
arranged them in stage 2, possibly to balance the graph. Stag3 consists of a
mix of scanning attacks (e.g.,Nmap_Scan), attacks that reveal system information
(e.g,, HTTP _PHP_Read), and attacks that may lead to execution of arbitrary code
(e.g., HTTP _Campag. Stage 4 mainly consists of buer over ow attacks (e.g.,
POP_QPopCommandOver ow), detection of backdoor programs (e.g.,BackOri-
ce), and attacks that may lead to execution of arbitrary code. The next 3 stages
are much cleaner. Stage 5 consists of attacks that may be used copy programs to
target hosts, stage 6 consists of detection of two types of DBS daemon programs,
and nally, stage 7 consists of the detection of an actual DD& attack.

Note that the fully reduced graph in Figure 10 is an approximation to the strate-
gies used by the attackers. Hyper-alerts for di erent, indgpendent sequences of
attacks may be aggregated together in such a graph. For exanig, if two individ-
ual attackers use the sequence of attacks (e.g., using the m& script downloaded
from a website) to attack the same target, the correspondinghyper-alerts may be
correlated and aggregated in the same fully reduced graph. @&vertheless, a fully
reduced graph can clearly outline the attack strategies, ad help a user understand
the overall situation of attacks.
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Fig. 10. The fully reduced graph for the largest hyper-alert  correlation graph

As we discussed earlier, the reduction of hyper-alert cordation graphs can be
controlled with interval constraints. Figure 11 shows the numbers of nodes and
edges of the reduced graphs without abstraction for di erent interval sizes. The
shapes of the two curves in Figure 11 indicate that most of thehyper-alerts that
are of the same type occurred close to each other in time. Thyshe numbers of
nodes and edges have a deep drop for small interval threshadand a at tail for
large ones. A reasonable guess is that some attackers triede¢ same type of attacks
several times before they succeeded or gave up. Due to spaasasons, we do not
show these reduced graphs.
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Fig. 11. Sizes of the reduced graphs w.r.t. the interval thre shold for the largest hyper-alert
correlation graph
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Fig. 12. The hyper-alert correlation graph fully reduced wi  th abstraction

Figure 10 still has too many nodes and edges for a human user tfllow. To
further reduce the complexity, we abstract the hyper-alert types into more general
ones. Following the attack taxonomy suggested by [InternetSecurity Systems ],
we divide all the hyper-alert types into ve rough classes, and get ve abstract
hyper-alert types, namely Pre-attack_Probe, Unauthorized AccessAttempt, Suspi-
cious Activity , Protocol_Signature, and Denial_of_Service We then abstract all
hyper-alert types in Figure 10 into one of these ve abstract hyper-alert types.
This leads to a further reduced hyper-alert correlation grgh, which is shown in
Figure 12.

Compared with Figure 10, Figure 12 is greatly reduced. Thoud a lot of de-
tails are hidden by the graph reduction, this gure still re ects the overall strategy
behind the correlated alerts: They rst probe potential vic tim hosts to gather infor-
mation ( Pre-attack_Probe), then attempt to gain access to the victim hosts with, for
example, bu er over ow attacks ( Unauthorized AccessAttempt), perform certain
suspicious activities to potentially make progress in attaks (SuspiciousActivity ),
use regular protocols on the victim hosts Protocol_Signature), and launch DDoS
attacks (Denial_of_Service). Such a reduced graph provides a concise view of the
original hyper-alert correlation graph, which helps human analysts understand the
results of alert correlation.
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6.2.3 Focused Analysis. Focused analysis can help analysts concentrate on the
interesting parts of a large hyper-alert correlation graph It is particularly use-
ful when a user knows the systems being protected or the potédial on-going at-
tacks. For example, a user may perform a focused analysis Witfocusing constraint
DestlP = ServerlP, where ServerlP is the IP address of a critical server, to
nd out attacks targeted at the server. As another example, he/she may use
SrclP = ServerlP _ DestlP = ServerlP to nd out attacks targeted at or
originated from the server, suspecting that the server may ave been compromised.

In our experiments, we tried a number of focusing constrains after we learned
some information about the systems involved in the DEFCON 8 CTF event. Among
these focusing constraints are (1)C;; : (DestlP = 010:020001:010) and (2)
Ci2 : (SrclP =010:020011:251" DestlP = 010:020001:010). We applied both
focusing constraints to the largest hyper-alert correlatbn graph. The results consist
of 2154 nodes and 19423 edges f@; 1, and 51 nodes and 28 edges fdZ;,. The
corresponding fully reduced graphs are shown in Figures 13na 14, respectively.
(Isolated nodes are shown in gray.) These two graphs can alsee generated by
graph decomposition (Section 6.2.4). To save space, we wikkuse these two graphs
to illustrate graph decomposition in the next subsection.

Focused analysis is an attempt to derive a sequence of attaskthat satisfy the
focusing constraint. Its success depends on the closenedsf@cusing constraints to
the invariants of the sequences of attacks. A cunning attackr would try to avoid
being correlated by launching attacks from di erent sources (or stepping stones)
and introducing delays between attacks. Thus, this utility should be used with
caution.

6.2.4 Graph Decomposition. We applied three clustering constraints to decom-
pose the largest hyper-alert correlation graph discussediSection 6.2.1. In all these
clustering constraints, we letA; = A, = fSrclP; DestIP g.

(1) Cci(A1;A2): Ai:DestlP = Aj,:DestlP . This is to cluster all hyper-alerts that
share the same destination IP addresses. Since most of atex are targeted
at the hosts at the destination IP addresses, this is to clustr hyper-alerts in
terms of the victim systems.

(2) Cca(A1;A2): Ap:SrclP = Ay:SrclP ™ Ap:DestiP = Aj,:DestlP . This is
to cluster all the hyper-alerts that share the same source ath destination IP
addresses.

(3) Cc3(A1;A2): A1:SrclP = A:SrclP _ Ajp:DestliP = A,:DestlP _ A;:SrclP
= A,:DestlIP _ Aj;:DestlP = A,:SrclP . This is to cluster all the hyper-alerts
that are connected via common IP addresses. Note that with tlis constraint,
hyper-alerts in the same cluster do not necessarily share thsame IP address
directly, but they may connect to each other via other hyper-alerts.

Table V shows the statistics of the decomposed graphs. Constint C.; resulted
in 12 clusters, among which 10 clusters contain edges. Consint C, resulted in
185 clusters, among which 37 contain edges. Due to space reas, we only show
the rst 9 clusters for C.; and C., in Table V. Constraint C.3 in e ect removes one
hyper-alert from the original graph. This hyper-alert is Stream DoS, which does
not share the same IP address with any other hyper-alerts. Tks is because the
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Fig. 13. A fully reduced hyper-alert correlation graph resu Iting from focused analysis with Cs; :
(DestlP = 010:020:001:010). This graph also appears in the result of graph decompos ition with
Cci1. (Cluster ID = 1; DestlP = 010.020.001.010.)
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Fig. 14. A fully reduced hyper-alert correlation graph resu Iting from focused analysis with
Cio : (SrclP = 010:020:011:251 ~ DestlIP = 010:020:001:010). This graph also appears in
the result of graph decomposition with Cc2. (Cluster ID = 10; SrclP = 010.020.011.251; DestIP
= 010.020.001.010.)
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Table V. Partial statistics of decomposing the largest hype r-alert correlation graph.

cluster ID 1 2 3 4 5 6 7 8 |9
# connected nodes | 2154 | 244 | 105 | 227 83 [ 11| 54 [ 28| 0
Cc1 | # edges 19423 | 1966 | 388 | 2741 | 412 | 30 | 251 | 51| O
# isolated nodes 0 0 0 0 0 0 0 0|1
# correlated nodes 1970 17 0 12 0 0 0 310
Cc2 | # edges 2240 66 0 10 0 0 0 210
# isolated nodes 3 0 21 17 35 | 26| 15 | 12 | 4
# connected nodes | 2935 0 { { { { { { 1 {
Cc3 | # edges 25293 0 { { { { { { 1 {
# isolated nodes 4 1 { { { { { { 1 {

source IP addresses oStream.DoS are spoofed and the destination IP is di erent
from any of the IP addresses involved in the earlier alerts. Tis result shows that
all the hyper-alerts except for Stream DoS share a common IP address with some
others.

The isolated nodes in the resulting graphs are the hyper-alts that prepare for
or are prepared for by those that do not satisfy the same clustring constraints.
Note that having isolated hyper-alerts in a decomposed grap does not imply that
the isolated hyper-alerts are correlated incorrectly. Forexample, an attacker may
hack into a host with a bu er over ow attack, install a DDoS da emon, and start
the daemon program, which then tries to contact its master piogram. The corre-
sponding alerts (i.e., the detection of the bu er over ow attack and the daemon's
message) will certainly not have the same destination IP adckess, though they are
related.

Figures 13 and 14 show a decomposed graph f@.; and C.,, respectively. Both
graphs are fully reduced to save space. All the hyper-alertén Figure 13 are des-
tined to 010.020.001.010. Figure 13 shows several possild@ack strategies. The
most obvious ones are those that lead to thévistream_Zoombieand TrinooDaemon.
However, there are multiple paths that lead to these two hype-alerts. Considering
the fact that multiple attackers participated in the DEFCON 8 CTF event, we can-
not conclude which path caused the installation of these damon programs. Indeed,
it is possible that none of them is the actual way, since the I8 may have missed
some attacks.

Figure 13 involves 75 source IP addresses, including IP addss 216.136.173.152,
which does not belong to the CTF subnet. We believe that theseattacks belong
to di erent sequences of attacks, since there were intensi attacks from multiple
attackers who participated in the CTF event.

Figure 14 is related to Figure 13, since they both are about dgtination IP ad-
dress 010.020.001.010. Indeed, Figure 14 is a part of Figufe3, though in Figure
13, ISS prepares forHTTP _Campasthrough HTTP _DotDot. Since all the hyper-
alerts in Figure 14 have the same source and destination IP atfesses, it is very
possible that the correlated ones belong to the same sequenof attacks. Note
that HP_OpenView.SNMP_Backdoor appears as both connected and isolated nodes.
This is because some instances are correlated, while the ats are isolated.
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Table VI. Frequent Attribute Patterns in the alerts of the la rgest correlation graph.

Frequent Attribute Patterns Support
DestIP=010.020.001.010 73:24%
DestPort=21 68:35%
SrclP=010.020.011.099 67:33%
DestlP=010.020.001.010, DestPort=21 66:08%
DestIP=010.020.001.010, SrclP=010.020.011.099 66:99%
DestPort=21, SrclP=010.020.011.099 62:61%
DestIP=010.020.001.010, DestPort=21, SrclP=010.020.011.099 62:61%

6.2.5 Association Analysis and Link Analysis. Feature extraction utilities are
developed to facilitate the examination of certain properies of correlated alerts.
In the following, we show the usefulness of association anais and link analysis
through some cases we encountered in our experiments.

As mentioned in Section 4, association analysis can help ahgsts discover inter-
esting patterns in terms of co-occurrences of alert attribtie values. Table VI shows
the result of a count mode association analysis of the largésiyper-alert correlation
graph with support threshold 50%. Such results give more indrmation about the
alerts in this hyper-alert correlation graph. For example, the last line indicates that
most alerts in this attack scenario were from the source IP adress 010.020.011.099
to the destination IP address 010.020.001.010 at the destation port 21. We may
make further inferences based on this rule. In particular, his rule gives the hottest
victim host and service involved in the alerts, and suggestshe suspicious IP address
from which the attacks could come.

As a special case of association analysis, link analysis camovide similar infor-
mation. Moreover, due to the visual representation of the amlysis results, link
analysis is able to encode a large amount of information in aisgle graph. In one
of our experiments, we chose two attributes,SrclP and DestIP, and applied dual-
domain link analysis in count mode to the largest hyper-alet correlation graph.
The results are encoded in two graphs; Figure 15 shows the Iger one.

In Figure 15, the circle nodes represent attributeSrclP, the square nodes repre-
sent attribute DestIP, and the count of each link is indicated by the color of the
edge, where red denotes higher count and green denotes lowsyunt. The biggest
circle node corresponds t&rclP=010.020.011.099, and the biggest square node cor-
responds toDestIP=010.020.001.010. These two nodes are connected with a red
edge, which implies many alerts involve both of them. This vsual representation
is consistent with what we learned from association analys, namely the most hit
victim host was 010.020.001.010, and most of the suspectedtacks came from
010.020.011.099.

6.2.6 Attack Strategies. We analyzed the correlated hyper-alerts using the anal-
ysis utilities and discovered several strategies used by th attackers. We rst re-
stricted our attention to the hyper-alert correlation grap hs that satisfy the clus-
tering constraint C.,. One common strategy re ected by these graphs is to use
scanning attacks followed by attacks that may lead to execuibn of arbitrary code.
For example, the attacker(s) at 010.020.011.099 scanned bb010.020.001.010 with
CyberCopScanner, IPHalfScan, NmapScan and Port_Scan and then launched a
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Fig. 15. Dual-domain link analysis for the alerts in the largest correlation graph

sequence of HTTP-based attacks (e.g.HTTP _DotDot) and FTP based attacks
(e.g., FTP _Root). The attacker(s) at 010.020.011.093 and 010.020.011.2210 used
a similar sequence of attacks against the host 010.020.0Q0D8.

As another strategy, the attacker(s) at 010.020.011.240 sl a concise sequence
of attacks against the host at 010.020.001.013\map_Scanfollowed by PmapDump
and then ToolTalk_Over ow . Obviously, they usedNmap_Scanto nd the portmap
service, then usedPmapDump to list the RPC services, and nally launched a
ToolTalk_Over ow attack against the ToolTalk service. Indeed, the sequence of two
alerts, Nmap_Scan followed by PmapDump with the same source and destination
IP address appeared many times in this dataset.

The attacker(s) at 010.020.011.074 used the same sequenderbl TP-based at-
tacks (e.g.,HTTP _DotDot and HTTP _TestCgi) against multiple web servers (e.g.,
servers at 010.020.001.014,010.020.001.015, 010.020.009, etc.). Our hyper-alert
correlation graphs shows thatHTTP _DotDot prepares for the HTTP-based attacks
that follow. However, our further analysis of the dataset stows that this may be an
incorrect correlation. Though it is possible that the attacker usedHTTP _DotDot
to collect necessary information for the later attacks, thetimestamps of these alerts
indicate that the attacker(s) used a script to launch all these attacks. Thus, it is
possible that the attacker(s) simply launched all the attacks, hoping one of them
would succeed. Though these alerts are indeed related, thegprepare-for relations
reveal that our method is aggressive in correlating alerts.Indeed, alert correlation
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is designed to recover the relationships between the attackbehind alerts; any alert
correlation method may make mistakes when there is not enouginformation.

There are several other interesting strategies; however,uk to space reasons, we
do not list them here.

One interesting observation is that with clustering constraint C;,, there are not
many hyper-alert correlation graphs with more than 3 stages Considering the
fact that there are many alerts about BackOri ce and NetBus (which are tools to
remotely manage hosts), we suspect that many attackers usethultiple machines
during their attacks. Thus, their strategies cannot be re ected by the restricted
hyper-alert correlation graphs.

When we relax the restriction to allow hyper-alert correlation graphs for alerts
with di erent source IP addresses, but still with the same destination IP addresses
(i.e., with clustering constraint C¢1), we have graphs with more stages. Figure 13 is
one such fully reduced hyper-alert correlation graph. Howeer, due to the amount
of alerts and source IP addresses involved in this graph, its di cult to conclude
which hyper-alerts belong to the same sequences of attacks.

In summary, during the analysis of the DEFCON 8 CTF dataset, the utilities
have greatly helped the analysis process. We have discoverseveral attack strate-
gies that were possibly used during the attacks. However, thre are a number of
situations where we could not separate multiple sequencesf attacks. Additional
work is necessary to address this problem.

7. DISCUSSION

Our method has several advantages. First, our approach prades a high-level
representation of correlated alerts that reveals the caudarelationships between
them. As we have seen in Section 6, the hyper-alert correlatin graphs generated
by our implementation clearly show the strategies behind ttese attacks. Second,
our approach can potentially reduce the impact caused by fale alerts by providing
a way to di erentiate alerts. While true alerts are more like ly to be correlated with
other alerts, false alerts, which do not correspond to any attial attacks, tend to be
more random than the true alerts, and are less likely to be carlated to others.

Our method does not depend on prede ned attack scenarios toidcover sequences
of related attacks. This is a common feature that our method $ares with JIGSAW
[Templeton and Levitt 2000] and the MIRADOR approach [Cuppens and Miege
2002]. However, unlike JIGSAW, our method can correlate algs even if some
alerts correspond to failed attack attempts or the IDSs fail to detect some related
attacks. Compared with the MIRADOR approach, our method allows exible ag-
gregation of the same type of alerts, while the MIRADOR appraoach treats alert
aggregation as a pre-correlation process. This di erencerables us to develop the
interactive analysis utilities presented in Section 4. In adition, our method pro-
vides an intuitive representation (i.e., hyper-alert correlation graph) of correlated
alerts, which reveals the high-level strategy behind the atacks.

Our decision certainly has its pros and cons. On the positiveside, our method
is simple and yet able to correlate related alerts even whenhte IDSs miss certain
attacks. However, on the negative side, our method may cortate alerts incorrectly
when one attack seemingly prepares for another. In other wats, our method
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has both a higher true correlation rate and a higher false caelation rate than
JIGSAW. Nevertheless, Section 6 shows experimentally thabur method has a low
false correlation rate at least with the 2000 DARPA datasets

Our approach has several limitations. First, our method depends on the under-
lying IDSs to provide alerts. Though our reasoning process an compensate for
undetected attacks, the attacks missed by the IDSs certain have a negative e ect
on the results. If the IDS misses a critical attack that links two stages of a series of
attacks, the related hyper-alerts may be split into two sepaate hyper-alert correla-
tion graphs. In the extreme case where the underlying IDSs nsised all the attacks,
our approach cannot do anything.

Second, our approach is not fully e ective for alerts betwe@ which there is no
prepare-for relationship, even if they may be related. For &ample, an attacker
may launch concurrent Smurf and SYN ooding attacks against the same target;
however, our approach will not correlate the correspondingalerts, though there are
connections between them (i.e., same time and same target)'herefore, our method
should be used along with other, complementary techniquese.g., the probabilistic
alert correlation [Valdes and Skinner 2001]).

Third, our method may falsely correlate alerts belonging todi erent attack se-
guences if they are launched close to each other in time. Tak€&igure 13 as an
example, which shows a fully reduced hyper-alert correlatin graph involving the
destination IP address 010.020.001.010. Because of the na¢ of the DEFCON CTF
contest, it is very likely that multiple hacker teams were attacking 010.020.001.010
during the same period of time. They were not necessarily cqeerating with each
other; however, because of th@ossibleconnections between these alerts, our method
may correlate them into the same attack scenario. Neverthadss, it's not clear
whether any method can correlate coordinated attacks without making the same
mistake. We will investigate techniques that can cope with tis problem in our
future work.

Finally, it is worth mentioning that the results produced by our correlation tech-
nigues are only as good as the hyper-alert information prowded by the user, and
the interactive analysis utilities require expert users wto have certain skills and
insights in the attacks and the system con guration.

8. CONCLUSIONS AND FUTURE WORK

This paper presented a method for constructing attack scenaos through alert cor-
relation, using prerequisites and consequences of attack3he approach was based
on the observation that in a series of attacks, the attacks wee usually not isolated,
but related as di erent stages, with the earlier stages pregring for the later ones.
This paper proposed a formal framework to represent alerts lang with their pre-
requisites and consequences, and developed a method to celate related alerts
together, including an intuitive representation of correlated alerts that reveals the
attack scenario of the corresponding attacks. We also deveped a set of interac-
tive utilities to facilitate the analysis of large sets of carelated alerts, including
hyper-alert generating utilities, which gradually narrow down the scope of alerts
being investigated, and feature extraction utilities, which facilitate the examina-
tion of certain properties of a selected set of alerts. To preide system support for
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interactive analysis of large sets of intrusion alerts, we dveloped a toolkit named
TIAA, which integrates the alert correlation method and the analysis utilities into
one system. We studied the e ectiveness of our techniques tiough experiments
with the 2000 DARPA intrusion detection scenario speci ¢ datasets [MIT Lincoln
Lab 2000] and the DEFCON 8 CTF dataset [DEFCON 2000]. Our expeimental
results showed that our correlation method not only correlded related alerts and
uncovered the attack strategies, but also provided a way to derentiate between
alerts, and that the interactive analysis utilities could e ectively simplify the anal-
ysis of large amounts of alerts. Our analysis also revealeceseral attack strategies
that appeared in the DEFCON 8 CTF event.

Several issues are worth future research. First, we plan to evelop better ways
to specify hyper-alert types, especially how to represent pedicates to be included
in their prerequisite and consequence sets to get the best germance for alert
correlation. Second, we will study possible ways to integree our method with
complementary correlation methods (e.g., [Valdes and Skiner 2001]) for better
performance. In particular, we are interested in methods ttat can better tolerate
false alerts and missing detections typically seen in curnat IDSs. Third, we will
extend our method to identify and reason about attacks posdily missed by the
IDSs and predict attacks in progress. In general, we would ke to develop a suite of
comprehensive techniques that facilitate the analysis andnanagement of intensive
intrusion alerts.
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