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Pairwise key establishment is a fundamental security service for sensor networks. However, estab-

lishing pairwise keys in sensor networks is a challenging problem, particularly due to the resource

constraints on sensor nodes and the threat of node compromises. This paper proposes to use

both pre-deployment and post-deployment knowledge to improve pairwise key pre-distribution in

static sensor networks. By exploiting the pre-deployment knowledge, this paper first develops two

key pre-distribution schemes, a closest pairwise keys scheme and a closest polynomials scheme.

The analysis shows that these schemes can achieve better performance if the expected location

information is available and that the smaller the deployment error is, the better performance

they can achieve. The paper then investigates how to use post-deployment knowledge to improve

pairwise key pre-distribution in static sensor networks. The idea is to load an excessive amount

of pre-distributed keys on sensor nodes, prioritize these keys based on sensors’ actual locations

discovered after deployment, and discard low priority keys to thwart node compromise attacks.

This approach is then used to improve the random subset assignment scheme proposed recently

to demonstrate its practicality and effectiveness. The analysis indicates that the post-deployment

knowledge can also greatly improve the performance and security of key pre-distribution.

Categories and Subject Descriptors: C.2.0 [Computer-Communication Networks]: General—Security and pro-
tection; C.2.1 [Computer-Communication Networks]: Network Architecture and Design—Wireless communi-
cation; D.4.6 [Operating Systems]: Security and Protection—Cryptographic controls

General Terms: Security, Design, Algorithms

Additional Key Words and Phrases: Sensor Networks, Key Management, Key Pre-Distribution

1. INTRODUCTION

Sensor networks are ideal candidates for applications suchas target tracking, battlefield
surveillance, and scientific exploration in hazardous environments. Typically, a sensor net-
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work consists of a potentially large number of resource constrained sensor nodes, which
are mainly used to sense physical phenomena (e.g. temperature, humidity) from its imme-
diate surroundings, process, and communicate the sensed data locally, and a few control
nodes, which may have more resources and may be used to control the sensor nodes and/or
connect the network to the outside world (e.g. a central dataprocessing server). Sensor
nodes usually communicate with each other through wirelesschannels in short distances.

Sensor networks may be deployed in hostile environments, especially in military appli-
cations. In such situations, an adversary may physically capture sensor nodes, and intercept
and/or modify data/control packets. Therefore, security services such as authentication
and encryption are essential to maintain the normal networkoperations. However, due to
the resource constraints on sensor nodes, many security mechanisms such as public key
cryptography are not desirable, and sometimes infeasible in sensor networks. For exam-
ple, though some efficient public key cryptosystems such as Elliptic Curve Cryptography
(ECC) have been shown to be feasible on sensor platforms suchas MICA2 motes [Gura
et al. 2004], it still requires substantial computation (e.g., about 0.81 second for 160-bit
ECC point multiplication [Gura et al. 2004]). As a result, simply using public key cryp-
tosystems (such as 160-bit ECC) for authentication will make the verifier vulnerable to
Denial of Service (DoS) attacks, since an attacker may flood the verifier with bogus signa-
tures and force it to perform useless but expensive operations. Indeed, providing efficient
security services in sensor networks is by no means a trivialtask, and it has received a lot
of attention recently [Perrig et al. 2001; Eschenauer and Gligor 2002; Chan et al. 2003;
Karlof and Wagner 2003; Wood and Stankovic 2002; Liu and Ning2003a; Du et al. 2003;
Liu and Ning 2003b; Liu et al. 2004; Chan and Perrig 2005; Liu et al. 2005c].

In typical sensor networks, a sensor node needs to exchange messages with its neighbor
nodes. This forms the basis of other communication patternssuch as source-to-sink com-
munications. To ensure the security of such message exchanges, we need to establish a
symmetric, pairwise key between two sensor nodes, which is the basis of many other secu-
rity services such as encryption and authentication. Several key pre-distribution techniques
have been developed recently to address this problem. Eschenauer and Gligor [2002] pro-
posed the basic probabilistic key pre-distribution, whereeach sensor node is assigned a
random subset of keys from a key pool before deployment. As a result, two sensor nodes
have a certain probability to share at least one key after deployment. By requiring two
sensor nodes share at leastq pre-distributed keys to establish a pairwise key, Chan et al.
[2003] developed theq-composite scheme, which improves the resilience of the basic prob-
abilistic scheme against node compromises. Chan et al. [2003] also developed the random
pairwise keys scheme, which pre-distributes random pairwise keys between a particular
sensor node and a random subset of other sensor nodes. The random pairwise keys scheme
has the property that the compromise of sensor nodes does notlead to the compromise of
any pairwise key shared directly between two non-compromised sensor nodes. Du et al.
[2003] and Liu and Ning [2003b] independently developed keypre-distribution techniques
that significantly enhance the resilience of random key pre-distribution against node com-
promises. Chan and Perrig [2005] recently developed PIKE, which facilitates pairwise key
establishment using peer sensor nodes as trusted intermediaries.(Additional related work
is discussed in Section 4.)

Despite the recent advances, key pre-distribution for sensor networks is still not an en-
tirely solved problem. This is particularly because the performance of existing key pre-
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distribution schemes, especially the probability to establish a common key between com-
municating nodes and the ability to tolerate compromised nodes, are highly dependent on
the memory available on sensor nodes. Due to the need to lowerthe cost of sensor net-
works, it is always desirable to seek additional techniquesthat can further improve the
security and performance of key pre-distribution in sensornetworks. Moreover, in many
sensor network applications, long distance peer-to-peer secure communication between
sensor nodes is rare and unnecessary. Thus, the primary goalof secure communication
is to provide authentication and/or encryption between neighbor sensor nodes that can di-
rectly communicate with each other. This observation offers an opportunity to improve the
performance of key pre-distribution.

In this paper, we show that the performance of key pre-distribution can be improved sig-
nificantly in static sensor networks, where node movements after deployment are restricted
to a limited scope, by using pre-deployment and/or post-deployment knowledge.

1.1 Overview of Proposed Approaches

In this paper, we first exploit thepre-deployment knowledgeof sensor nodes to improve
key pre-distribution in static sensor networks. The techniques are based on the observation
that in static sensor networks,although it is difficult to precisely pinpoint sensor nodes’po-
sitions, it is often possible to approximately determine their locations.For example, when
we use trucks to deploy static sensor nodes, we can usually keep sensor nodes within a cer-
tain distance (e.g., 100 yards) from their target locations, though it is difficult to place the
sensor nodes in their expected locations precisely. By taking advantage of this observation,
our techniques provide better security and performance than the previous techniques.

We also propose to take advantage ofpost-deployment knowledge, and investigate a new
approach, which we refer to askey prioritization, to improve the performance of key pre-
distribution schemes in static sensor networks. The main idea is to use the memory for
applications (e.g., EEPROM on MICA2 motes [Crossbow Technology Inc. ]) to store
an excessive amount of keying materials, prioritize the keying materials based on sensor
nodes’ post-deployment information, and discard low priority keying materials to thwart
node compromise attacks as well as return memory to the applications. For example, a
sensor application may be designated to collect temperature, humidity, etc. at a certain
frequency, and buffer the data before transmitting back to the central processing system.
During the key pre-distribution phase (before the deployment of the sensor nodes), we may
use a large amount of available memory (e.g., in EEPROM) to store pre-distributed keying
materials. After a sensor node is deployed, it may first examine its environment to assess
the likelihood of using each keying material, prioritize the keying materials accordingly,
and then discard the low priority ones.

Note that accessing EEPROM is more expensive than accessingRAM in a typical sensor
node. It takes more energy to delete cryptographic keys fromthe EEPROM than to deleting
keys in RAM. Based on the results in [Shnayder et al. 2004], the energy consumed by writ-
ing 16 bytes to EEPROM is close to the energy consumed by computing for 237,360 clock
cycles (about 29.67 ms). Nevertheless, the key prioritization technique only requires such
deletion operations once for each node during the entire lifetime. Therefore, we believe
that such deletion operations are feasible in the current generation of sensor networks.
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1.2 Main Contributions

The contribution of this paper is three-fold. First, we develop a location-aware deploy-
ment model for static sensor networks, and integrate the expected location information
with the random pairwise keys scheme [Chan et al. 2003]. The resulting scheme keeps
the nice property of the original scheme, i.e., the compromise of sensor nodes does not
lead to the compromise of pairwise keys shared directly between non-compromised nodes.
However, unlike the original scheme, to achieve a desired performance, our scheme only
requires a certain network density, but does not impose any restriction on the network size.
Moreover, with the same storage capacity in sensor nodes, our scheme achieves a higher
probability to establish pairwise keys than the random pairwise keys scheme, especially
when the deployment error is small. Our extension to this basic scheme allows smaller
storage overhead and easier deployment of dynamically added sensor nodes.

Second, we develop another key pre-distribution scheme by combining the random sub-
set assignment [Liu and Ning 2003b] with the expected location information. This scheme
offers further trade-offs between the security against node captures and the probability of
establishing pairwise keys directly between neighbor nodes given certain memory con-
straint. Our analysis also indicates that this scheme provides a higher probability to es-
tablish pairwise keys directly between neighbor sensor nodes and better resistance against
node captures than the original scheme in [Liu and Ning 2003b].

Third, we identify a new technique, key prioritization, to improve key pre-distribution
using post-deployment knowledge. This technique offers anopportunity to exceed the limit
imposed by resource constraints on sensor nodes, and as a result, improves the performance
and security of the random subset assignment scheme developed in [Liu and Ning 2003b].

1.3 Organization

The rest of the paper is organized as follows. Sections 2 and 3describe the techniques
to improve key pre-distribution by harnessing sensor nodes’ pre-deployment and post-
deployment knowledge, respectively. Section 4 reviews therelated work on sensor network
security. Section 5 concludes this paper and points out several future research directions.

2. KEY PRE-DISTRIBUTION USING PRE-DEPLOYMENT KNOWLEDGE

In static sensor networks, it may be possible to predetermine the locations of sensor nodes
to a certain extent. These predetermined locations can be used to improve the performance
of pairwise key pre-distribution. In this section, we first introduce a simple location-aware
deployment model for this purpose, and then develop two pairwise key pre-distribution
schemes that can take advantage of the predetermined location information.

2.1 A Location-Aware Deployment Model

We assume that sensor nodes are deployed in a two dimensionalarea calledtarget field, and
two sensor nodes can communicate with each other if they are within each other’ssignal
range. The location of a sensor node can be represented by a coordinate in the target field.
Each sensor node has anexpected locationthat can be predicted or predetermined. After
the deployment, a sensor node is placed at adeployment locationthat may be different
from its expected location. We call the difference between the expected location and the
deployment location of a sensor node thedeployment errorfor this sensor node. This
deployment model can be characterized by the following three parameters.
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(1) Signal range dr: A sensor node can receive messages from another sensor node if
the former is located within the signal range of the latter. We model the signal range
of a sensor node as a circle centered at its deployment location with the radiusdr.
For simplicity, we assume the radiusdr defining the signal range is a network-wide
parameter, and denote the signal range withdr. We say two sensor nodes areneighbors
if they are physically located within each other’s signal range.

(2) Expected location (Lx, Ly): The expected location(Lx, Ly) of a sensor node is a
coordinate in the two dimensional target field; it specifies where the sensor node is
expected to be deployed. Sometimes, a sensor node may be expected to be deployed
within an area instead of a particular location. In this case, we assume the sensor node
is expected to be deployed at any location in that area with equal probability.

(3) Deployment pdf ǫ: We model the actual deployment location of a sensor node with
aprobability density functionǫ. The sensor node expected to be deployed at(Lx, Ly)
may appear at a particular area with a certain probability, which is calculated by the
integration of probability density functionǫ over this area. In some cases, the sensor
node may have certain mobility, and appear somewhere near its expected location with
a certain probability. The deployment location of this sensor node at any point in time
may also be modeled by the probability density function.
Although our techniques can be applied to any deployment model, in this paper, we
always evaluate the performance of our techniques with a simple one, where each
sensor node randomly appears anywhere at a distance of no more thane away from
the expected location. We calle themaximum deployment error. Thus, the deployment
pdf ǫ for a sensor nodeu with expected location(Lx, Ly) can be expressed as

ǫ(Lx,Ly)(x, y) =

{

1
πe2 , ||(Lx, Ly), (x, y)|| ≤ e
0, otherwise.

where|| · || denotes the distance between two locations.

Obviously, this model can be easily extended to a three dimensional space. However, in
this paper, we focus on pairwise key establishments in the two dimensional case. Extending
our results to the three dimensional model would be straightforward.

2.2 Closest Pairwise Keys Scheme

In this subsection, we develop a pairwise key establishmentscheme namedclosest pairwise
keys schemeto take advantage of the expected location information. Thebasic idea is to
have each sensor node share pairwise keys with a number of other sensor nodes whose
expected locations are closest to the expected location of this sensor node. The following
discussion starts with a basic version, which can be considered as the combination of the
random pairwise keys scheme [Chan et al. 2003] and the expected location information,
and then gives an extended version to further reduce the storage overhead and facilitate
dynamic deployment of new sensor nodes.

We assume a setup server is responsible for key pre-distribution. This setup server is
aware of the expected location of each sensor node. However,it does not require the
network-wide signal rangedr and the deployment pdfǫ, since these two pieces of infor-
mation are not used in our technique. We assume each sensor node has a unique, integer-
valued ID. We also use this node ID to refer to the sensor node.For convenience, we call
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a pairwise key shared directly between two neighbor nodes asa direct key, and a pairwise
key established through other intermediate nodes as anindirect key.

2.2.1 The Basic Version.The basic idea of the closest pairwise keys scheme is topre-
distribute pairwise keys between pairs of sensor nodes thathave high probabilities to be
neighbors. Though reasonable, this idea is difficult to implement, since it is non-trivial
to get the probability that two sensor nodes are neighbors. Indeed, this probability de-
pends on the deployment pdfǫ, which is generally not available and may vary in different
applications. To simplify the situation, we pre-distribute pairwise keys between pairs of
sensor nodes whose expected locations are close to each other, hoping that the closer the
expected locations of two sensor nodes, the more likely thatthey are physically located in
each other’s signal range.

(1) Pre-Distribution. Based on the expected locations of sensor nodes, the setup server
pre-distributes pairwise keys for each sensor node to facilitate the pairwise key estab-
lishment during the normal operation. Specifically, for each sensor nodeu, the setup
server first discovers a setS of c other sensor nodes whose expected locations are
closest to the expected location ofu, wherec is a system parameter determined by
the memory constraint. For each nodev in S, the setup server randomly generates a
unique pairwise keyKu,v if no pairwise key betweenu andv has been assigned. The
setup server then assigns(v, Ku,v) and(u, Ku,v) to sensor nodesu andv, respectively.

(2) Direct Key Establishment. After the deployment of the sensor network, if two sensor
nodesu andv want to establish a pairwise key to secure the communicationbetween
them, they only need to check whether there is a pre-distributed pairwise key between
them. This information is obtained from the setup server at the pre-distribution phase.
The algorithm to identify such a common key is trivial, because each pairwise key in
a particular sensor node is associated with a node ID.

(3) Indirect Key Establishment. When two neighbor nodes cannot establish a direct
key, they need to find one or more intermediate nodes to help them setup an indirect
session key. A simple way is to have one node (called source node) send a request
to a number of nodes that share direct keys with it. If one of those contacted nodes
also shares a direct key with the other node (called destination node), this contacted
node can be used as an intermediate node to help establish a common session key. In
our later schemes, we will omit the indirect key establishment phase, since it is not
directly related to our techniques. Indeed, indirect key establishment can be done with
any of the previous schemes (e.g., [Liu and Ning 2003b; Chan et al. 2003; Eschenauer
and Gligor 2002]).

(4) Sensor Addition and Revocation. During the lifetime of a sensor network, new
sensor nodes may be added to replace damaged or compromised sensor nodes. To add
a new node, the setup server performs the above pre-distribution process for the new
sensor node, and then informs the deployed sensor nodes chosen for the new sensor
node the corresponding pairwise keys through secure channels. (Here we assume
the communication between each sensor node and the setup server is secured with a
unique pairwise key shared between the node and the setup server.) The setup server
may know the deployment locations of the deployed sensor nodes. In this case, the
setup server may use these deployment locations (instead oftheir expected locations)
to select neighbors for the new sensor node.
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Table I. Notations
N network size
m average number of neighbor sensor nodes
c number of keys pre-distributed to sensor nodes
p probability of sharing a direct key between neighbors
Pc fraction of compromised direct keys between non-compromised nodes

The detection of compromised nodes is generally a difficult problem, which is beyond
the scope of this paper. However, there are several methods that could be used to
identify compromised sensor nodes to revoke (e.g., [Marti et al. 2000; Buchegger and
Boudec 2002; Du et al. 2005; Liu et al. 2005b]). Once the compromised nodes are
detected, it is usually necessary to revoke them from the network. To revoke a sensor
node, each sensor node that shares a pairwise key with the revoked node simply deletes
the corresponding key from its memory.

Though the above scheme looks similar to the previous methods [Eschenauer and Gligor
2002; Chan et al. 2003], it can achieve better performance ifthe predetermined location
information is available. In the following, we show the improvement over the previous
methods through analysis. Table I lists several notations that are often used in our analysis.

2.2.2 Probability of Establishing Direct Keys.For simplicity, we assume that the sen-
sor nodes in the network are expected to be evenly distributed in the target field. Thus, ifu
is one ofv’s closestc sensor nodes,v is very likely to be one ofu’s closestc sensor nodes.
We useu̇ andū to represent the deployment location and the expected location of nodeu,
respectively. As discussed in Section 2.1, we model the deployment location of nodeu as
a probability density functionǫū(x, y).

Consider two sensor nodesu andv. Since they are deployed independently, given the
expected locations ofu andv, the conditional probability that they are neighbors can be
calculated by

p(||u̇, v̇|| ≤ dr|ū, v̄) =

∫ ∫ ∫ ∫

||u̇,v̇||≤dr

ǫū(x1, y1)ǫv̄(x2, y2)dx1dy1dx2dy2,

where|| · || denotes the distance between two locations.
Since sensor nodes are evenly distributed in the target field, the densities of sensor nodes

in different small areas are approximately equal. Assume there are on averagem nodes in
each sensor node’s signal range. The density of the network can be estimated byD = m+1

πd2
r

,
wheredr is the radius of the signal range. Thus, on average, each nodewill get pre-
distributed pairwise keys with the sensor nodes whose expected locations are no more than
d′ away from it, whered′ =

√
γ × dr, andγ = c

m+1 . We callγ = c
m+1 the capacity

density ratio. For anyv having a pre-distributed pairwise key withu, the probability thatv
falls intou’s signal range can be calculated by

p(||u̇, v̇|| ≤ dr|ū) =

∫ ∫

||ū,v̄||≤d′2

p(||u̇, v̇|| ≤ dr|ū, (x, y))

πd′2
dxdy.

Among the sensor nodes that have pre-distributed pairwise keys with sensor nodeu,
the average number of sensor nodes that fall into its signal range can be estimated by
c × p(||u̇, v̇|| ≤ dr|ū). Thus, the probability of establishing a common key betweennode
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Fig. 1. Probability of establishing direct keys between twoneighbor nodes given different values ofe andγ.
CPKS denotes the closest pairwise keys pre-distribution scheme.

u and its neighbor sensor node can be estimated by

p =
c × p(||u̇, v̇|| ≤ dr|ū)

m
≈ γ × p(||u̇, v̇|| ≤ dr|ū).

The abovep can usually be used to estimate the probability of any node having a direct
key with its neighbor node when the target field is infinite. For a limited field in our
simulation, we simply use the probabilityp of the node expected to be deploy at the center
of this field having a direct key with its neighbor node to estimate the probability of having
a direct key between any two neighbor nodes.

In the following analysis, we always use the radius of signalrange,dr, as the basic unit
of distance measurement (dr = 1). For example, a distance 2 implies that the distance is
twice as far asdr. Thus, the deployment error in our discussion also represents the ratio
of the deployment error to the signal range. Figure 1 shows the probability of establishing
direct keys between neighbor sensor nodes for different values ofe andγ. We can see
that this probability is not only affected by the maximum deployment error, but also by
the capacity density ratioγ. In general, the increase ofγ will increase the probabilityp
given certain deployment pdf. However, this probability decreases when the maximum
deployment error increases. In practice, we expect to see better performance than that in
Figure 1, since the probability of having a smaller deployment error is typically higher than
the probability of having a larger one.

2.2.3 Security Against Node Captures.There are several attacks against sensor net-
works, such as DoS attacks [Wood and Stankovic 2002], Sybil attacks [Newsome et al.
2004], and Wormhole attacks [Hu et al. 2003]. These attacks may affect the security of
pairwise key establishment in sensor networks. For example, an attacker may create worm-
holes between different areas so that a node establishes unnecessary keys with other nodes
that will disappear once the wormholes are gone. However, these attacks are not unique
to the pairwise key establishment in sensor networks. In addition, using expected location
information does not reduce the security of any existing keypre-distribution scheme. For
simplicity, we focus on the node compromise attacks in this paper.

In node compromise attacks, an adversary may physically capture one or more sensor
nodes, and learn all the secrets stored on these nodes. We assume the compromised sensor
nodes may collude together to attack the communication between non-compromised sensor
nodes. That is, the adversary may try to figure out the pairwise keys established between
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Fig. 2. Probability of establishing direct keys in random pairwise keys scheme and the closest pairwise keys
scheme for differentm ande givenc = 200 andN = 600.

non-compromised nodes based on the secrets learned from thecompromised ones.
From the scheme it is easy to see that each pre-distributed pairwise key between two

sensor nodes is randomly generated. Thus, no matter how manysensor nodes are com-
promised, the direct keys between non-compromised sensor nodes are still secure. We call
this property asperfect security against node captures. However, once a sensor node is
compromised, the session keys this sensor node helps establish may be compromised. For
example, an attacker may have saved a copy of an indirect session key encrypted by a di-
rect key, and thus will be able to decrypt the session key onceshe gets the corresponding
direct key from a compromised node. Thus, if either of the source or destination sensor
nodes notices that the intermediate sensor node is compromised, it should remove the cor-
responding pre-distributed pairwise key, and initiate a request to establish a new session
key. The delay in detecting compromised sensor nodes still poses a threat. One way to mit-
igate this threat is to derive the session key by combining (e.g., XOR) the keys generated
from multiple paths, as suggested in [Chan et al. 2003].

2.2.4 Overhead.Ideally, each sensor node storesc pairwise keys. However, this does
not necessarily happen because of the asymmetry in sensor nodes’ locations. Consider a
pair of sensor nodesu andv. In the pre-distribution step,v is one ofu’s closestc sensor
nodes; however,u is not necessarily one ofv’s closestc sensor nodes. In this case,v
has to store the pairwise key betweenu and v in addition to its own pre-distributedc
pairwise keys. Thus, the storage overhead in each sensor node comes from two parts: One
consists of the pairwise keys generated for itself, and the other consists of the pairwise keys
generated for other sensor nodes. Hence, each sensor node has to store at leastc keys andc
sensor IDs. The actual number of pairwise keys stored in a particular sensor node may be
much larger thanc. Nevertheless, if the sensor nodes are approximately evenly distributed
in the target field, it is very likely that if sensor nodeu is among sensor nodev’s closestc
sensor nodes, thenv is amongu’s closestc sensor nodes.

To establish a common key with a given neighbor node, a sensornode only needs to
check if it has a pre-distributed pairwise key with the givennode (because each pairwise
key is associated with a node ID). Thus, there is no communication and computation over-
head during direct key establishment. The establishment ofan indirect session key requires
one broadcast request message, and potentially a number of unicast reply messages with
the techniques in [Eschenauer and Gligor 2002; Chan et al. 2003; Liu and Ning 2003b].
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2.2.5 Improvements.Our basic scheme can be considered as an extension to the ran-
dom pairwise keys scheme. These two schemes have some commonproperties. In both
schemes, the compromise of sensor nodes does not lead to the compromise of direct keys
shared between non-compromised sensor nodes. However, ourscheme further takes ad-
vantage of expected location information, and thus is able to achieve better performance
than the random pairwise keys scheme. First, the random pairwise keys scheme has a re-
striction on the network size, while our scheme has no directrestriction on the network
size. Second, given the same storage capacityc for pairwise keys and the total numberN
of sensor nodes, the probability of establishing direct keys in our scheme is always better
than the random pairwise keys scheme. This is illustrated inFigure 2, which compares
the probability of establishing direct keys in both schemesfor different m and e given
that c = 200 andN = 600. It shows that the probabilityp of establishing direct keys
is improved significantly in our scheme, especially whene is less than two times of the
signal range. When the maximum deployment errore increases, this probability gradually
decreases. In the extreme case, when there is no knowledge about where the nodes may
reside, the technique degenerates into the original randompairwise keys scheme.

2.2.6 Comparison with Previous Methods.Now let us compare our scheme with the
basic probabilistic scheme [Eschenauer and Gligor 2002], theq-composite scheme [Chan
et al. 2003], and the random subset assignment scheme [Liu and Ning 2003b]. As dis-
cussed earlier, our proposed scheme has a high probability to establish direct keys between
neighbor sensor nodes given reasonable capacity density ratio γ and maximum deployment
errors. At the same time, our scheme does not put any limitation on the network size.

Note that the closest pairwise keys scheme provides perfectsecurity against node capture
attacks, while the basic probabilistic scheme and theq-composite scheme cannot achieve
perfect security guarantee. Although the random subset assignment scheme can be config-
ured to achieve perfect security guarantee, it can only support a limited number of sensor
nodes to ensure a certain probability of having direct keys between sensor nodes. Thus,
a more direct and reasonable way to make comparisons betweendifferent schemes is to
show the security against node compromise attacks given thesame probability of estab-
lishing direct keys between sensor nodes.

Figure 3 shows that given the same storage overhead and the same probability of estab-
lishing direct keys between sensor nodes, our scheme does not lead to compromise of direct
keys belonging to non-compromised sensor nodes, while in the other three schemes [Es-
chenauer and Gligor 2002; Chan et al. 2003; Liu and Ning 2003b], the direct keys shared
between non-compromised sensor nodes are compromised quickly when the number of
compromised sensor nodes increases.

Compared with the grid-based scheme [Liu and Ning 2003b], the closest pairwise keys
scheme has some advantages. First, the closest pairwise keys scheme provides perfect
security guarantee. Though the grid-based scheme can also provide perfect security guar-
antee, it has limitations on the maximum supported network size given certain storage
constraint [Liu and Ning 2003b]. In contrast, the closest pairwise keys scheme has no
limitations on the maximum supported network size. Second,the closest pairwise keys
scheme can achieve a higher probability of establishing direct keys between two neighbor
nodes than the grid-based scheme. Though the grid-based scheme can guarantee to estab-
lish a direct or indirect key between any two sensor nodes, itrequires that any two sensor
nodes can communicate with each other, which may not be true in real applications.
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Fig. 3. Fraction of compromised pairwise keys between non-compromised sensor nodes v.s. number of compro-
mised sensor nodes. RS denotes the random subset assignmentscheme

2.2.7 The Extended Version.The basic scheme described above has two limitations.
First, if the sensor nodes are not evenly distributed in the target field, it is possible for a
sensor node to have a large number of neighbor nodes that are not among the closestc
sensor nodes ofu, but consideru as one of their closestc sensor nodes. As a result, node
u has to store a lot of pairwise keys generated by the setup server. Second, to add a new
sensor node after deploying the sensor network, the setup server has to inform a number
of existing sensor nodes in the network about the addition ofthe new sensor node, which
may introduces a lot of communication overhead.

We propose an alternative way to pre-distribute the secret information so that (1) the stor-
age overhead in each node is small and fixed no matter how the sensor nodes are deployed,
and (2) no communication overhead is introduced during the addition of new sensor nodes.
The technique is based on a pseudo random function (PRF) [Goldreich et al. 1986] and a
master key shared between each sensor node and the setup server.

(1) Pre-Distribution: For each sensoru, the setup server first randomly generates a mas-
ter keyKu, and determines a setS of c other sensor nodes whose expected locations
are closest to that ofu. The setup server then distributes to sensoru a set of pair-
wise keys (together with the IDs) with those selected sensornodes. These keys are
generated by the setup server in the following way: For eachv ∈ S, the setup server
generates a pseudo random numberku,v = PRFKv

(u) as the pairwise key shared
betweenu andv, whereKv is the master key forv. As a result, for eachv ∈ S, node
u stores the pairwise keyku,v, while nodev can compute the same key with its master
key and the ID of nodeu. We callv a master sensor nodeof u if the direct keyku,v

shared between them is derived byku,v = PRFKv
(u). Accordingly, we callu aslave

sensor nodeof v if v is a master sensor node ofu.

(2) Direct Key Establishment: The direct key establishment stage is similar to the basic
scheme. The only difference is that one of two sensor nodes has a pre-distributed
pairwise key and the other only needs to compute the key usingits master key and the
ID of the other party. For example, ifu finds that it has the pre-distributed pairwise
keyPRFKv

(u) with v, it then notifies sensorv that it has such a key. Sensor nodev
only needs to computePRFKv

(u) by performing a single pseudo random function.

(3) Sensor Addition and Revocation: To add a new sensor nodeu, the setup server
selectsc sensor nodes closest to the expected location ofu. For each of thesec sensor
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nodes, the setup server retrievesv’s master keyKv and computesku,v = PRFKv
(u),

and then distributesv andku,v to u. Revoking a sensor is a little more complex than
in the basic scheme. To revoke sensorv, all its slave sensor nodes need to remove the
corresponding keys from their memory. Moreover,v’s master sensor nodes have to
rememberv’s ID in order to avoid establishing a direct key withv later.

In this extension, each sensor node needs to store a master key which is shared with the
setup server andc pre-distributed pairwise keys. Thus, the storage overheadfor keys in
each sensor node is at mostc + 1. To establish a pairwise key, one of them can initiate
a request by informing the other party that it has the pre-distributed pairwise key. (Note
that this message only indicates the existence of such a key and the exact value is never
disclosed in the communication channel.) Once the other party receives such a message,
it can immediately compute the pairwise key by performing one PRF operation. Thus, the
communication overhead in the above scheme involves only one short request message and
the computation overhead only involves one efficient PRF operation.

Based on the security of PRF [Goldreich et al. 1986], if a node’s master key is not
disclosed, no matter how many pairwise keys generated with this master key are disclosed,
it is still computationally infeasible for an attacker to recover the master key and the non-
disclosed pairwise keys generated with different IDs. Thus, node compromise does not
lead to the compromise of the direct keys shared between non-compromised nodes.

The extended scheme introduces some additional overhead byrequiring master sensor
nodes to remember the IDs of their revoked slaves. We consider this an acceptable over-
head due to the following reasons. First, the storage overhead for a node ID is much smaller
than that for one cryptographic key. Second, in normal situations when authentication of
the revocation information is ensured, the number of revoked slave nodes is usually less
thanm, the average number of sensor nodes in each sensor’s signal range. One may argue
that if the authentication of revocation information can bebypassed, an attacker may con-
vince a sensor node to store many node IDs to exhaust its memory. However, in this case,
the node can be convinced to do anything, and should be considered compromised.

2.3 Closest Polynomials Pre-Distribution Scheme

The scheme presented earlier still has some limitations. Inparticular, given the constraints
on the storage capacity, node density, signal range and deployment pdf, the probability of
establishing direct keys is fixed. For a particular sensor network, it is not convenient to
adjust the last three parameters. Thus, one has to increase the storage capacity for pairwise
keys to increase the probability of establishing direct keys. This may not be a feasible
solution in certain sensor networks given the memory constraints on sensor nodes.

This subsection presents a key pre-distribution scheme, called closest polynomials pre-
distribution scheme, by combining the expected locations of sensor nodes with the random
subset assignment scheme in [Liu and Ning 2003b]. The resulting technique allows trade-
offs between the security against node captures and the probability of establishing direct
keys with a given memory constraint. Moreover, it does not require the setup server be
aware of the global network topology, making the deploymentmuch easier.

In the following, we first review the random subset assignment scheme in [Liu and Ning
2003b], then present an improved key pre-distribution scheme using expected locations,
and finally analyze the security and performance of this scheme.
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2.3.1 Overview of The Random Subset Assignment Scheme.We choose the random
subset assignment scheme because it can be considered as a generalization of several key
pre-distribution schemes. Indeed, the basic probabilistic key pre-distribution scheme [Es-
chenauer and Gligor 2002] is a special case of the random subset assignment scheme when
each key is considered as a 0-degree polynomial [Liu and Ning2003b]. Moreover, the key
pre-distribution scheme in [Du et al. 2003] is essentially equivalent to the random subset
assignment scheme in [Liu and Ning 2003b]. Since most key pre-distribution schemes
(except for the random pairwise keys scheme [Chan et al. 2003]) are based on the random
and independent distribution of key units to sensor nodes, the results obtained through im-
proving the random subset assignment scheme can be easily generalized to those schemes.

Before reviewing the random subset assignment scheme developed in [Liu and Ning
2003b], we first review a polynomial-based key pre-distribution scheme in [Blundo et al.
1993], which was developed for group key pre-distribution.Though using it for group
key pre-distribution is generally not practical because ofits overhead, its special case for
pairwise keys is feasible in sensor networks. For simplicity, we only discuss the special
case of pairwise key establishment.

To pre-distribute pairwise keys, the setup server randomlygenerates a bivariatet-degree
polynomialf(x, y) over a finite fieldFq, whereq is a prime number that is large enough to
accommodate a cryptographic key, such that it has the property of f(x, y) = f(y, x). (In
the following, we assume all the bivariate polynomials havethis property without explicit
statement.) It is assumed that each sensor node has a unique ID. For each nodei, the setup
server computes apolynomial shareof f(x, y), f(i, y). Thus, for any two sensor nodesi
andj, nodei can compute the common keyf(i, j) by evaluatingf(i, y) at pointj, and
nodej can compute the same key (f(j, i) = f(i, j)) by evaluatingf(j, y) at pointi.

In this approach, each sensor node needs to store at-degree polynomial, which occupies
(t + 1) log q storage space. To establish a pairwise key, both sensor nodes need to evaluate
the polynomial at the ID of the other sensor node. There is no communication overhead
during the pairwise key establishment process. The security proof in [Blundo et al. 1993]
ensures that this scheme is unconditionally secure andt-collusion resistant. That is, the
collusion of no more thant compromised sensor nodes knows nothing about the direct
key between any two non-compromised nodes. However, the polynomial-based key pre-
distribution scheme can only tolerate no more thant compromised nodes, where the value
of t is limited by the storage capacity for pairwise keys in a sensor node. Indeed, the larger
a sensor network is, the more likely that an adversary compromises more thant sensor
nodes and then the entire network.

The random subset assignment scheme combines the idea of keypool in [Eschenauer
and Gligor 2002] with the polynomial-based key pre-distribution scheme in [Blundo et al.
1993]. Specifically, a setup server first randomly generatesa pool of bivariate polynomials,
each of which is uniquely identified by a polynomial ID. The setup server then chooses a
random subset of polynomials and distributes the polynomial shares and the polynomial
IDs to each node. To establish pairwise keys after the deployment, two sensor nodes need
to identify a common polynomial they share by exchanging their polynomial IDs, and use
the polynomial-based scheme to compute the pairwise key if such a common polynomial
is identified. The indirect key establishment can be achieved in the same way as in [Es-
chenauer and Gligor 2002; Chan et al. 2003], where two sensornodes try to find a number
of intermediate nodes to help them setup a temporary sessionkey. The analysis in [Liu
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Fig. 4. Partition of a target field

and Ning 2003b] shows the random subset assignment scheme has better performance and
security than the techniques in [Eschenauer and Gligor 2002; Chan et al. 2003].

2.3.2 The Closest Polynomials Pre-Distribution Scheme.Instead of randomly select-
ing polynomials for each sensor node as in the original random subset assignment scheme,
the main idea of the proposed technique is to select polynomials for each sensor node based
on its expected location. Specifically, we partition the target field into small areas called
cells, each of which is associated with a unique random bivariate polynomial. Then, we
distribute to each sensor node a set of polynomial shares that belong to the cells closest to
the one that this sensor node is expected to locate in. For simplicity, we assume the target
field is a rectangle area that can be partitioned into equal-sized squares.

(1) Pre-Distribution: The target field is first partitioned into a number of equal sized
squares{Cic,ir

}ic=0,1,...,C−1,ir=0,1,...,R−1, each of which is acell with the coordinate
(ic, ir) denoting rowir and columnic. For convenience, we uses = R×C to denote
the total number of cells. The setup server randomly generatess bivariatet-degree
polynomials{fic,ir

(x, y)}ic=0,1,...,C−1,ir=0,1,...,R−1, and assignsfic,ir
(x, y) to cell

Cic,ir
. Figure 4 shows an example partition of a target field.

For each sensor node, the setup server first determines itshome cell, in which this node
is expected to locate. The setup server then discovers four cells adjacent to this node’s
home cell. Finally, the setup server distributes to the sensor node its home cell coor-
dinate and the shares of the polynomials for its home cell andthe four selected cells.
For example, in Figure 4, nodeu is expected to be deployed in cellC2,2. Obviously,
cell C2,2 is its home cell, and cellsC2,1, C1,2, C2,3 andC3,2 are the four cells adjacent
to its home cell. Thus, the setup server gives this node the coordinate(2, 2) and the
polynomial sharesf2,2(u, y), f2,1(u, y), f1,2(u, y), f2,3(u, y), andf3,2(u, y).

(2) Direct Key Establishment: After deployment, if two sensor nodes want to setup a
pairwise key, they first need to identify a shared bivariate polynomial. If they can find
at least one such polynomial, a common pairwise key can be established directly using
the basic polynomial-based key pre-distribution presented in Section 2.3.1. A simple
way is to let the source node disclose its home cell coordinate to the destination node.
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From the coordinate of the home cell of the source node, the destination node can
immediately determine the IDs of polynomial shares the source node has.

(3) Sensor Addition and Revocation: To add a new sensor node, the setup server only
needs to pre-distribute the related polynomial shares and the home cell coordinate
to the new node, in the same way as in the pre-distribution phase. The revocation
method is also straightforward. Each node only needs to remember the IDs of the
compromised sensor nodes that share at least one common bivariate polynomial with
itself. Thus, in addition to the polynomial shares, the sensor node also needs to store
a number of compromised sensor node IDs. If more thant nodes that share the same
bivariate polynomial are compromised, a non-compromised sensor node that has a
share of this polynomial simply removes the corresponding share and all the related
compromised sensor node IDs from its memory.

2.3.3 Probability of Establishing Direct Keys.Similar to the analysis for the closest
pairwise keys scheme, we also useu̇ andū to represent the actual deployment location and
the expected location of nodeu, respectively.

Consider two sensor nodesu andv. Since they are deployed independently, given the
expected location ofu andv, the conditional probability that they are neighbors can be
calculated by

p(||u̇, v̇|| ≤ dr|ū, v̄) =

∫ ∫ ∫ ∫

||u̇,v̇||≤dr

ǫū(x1, y1)ǫv̄(x2, y2)dx1dy1dx2dy2,

where|| · || denotes the distance between two locations.
Assume these two sensor nodesu andv are expected to be deployed in cellCic,ir

and
Cjc,jr

, respectively. To simplify our analysis, we assume that a sensor node is expected to
locate randomly in its home cell. In other words, if sensorv is expected to be in cellCjc,jr

,
then the probability density function for the expected location of v is 1

L2 for any location
in the cell, and 0 otherwise. Therefore, the conditional probability thatu andv are in each
other’s signal range given thatu is expected to be deployed at locationū andv is expected
to be deployed in cellCjc,jr

can be calculated by

p(||u̇, v̇|| ≤ dr|ū, Cjc,jr
) =

∫ ∫

Cjc,jr

p(||u̇, v̇|| ≤ dr|ū, (x, y))

L2
dxdy.

Hence, givenu andv’s home cellsCic,ir
andCjc,jr

, the probability of nodesu andv
being able to directly communicate with each other can be estimated by

p(||u̇, v̇|| ≤ dr|Cic,ir
, Cjc,jr

) =

∫ ∫

Cic,ir

p(||u̇, v̇|| ≤ dr|(x, y), Cjc,jr
)

L2
dxdy.

Assume that on average,Ncell sensor nodes are expected to be deployed in each cell.
Thus, among all the sensor nodes with home cellCjc,jr

, the average number of sensor
nodes that the sensor nodeu with home cellCic,ir

can directly communicate with can be
estimated byNcell×p(||u̇, v̇|| ≤ dr|Cic,ir

, Cjc,jr
). Therefore, overall, the average number

of sensor nodes thatu can directly communicate with can be estimated by

nu = Ncell ·
∑

∀Cjc,jr

p(||u̇, v̇|| ≤ dr|Cic,ir
, Cjc,jr

).
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Let Sic,ir
denotes the set of the home cells of the sensor nodes that share at least one

common polynomial with the node whose home cell isCic,ir
. According to the pre-

distribution procedure, there are 13 such cells in eachSic,ir
. For example, Figure 4 shows

S2,2, which consists of all the shaded cells. Thus, the average number of neighbor sensor
nodes that can establish a common key withu directly can be estimated by

n′
u = Ncell ·

∑

Cjc,jr∈Sic,ir

p(||u̇, v̇|| ≤ dr|Cic,ir
, Cjc,jr

).

Hence, the probability of establishing a common key directly betweenu and a neighbor
node ofu can be estimated by

p =
n′

u

nu
=

∑

Cjc,jr∈Sic,ir
p(||u̇, v̇|| ≤ dr|Cic,ir

, Cjc,jr
)

∑

∀Cjc,jr
p(||u̇, v̇|| ≤ dr|Cic,ir

, Cjc,jr
)

.

Similar to the analysis for the closest pairwise keys scheme, the abovep can be used
to estimate the probability of any node having a direct key with its neighbor node when
the target field is an infinite field. For a limited field in our simulation, we simply use the
probabilityp of the node with home cellCC/2,R/2 having a direct key with its neighbor
node to estimate the probability of having a direct key between any two neighbor nodes.

We use the simple deployment model described before to evaluate the performance,
with signal rangedr as the basic unit for distance measurement (dr = 1). Figure 5 shows
the probability of establishing direct keys for different cell side lengthL and maximum
deployment errore. Obviously, the probability of establishing direct keys increases as the
cell side lengthL grows and decreases as the maximum deployment errore grows.

In general, the largerL is, the higher the probability of establishing a direct key between
two neighbor nodes. However, the larger cell side length also leads to a larger number of
sensor nodes sharing the same bivariate polynomial, which in turn degrades the security
performance. Thus, we have to find the minimum value ofL to meet the other constraints
so that we can maximize the security performance. Figure 5 provides a guideline to deter-
mine the minimum value ofL given the other constraints.

2.3.4 Security against Node Captures.According to the result of the polynomial-
based key pre-distribution in [Blundo et al. 1993], as long as no more thant polynomial
shares of a bivariate polynomial are disclosed, an attackerknows nothing about the pair-
wise keys established through this polynomial between non-compromised nodes. Thus,
the security of our scheme depends on the average number of sensor nodes sharing the
same polynomial, which is equivalent to the number of sensornodes that are expected to
be located in a cell and its four adjacent cells.

As discussed in Section 2.2, the density of the sensor nodes in the network can be esti-
mated byD = m+1

πd2
r

. The average number of sensor nodes that are expected to be located

in a cell is (m+1)L2

πd2
r

. Thus, the average number of sensor nodes that share the polynomial

of a particular cell can be estimated byNs = 5(m+1)L2

πd2
r

. Using the signal range as the

basic unit of distance measurement (dr = 1), we haveNs = 5(m+1)L2

π .
We consider two types of attacks against the closest polynomials pre-distribution scheme.

One is thelocalized attack, which targets at the sensor nodes in a particular area in order
to compromise the communication security in this area. The other is therandom attack,
which randomly selects sensor nodes to compromise.
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Fig. 5. Probability of establishing direct keys between twoneighbor nodes given different
cell side lengthL and maximum deployment errore

In a localized attack, the attacker must compromise more than t out ofNs sensor nodes
in order to compromise the direct keys between non-compromised sensor nodes in that
area. In addition, the compromise of a particular area does not affect the direct keys in any
other area because all bivariate polynomials are chosen randomly and independently.

Consider a random attack. We assume a fractionpc of sensor nodes in the network have
been compromised by an attacker. This means that each sensornode has the probability
of pc being compromised. Thus, amongNs sensor nodes that have polynomial shares of a
particular cell, the probability that exactlyi sensor nodes have been compromised can be
estimated by

Pc(i) =
Ns!

(Ns − i)!i!
pi

c(1 − pc)
Ns−i.

Therefore, the probability that the bivariate polynomial assigned to this cell is compro-
mised, which is equivalent to the probability that a direct key between two non-compromised
nodes being compromised, can be estimated byPc = 1 − ∑t

i=0 Pc(i). Figure 6 includes
the relationship between the fraction of compromised direct keys for non-compromised
sensor nodes and the fraction of compromised nodes under different combination ofm and
L given the storage capacity that is equivalent to 200 cryptographic keys (t = 39). An
interesting result is that regardless of the total number ofsensor nodes in the network, the
less the density of the sensor network, the higher the security guarantee it can provide.
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Fig. 6. Fraction of compromised direct keys between non-compromised sensor nodes v.s.
fraction of compromised sensor nodes. Assume each node has available storage equivalent
to 200 cryptographic keys.

2.3.5 Overhead.In this scheme, each sensor node needs to store the coordinate of its
home cell and the polynomial shares of five cells. The storageoverhead for the coordi-
nate of its home cell is negligible. Thus, each sensor node needs to allocate5(t + 1) log q
memory space to store the secret. When there are compromisedsensor nodes, each non-
compromised sensor node also needs to store the IDs of the compromised sensor nodes
with which it shares at least one common polynomial. However, for each of the 5 poly-
nomials, a non-compromised sensor node only needs to store up to t IDs; it can remove
the corresponding polynomial share and all the related IDs if the number of compromised
sensor nodes sharing the polynomial exceedst.

To establish a common key between two neighbor nodes, one of them initiates a request
by disclosing its home cell coordinate. Once the other partyreceives such a message, it
can immediately determine the common pairwise key and replya message to identify the
corresponding key. Thus, the communication overhead includes two short messages.

To compute the common key with a given sensor node, each sensor node needs to eval-
uate at-degree polynomial. Thus, the computation overhead in eachsensor node mainly
comes from the evaluation of this polynomial, which can be done efficiently by using the
optimization technique in [Liu and Ning 2003b].

2.3.6 Improvements.Compared with the original random subset assignment scheme
in [Liu and Ning 2003b], the closest polynomials pre-distribution scheme can achieve bet-
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Fig. 7. Fraction of compromised direct keys between non-compromised sensor nodes v.s. number of compromised
sensor nodes. Assume each node has available storage equivalent to 200 cryptographic keys. Assumep = 0.33

andm = 40. CPPS denotes the closest polynomials pre-distribution random scheme.

ter performance due to the explicit usage of expected locations. First, given certain storage
constraint and the required probability of sharing direct keys between sensor nodes, the
random subset assignment can only tolerate a small number ofcompromised sensor nodes,
while the closest polynomials pre-distribution scheme cantolerate a large fraction of com-
promised nodes. Figure 7 shows that the security can be improved significantly by using
prior deployment knowledge of sensor nodes. (To save space,this figure also includes the
security performance of other techniques, which will be discussed in the later comparison.)
Second, the probability of sharing direct keys between sensor nodes in the random subset
assignment scheme is fixed given certain polynomial pool size and the storage constraint
on sensor nodes, while for the closest polynomials pre-distribution scheme, this probability
is independent from the total number of polynomials in the pool. Indeed, it can be further
improved by increasing cell side lengthL for a given maximum deployment errore as
shown in Figure 5.

2.3.7 Comparison.Now let us compare our scheme in this subsection with the previ-
ous methods (the basic probabilistic scheme [Eschenauer and Gligor 2002], theq-composite
scheme [Chan et al. 2003], the random pairwise keys scheme [Chan et al. 2003], the grid-
based scheme [Liu and Ning 2003b], and the closest pairwise keys scheme). Evaluation
of those schemes requires the network size. To be fair, we usethe following method to
estimate the network size. Assume on average, there arem sensor nodes that fall into each
sensor’s signal range. Based on the analysis in [Chan et al. 2003], we estimate the total
number of sensor nodes in the network isN = 2mp to make sure the network is fully
connected with a high probability if the node only contacts its neighbor nodes, wherep is
the probability of establishing a direct key between two neighbor sensor nodes.

Let us first compare our new scheme with the basic probabilistic scheme [Eschenauer
and Gligor 2002] and theq-composite scheme [Chan et al. 2003]. Figure 7 compares the
fraction of compromised direct keys shared between non-compromised sensor nodes given
the samep, m, and storage overhead. We can see that our scheme performs significantly
better than the other two schemes. It also shows that the moreprecise the sensor deploy-
ment is, the higher security it can guarantee.

We then compare our new scheme in this subsection with the random pairwise keys
scheme [Chan et al. 2003]. By limiting the number of sensor nodes sharing the same
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Fig. 8. Probability of establishing pairwise key directly between two neighbor nodes given differente andm.
The length of cell side in CPPS is configured so that it is perfectly resistant to the node captures. Assume each
node has available storage equivalent to 200 cryptographickeys.

bivariate polynomial, our proposed scheme can be modified toprovide perfect security

against node captures. In this case, we haveNs = 5(m+1)L2

π ≤ (t + 1). From the previous
result, we know that the value ofp only depends onL ande. Thus, given the same proba-
bility of establishing direct keys between sensor nodes, our proposed scheme has no limit
on the total number of sensor nodes it can support. However, the random pairwise key
scheme can only support at mostc

p sensor nodes, wherec is the number of cryptographic
keys a sensor node stores [Chan et al. 2003]. Thus, our new scheme can achieve better
performance when the expected location information is available.

Similar to the closest pairwise keys scheme, the closest polynomials pre-distribution
scheme has some advantages over the grid-based scheme in [Liu and Ning 2003b]. First,
in order to provide certain security guarantee against nodecompromise attacks, the grid-
based scheme has limitations on the maximum supported network size give certain stor-
age constraint as pointed out in [Liu and Ning 2003b]. However, the closest polynomials
pre-distribution scheme has no limitations on the maximum supported network size given
reasonable maximum deployment errors. Second, the closestpolynomials pre-distribution
scheme provides higher probability of establishing directkeys between sensor nodes than
the grid-based scheme. Though the grid-based scheme can guarantee to establish a di-
rect or indirect key between any two sensor nodes, it requires any two sensor nodes can
communicate with each other, which may not be true in real applications.

Now we compare our new scheme proposed in this subsection with the closest pairwise
keys scheme in Section 2.2. For the closest pairwise key pre-distribution, given a fixed
storage capacityc, signal rangedr, node densityD, and the maximum deployment errore,
the probability of establishing direct keys between sensornodes is fixed. However, for our
new scheme proposed in this subsection, given the above constraints, it can still achieve
arbitrary high probability to establish direct keys between sensor nodes by increasing the
cell side lengthL as shown in Figure 5. For example, in the closest pairwise keys scheme,
if γ = 5, e = 3, the probability of having a common pairwise key between twoneighbor
nodes is0.4. In contrast, our new scheme allows us to increase cell side length to achieve
a higher probability of establishing direct keys between neighbor sensor nodes and still
provide certain degree of security.

An advantage of the closest pairwise key scheme is that the compromise of sensor nodes
does not lead to the compromise of direct keys shared betweennon-compromised sensor
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nodes. By havingNs ≤ (t + 1), the closest polynomials pre-distribution scheme can also
provide this security property. To further compare these two schemes under this condition,
Figure 8 shows the probabilities of establishing direct keys under different node densities
and maximum deployment errors, assuming the storage capacity is equivalent to 200 cryp-
tographic keys. We can see that although the closest pairwise keys scheme has a higher
probability to establish direct keys between neighbor sensor nodes, our new scheme is
not significantly worse. Considering the flexibility to trade-off security and performance
in the closest polynomials pre-distribution scheme, we conclude that this scheme is more
desirable than the closest pairwise keys scheme in certain applications.

3. KEY PRE-DISTRIBUTION USING POST-DEPLOYMENT KNOWLEDGE

In this section, we propose to take advantage of the post-deployment knowledge of sensor
nodes to improve the pairwise key pre-distribution in static sensor networks. The main
idea is to assign each sensor node an excessive amount of pre-distributed keys by using
the memory for sensing applications, prioritize the pre-distributed keys based on post-
deployment knowledge, and discard low priority keys to thwart node compromise attacks
and return memory to the applications. We call this processkey prioritization.

We do not assume any prior knowledge of sensors’ locations. However, we assume that
every sensor node can discover its real deployment locationsecurely after the deployment
of sensor networks. This assumption is practical. As pointed out in [Akyildiz et al. 2002],
“most of the sensing tasks require the knowledge of positions,” and “location finding sys-
tems are also required by many of the proposed sensor networkrouting protocols.” Indeed,
there have been a series of recent advances in determining individual sensor nodes’ posi-
tions (with a global positioning system (GPS) or local references) [Li and Halpern 2001;
Niculescu and Nath 2001] as well as securing location discovery [Sastry et al. 2003; Lazos
and Poovendran 2004; Du et al. 2005; Liu et al. 2005a; 2005b].Thus, we believe that in
many sensor network applications, it is possible for the sensor nodes to determine their
deployment locations securely.

Using memory for applications to store an excessive amount of pre-distributed keys is
practical in sensor networks. Though sensor nodes are memory constrained, EEPROM,
which is usually used to save sensed data, is much more plentiful than RAM on a sensor
node. For example, a typical MICA2 mote [Crossbow Technology Inc. ] comes with
512KB EEPROM, but only 4KB RAM. Thus, we may store an excessive amount of keying
materials. However, in this situation, the compromise of a sensor node reveals more secrets
in the network. To deal with this problem, we propose to remove the keying materials that
are less likely to be used (based on the post-deployment knowledge). We further assume
that an attacker cannot recover the removed keys at sensor nodes even if these nodes are
compromised later. Moreover, the removal of low priority keys also returns memory to
sensing applications, which may be desirable in certain scenarios.

For the sake of presentation, we refer to the pre-distributed keying materials used in
a key pre-distribution scheme (e.g., [Eschenauer and Gligor 2002; Chan et al. 2003; Du
et al. 2003; Liu and Ning 2003b; Zhu et al. 2003; Liu and Ning 2003c]) as key units. More
specifically, akey unitis a minimal piece of keying material from which a valid key can be
derived. A key unit in the probabilistic key pre-distribution scheme [Eschenauer and Gligor
2002], theq-composite scheme [Chan et al. 2003], or the random pairwisekeys scheme
[Chan et al. 2003] is simply a pre-distributed key. In the polynomial pool-based key pre-
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distribution schemes [Liu and Ning 2003b], a key unit is at-degree polynomial from which
a node can compute keys shared with others. In the pairwise key pre-distribution scheme
presented in [Du et al. 2003], a key unit is a row of the secret matrix Ai in a key spaceSi.
A common property of the key units in all these schemes is thattwo sensor nodes sharing
the same or relevant key units can derive a common key.

In the following, we first present an approach of key prioritization in static sensor net-
works, and then show how to improve the random subset assignment scheme [Liu and Ning
2003b] using this approach.

3.1 Key Prioritization Using Post-Deployment Knowledge

By using memory for sensing applications, a sensor node can keep a large number of key
units during key pre-distribution. By prioritizing these key units based on post-deployment
knowledge, a sensor node can give up the key units that are less likely to be used for
pairwise key establishment to thwart node compromise attacks and return the memory to
the sensing applications. As a result, it has a higher probability to keep those key units that
may be required for secure communications with its neighbornodes.

Specifically, we prioritize pre-distributed key units based on the deployment locations
of sensor nodes. In order to do so, we map each key unit to a location in the sensor net-
work field before deployment. After the sensor network is deployed, if a sensor node can
discover its location, it can prioritize the pre-distributed key units based on this location.
The node may rank all the key units according to the distancesbetween its location and the
locations of key units so that the closer a key unit is from thesensor node, the higher prior-
ity it has. As a result, sensor nodes close to each other are more likely to keep a common
key unit than those that are far away from each other, and thushave a higher probability to
establish a common key.

An attractive feature of using deployment locations is thatthere is almost no overhead.
Once determining its location, a node only needs to perform simple computation to rank
the pre-distributed key units, and no communication with other sensor nodes is required.
Moreover, this approach allows incremental deployment of sensor nodes, since the only
information a sensor node needs to prioritize its key units is its own location.

The approach described above can be used to improve many key pre-distribution tech-
niques (e.g. the basic probabilistic scheme [Eschenauer and Gligor 2002], theq-composite
scheme [Chan et al. 2003], the random subset assignment scheme in [Liu and Ning 2003b]).
However, the random pairwise keys scheme is based on a different approach [Chan et al.
2003], where each key is related to two particular sensor nodes. This makes it useless to ap-
ply the above approach in such a scheme. Nevertheless, the random pairwise keys scheme
can still have a better performance by loading an excessive amount of keys in the memory
for sensing applications. Since it provides perfect security guarantee, it is unnecessary to
thwart node compromise attacks by removing low priority keys from memory when the
applications have enough memory.

3.2 Improving Random Subset Assignment Scheme with Deployment Locations

In the random subset assignment scheme, the more polynomialshares a node has, the
more likely it can establish a common key with other sensor nodes. The improved scheme
reuses the memory for sensing applications to keep more polynomial shares during key
pre-distribution, gives higher priority to the polynomialshares that are most likely to be
used after the deployment location is known, and discards low-priority polynomial shares
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to thwart node compromise attacks and returns memory to the applications.

3.2.1 The Improved Scheme.The details of the improved scheme are described below.
The improvements are mainly in the key pre-distribution andkey prioritization phases.

(1) Key Pre-Distribution: The key pre-distribution phase consists of two stages. In the
first stage, the setup server randomly generates a setF of bivariatet-degree polyno-
mials, and associates each polynomial with a unique location in the target field. These
locations are evenly distributed over the entire target field. For the sake of presenta-
tion, we usefx,y to denote the bivariate polynomial inF associated with the location
coordinate(x, y). For convenience, we also use the location coordinates as the IDs of
the corresponding bivariate polynomials. In the second stage, for each sensor node,
the setup server randomly picks a set ofc bivariate polynomials from the polynomial
pool, and distributes the corresponding polynomial sharesas well as their locations to
the sensor node.

(2) Key Prioritization: After deployment, each sensor node first determines its location.
Then based on this location and the locations associated with the pre-distributed poly-
nomial shares, the sensor node ranks the polynomial shares in terms of their distances
to its deployment location. The closer a polynomial share tothis sensor node, the
higher priority it has. For simplicity, we assume the sensornode chooses the highest
c′ polynomial shares to save, wherec′ is the number of shares it keeps in the memory
reserved for keys. (A sensor node may keep more polynomial shares until the sens-
ing applications require the corresponding memory. However, as we will show in our
analysis, this makes the sensor network more vulnerable to node compromises.)

(3) Direct Key Establishment: This phase can be performed in the same way as in
the original random subset assignment scheme [Liu and Ning 2003b]. To establish a
direct key between two sensor nodes, they only need to identify a common bivariate
polynomial shared between them, which can be achieved by exchanging the IDs of
polynomials that they have shares of.

(4) Addition and Revocation: To add a new sensor node, the setup server only needs
to perform the above key pre-distribution and key prioritization in the same way. The
revocation method is also straightforward. Each node only needs to remember the IDs
of the compromised sensor nodes that shares at least one common bivariate polyno-
mial with itself. If more thant nodes that share the same bivariate polynomial are
compromised, a non-compromised sensor node that has a shareof this polynomial
simply removes the corresponding share and all the related compromised sensor node
IDs from its memory.

3.2.2 Probability of Establishing Direct Keys between Neighbor Nodes.The ideas of
using pre-deployment and post-deployment knowledge to improve the performance of key
pre-distribution are two independent techniques. They cancombine together easily to
achieve better performance and security. In the rest of thissubsection, we only analyze
the improvements on the performance and security introduced by using key prioritization
based on post-deployment knowledge.

Similarly, we use the signal rangedr as the basic unit to measure distances (dr = 1).
Assume each sensor node hasm neighbor sensor nodes on average. In other words, there
are(m+1) sensor nodes on average in an area ofπ ·d2

r = π. We further assume the size of
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Fig. 9. Shared circles of neighbor sensor nodes

the target field isS. Then the total number of sensor nodes in the network can be estimated
as S×(m+1)

π .
Consider a sensor nodeu that gets a set ofc polynomial shares during the pre-distribution

phase and keepsc′ of them after key prioritization. Based on the key prioritization process,
nodeu keepsc′ polynomial shares whose associated locations are no more than r away

from u’s location, wherer =
√

S×c′

πc =
√

c′×N
c×(m+1) . In other words, all the bivariate

polynomial shares that fall into the circle centered at thisnode’s location with radiusr are
still in the sensor node’s memory. For convenience, we call such a circle theshare circle.
The left part of Figure 9 illustrates the share circle and thesignal range of nodeu. The
inner solid circle represents the area in whichu can communicate with other sensor nodes
directly, while the outer dashed circle represents the areain which thec′ polynomial shares
thatu keeps fall.

Consider a pair of neighbor sensor nodesu andv. As illustrated in the right part of
Figure 9, the polynomials thatu andv share fall into the outer circles of bothu andv. In
the following, we first estimate how many polynomial sharesu or v has in this area, and
then estimate the probability thatu andv have shares of a common polynomial (i.e., the
probability that they can establish a direct key).

Assume the distance betweenu andv is d. Since they are neighbors, we haved <
dr = 1. It is easy to see that in a large sensor network, the total number of sensor nodes
in the network is usually much larger than the number of neighbor nodes for a particular
sensor node. Thus, we usually havec′ × N ≥ c × (m + 1), which impliesr ≥ 1 (since

r =
√

c′×N
c×(m+1) ). Then we can estimate the size of the overlapped area of the share circles

of u andv as

So(d) = 2 × 2 × arccos(d/2r)

2π
× π × r2 − d ×

√

r2 − d2/4.

On average, the number of pre-distributed polynomial shares that fall into this over-
lapped area for bothu andv can be estimated byn(d) = ⌊c× So(d)

S ⌋. In other words, bothu
andv have shares of aboutn(d) polynomials that fall into this area. We can further estimate
the total number of polynomials that are distributed over this area asnt(d) = ⌊|F|× So(d)

S ⌋.
Therefore, the probability that sensor nodesu andv share a common polynomial can be
estimated by
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Fig. 10. Probability of sharing a direct key between neighbor sensor nodes.

p(d) = 1 −
n(d)−1
∏

i=0

nt(d) − n(d) − i

nt(d) − i
.

Thus, the (average) probability of sharing a polynomial between neighbor sensor nodes,
which is equivalent to the probability of establishing a common direct key between two
neighbor sensor nodes, can be estimated by

p =

∫ dr

0

∫ 2π

0

p(ρ)ρ

πd2
r

dρdθ = 2

∫ 1

0

p(ρ)ρdρ.

Figure 10 shows the probabilities of establishing direct keys between neighbor sensor
nodes using key prioritization with different parameters.We assume the sensor network
hasN = 10, 000 sensor nodes, the average number of neighbor sensor nodes ism = 30,
and each sensor node’s memory for key units after key prioritization (c′) is equivalent to
200 cryptographic keys. The number of polynomials in the polynomial poolF is chosen to
make the probability of sharing a direct key between two neighbors be0.33 if no additional
memory is allocated to store polynomial shares in the key pre-distribution phase. We can
clearly see that the probability of sharing a direct key between two neighbor sensor nodes
is improved significantly as the memory (c) allocated for pre-distributed polynomial shares
(before key prioritization) increases.

3.2.3 Security Analysis.Note that there are more polynomial shares stored in a sensor
node before key prioritization than after it. Thus, compromising sensor nodes before the
key prioritization phase reveals more secrets than compromising the same set of sensor
nodes after it. An attacker may take advantage of this observation and attack the network
between the key pre-distribution and key prioritization phases. However, once a sensor
node determines its location, it can finish key prioritization instantly. For convenience, we
refer to the time period between pre-distributing key unitsto a sensor node and completing
key prioritization in the sensor node thewindow of vulnerability. Intuitively, the shorter the
window of vulnerability is, the less secrets may be disclosed due to compromised sensor
nodes.

In the following, we evaluate the ability of the improved scheme to tolerate compromised
sensor nodes in two situations.

Situation 1: No node compromises during the window of vulnerability. In this situ-
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Fig. 11. Security performance of the improved scheme in situation 1.

ation, we assume the sensor network is well protected duringthe window of vulnerability.
That is, the sensor network is assumed to be secure and none ofits sensor nodes is com-
promised between key pre-distribution and key prioritization. After this time period, the
network may be exposed to attacks.

Assume an attacker randomly compromisesNc sensor nodes in the network after the
window of vulnerability. Consider any polynomialf in F . The probability that a sensor
node has a polynomial share off is c′

|F| . Then we can estimate the probability that exactly
i out ofNc compromised sensor nodes have shares of this polynomial by

Pc(i) =
Nc!

(Nc − i)!i!
(

c′

|F| )
i(1 − c′

|F| )
Nc−i.

According to the results in [Blundo et al. 1993], an attackercan compute any key gener-
ated using at-degree polynomial if he/she has at leastt + 1 distinctive shares of this poly-
nomial. Thus, the probability off being compromised isPc = 1−∑t

i=0 Pc(i). Sincef is
any polynomial inF , the fraction of compromised direct keys between non-compromised
sensor nodes can be estimated asPc. The ratio c′

|F| in this formula also implies that given
the same value oft, the security performance against random node compromiseswill be
the same if the ratio between the number of shares stored in one sensor node after key pri-
oritization and the total number of polynomials in the polynomial pool is the same. Let us
revisit Figure 10. Every line in this Figure has the same ratio c′

|F| (and thus the same secu-
rity performance against random node compromises). The shape of each line indicates that
by using more extra memory for key units before key prioritization, we can significantly
improve the probability of sharing common keys between neighbor sensor nodes without
reducing the security.

Figure 11 shows the security performances of the improved scheme under different con-
ditions. Following [Liu and Ning 2003b], we evaluate the security performance using the
fraction of compromised direct keys between non-compromised sensor nodes given a num-
ber of compromised sensor nodes. We assume each sensor node keeps key materials equiv-
alent to 200 keys after key prioritization, the probabilityof sharing a common key between
two sensor nodes is 0.33, and each sensor node only keepsc′ = 2 key units after key pri-
oritization. Parameterc represents the number of key units distributed to each sensor node
during key pre-distribution. In the special case ofc = 2, the improved scheme becomes
the original random subset assignment scheme proposed in [Liu and Ning 2003b]. (Note
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that for different values ofc, we need different number of polynomials in the polynomial
pool to maintain the same probability of sharing common keysbetween neighbor sensor
nodes.) Figure 11 shows that whenc increases by 1, the vertical line shifts to the right
significantly. This means the security is improved significantly as the additional memory
for polynomial shares at the pre-distribution stage increases.

Situation 2: Limited node compromises during the window of vulnerability. In
the second situation, we assume an attacker is able to compromise up toNt sensor nodes
after key pre-distribution but before key prioritization.We consider the worst case in the
following analysis, that is, the attacker has compromisedNt sensor nodes. Assume the
attacker randomly compromisesNc sensor nodes after the key prioritization phase. Con-
sider any polynomialf in F . The probability that a sensor node compromised before key
prioritization has a polynomial share off is c

|F| . Similarly, the probability that a sensor

node compromised after key prioritization has a polynomialshare off is c′

|F| . Thus, the
probability that exactlyi compromised sensor nodes have polynomial shares off can be
calculated by

Pc(i) =
∑

j+k=i

Nt!

(Nt − j)!j!
(

c

|F| )
j(1 − c

|F| )
Nt−j Nc!

(Nc − k)!k!
(

c′

|F| )
k(1 − c′

|F| )
Nt−k.

Therefore, the probability of this polynomial being compromised can be estimated as
Pc = 1 −

∑t
i=0 Pc(i). Sincef is any polynomial in the polynomial pool, the fraction of

compromised direct keys between non-compromised sensor nodes can be also estimated
asPc.

Figure 12 shows the security performance of the improved scheme when an attacker
compromises a few sensor nodes before the sensor nodes finishkey prioritization. Similar
to situation 1, we assume each sensor node keeps key materials equivalent to 200 keys after
key prioritization, the probability of sharing a common keybetween two sensor nodes is
0.33, and each sensor node only keepsc′ = 2 key units after key prioritization. When there
are only a few number of compromised sensor nodes before the key prioritization phase
(e.g., 100 nodes in Figure 12(a)), the security performanceis enhanced significantly by
increasing the number of pre-distributed polynomial shares at the pre-distribution phase.
When there are too many compromised sensor nodes before the key prioritization phase
(e.g., 500 nodes in Figure 12(b)), the security performancecan still be improved by in-
creasing the number of polynomial shares at the pre-distribution phase, but it is not as
significant as in the previous case. In general, the fewer sensor nodes compromised be-
fore key prioritization, the more improvement we can achieve by increasing the number of
pre-distributed polynomial shares in the key pre-distribution phase.

Since a sensor node can finish key prioritization almost instantly after it determines its
location, we believe the sensor nodes can be protected fairly well during the window of
vulnerability. Indeed, a sensor node is not vulnerable at the same level during the entire
window of vulnerability. The most vulnerable period of timeis the period after deployment
and before key prioritization, which is actually quite short due to the ease of completing
key prioritization. Thus, we believe that it is unlikely that an attacker can compromise a
large number of sensor nodes before they finish key prioritization.

3.2.4 Overheads.Since the improved scheme uses application memory only before
key prioritization, it has almost the same overheads as the original scheme. Specifically,
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Fig. 12. Security performance of the improved scheme in Situation 2.

each sensor node has to storec polynomial shares and the locations associated with these
shares in the key pre-distribution phase, and only keepsc′ of them after determining its
deployment location. A location coordinate can be represented with integers much smaller
than a polynomial share (e.g., 4 bytes to encodex or y coordinate). Each location coordi-
nate takes approximately the same space as one key. Thus, thestorage overhead in a sensor
node is approximatelyc(t + 2) log q in the key pre-distribution phase. Similarly, after key
prioritization, the storage overhead for key units is aboutc′(t + 2) log q. In addition, each
sensor node needs to remember the IDs of compromised sensor nodes with which this node
shares at least one common polynomial. This introduces at mostc′t log q′ storage overhead
after key prioritization, whereq′ is a number that is large enough to accommodate all sen-
sor nodes in the network. To establish a common key with a given neighbor node, two
sensor nodes only need to exchange their polynomial IDs. To compute a pairwise key,
both sensor nodes need to evaluate at-degree polynomial, which can be done efficiently
with the optimization technique in [Liu and Ning 2003b].

4. RELATED WORK

A number of techniques have been proposed to establish pairwise keys in resource con-
strained sensor networks. A basic probabilistic key pre-distribution scheme was introduced
in [Eschenauer and Gligor 2002] and improved in [Chan et al. 2003]. The limitation of
these approaches is that a small number compromised sensor nodes may affect the secure
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communication between a large number of non-compromised sensor nodes. A random
pairwise keys scheme was proposed in [Chan et al. 2003]. Although this technique pro-
vides perfect security against node capture attacks, it cannot scale to large sensor networks.
To improve the resilience of sensor networks against node compromises, Du et al. [2003]
extended Blom’s scheme [Blom 1985] to provide resilient keypre-distribution through
multiple instances of Blom’s scheme. Independently, Liu and Ning [2003b] as well as Liu
et al. [2004] extended Blundo’s scheme [Blundo et al. 1993] into a number of resilient
schemes, which achieve resilience against node compromises through either a random se-
lection among multiple instances of Blundo’s scheme (random subset assignment scheme),
an artificial grid (grid-based scheme), or a multi-dimension hypercube (hypercube-based
scheme). All of these techniques provide a nice threshold property, which enables the
resilience property against node compromises. In this paper, we demonstrate that the per-
formance and security of these schemes can be further improved significantly by using
pre-deployment and post-deployment knowledge.

Du et al. independently developed a scheme using pre-deployment knowledge [Du et al.
2004] when a preliminary version of this paper [Liu and Ning 2003c] was prepared. Du
et al. improved the basic probabilistic key pre-distribution using the expected locations of
sensor nodes. This paper includes additional results on improving the random pairwise
keys scheme [Chan et al. 2003] and the random subset assignment scheme [Liu and Ning
2003b] with pre-deployment knowledge. In addition, this paper develops a novel technique
to further improve key pre-distribution with post-deployment knowledge.

Anderson et al. proposed to establish keys based on multipleinsecure wireless links
[Anderson et al. 2004]. This technique can build up resilient sensor networks as long as
no more than a certain fraction of communications are eavesdropped during the window of
vulnerability. In contrast, our key prioritization technique is still secure even if an attacker
can eavesdrop every communication link. Indeed, the attacker has to physically capture
a certain number of sensor nodes during or after the window ofvulnerability in order to
compromise the communication between sensor nodes. Recently, Chan and Perrig [2005]
also used an artificial grid (similar to the grid-based scheme [Liu and Ning 2003b] and
the hypercube-based scheme [Liu et al. 2004]) to facilitatekey establishment using peer
sensor nodes as trusted intermediaries. In addition to the grid structure, they also consider
the communication overhead and the routing between nodes during the selection of peer
sensor nodes.

There are many other related studies in sensor network security, which are mostly on key
management, authentication, and vulnerability analysis.Carman, Kruus, and Matt studied
the performance of a number of key management approaches in sensor networks on differ-
ent hardware platform [Carman et al. 2000]. Stajano and Anderson proposed to bootstrap
trust between devices through location limited channels such as physical contact [Stajano
and Anderson 1999]. Wong and Chan proposed to reduce the computation overhead for
key exchange in low power devices with the help of a more powerful server [Wong and
Chan 2001]. Basagni et al. presented a key management schemeto secure the commu-
nication by periodically updating the symmetric keys shared by all sensor nodes with the
assumption of tamper-resistant hardware to protect the keys [Basagni et al. 2001]. Zhu et
al. proposed a protocol suite named LEAP (Localized Encryption and Authentication Pro-
tocol) to help establish individual keys between sensors and abase station, pairwise keys
between sensors, cluster keys within a local area, and a group key shared by all nodes [Zhu
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et al. 2003].
Perrig et al. developed a security architecture for sensor networks, which includes SNEP,

a security primitive building block, and a broadcast authentication techniqueµTESLA
[Perrig et al. 2001], an adaption of TESLA [Perrig et al. 2000; 2001; 2002] in sensor
networks. Liu and Ning extended this technique to a multi-level key chain method to
prolong the time period covered by aµTESLA instance [Liu and Ning 2003a]. These
techniques address the critical broadcast authenticationproblem in sensor networks, and
are complementary to the techniques in this paper.

Deng, Han and Mishra developed a collection of mechanisms toimprove the security for
in-networking processing [Deng et al. 2003]. Zhu et al. proposed an interleaved hop-by-
hop authentication to defeat malicious data injection in sensor networks [Zhu et al. 2004].
The problem of secure data aggregation in the presence of compromised nodes was studied
in [Hu and Evans 2003a] and [Przydatek et al. 2003]. Our key pre-distribution schemes
can be used to address the key management issues in these techniques.

Wood and Stankovic identified a number of DoS attacks in sensor networks [Wood and
Stankovic 2002]. Karlof and Wagner pointed out security goals for routing in sensor net-
works and analyzed the vulnerabilities as well as the countermeasures for a number of
existing routing protocols [Karlof and Wagner 2003]. Sastry, Shankar and Wagner pro-
posed a location verification technique based on the round trip time (RTT) [Sastry et al.
2003] to detect false location claims. Hu and Evans proposedto use directional antenna to
detect wormhole attacks in wireless Ad Hoc networks [Hu and Evans 2003b]. Newsome et
al. studied the Sybil attacks in sensor networks where a nodeillegitimately claims multiple
identities, and developed techniques to defend against this attack [Newsome et al. 2004].
Our proposed techniques can be combined with these techniques to further enhance the
security in sensor networks.

5. CONCLUSIONS AND FUTURE WORK

In this paper, we presented three schemes to take advantage of sensor nodes’ pre-deployment
knowledge or post-deployment knowledge, aiming at improving pairwise key establish-
ment in static sensor networks. The analysis shows that whensensor nodes in a network
can be deployed to the expected locations with a certain precision or can discover its lo-
cation after deployment, these schemes provide better security and performance over the
previous solutions.

Several directions are worth future research. First, the ideas of using pre-deployment
knowledge and post-deployment knowledge are two mutually orthogonal techniques. It
may be desirable to combine them together to provide better performance and security.
Second, we would like to investigate other pre-deployment or post-deployment knowledge
to improve pairwise key pre-distribution in addition to theexpected locations or the de-
ployment locations of sensor nodes.
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