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Pairwise key establishment is a fundamental security service for sensor networks. However, estab-
lishing pairwise keys in sensor networks is a challenging problem, particularly due to the resource
constraints on sensor nodes and the threat of node compromises. This paper proposes to use
both pre-deployment and post-deployment knowledge to improve pairwise key pre-distribution in
static sensor networks. By exploiting the pre-deployment knowledge, this paper first develops two
key pre-distribution schemes, a closest pairwise keys scheme and a closest polynomials scheme.
The analysis shows that these schemes can achieve better performance if the expected location
information is available and that the smaller the deployment error is, the better performance
they can achieve. The paper then investigates how to use post-deployment knowledge to improve
pairwise key pre-distribution in static sensor networks. The idea is to load an excessive amount
of pre-distributed keys on sensor nodes, prioritize these keys based on sensors’ actual locations
discovered after deployment, and discard low priority keys to thwart node compromise attacks.
This approach is then used to improve the random subset assignment scheme proposed recently
to demonstrate its practicality and effectiveness. The analysis indicates that the post-deployment
knowledge can also greatly improve the performance and security of key pre-distribution.

Categories and Subject Descriptors: C.Z0rmputer-Communication Networks]: General—Security and pro-
tection C.2.1 [Computer-Communication Networks]: Network Architecture and Design¥ireless communi-
cation D.4.6 [Operating Systems]: Security and Protection-Gryptographic controls

General Terms: Security, Design, Algorithms

Additional Key Words and Phrases: Sensor Networks, Key Management, Key Pre-Distribution

1. INTRODUCTION

Sensor networks are ideal candidates for applications asdhrget tracking, battlefield
surveillance, and scientific exploration in hazardousremments. Typically, a sensor net-
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work consists of a potentially large number of resource traimeed sensor nodes, which
are mainly used to sense physical phenomena (e.g. temperatimidity) from its imme-
diate surroundings, process, and communicate the sentedbdally, and a few control
nodes, which may have more resources and may be used told¢batsensor nodes and/or
connect the network to the outside world (e.g. a central dedaessing server). Sensor
nodes usually communicate with each other through wireleaanels in short distances.

Sensor networks may be deployed in hostile environmenteoialy in military appli-
cations. In such situations, an adversary may physicafijuca sensor nodes, and intercept
and/or modify data/control packets. Therefore, secuetyises such as authentication
and encryption are essential to maintain the normal netwpetations. However, due to
the resource constraints on sensor nodes, many securityamems such as public key
cryptography are not desirable, and sometimes infeasildemnsor networks. For exam-
ple, though some efficient public key cryptosystems suchligsi& Curve Cryptography
(ECC) have been shown to be feasible on sensor platformsaubHCA2 motes [Gura
et al. 2004], it still requires substantial computatiorg(geabout 0.81 second for 160-bit
ECC point multiplication [Gura et al. 2004]). As a resultngily using public key cryp-
tosystems (such as 160-bit ECC) for authentication will enttie verifier vulnerable to
Denial of Service (DoS) attacks, since an attacker may flbedérifier with bogus signa-
tures and force it to perform useless but expensive opesatindeed, providing efficient
security services in sensor networks is by no means a ttas#l, and it has received a lot
of attention recently [Perrig et al. 2001; Eschenauer andoG2002; Chan et al. 2003;
Karlof and Wagner 2003; Wood and Stankovic 2002; Liu and Ni@§3a; Du et al. 2003;
Liu and Ning 2003b; Liu et al. 2004; Chan and Perrig 2005; ltiale2005c].

In typical sensor networks, a sensor node needs to exchagsgages with its neighbor
nodes. This forms the basis of other communication pattsok as source-to-sink com-
munications. To ensure the security of such message exebang need to establish a
symmetric, pairwise key between two sensor nodes, whidteibasis of many other secu-
rity services such as encryption and authentication. $é&key pre-distribution techniques
have been developed recently to address this problem. Bzgheand Gligor [2002] pro-
posed the basic probabilistic key pre-distribution, wheaeh sensor node is assigned a
random subset of keys from a key pool before deployment. Asalt, two sensor nodes
have a certain probability to share at least one key aftelogieyent. By requiring two
sensor nodes share at leagtre-distributed keys to establish a pairwise key, Chan.et al
[2003] developed the-composite scheme, which improves the resilience of thie pasb-
abilistic scheme against node compromises. Chan et al3]20€o developed the random
pairwise keys scheme, which pre-distributes random ps@weys between a particular
sensor node and a random subset of other sensor nodes. @oerpairwise keys scheme
has the property that the compromise of sensor nodes dodésaaitio the compromise of
any pairwise key shared directly between two non-compredgensor nodes. Du et al.
[2003] and Liu and Ning [2003b] independently developederdistribution techniques
that significantly enhance the resilience of random keydisé&ibution against node com-
promises. Chan and Perrig [2005] recently developed PIKigGfacilitates pairwise key
establishment using peer sensor nodes as trusted intemesdjAdditional related work
is discussed in Section 4.)

Despite the recent advances, key pre-distribution foraemstworks is still not an en-
tirely solved problem. This is particularly because thef@enance of existing key pre-
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distribution schemes, especially the probability to eishla common key between com-
municating nodes and the ability to tolerate compromisatespare highly dependent on
the memory available on sensor nodes. Due to the need to tbwarost of sensor net-
works, it is always desirable to seek additional technighes can further improve the
security and performance of key pre-distribution in semsgiwvorks. Moreover, in many
sensor network applications, long distance peer-to-peeure communication between
sensor nodes is rare and unnecessary. Thus, the primarpfsaeture communication
is to provide authentication and/or encryption betweeglhmgodr sensor nodes that can di-
rectly communicate with each other. This observation eféer opportunity to improve the
performance of key pre-distribution.

In this paper, we show that the performance of key pre-8istion can be improved sig-
nificantly in static sensor networks, where node movemdtes@eployment are restricted
to a limited scope, by using pre-deployment and/or posteyepent knowledge.

1.1 Overview of Proposed Approaches

In this paper, we first exploit thpre-deployment knowledgg# sensor nodes to improve
key pre-distribution in static sensor networks. The teghas are based on the observation
that in static sensor networkathough it is difficult to precisely pinpoint sensor nodes-*
sitions, it is often possible to approximately determingrtfocations.For example, when
we use trucks to deploy static sensor nodes, we can usuaiydensor nodes within a cer-
tain distance (e.g., 100 yards) from their target locatitimsugh it is difficult to place the
sensor nodes in their expected locations precisely. Bytpkilvantage of this observation,
our techniques provide better security and performanaetti@previous techniques.

We also propose to take advantagpos$t-deployment knowledgend investigate a new
approach, which we refer to &gy prioritization to improve the performance of key pre-
distribution schemes in static sensor networks. The maa id to use the memory for
applications (e.g., EEPROM on MICA2 motes [Crossbow Tet@tgylInc. ]) to store
an excessive amount of keying materials, prioritize thdrigeynaterials based on sensor
nodes’ post-deployment information, and discard low ftydteying materials to thwart
node compromise attacks as well as return memory to thecapplns. For example, a
sensor application may be designated to collect temperatwmidity, etc. at a certain
frequency, and buffer the data before transmitting back¢ocentral processing system.
During the key pre-distribution phase (before the deplaytoéthe sensor nodes), we may
use a large amount of available memory (e.g., in EEPROM e gire-distributed keying
materials. After a sensor node is deployed, it may first erarits environment to assess
the likelihood of using each keying material, prioritizetkeying materials accordingly,
and then discard the low priority ones.

Note that accessing EEPROM is more expensive than accd®aiMgn a typical sensor
node. Ittakes more energy to delete cryptographic keys fhreift EPROM than to deleting
keys in RAM. Based on the results in [Shnayder et al. 2004]etergy consumed by writ-
ing 16 bytes to EEPROM is close to the energy consumed by ctingdior 237,360 clock
cycles (about 29.67 ms). Nevertheless, the key prioritmaechnique only requires such
deletion operations once for each node during the entieéirtie. Therefore, we believe
that such deletion operations are feasible in the curramtigéion of sensor networks.
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1.2 Main Contributions

The contribution of this paper is three-fold. First, we depea location-aware deploy-
ment model for static sensor networks, and integrate theagd location information
with the random pairwise keys scheme [Chan et al. 2003]. €kalting scheme keeps
the nice property of the original scheme, i.e., the compsenaf sensor nodes does not
lead to the compromise of pairwise keys shared directly bebwnon-compromised nodes.
However, unlike the original scheme, to achieve a desirefbpaance, our scheme only
requires a certain network density, but does not imposeestyiction on the network size.
Moreover, with the same storage capacity in sensor nodesobeme achieves a higher
probability to establish pairwise keys than the randomwia# keys scheme, especially
when the deployment error is small. Our extension to thiscbesheme allows smaller
storage overhead and easier deployment of dynamicallycbsielesor nodes.

Second, we develop another key pre-distribution schememmpmning the random sub-
set assignment [Liu and Ning 2003b] with the expected locatiformation. This scheme
offers further trade-offs between the security againsenmaptures and the probability of
establishing pairwise keys directly between neighbor sagleen certain memory con-
straint. Our analysis also indicates that this scheme gesva higher probability to es-
tablish pairwise keys directly between neighbor sensoes@ahd better resistance against
node captures than the original scheme in [Liu and Ning 2D03b

Third, we identify a new technique, key prioritization, toprove key pre-distribution
using post-deploymentknowledge. This technique offexggoortunity to exceed the limit
imposed by resource constraints on sensor nodes, and adtainegroves the performance
and security of the random subset assignment scheme dedefofiLiu and Ning 2003b].

1.3 Organization

The rest of the paper is organized as follows. Sections 2 aghels8ribe the techniques
to improve key pre-distribution by harnessing sensor nopgessdeployment and post-
deploymentknowledge, respectively. Section 4 reviewsdleted work on sensor network
security. Section 5 concludes this paper and points outakgture research directions.

2. KEY PRE-DISTRIBUTION USING PRE-DEPLOYMENT KNOWLEDGE

In static sensor networks, it may be possible to predetexithie locations of sensor nodes
to a certain extent. These predetermined locations candzkttasmprove the performance
of pairwise key pre-distribution. In this section, we firstroduce a simple location-aware
deployment model for this purpose, and then develop twonpsér key pre-distribution
schemes that can take advantage of the predeterminecloaaformation.

2.1 A Location-Aware Deployment Model

We assume that sensor nodes are deployed in a two dimenareaalalledarget field and
two sensor nodes can communicate with each other if they ginédnveach other'signal
range The location of a sensor node can be represented by a catadlinthe target field.
Each sensor node has arpected locatiothat can be predicted or predetermined. After
the deployment, a sensor node is placed deployment locatiotthat may be different
from its expected location. We call the difference betwdenedxpected location and the
deployment location of a sensor node theployment errorffor this sensor node. This
deployment model can be characterized by the followingetiparameters.
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(1) Signal range d,: A sensor node can receive messages from another sensorfnode i
the former is located within the signal range of the lattee Mbdel the signal range
of a sensor node as a circle centered at its deployment docuaiith the radiusi,..
For simplicity, we assume the radids defining the signal range is a network-wide
parameter, and denote the signal range wjth\e say two sensor nodes areighbors
if they are physically located within each other’s signaiga.

(2) Expected location (L, L,): The expected locatiofiL., L,) of a sensor node is a
coordinate in the two dimensional target field; it specifidere the sensor node is
expected to be deployed. Sometimes, a sensor node may betexkpe be deployed
within an area instead of a particular location. In this ¢caseassume the sensor node
is expected to be deployed at any location in that area witialgarobability.

(3) Deployment pdf e: We model the actual deployment location of a sensor node with
aprobability density functiom. The sensor node expected to be deploydd.atL,)
may appear at a particular area with a certain probabilibjclvis calculated by the
integration of probability density functionover this area. In some cases, the sensor
node may have certain mobility, and appear somewhere seapected location with
a certain probability. The deployment location of this sgmde at any pointin time
may also be modeled by the probability density function.
Although our techniques can be applied to any deploymenteiad this paper, we
always evaluate the performance of our techniques with @lsimne, where each
sensor node randomly appears anywhere at a distance of reothate away from
the expected location. We calthemaximum deployment errof hus, the deployment
pdf e for a sensor node with expected locatioqL,, L,) can be expressed as

770 1(La, Ly), ()| < e
0, otherwise.

E(LI,Ly)(xay) = {

where|| - || denotes the distance between two locations.

Obviously, this model can be easily extended to a three dilneal space. However, in
this paper, we focus on pairwise key establishments in theltmensional case. Extending
our results to the three dimensional model would be stréoghard.

2.2 Closest Pairwise Keys Scheme

In this subsection, we develop a pairwise key establishswregme namedosest pairwise
keys schemt take advantage of the expected location information. Adwc idea is to
have each sensor node share pairwise keys with a number ef gghsor nodes whose
expected locations are closest to the expected locatidni$énsor node. The following
discussion starts with a basic version, which can be coreidas the combination of the
random pairwise keys scheme [Chan et al. 2003] and the esgbémtation information,
and then gives an extended version to further reduce thagaarverhead and facilitate
dynamic deployment of new sensor nodes.

We assume a setup server is responsible for key pre-distnibuThis setup server is
aware of the expected location of each sensor node. Howigwdwes not require the
network-wide signal rangé,. and the deployment pdf since these two pieces of infor-
mation are not used in our technique. We assume each sert®has a unique, integer-
valued ID. We also use this node ID to refer to the sensor nedeconvenience, we call
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a pairwise key shared directly between two neighbor nodeslasct key and a pairwise
key established through other intermediate nodes asdinect key

2.2.1 The Basic VersionThe basic idea of the closest pairwise keys schemepseto
distribute pairwise keys between pairs of sensor nodeshéee high probabilities to be
neighbors. Though reasonable, this idea is difficult to implement, siitds non-trivial
to get the probability that two sensor nodes are neighbardedd, this probability de-
pends on the deployment pdfwhich is generally not available and may vary in different
applications. To simplify the situation, we pre-distribytairwise keys between pairs of
sensor nodes whose expected locations are close to eachtathmg that the closer the
expected locations of two sensor nodes, the more likelytttegt are physically located in
each other’s signal range.

(1) Pre-Distribution. Based on the expected locations of sensor nodes, the setap se
pre-distributes pairwise keys for each sensor node tatieilthe pairwise key estab-
lishment during the normal operation. Specifically, forkeaensor node, the setup
server first discovers a sét of ¢ other sensor nodes whose expected locations are
closest to the expected location @f wherec is a system parameter determined by
the memory constraint. For each nodé S, the setup server randomly generates a
unique pairwise keys,, , if no pairwise key between andv has been assigned. The
setup server then assighs K, ,,) and(u, K, ,,) to sensor nodesandv, respectively.

(2) Direct Key Establishment. After the deployment of the sensor network, if two sensor
nodesu andv want to establish a pairwise key to secure the communicatbneen
them, they only need to check whether there is a pre-disathpairwise key between
them. This information is obtained from the setup servehafre-distribution phase.
The algorithm to identify such a common key is trivial, besaeach pairwise key in
a particular sensor node is associated with a node ID.

(3) Indirect Key Establishment. When two neighbor nodes cannot establish a direct
key, they need to find one or more intermediate nodes to help getup an indirect
session key. A simple way is to have one nodalléd source nodesend a request
to a number of nodes that share direct keys with it. If one o¢hcontacted nodes
also shares a direct key with the other nodalléd destination nodethis contacted
node can be used as an intermediate node to help establishraarosession key. In
our later schemes, we will omit the indirect key establishtghase, since it is not
directly related to our techniques. Indeed, indirect kegdishment can be done with
any of the previous schemes (e.g., [Liu and Ning 2003b; Chah 2003; Eschenauer
and Gligor 2002]).

(4) Sensor Addition and Revocation. During the lifetime of a sensor network, new
sensor nodes may be added to replace damaged or comproerised sodes. To add
a new node, the setup server performs the above pre-disbriqprocess for the new
sensor node, and then informs the deployed sensor nodesrcfarghe new sensor
node the corresponding pairwise keys through secure clanildere we assume
the communication between each sensor node and the setp sesecured with a
unigue pairwise key shared between the node and the setgr.3érhe setup server
may know the deployment locations of the deployed sensoesoth this case, the
setup server may use these deployment locations (instehdioexpected locations)
to select neighbors for the new sensor node.
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Table I. Notations

network size

average number of neighbor sensor nodes

number of keys pre-distributed to sensor nodes

probability of sharing a direct key between neighbors

fraction of compromised direct keys between non-comprechisodes

T o 32

The detection of compromised nodes is generally a diffiaulbfem, which is beyond
the scope of this paper. However, there are several methati€ould be used to
identify compromised sensor nodes to revoke (e.g., [Magl.€2000; Buchegger and
Boudec 2002; Du et al. 2005; Liu et al. 2005b]). Once the camised nodes are
detected, it is usually necessary to revoke them from thearkt To revoke a sensor
node, each sensor node that shares a pairwise key with thieegtmode simply deletes
the corresponding key from its memory.

Though the above scheme looks similar to the previous mstfitsthenauer and Gligor
2002; Chan et al. 2003], it can achieve better performantteeifpredetermined location
information is available. In the following, we show the impement over the previous
methods through analysis. Table 1 lists several notatioatsare often used in our analysis.

2.2.2 Probability of Establishing Direct Keys-or simplicity, we assume that the sen-
sor nodes in the network are expected to be evenly distdbatthe target field. Thus, if
is one ofv’s closeste sensor nodes is very likely to be one ofi’s closest sensor nodes.
We uset andu to represent the deployment location and the expecteddocat nodeu,
respectively. As discussed in Section 2.1, we model theogepdnt location of node as
a probability density function; (z, y).

Consider two sensor nodesandv. Since they are deployed independently, given the
expected locations af andwv, the conditional probability that they are neighbors can be
calculated by

P(||u7@||§dr|ﬂ7@)=//// a1, y1)€en (22, y2)do1dy dradys,
[, 9]|<dr

where|| - || denotes the distance between two locations.

Since sensor nodes are evenly distributed in the target freddlensities of sensor nodes
in different small areas are approximately equal. Assuraestare on average nodes in
each sensor node’s signal range. The density of the networke estimated by = ’Z}l ,
whered,. is the radius of the signal range. Thus, on average, each wiidget prTe—
distributed pairwise keys with the sensor nodes whose ¢éggédacations are no more than
d’" away from it, whered’ = /5 x d,, andy = <5. We cally = 55 the capacity
density ratio For anyv having a pre-distributed pairwise key withthe probability thav
falls intou’s signal range can be calculated by

- _ p(l|a, 0]| < drla, (z,y
R
a,0||<d’

T d/2

Among the sensor nodes that have pre-distributed pairvwags With sensor node,
the average number of sensor nodes that fall into its sigarade can be estimated by
¢ X p(||w, 9]| < d,|a). Thus, the probability of establishing a common key betwesate
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Fig. 1. Probability of establishing direct keys between tweghbor nodes given different values @©find+.
CPKS denotes the closest pairwise keys pre-distributiberse.

u and its neighbor sensor node can be estimated by

_ exp(|lu, o] < dr|u)
B m
The abovey can usually be used to estimate the probability of any nogimba direct
key with its neighbor node when the target field is infinite.r Bolimited field in our
simulation, we simply use the probabilityof the node expected to be deploy at the center
of this field having a direct key with its neighbor node to mstie the probability of having
a direct key between any two neighbor nodes.
In the following analysis, we always use the radius of sigaabe d,, as the basic unit
of distance measurement.(= 1). For example, a distance 2 implies that the distance is
twice as far agl,.. Thus, the deployment error in our discussion also reptegba ratio
of the deployment error to the signal range. Figure 1 showgthbbability of establishing
direct keys between neighbor sensor nodes for differentegabfe and~. We can see
that this probability is not only affected by the maximum lbgment error, but also by
the capacity density ratig. In general, the increase ofwill increase the probability
given certain deployment pdf. However, this probabilitcases when the maximum
deployment error increases. In practice, we expect to seerlperformance than that in
Figure 1, since the probability of having a smaller deplogitegror is typically higher than
the probability of having a larger one.

~ v x p(la, o] < drla).

2.2.3 Security Against Node Capture$here are several attacks against sensor net-
works, such as DoS attacks [Wood and Stankovic 2002], Sytaitlkes [Newsome et al.
2004], and Wormhole attacks [Hu et al. 2003]. These attackg affect the security of
pairwise key establishment in sensor networks. For exaraplattacker may create worm-
holes between different areas so that a node establishesessary keys with other nodes
that will disappear once the wormholes are gone. Howevesgtattacks are not unique
to the pairwise key establishment in sensor networks. litiaddusing expected location
information does not reduce the security of any existing fx&ydistribution scheme. For
simplicity, we focus on the node compromise attacks in thisg.

In node compromise attacks, an adversary may physicallfjucapne or more sensor
nodes, and learn all the secrets stored on these nodes. Waeate compromised sensor
nodes may collude together to attack the communicationdetwion-compromised sensor
nodes. That is, the adversary may try to figure out the pagrkiys established between
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Fig. 2. Probability of establishing direct keys in randoninpie keys scheme and the closest pairwise keys
scheme for differentn ande givenc = 200 and N = 600.

non-compromised nodes based on the secrets learned frarortiomised ones.

From the scheme it is easy to see that each pre-distribufediga key between two
sensor nodes is randomly generated. Thus, no matter how searspr nodes are com-
promised, the direct keys between non-compromised sesi@srare still secure. We call
this property aperfect security against node capturddowever, once a sensor node is
compromised, the session keys this sensor node helpsisitataly be compromised. For
example, an attacker may have saved a copy of an indiredbedssy encrypted by a di-
rect key, and thus will be able to decrypt the session key sheeggets the corresponding
direct key from a compromised node. Thus, if either of there@wr destination sensor
nodes notices that the intermediate sensor node is comgedmi should remove the cor-
responding pre-distributed pairwise key, and initiate guest to establish a new session
key. The delay in detecting compromised sensor nodes sti#pa threat. One way to mit-
igate this threat is to derive the session key by combinimg (XOR) the keys generated
from multiple paths, as suggested in [Chan et al. 2003].

2.2.4 Overhead.ldeally, each sensor node storggsairwise keys. However, this does
not necessarily happen because of the asymmetry in sendes’iocations. Consider a
pair of sensor nodes andwv. In the pre-distribution step; is one ofu’s closestc sensor
nodes; howevery is not necessarily one afs closestc sensor nodes. In this case,
has to store the pairwise key betweerand v in addition to its own pre-distributed
pairwise keys. Thus, the storage overhead in each sensercootes from two parts: One
consists of the pairwise keys generated for itself, and ther@onsists of the pairwise keys
generated for other sensor nodes. Hence, each sensor reotbeshare at leastkeys and:
sensor IDs. The actual number of pairwise keys stored inticpar sensor node may be
much larger tham. Nevertheless, if the sensor nodes are approximatelyydésitibuted
in the target field, it is very likely that if sensor noddés among sensor nodes closestc
sensor nodes, thanis amongu’s closestc sensor nodes.

To establish a common key with a given neighbor node, a sersae only needs to
check if it has a pre-distributed pairwise key with the giverde (because each pairwise
key is associated with a node ID). Thus, there is no commtiaitand computation over-
head during direct key establishment. The establishmear ofdirect session key requires
one broadcast request message, and potentially a numbaicastireply messages with
the techniques in [Eschenauer and Gligor 2002; Chan et @8;20u and Ning 2003b].
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2.2.5 ImprovementsOur basic scheme can be considered as an extension to the ran-
dom pairwise keys scheme. These two schemes have some copnopanties. In both
schemes, the compromise of sensor nodes does not lead tontipeamise of direct keys
shared between non-compromised sensor nodes. Howevescloeme further takes ad-
vantage of expected location information, and thus is ablechieve better performance
than the random pairwise keys scheme. First, the randomwigaikeys scheme has a re-
striction on the network size, while our scheme has no direstriction on the network
size. Second, given the same storage capadity pairwise keys and the total numh¥r
of sensor nodes, the probability of establishing direcskeyour scheme is always better
than the random pairwise keys scheme. This is illustrateféignre 2, which compares
the probability of establishing direct keys in both scherf@sdifferentm ande given
thate = 200 and N = 600. It shows that the probability of establishing direct keys
is improved significantly in our scheme, especially whes less than two times of the
signal range. When the maximum deployment e¢rimicreases, this probability gradually
decreases. In the extreme case, when there is no knowledgéwbere the nodes may
reside, the technique degenerates into the original rargiirwise keys scheme.

2.2.6 Comparison with Previous Methodblow let us compare our scheme with the
basic probabilistic scheme [Eschenauer and Gligor 2082];-composite scheme [Chan
et al. 2003], and the random subset assignment scheme [dilNerg 2003b]. As dis-
cussed earlier, our proposed scheme has a high probabiéstablish direct keys between
neighbor sensor nodes given reasonable capacity dentsityyrand maximum deployment
errors. At the same time, our scheme does not put any limitath the network size.

Note that the closest pairwise keys scheme provides padeatity against node capture
attacks, while the basic probabilistic scheme andgtitcemposite scheme cannot achieve
perfect security guarantee. Although the random subsigframent scheme can be config-
ured to achieve perfect security guarantee, it can onlyat@plimited number of sensor
nodes to ensure a certain probability of having direct kestsvben sensor nodes. Thus,
a more direct and reasonable way to make comparisons bettiferent schemes is to
show the security against node compromise attacks givesaime probability of estab-
lishing direct keys between sensor nodes.

Figure 3 shows that given the same storage overhead andiegsabability of estab-
lishing direct keys between sensor nodes, our scheme dolesmddo compromise of direct
keys belonging to non-compromised sensor nodes, whilegrother three schemes [Es-
chenauer and Gligor 2002; Chan et al. 2003; Liu and Ning 2))@8é direct keys shared
between non-compromised sensor nodes are compromisddyquicen the number of
compromised sensor nodes increases.

Compared with the grid-based scheme [Liu and Ning 2003b]ctbsest pairwise keys
scheme has some advantages. First, the closest pairwiseskegme provides perfect
security guarantee. Though the grid-based scheme canralgio@ perfect security guar-
antee, it has limitations on the maximum supported netwark given certain storage
constraint [Liu and Ning 2003b]. In contrast, the closestwiae keys scheme has no
limitations on the maximum supported network size. Secdmel closest pairwise keys
scheme can achieve a higher probability of establishirectikeys between two neighbor
nodes than the grid-based scheme. Though the grid-basehedan guarantee to estab-
lish a direct or indirect key between any two sensor nodesgitires that any two sensor
nodes can communicate with each other, which may not berrreal applications.
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Fig. 3. Fraction of compromised pairwise keys between ramgromised sensor nodes v.s. number of compro-
mised sensor nodes. RS denotes the random subset assigumeame

2.2.7 The Extended VersiorThe basic scheme described above has two limitations.
First, if the sensor nodes are not evenly distributed in #nget field, it is possible for a
sensor node to have a large number of neighbor nodes thabaenmong the closest
sensor nodes af, but consider: as one of their closestsensor nodes. As a result, node
u has to store a lot of pairwise keys generated by the setuprsedecond, to add a new
sensor node after deploying the sensor network, the setuprdeas to inform a number
of existing sensor nodes in the network about the additidch@hew sensor node, which
may introduces a lot of communication overhead.

We propose an alternative way to pre-distribute the sefetrnation so that (1) the stor-
age overhead in each node is small and fixed no matter howriserseodes are deployed,
and (2) no communication overhead is introduced during datian of new sensor nodes.
The technique is based on a pseudo random function (PRF{&oh et al. 1986] and a
master key shared between each sensor node and the setp serv

(1) Pre-Distribution: Foreach sensar, the setup server first randomly generates a mas-
ter key K, and determines a sstof ¢ other sensor nodes whose expected locations
are closest to that af. The setup server then distributes to sensar set of pair-
wise keys (together with the IDs) with those selected sensdes. These keys are
generated by the setup server in the following way: For ea€hS, the setup server
generates a pseudo random numbgr = PRFk, (u) as the pairwise key shared
betweernu andv, whereK, is the master key for. As a result, for each € S, node
u stores the pairwise key, ,,, while nodev can compute the same key with its master
key and the ID of node.. We callv a master sensor nodef « if the direct keyk,, ,,
shared between them is derivedhy, = PRFk, (u). Accordingly, we call: aslave
sensor nodef v if v is a master sensor node@f

(2) Direct Key Establishment: The direct key establishment stage is similar to the basic
scheme. The only difference is that one of two sensor nodesahae-distributed
pairwise key and the other only needs to compute the key usimgaster key and the
ID of the other party. For example, if finds that it has the pre-distributed pairwise
key PRF, (u) with v, it then notifies sensar that it has such a key. Sensor nade
only needs to computBRFk, (u) by performing a single pseudo random function.

(3) Sensor Addition and Revocation: To add a new sensor node the setup server
selects: sensor nodes closest to the expected locatian &br each of thesesensor
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nodes, the setup server retrievésmaster key,, and computes,, , = PRFk, (u),

and then distributes andk,, ,, to u. Revoking a sensor is a little more complex than
in the basic scheme. To revoke senspall its slave sensor nodes need to remove the
corresponding keys from their memory. Moreoves master sensor nodes have to
remembew’s ID in order to avoid establishing a direct key witHater.

In this extension, each sensor node needs to store a magtwhiah is shared with the
setup server and pre-distributed pairwise keys. Thus, the storage overli@akieys in
each sensor node is at mest- 1. To establish a pairwise key, one of them can initiate
a request by informing the other party that it has the préilliged pairwise key. (Note
that this message only indicates the existence of such areyh@ exact value is never
disclosed in the communication channel.) Once the othdy peceives such a message,
it can immediately compute the pairwise key by performing BfRF operation. Thus, the
communication overhead in the above scheme involves omgbart request message and
the computation overhead only involves one efficient PRFatfm.

Based on the security of PRF [Goldreich et al. 1986], if a reodeaster key is not
disclosed, no matter how many pairwise keys generated highmaster key are disclosed,
it is still computationally infeasible for an attacker tacower the master key and the non-
disclosed pairwise keys generated with different IDs. Thogle compromise does not
lead to the compromise of the direct keys shared betweercappromised nodes.

The extended scheme introduces some additional overhegaljbiring master sensor
nodes to remember the IDs of their revoked slaves. We cansidean acceptable over-
head due to the following reasons. First, the storage oagrfue a node ID is much smaller
than that for one cryptographic key. Second, in normal Sitna when authentication of
the revocation information is ensured, the number of redaitave nodes is usually less
thanm, the average number of sensor nodes in each sensor’s signg@.rOne may argue
that if the authentication of revocation information carblypassed, an attacker may con-
vince a sensor node to store many node IDs to exhaust its nyeitowever, in this case,
the node can be convinced to do anything, and should be @mesidompromised.

2.3 Closest Polynomials Pre-Distribution Scheme

The scheme presented earlier still has some limitationgaltticular, given the constraints
on the storage capacity, node density, signhal range andytepht pdf, the probability of
establishing direct keys is fixed. For a particular sensbwok, it is not convenient to
adjust the last three parameters. Thus, one has to inctemastotage capacity for pairwise
keys to increase the probability of establishing directskeyhis may not be a feasible
solution in certain sensor networks given the memory camgs on sensor nodes.

This subsection presents a key pre-distribution schentledazlosest polynomials pre-
distribution schemgby combining the expected locations of sensor nodes wétihhahdom
subset assignment scheme in [Liu and Ning 2003b]. The regutchnique allows trade-
offs between the security against node captures and thelpititp of establishing direct
keys with a given memory constraint. Moreover, it does nquie the setup server be
aware of the global network topology, making the deploynmenth easier.

In the following, we first review the random subset assignmseheme in [Liu and Ning
2003Db], then present an improved key pre-distribution sehesing expected locations,
and finally analyze the security and performance of thismmehe
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2.3.1 Overview of The Random Subset Assignment Schéfmehoose the random
subset assignment scheme because it can be consideredrasaigation of several key
pre-distribution schemes. Indeed, the basic probalgiligy pre-distribution scheme [Es-
chenauer and Gligor 2002] is a special case of the randonesassignment scheme when
each key is considered as a 0-degree polynomial [Liu and R@@3b]. Moreover, the key
pre-distribution scheme in [Du et al. 2003] is essentiatiyiealent to the random subset
assignment scheme in [Liu and Ning 2003b]. Since most keydsteibution schemes
(except for the random pairwise keys scheme [Chan et al.]p@@3based on the random
and independent distribution of key units to sensor nothes;gsults obtained through im-
proving the random subset assignment scheme can be eas#lyatjieed to those schemes.

Before reviewing the random subset assignment schemeageckin [Liu and Ning
2003b], we first review a polynomial-based key pre-distidouscheme in [Blundo et al.
1993], which was developed for group key pre-distributidrhough using it for group
key pre-distribution is generally not practical becauséobverhead, its special case for
pairwise keys is feasible in sensor networks. For simplicite only discuss the special
case of pairwise key establishment.

To pre-distribute pairwise keys, the setup server randgmaherates a bivariatedegree
polynomialf(x,y) over afinite fieldF;,, whereg is a prime number that is large enough to
accommodate a cryptographic key, such that it has the pgoperf (z,y) = f(y,z). (In
the following, we assume all the bivariate polynomials here property without explicit
statement.) It is assumed that each sensor node has a ubDideerleach nodé the setup
server computes polynomial sharef f(z,y), f(i,y). Thus, for any two sensor nodés
andj, node: can compute the common kei(i, j) by evaluatingf (i, y) at pointj, and
node; can compute the same key((,:) = f(i, 7)) by evaluatingf (4, y) at pointi.

In this approach, each sensor node needs to stodegree polynomial, which occupies
(t+1)log g storage space. To establish a pairwise key, both sensos meee to evaluate
the polynomial at the ID of the other sensor node. There isamnsunication overhead
during the pairwise key establishment process. The sgqndbof in [Blundo et al. 1993]
ensures that this scheme is unconditionally securetarailusion resistant. That is, the
collusion of no more tham compromised sensor nodes knows nothing about the direct
key between any two non-compromised nodes. However, thapolial-based key pre-
distribution scheme can only tolerate no more thanmpromised nodes, where the value
of t is limited by the storage capacity for pairwise keys in a sensde. Indeed, the larger
a sensor network is, the more likely that an adversary comizes more than sensor
nodes and then the entire network.

The random subset assignment scheme combines the idea pbkein [Eschenauer
and Gligor 2002] with the polynomial-based key pre-disttibn scheme in [Blundo et al.
1993]. Specifically, a setup server first randomly geneatesol of bivariate polynomials,
each of which is uniquely identified by a polynomial ID. Théwgeserver then chooses a
random subset of polynomials and distributes the polynbshiares and the polynomial
IDs to each node. To establish pairwise keys after the depdoy, two sensor nodes need
to identify a common polynomial they share by exchanging thelynomial IDs, and use
the polynomial-based scheme to compute the pairwise keych & common polynomial
is identified. The indirect key establishment can be achiénghe same way as in [Es-
chenauer and Gligor 2002; Chan et al. 2003], where two serotes try to find a number
of intermediate nodes to help them setup a temporary sekspnThe analysis in [Liu
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Fig. 4. Partition of a target field

and Ning 2003b] shows the random subset assignment schenbetier performance and
security than the techniques in [Eschenauer and Gligor;2062n et al. 2003].

2.3.2 The Closest Polynomials Pre-Distribution Scherestead of randomly select-
ing polynomials for each sensor node as in the original ramslabset assignment scheme,
the main idea of the proposed technique is to select polyalsifar each sensor node based
on its expected location. Specifically, we partition theé&ifield into small areas called
cells each of which is associated with a unique random bivariatgnpmial. Then, we
distribute to each sensor node a set of polynomial sharébéihang to the cells closest to
the one that this sensor node is expected to locate in. Fqlisity, we assume the target
field is a rectangle area that can be partitioned into eqmatisquares.

(1) Pre-Distribution: The target field is first partitioned into a number of equaédiz
square§C;. i, }i.=0,1,....c—1,in=0,1,..., k—1, €ach of which is @ell with the coordinate
(i, i) denoting rowi, and columri.. For convenience, we use= R x C to denote
the total number of cells. The setup server randomly geessabivariatet-degree
polynomials{ f;_;.(x,y)}i.=01....c—1.i.=01,.... R—1, and assigng;_;, (z,y) to cell
C;. i,.- Figure 4 shows an example partition of a target field.

For each sensor node, the setup server first determirfemnits cellin which this node
is expected to locate. The setup server then discovers éligrazljacent to this node’s
home cell. Finally, the setup server distributes to the @ensde its home cell coor-
dinate and the shares of the polynomials for its home cellthedour selected cells.
For example, in Figure 4, nodeis expected to be deployed in célh 5. Obviously,
cellCy 2 is its home cell, and cellSs 1, C 2, C2 3 andCs 2 are the four cells adjacent
to its home cell. Thus, the setup server gives this node thedamate(2, 2) and the
polynomial shareg »(u, y), f2,1(u,y), f1,2(uw,y), f2,3(u,y), and fz2(u, y).

(2) Direct Key Establishment: After deployment, if two sensor nodes want to setup a
pairwise key, they first need to identify a shared bivariatiyipomial. If they can find
at least one such polynomial, a common pairwise key can bélested directly using
the basic polynomial-based key pre-distribution presgiteSection 2.3.1. A simple
way is to let the source node disclose its home cell coordittathe destination node.
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From the coordinate of the home cell of the source node, tlséndtion node can
immediately determine the IDs of polynomial shares the @unde has.

(3) Sensor Addition and Revocation: To add a new sensor node, the setup server only
needs to pre-distribute the related polynomial shares hachbme cell coordinate
to the new node, in the same way as in the pre-distributiosg@hdhe revocation
method is also straightforward. Each node only needs to méree the IDs of the
compromised sensor nodes that share at least one commaiatgiyzEolynomial with
itself. Thus, in addition to the polynomial shares, the sem®de also needs to store
a number of compromised sensor node IDs. If more thaodes that share the same
bivariate polynomial are compromised, a non-compromisgtssr node that has a
share of this polynomial simply removes the correspondirages and all the related
compromised sensor node IDs from its memory.

2.3.3 Probability of Establishing Direct KeysSimilar to the analysis for the closest
pairwise keys scheme, we also usendu to represent the actual deployment location and
the expected location of node respectively.

Consider two sensor nodasandv. Since they are deployed independently, given the
expected location of, andv, the conditional probability that they are neighbors can be
calculated by

p(||ﬁ7@||§dr|ﬂ75)://// a1, y1)€es(22, y2)dr1dy; dradys,
[, 9]|<dr

where|| - || denotes the distance between two locations.

Assume these two sensor nodeandv are expected to be deployed in c€ll, ;, and
C;. ;. respectively. To simplify our analysis, we assume thatrsasenode is expected to
locate randomly in its home cell. In other words, if senstr expected to be in cell;_; ,
then the probability density function for the expected taraof v is % for any location
in the cell, and 0 otherwise. Therefore, the conditionabpiulity thatu andv are in each
other’s signal range given thatis expected to be deployed at locatioandv is expected
to be deployed in cell’;_ ;. can be calculated by

cyJr

.o _ p(||w, || < d.|u, (x,
p(llu,vllSdr|u,c-c_,jr)_//c (s, o L2| @) 4oy,

Hence, givenu andv’'s home cellsC;_ ;, andCj, ;,, the probability of nodes andv
being able to directly communicate with each other can hmastd by

.. p U,U Sd?“ &€, ’O-c-.'r‘
i 0l < d1Cr o) = [ [ PIHLE 00 o) gy,
Cicir

Assume that on averagé..;; sensor nodes are expected to be deployed in each cell.
Thus, among all the sensor nodes with home €gJl; , the average number of sensor
nodes that the sensor nodevith home cellC;,_ ;. can directly communicate with can be
estimated by ., x p(||%, 0|| < d.|C;, 4., Cj. .j..)- Therefore, overall, the average number
of sensor nodes thatcan directly communicate with can be estimated by

Ny = Neeir - Z p(||w, 9| < dr|Ci, ., Cj..5,.)-
VCje.ir
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Let S;, ;. denotes the set of the home cells of the sensor nodes that shimast one
common polynomial with the node whose home cellis ;.. According to the pre-
distribution procedure, there are 13 such cells in ech . For example, Figure 4 shows
S22, which consists of all the shaded cells. Thus, the averageeuof neighbor sensor
nodes that can establish a common key witttirectly can be estimated by

n; = INVeell * Z p(”uva Sdr|cic7iT7CjC7jT).
Cijec,ir €Sic,ir
Hence, the probability of establishing a common key diydoitween: and a neighbor
node ofu can be estimated by

b n, e e PUIG O < 4G G )
Ny v, pUlw ol < dv|Ci i, Cj. 5.)

Similar to the analysis for the closest pairwise keys scheah@abover can be used
to estimate the probability of any node having a direct kethwts neighbor node when
the target field is an infinite field. For a limited field in oumsilation, we simply use the
probabilityp of the node with home cell’c /2 r/» having a direct key with its neighbor
node to estimate the probability of having a direct key betwany two neighbor nodes.

We use the simple deployment model described before to aeathe performance,
with signal rangel,. as the basic unit for distance measuremént£ 1). Figure 5 shows
the probability of establishing direct keys for differemlcside lengthL, and maximum
deployment erroe. Obviously, the probability of establishing direct keysri@ases as the
cell side lengthl. grows and decreases as the maximum deploymentegamws.

In general, the largek is, the higher the probability of establishing a direct keyieen
two neighbor nodes. However, the larger cell side length klads to a larger number of
sensor nodes sharing the same bivariate polynomial, whithrh degrades the security
performance. Thus, we have to find the minimum valué ¢d meet the other constraints
so that we can maximize the security performance. Figur@%iges a guideline to deter-
mine the minimum value of. given the other constraints.

2.3.4 Security against Node Capturefccording to the result of the polynomial-
based key pre-distribution in [Blundo et al. 1993], as losgha more tharn polynomial
shares of a bivariate polynomial are disclosed, an attdakews nothing about the pair-
wise keys established through this polynomial between comnpromised nodes. Thus,
the security of our scheme depends on the average nhumbensdrseodes sharing the
same polynomial, which is equivalent to the number of sensdes that are expected to
be located in a cell and its four adjacent cells.

As discussed in Section 2.2, the density of the sensor nodég inetwork can be esti-
mated byD = m+1 . The average number of sensor nodes that are expected todtedo

m+1)L

inacelli IS - Thus, the average number of sensor nodes that share theopabl
of a particular cell can be estimated By = %@L. Using the signal range as the

basic unit of distance measuremedjt & 1), we haveN, = M

We consider two types of attacks against the closest polyrlspre -distribution scheme.
One is thdocalized attackwhich targets at the sensor nodes in a particular area &rord
to compromise the communication security in this area. Ttherds therandom attack
which randomly selects sensor nodes to compromise.
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Fig. 5. Probability of establishing direct keys between tveighbor nodes given different
cell side lengthl. and maximum deployment errer

In a localized attack, the attacker must compromise mometloat of N, sensor nodes
in order to compromise the direct keys between non-compednsensor nodes in that
area. In addition, the compromise of a particular area doeaffect the direct keys in any
other area because all bivariate polynomials are choselonally and independently.
Consider a random attack. We assume a fragijoof sensor nodes in the network have
been compromised by an attacker. This means that each serd®has the probability
of p. being compromised. Thus, among sensor nodes that have polynomial shares of a
particular cell, the probability that exactlysensor nodes have been compromised can be
estimated by

. N,! i No—i
P(i) = ml)c(l — Pe) .

Therefore, the probability that the bivariate polynomisdigned to this cell is compro-
mised, which is equivalentto the probability that a direxy ketween two non-compromised
nodes being compromised, can be estimate®by 1 — Zf:o P.(i). Figure 6 includes
the relationship between the fraction of compromised dikegs for non-compromised
sensor nodes and the fraction of compromised nodes underedif combination ofrn and
L given the storage capacity that is equivalent to 200 crypjoigic keys { = 39). An
interesting result is that regardless of the total numbeeokor nodes in the network, the
less the density of the sensor network, the higher the sg@uarantee it can provide.
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Fig. 6. Fraction of compromised direct keys between nongromised sensor nodes v.s.
fraction of compromised sensor nodes. Assume each nodeitedde storage equivalent
to 200 cryptographic keys.

2.3.5 Overhead.In this scheme, each sensor node needs to store the coerdfrits
home cell and the polynomial shares of five cells. The stomagehead for the coordi-
nate of its home cell is negligible. Thus, each sensor nodds® allocaté(t + 1) log g
memory space to store the secret. When there are comprosgssdr nodes, each non-
compromised sensor node also needs to store the IDs of thproorised sensor nodes
with which it shares at least one common polynomial. Howgfagreach of the 5 poly-
nomials, a non-compromised sensor node only needs to gpaie@tuDs; it can remove
the corresponding polynomial share and all the related fibeinumber of compromised
sensor nodes sharing the polynomial exceeds

To establish a common key between two neighbor nodes, otewnf initiates a request
by disclosing its home cell coordinate. Once the other paatgives such a message, it
can immediately determine the common pairwise key and r@phessage to identify the
corresponding key. Thus, the communication overheaddediwo short messages.

To compute the common key with a given sensor node, eachrseode needs to eval-
uate at-degree polynomial. Thus, the computation overhead in sankor node mainly
comes from the evaluation of this polynomial, which can bealefficiently by using the
optimization technique in [Liu and Ning 2003b].

2.3.6 ImprovementsCompared with the original random subset assignment scheme
in [Liu and Ning 2003b], the closest polynomials pre-distition scheme can achieve bet-

ACM Journal Name, Vol. , No., 20.



Improving Key Pre-Distribution with Deployment Knowledge in Static Sensor Networks . 19

—8— CPPS(e=2,L=0.7) —— CPPS(e=3,L=1.05)
——CPPS(e=4,L=1.4) —A—CPPS(e=5,L=1.7)
------ RS(5=11,8=2,t=99) q-composite(g=1)

— — — qg-composite(g=3) ——+—— Basic probabilistic

0 1000 2000 3000 4000 5000 6000 7000 8000 9000

Number of compromised sensor nodes

Fig. 7. Fraction of compromised direct keys between nongromised sensor nodes v.s. number of compromised
sensor nodes. Assume each node has available storageleofuiva200 cryptographic keys. Assume= 0.33
andm = 40. CPPS denotes the closest polynomials pre-distributindam scheme.

ter performance due to the explicit usage of expected loestiFirst, given certain storage
constraint and the required probability of sharing diregykbetween sensor nodes, the
random subset assignment can only tolerate a small numbengiromised sensor nodes,
while the closest polynomials pre-distribution schemetodgrate a large fraction of com-
promised nodes. Figure 7 shows that the security can be ragrsignificantly by using
prior deployment knowledge of sensor nodes. (To save sgaisdigure also includes the
security performance of other techniques, which will bedssed in the later comparison.)
Second, the probability of sharing direct keys betweenmemsdes in the random subset
assignment scheme is fixed given certain polynomial poel aid the storage constraint
on sensor nodes, while for the closest polynomials pre#digion scheme, this probability
is independent from the total number of polynomials in thelptndeed, it can be further
improved by increasing cell side lengthfor a given maximum deployment erreras
shown in Figure 5.

2.3.7 Comparison.Now let us compare our scheme in this subsection with theiprev
ous methods (the basic probabilistic scheme [Eschenad&kigor 2002], the;-composite
scheme [Chan et al. 2003], the random pairwise keys schehan[€X al. 2003], the grid-
based scheme [Liu and Ning 2003b], and the closest pairvége &cheme). Evaluation
of those schemes requires the network size. To be fair, wehastollowing method to
estimate the network size. Assume on average, there aensor nodes that fall into each
sensor’s signal range. Based on the analysis in [Chan e0@B]2we estimate the total
number of sensor nodes in the networkNs= 2™? to make sure the network is fully
connected with a high probability if the node only contatssnieighbor nodes, whegeis
the probability of establishing a direct key between twayhbor sensor nodes.

Let us first compare our new scheme with the basic probabissheme [Eschenauer
and Gligor 2002] and the-composite scheme [Chan et al. 2003]. Figure 7 compares the
fraction of compromised direct keys shared between nonpcomised sensor nodes given
the samep, m, and storage overhead. We can see that our scheme perfgmifscantly
better than the other two schemes. It also shows that the prmecése the sensor deploy-
ment is, the higher security it can guarantee.

We then compare our new scheme in this subsection with thdorarpairwise keys
scheme [Chan et al. 2003]. By limiting the number of sensatesosharing the same
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Fig. 8. Probability of establishing pairwise key directlgtiveen two neighbor nodes given differenand m.
The length of cell side in CPPS is configured so that it is pésfeesistant to the node captures. Assume each
node has available storage equivalent to 200 cryptograyis.

bivariate polynomial, our proposed scheme can be modifiguotdgide perfect security

against node captures. In this case, we hdye- "("“;71”2 < (t+1). From the previous
result, we know that the value pfonly depends o ande. Thus, given the same proba-
bility of establishing direct keys between sensor nodespooposed scheme has no limit
on the total number of sensor nodes it can support. Howeverrandom pairwise key
scheme can only support at méssensor nodes, wherds the number of cryptographic
keys a sensor node stores [Chan et al. 2003]. Thus, our neamgchan achieve better
performance when the expected location information islalvks.

Similar to the closest pairwise keys scheme, the closestpatials pre-distribution
scheme has some advantages over the grid-based scheme anfl. Ning 2003b]. First,
in order to provide certain security guarantee against modgpromise attacks, the grid-
based scheme has limitations on the maximum supported resize give certain stor-
age constraint as pointed out in [Liu and Ning 2003b]. Howgethe closest polynomials
pre-distribution scheme has no limitations on the maximuppsrted network size given
reasonable maximum deployment errors. Second, the clpslystomials pre-distribution
scheme provides higher probability of establishing dikegts between sensor nodes than
the grid-based scheme. Though the grid-based scheme caantpeato establish a di-
rect or indirect key between any two sensor nodes, it reg@iny two sensor nodes can
communicate with each other, which may not be true in redicgons.

Now we compare our new scheme proposed in this subsectibrthatclosest pairwise
keys scheme in Section 2.2. For the closest pairwise keyligtabution, given a fixed
storage capacity, signal rangel,., node densityD, and the maximum deployment errqr
the probability of establishing direct keys between sensaies is fixed. However, for our
new scheme proposed in this subsection, given the abovéraimts, it can still achieve
arbitrary high probability to establish direct keys betwasensor nodes by increasing the
cell side lengthl as shown in Figure 5. For example, in the closest pairwiss kelgeme,
if v = 5, e = 3, the probability of having a common pairwise key between nsahbor
nodes id).4. In contrast, our new scheme allows us to increase cell siugth to achieve
a higher probability of establishing direct keys betweeiglnieor sensor nodes and still
provide certain degree of security.

An advantage of the closest pairwise key scheme is that tinpiramise of sensor nodes
does not lead to the compromise of direct keys shared betn@emrompromised sensor
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nodes. By havingV, < (¢ + 1), the closest polynomials pre-distribution scheme can also
provide this security property. To further compare theseg$shemes under this condition,
Figure 8 shows the probabilities of establishing directskegder different node densities
and maximum deployment errors, assuming the storage t¢gjimetuivalent to 200 cryp-
tographic keys. We can see that although the closest paikeigs scheme has a higher
probability to establish direct keys between neighbor sensdes, our new scheme is
not significantly worse. Considering the flexibility to texdff security and performance

in the closest polynomials pre-distribution scheme, wechate that this scheme is more
desirable than the closest pairwise keys scheme in cepgiications.

3. KEY PRE-DISTRIBUTION USING POST-DEPLOYMENT KNOWLEDGE

In this section, we propose to take advantage of the podtgment knowledge of sensor
nodes to improve the pairwise key pre-distribution in stagnsor networks. The main
idea is to assign each sensor node an excessive amount dispibuted keys by using
the memory for sensing applications, prioritize the pratributed keys based on post-
deployment knowledge, and discard low priority keys to twa@de compromise attacks
and return memory to the applications. We call this pro&egsrioritization

We do not assume any prior knowledge of sensors’ locationsiader, we assume that
every sensor node can discover its real deployment locaéourely after the deployment
of sensor networks. This assumption is practical. As pdiotg in [Akyildiz et al. 2002],
“most of the sensing tasks require the knowledge of posifiand “location finding sys-
tems are also required by many of the proposed sensor netauatikg protocols.” Indeed,
there have been a series of recent advances in determirmivifimal sensor nodes’ posi-
tions (with a global positioning system (GPS) or local referes) [Li and Halpern 2001;
Niculescu and Nath 2001] as well as securing location disgoj5astry et al. 2003; Lazos
and Poovendran 2004; Du et al. 2005; Liu et al. 2005a; 2006#is, we believe that in
many sensor network applications, it is possible for thessenodes to determine their
deployment locations securely.

Using memory for applications to store an excessive amouptesdistributed keys is
practical in sensor networks. Though sensor nodes are nyernostrained, EEPROM,
which is usually used to save sensed data, is much morefplghtin RAM on a sensor
node. For example, a typical MICA2 mote [Crossbow Technplog. ] comes with
512KB EEPROM, but only 4KB RAM. Thus, we may store an excesaimount of keying
materials. However, in this situation, the compromise atassr node reveals more secrets
in the network. To deal with this problem, we propose to reeine keying materials that
are less likely to be used (based on the post-deploymentlkdge). We further assume
that an attacker cannot recover the removed keys at sendesmven if these nodes are
compromised later. Moreover, the removal of low priority&elso returns memory to
sensing applications, which may be desirable in certainaies.

For the sake of presentation, we refer to the pre-distribleying materials used in
a key pre-distribution scheme (e.g., [Eschenauer and GH#002; Chan et al. 2003; Du
et al. 2003; Liu and Ning 2003b; Zhu et al. 2003; Liu and Nin@2€}) as key units. More
specifically, &key unitis a minimal piece of keying material from which a valid keyndze
derived. A key unit in the probabilistic key pre-distritanischeme [Eschenauer and Gligor
2002], theg-composite scheme [Chan et al. 2003], or the random pairkdge scheme
[Chan et al. 2003] is simply a pre-distributed key. In theypoaimial pool-based key pre-
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distribution schemes [Liu and Ning 2003b], a key unit tsgegree polynomial from which
a node can compute keys shared with others. In the pairwispreedistribution scheme
presented in [Du et al. 2003], a key unit is a row of the secmtimnA; in a key space;.
A common property of the key units in all these schemes istthassensor nodes sharing
the same or relevant key units can derive a common key

In the following, we first present an approach of key priagtion in static sensor net-
works, and then show how to improve the random subset assigrsoheme [Liu and Ning
2003b] using this approach.

3.1 Key Prioritization Using Post-Deployment Knowledge

By using memory for sensing applications, a sensor node eap & large number of key
units during key pre-distribution. By prioritizing theseykunits based on post-deployment
knowledge, a sensor node can give up the key units that asdikedy to be used for
pairwise key establishment to thwart node compromise kgtand return the memory to
the sensing applications. As a result, it has a higher piitityao keep those key units that
may be required for secure communications with its neighlodies.

Specifically, we prioritize pre-distributed key units bdsm the deployment locations
of sensor nodes. In order to do so, we map each key unit to &idoda the sensor net-
work field before deployment. After the sensor network isloggd, if a sensor node can
discover its location, it can prioritize the pre-distriedtkey units based on this location.
The node may rank all the key units according to the distabetgeen its location and the
locations of key units so that the closer a key unit is fromsiesor node, the higher prior-
ity it has. As a result, sensor nodes close to each other are Iikely to keep a common
key unit than those that are far away from each other, andithus a higher probability to
establish a common key.

An attractive feature of using deployment locations is thate is almost no overhead.
Once determining its location, a node only needs to perfanmple computation to rank
the pre-distributed key units, and no communication witheotsensor nodes is required.
Moreover, this approach allows incremental deploymenteofssr nodes, since the only
information a sensor node needs to prioritize its key usitssiown location.

The approach described above can be used to improve manydaligtribution tech-
nigues (e.g. the basic probabilistic scheme [EschenawdeGigor 2002], the;-composite
scheme [Chan et al. 2003], the random subset assignmemedhéLiu and Ning 2003b]).
However, the random pairwise keys scheme is based on aatiffapproach [Chan et al.
2003], where each key is related to two particular sensoes.othis makes it useless to ap-
ply the above approach in such a scheme. Nevertheless ntlemgpairwise keys scheme
can still have a better performance by loading an excessiaiat of keys in the memory
for sensing applications. Since it provides perfect ségguarantee, it is unnecessary to
thwart node compromise attacks by removing low priority kéwm memory when the
applications have enough memory.

3.2 Improving Random Subset Assignment Scheme with Deployment Locations

In the random subset assignment scheme, the more polynsh@ats a node has, the
more likely it can establish a common key with other sensaleso The improved scheme
reuses the memory for sensing applications to keep morenpuoiial shares during key
pre-distribution, gives higher priority to the polynomgiiares that are most likely to be
used after the deployment location is known, and discandsplidority polynomial shares
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to thwart node compromise attacks and returns memory toppkcations.

3.2.1 The Improved Schemé&he details of the improved scheme are described below.
The improvements are mainly in the key pre-distribution eyl prioritization phases.

(1) Key Pre-Digtribution: The key pre-distribution phase consists of two stages. én th
first stage, the setup server randomly generates & sétbivariatet-degree polyno-
mials, and associates each polynomial with a unique loc#tithe target field. These
locations are evenly distributed over the entire targed fi€lor the sake of presenta-
tion, we usef, , to denote the bivariate polynomial jii associated with the location
coordinatgx, y). For convenience, we also use the location coordinatesed®thof
the corresponding bivariate polynomials. In the secongestéor each sensor node,
the setup server randomly picks a setdifivariate polynomials from the polynomial
pool, and distributes the corresponding polynomial shasesell as their locations to
the sensor node.

(2) Key Prioritization: After deployment, each sensor node first determines itgitwta
Then based on this location and the locations associatédivétpre-distributed poly-
nomial shares, the sensor node ranks the polynomial shratesiis of their distances
to its deployment location. The closer a polynomial sharéhte sensor node, the
higher priority it has. For simplicity, we assume the sensmite chooses the highest
¢ polynomial shares to save, wheras the number of shares it keeps in the memory
reserved for keys. (A sensor node may keep more polynomgakstuntil the sens-
ing applications require the corresponding memory. Howesewe will show in our
analysis, this makes the sensor network more vulnerablede oompromises.)

(3) Direct Key Establishment: This phase can be performed in the same way as in
the original random subset assignment scheme [Liu and NDOgIZ]. To establish a
direct key between two sensor nodes, they only need to fgemttommon bivariate
polynomial shared between them, which can be achieved hyaexgng the IDs of
polynomials that they have shares of.

(4) Addition and Revocation: To add a new sensor node, the setup server only needs
to perform the above key pre-distribution and key prioatian in the same way. The
revocation method is also straightforward. Each node oaéds to remember the IDs
of the compromised sensor nodes that shares at least onearohivariate polyno-
mial with itself. If more thant nodes that share the same bivariate polynomial are
compromised, a non-compromised sensor node that has a ahtie polynomial
simply removes the corresponding share and all the relateghromised sensor node
IDs from its memory.

3.2.2 Probability of Establishing Direct Keys between Neighbadds. The ideas of
using pre-deployment and post-deployment knowledge toorgthe performance of key
pre-distribution are two independent techniques. They aanbine together easily to
achieve better performance and security. In the rest ofsthiisection, we only analyze
the improvements on the performance and security intratlbgausing key prioritization
based on post-deployment knowledge.

Similarly, we use the signal rangk as the basic unit to measure distancés£ 1).
Assume each sensor node haseighbor sensor nodes on average. In other words, there
are(m+ 1) sensor nodes on average in an area-af = . We further assume the size of
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Fig. 9. Shared circles of neighbor sensor nodes

the target field isS. Then the total number of sensor nodes in the network cantimesged
as Sx(m+1)

S

Consider a sensor nodghat gets a set afpolynomial shares during the pre-distribution
phase and keep$of them after key prioritization. Based on the key prioatibn process,
nodeu keepsc’ polynomial shares whose associated locations are no mane-taway

from u’s location, wherer = \/SXC/ = XN __ |n other words, all the bivariate
TC cxX(m+1)

polynomial shares that fall into the circle centered at tttide’s location with radius are
still in the sensor node’s memory. For convenience, we calhs circle theshare circle
The left part of Figure 9 illustrates the share circle anddigmal range of node. The
inner solid circle represents the area in whicban communicate with other sensor nodes
directly, while the outer dashed circle represents theiarahich thec’ polynomial shares
thatu keeps fall.

Consider a pair of neighbor sensor nodeandwv. As illustrated in the right part of
Figure 9, the polynomials thatandwv share fall into the outer circles of bothandwv. In
the following, we first estimate how many polynomial shates v has in this area, and
then estimate the probability thatandv have shares of a common polynomial (i.e., the
probability that they can establish a direct key).

Assume the distance betweenandwv is d. Since they are neighbors, we have<
d, = 1. Itis easy to see that in a large sensor network, the totabenmf sensor nodes
in the network is usually much larger than the number of nedgmodes for a particular

sensor node. Thus, we usually havex N > ¢ x (m + 1), which impliesr > 1 (since

r= C;E;fil)). Then we can estimate the size of the overlapped area oh#re sircles

of w andv as

2 d/2
so<d>zzxxaf+5</r>Wrz_dxﬁz_dz/zl.

On average, the number of pre-distributed polynomial sh#rat fall into this over-
lapped area for bothhandv can be estimated by(d) = | ¢x S"TW)J. In other words, both
andv have shares of aboutd) polynomials that fall into this area. We can further estienat
the total number of polynomials that are distributed overaginea as.;(d) = || F| % S"T@J .
Therefore, the probability that sensor nodeandv share a common polynomial can be
estimated by
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Thus, the (average) probability of sharing a polynomiahteetn neighbor sensor nodes,
which is equivalent to the probability of establishing a eoam direct key between two
neighbor sensor nodes, can be estimated by

27r 1
p)p
2P 4pd6 = 2 dp.
/ / 2 / p(p)pdp

Figure 10 shows the probabilities of establishing diregtskeetween neighbor sensor
nodes using key prioritization with different parametevde assume the sensor network
hasN = 10,000 sensor nodes, the average number of neighbor sensor nades 80,
and each sensor node’s memory for key units after key p@atibn (') is equivalent to
200 cryptographic keys. The number of polynomials in thgzpoimial poolF is chosen to
make the probability of sharing a direct key between two Inleays be).33 if no additional
memory is allocated to store polynomial shares in the keydiggibution phase. We can
clearly see that the probability of sharing a direct key lestvtwo neighbor sensor nodes
is improved significantly as the memom) @llocated for pre-distributed polynomial shares
(before key prioritization) increases.

3.2.3 Security AnalysisNote that there are more polynomial shares stored in a sensor
node before key prioritization than after it. Thus, compiging sensor nodes before the
key prioritization phase reveals more secrets than comigioghithe same set of sensor
nodes after it. An attacker may take advantage of this obasiervand attack the network
between the key pre-distribution and key prioritizatiorapés. However, once a sensor
node determines its location, it can finish key prioritiaatinstantly. For convenience, we
refer to the time period between pre-distributing key uttita sensor node and completing
key prioritization in the sensor node thindow of vulnerability Intuitively, the shorter the
window of vulnerability is, the less secrets may be disaiodee to compromised sensor
nodes.

In the following, we evaluate the ability of the improved safe to tolerate compromised
sensor nodes in two situations.

Situation 1: No node compromises during the window of vulnerability. In this situ-
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Fig. 11. Security performance of the improved scheme irasin 1.

ation, we assume the sensor network is well protected dtimmgvindow of vulnerability.
That is, the sensor network is assumed to be secure and nisesefsor nodes is com-
promised between key pre-distribution and key prioritaat After this time period, the
network may be exposed to attacks.

Assume an attacker randomly compromigéssensor nodes in the network after the
window of vulnerability. Consider any polynomiglin 7. The probability that a sensor
node has a polynomial share pis ‘C—f/‘ Then we can estimate the probability that exactly
1 out of N, compromised sensor nodes have shares of this polynomial by

N,! c c

PO = m—n @

)Nc—i

According to the results in [Blundo et al. 1993], an attaadam compute any key gener-
ated using a-degree polynomial if he/she has at least 1 distinctive shares of this poly-
nomial. Thus, the probability of being compromised i, = 1 — ZEZO P.(i). Sincef is
any polynomial inF, the fraction of compromised direct keys between non-comgsed
sensor nodes can be estimated’asThe ratio‘c—j;‘ in this formula also implies that given
the same value of, the security performance against random node compromiidse
the same if the ratio between the number of shares storectisemsor node after key pri-
oritization and the total number of polynomials in the palymal pool is the same. Let us
revisit Figure 10. Every line in this Figure has the sammr% (and thus the same secu-
rity performance against random node compromises). Theesbieeach line indicates that
by using more extra memory for key units before key priogitian, we can significantly
improve the probability of sharing common keys between eig sensor nodes without
reducing the security.

Figure 11 shows the security performances of the improviedrse under different con-
ditions. Following [Liu and Ning 2003b], we evaluate the @&ty performance using the
fraction of compromised direct keys between non-compredéensor nodes given a num-
ber of compromised sensor nodes. We assume each sensoreepsdkky materials equiv-
alent to 200 keys after key prioritization, the probabitfysharing a common key between
two sensor nodes is 0.33, and each sensor node only keep8 key units after key pri-
oritization. Parameter represents the number of key units distributed to each seoste
during key pre-distribution. In the special casecof 2, the improved scheme becomes
the original random subset assignment scheme proposediimfid Ning 2003b]. (Note
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that for different values of, we need different number of polynomials in the polynomial
pool to maintain the same probability of sharing common Kegtsveen neighbor sensor
nodes.) Figure 11 shows that whetincreases by 1, the vertical line shifts to the right
significantly. This means the security is improved signifitaas the additional memory
for polynomial shares at the pre-distribution stage insesa

Situation 2: Limited node compromises during the window of vulnerability. In
the second situation, we assume an attacker is able to comg@ap toN, sensor nodes
after key pre-distribution but before key prioritizationle consider the worst case in the
following analysis, that is, the attacker has compromidgdsensor nodes. Assume the
attacker randomly compromis@g. sensor nodes after the key prioritization phase. Con-
sider any polynomiaf in F. The probability that a sensor node compromised before key

prioritization has a polynomial share ¢fis I—;I Similarly, the probability that a sensor

node compromised after key prioritization has a polynorsidre off is ﬁ Thus, the
probability that exactly compromised sensor nodes have polynomial shargsoai be

calculated by

) = N e e Nt

PO= 2 o A meem A
Therefore, the probability of this polynomial being commised can be estimated as
P.=1- Zf:o P.(i). Sincef is any polynomial in the polynomial pool, the fraction of
compromised direct keys between non-compromised senstasnman be also estimated
aspPh..

Figure 12 shows the security performance of the improveérsehwhen an attacker
compromises a few sensor nodes before the sensor nodeskiyighioritization. Similar
to situation 1, we assume each sensor node keeps key naégriavalent to 200 keys after
key prioritization, the probability of sharing a common Kestween two sensor nodes is
0.33, and each sensor node only ke€ps 2 key units after key prioritization. When there
are only a few number of compromised sensor nodes beforeetherkoritization phase
(e.g., 100 nodes in Figure 12(a)), the security performamemnhanced significantly by
increasing the number of pre-distributed polynomial skatethe pre-distribution phase.
When there are too many compromised sensor nodes beforeyharikritization phase
(e.g., 500 nodes in Figure 12(b)), the security performaracestill be improved by in-
creasing the number of polynomial shares at the pre-digiob phase, but it is not as
significant as in the previous case. In general, the fewessaemdes compromised be-
fore key prioritization, the more improvement we can achily increasing the number of
pre-distributed polynomial shares in the key pre-distidouphase.

Since a sensor node can finish key prioritization almosaintt after it determines its
location, we believe the sensor nodes can be protecteg fa@ll during the window of
vulnerability. Indeed, a sensor node is not vulnerable atstime level during the entire
window of vulnerability. The most vulnerable period of tinsghe period after deployment
and before key prioritization, which is actually quite shdue to the ease of completing
key prioritization. Thus, we believe that it is unlikely tren attacker can compromise a
large number of sensor nodes before they finish key priatitn.

3.2.4 Overheads.Since the improved scheme uses application memory onlyréefo
key prioritization, it has almost the same overheads as tigtnal scheme. Specifically,
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Fig. 12. Security performance of the improved scheme inain 2.

each sensor node has to stengolynomial shares and the locations associated with these
shares in the key pre-distribution phase, and only ke€p$ them after determining its
deployment location. A location coordinate can be repriesbwith integers much smaller
than a polynomial share (e.g., 4 bytes to encede y coordinate). Each location coordi-
nate takes approximately the same space as one key. Thatthge overhead in a sensor
node is approximately(t + 2) log g in the key pre-distribution phase. Similarly, after key
prioritization, the storage overhead for key units is alofit+ 2) log ¢. In addition, each
sensor node needs to remember the IDs of compromised seytses with which this node
shares at least one common polynomial. This introduces std¢ftdog ¢’ storage overhead
after key prioritization, where’ is a number that is large enough to accommodate all sen-
sor nodes in the network. To establish a common key with angieghbor node, two
sensor nodes only need to exchange their polynomial IDs. ohopate a pairwise key,
both sensor nodes need to evaluatedegree polynomial, which can be done efficiently
with the optimization technique in [Liu and Ning 2003b].

4. RELATED WORK

A number of techniques have been proposed to establish ipaikeys in resource con-
strained sensor networks. A basic probabilistic key pegridhution scheme was introduced
in [Eschenauer and Gligor 2002] and improved in [Chan et @32 The limitation of

these approaches is that a small number compromised sestes may affect the secure
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communication between a large number of non-compromisesosenodes. A random
pairwise keys scheme was proposed in [Chan et al. 2003].04dth this technique pro-
vides perfect security against node capture attacks, itatatale to large sensor networks.
To improve the resilience of sensor networks against nodgecomises, Du et al. [2003]
extended Blom’s scheme [Blom 1985] to provide resilient beg-distribution through
multiple instances of Blom’s scheme. Independently, Lid Biing [2003b] as well as Liu
et al. [2004] extended Blundo’s scheme [Blundo et al. 1988} & number of resilient
schemes, which achieve resilience against node comprshissigh either a random se-
lection among multiple instances of Blundo’s scheme (ramdobset assignment scheme),
an artificial grid (grid-based scheme), or a multi-dimendigpercube (hypercube-based
scheme). All of these techniques provide a nice threshadgenty, which enables the
resilience property against node compromises. In thispamedemonstrate that the per-
formance and security of these schemes can be further iregrsignificantly by using
pre-deployment and post-deployment knowledge.

Du et al. independently developed a scheme using pre-degloyknowledge [Du et al.
2004] when a preliminary version of this paper [Liu and Nir@p3c] was prepared. Du
et al. improved the basic probabilistic key pre-distribatusing the expected locations of
sensor nodes. This paper includes additional results onowimg the random pairwise
keys scheme [Chan et al. 2003] and the random subset assigaaieme [Liu and Ning
2003b] with pre-deployment knowledge. In addition, thip@adevelops a novel technique
to further improve key pre-distribution with post-deplognt knowledge.

Anderson et al. proposed to establish keys based on muitipezure wireless links
[Anderson et al. 2004]. This technique can build up resilEamsor networks as long as
no more than a certain fraction of communications are eawpped during the window of
vulnerability. In contrast, our key prioritization teclyuie is still secure even if an attacker
can eavesdrop every communication link. Indeed, the atalels to physically capture
a certain number of sensor nodes during or after the windovulferability in order to
compromise the communication between sensor nodes. Red@mén and Perrig [2005]
also used an artificial grid (similar to the grid-based schghiu and Ning 2003b] and
the hypercube-based scheme [Liu et al. 2004]) to facilikate establishment using peer
sensor nodes as trusted intermediaries. In addition toridesggucture, they also consider
the communication overhead and the routing between nodésgdihe selection of peer
sensor nodes.

There are many other related studies in sensor networkiggeutich are mostly on key
management, authentication, and vulnerability analy&sman, Kruus, and Matt studied
the performance of a number of key management approachessorsnetworks on differ-
ent hardware platform [Carman et al. 2000]. Stajano and Asuateproposed to bootstrap
trust between devices through location limited channeatt s physical contact [Stajano
and Anderson 1999]. Wong and Chan proposed to reduce theutatigm overhead for
key exchange in low power devices with the help of a more phwserver [Wong and
Chan 2001]. Basagni et al. presented a key management sthesaeure the commu-
nication by periodically updating the symmetric keys skdg all sensor nodes with the
assumption of tamper-resistant hardware to protect the l@gsagni et al. 2001]. Zhu et
al. proposed a protocol suite named LEAP (Localized Engp@nd Authentication Pro-
tocol) to help establish individual keys between sensodsadrase station, pairwise keys
between sensors, cluster keys within a local area, and g deushared by all nodes [Zhu
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et al. 2003].

Perrig et al. developed a security architecture for senswvarks, which includes SNEP,
a security primitive building block, and a broadcast autivation technique: TESLA
[Perrig et al. 2001], an adaption of TESLA [Perrig et al. 20Q001; 2002] in sensor
networks. Liu and Ning extended this technique to a multelekey chain method to
prolong the time period covered by @ ESLA instance [Liu and Ning 2003a]. These
techniques address the critical broadcast authenticptioilem in sensor networks, and
are complementary to the techniques in this paper.

Deng, Han and Mishra developed a collection of mechanisnnsgoove the security for
in-networking processing [Deng et al. 2003]. Zhu et al. jmsgy an interleaved hop-by-
hop authentication to defeat malicious data injection imsse networks [Zhu et al. 2004].
The problem of secure data aggregation in the presence giroonised nodes was studied
in [Hu and Evans 2003a] and [Przydatek et al. 2003]. Our keydistribution schemes
can be used to address the key management issues in thesguesh

Wood and Stankovic identified a number of DoS attacks in semstworks [Wood and
Stankovic 2002]. Karlof and Wagner pointed out securitylgiéar routing in sensor net-
works and analyzed the vulnerabilities as well as the coorgasures for a number of
existing routing protocols [Karlof and Wagner 2003]. Sas8hankar and Wagner pro-
posed a location verification technique based on the roupditne (RTT) [Sastry et al.
2003] to detect false location claims. Hu and Evans proptsade directional antenna to
detect wormhole attacks in wireless Ad Hoc networks [Hu avains 2003b]. Newsome et
al. studied the Sybil attacks in sensor networks where a led@imately claims multiple
identities, and developed techniques to defend agairsattack [Newsome et al. 2004].
Our proposed techniques can be combined with these teawmiqufurther enhance the
security in sensor networks.

5. CONCLUSIONS AND FUTURE WORK

In this paper, we presented three schemes to take advarfitsayesor nodes’ pre-deployment
knowledge or post-deployment knowledge, aiming at imprg\pairwise key establish-
ment in static sensor networks. The analysis shows that wesor nodes in a network
can be deployed to the expected locations with a certairigio@cor can discover its lo-
cation after deployment, these schemes provide betteriseand performance over the
previous solutions.

Several directions are worth future research. First, teasdof using pre-deployment
knowledge and post-deployment knowledge are two mutuatlyogonal techniques. It
may be desirable to combine them together to provide bettdopnance and security.
Second, we would like to investigate other pre-deploymepbst-deployment knowledge
to improve pairwise key pre-distribution in addition to teepected locations or the de-
ployment locations of sensor nodes.
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