TIAA: A Toolkit for Intrusion Alert Analysis (Version 0.4)
Installation and Operation Manual

1 Introduction

The Toolkit for Intrusion Alert Analysis(TIAA) was developed basedmevious Intrusion Alert Correlator
[3]. The primary goal of TIAA is to provide system support for interaetanalysis of intrusion alerts
reported by IDSs. Some of the existing utilities [2] were extended and mery developed utilities were
integrated into TIAA. In addition, a user friendly GUI interface was depebbas part of TIAA.

To install and run TIAA, the Java 2 SDK Standard Edition V1.4 or higherdsired, and a DBMS (such
as Microsoft SQL Server 2000) is necessary to manage alerts an@stdysis results. Also the Xerces Java
Parser is needed to parse Knowledge Base, GraphViz is needed tliveisunalysis results, and Ethereal is
needed to analyze the tcpdump les.

2 System Requirements

Pentium I, 500 MHz
256 MB RAM

100 MB free space

2.1 Checklist
Here is the list of what you need to run this toolkit.
Java 2 SDK Standard Edition V1.4 or higher
Microsoft SQL Server 2000 and corresponding JDBC Driver
Database of raw alerts generated by IDS, and the related Knowledge Bas
Xerces Java Parser v1.4.4
AT&T GraphViz

Ethereal



3 Installing TIAA

3.1 Prepare JDBC Connection

All raw alerts and analysis results are under the management of one Batilzenagement System. In
general, any DBMS with JDBC capability can be chosen to work with TIAAwkENer, due to the difference

between SQL syntaxes supported by different DBMSs, minor revisior&QL statments might be needed
for certain DBMS. In TIAA 0.4, the default DBMS is Microsoft SQL Senz900.

An appropriate JDBC driver is needed as well. More details can be fohereat:
http://servlet.java.sun.com/products/jdbc/drivers/broatsgsp
In TIAA 0.4, the default JDBC driver is Microsoft SQL Server 2000BIDdriver.

After installation of JDBC driver, please make sure its path is included ireotu@LASSPATH.

3.2 Xerces Java Parser

The newest version can be found at http://xml.apache.org/xerces2-jiwRbbBdnstallation instructions and
make sure to add its path to current CLASSPATH.

3.3 AT&T GraphViz

Download the newest version at http://www.research.att.com/sw/tools/grapiier installation, make

sure the path oflot executable is added to current PATH.

3.4 Ethereal

Download Ethereal from http://www.ethereal.com/. In TIAA, Ethereal is useahalyze the tcpdump le,

and the users can save the analysis result (packet summary) into a text le

3.5 Download and Compile TIAA Source Code

The source code of TIAA can be downloaded at http://discovery.cacaths/software.html. After getting
all the source les, compile them.

4 Howto Use TIAA

4.1 Key Concepts

This section explains some key concepts used in TIAA. For more detailedhiafion, please refer to our
technique papers [2—-6].

4.1.1 Hyper-alert Type

A hyper-alert type Tis a triple fact, prerequisite, consequenaghere (1)factis a set of attribute names,
each with an associated domain of values, d@requisiteis the necessary condition for the attack, and
(3) consequences the possible outcome of an attack. Moreover, bottrequisiteand consequencare
represented in the form of logical formulas whose free variables airefaitt



For example, a Sadmindmslverify_Over ow alert reported by RealSecure Network Sensor 6.0 [1] indi-
cates a buffer over ow attack against teadminddaemon. We can de ne admindAmslverifyOver ow
hyper-alert type for this kind of attack. THact set will bef VictimlPg. The prerequisitecan be formu-
lated asExistHost(VictimIPY* VulnerableSadmind(VictimIPyhile theconsequencean be formulated as
GainRootAccess(VictimIP)

Intuitively, thefact component of a hyper-alert type gives the information associated witHehepae-
requisitespeci es what must be true for the attack to be successfulcandequencdescribes what could
be true if the attack indeed happens.

4.1.2 Hyper-alert

A hyper-alert is an instance of a given hyper-alert type. It is a higatiatrusion alert based on raw alerts
reported by IDSs. When created, a hyper-alert substitutes all attriioutast set with actual values from
raw alert. All logic formulas imprerequisiteandconsequencare evaluated using these values.

For example, if RealSecure Network Sensor reports a Sadinslverify_Over ow alert against IP
address 172.16.112.50, we can create a hyper-alert witBatimindAmslverifyOver ow hyper-alert type
de ned above. With the given raw alert attributes the new hyper-alextinefact set off 172.16.112.56,
and itsprerequisitenow becomegxistHost(172.16.112.5@) VulnerableSadmind(172.16.112.5@nd its
consequencbecomed GainRootAccess(172.16.112.§0)

TIAA can convert raw alerts into hyper-alerts using customized Knovedzise.

4.1.3 Knowledge Base

Knowledge Base is the “Hyper-alert Type Dictionary” where de nitiom$igper-alert types are stored. It is
customizable and extendable to work with different datasets and IDSs.

Knowledge Base is encoded in XML format. A sample segment foiSd@mindAmslverifyOver ow
mentioned above can be written as follows:

<hyper-alertType Name="SadmindOverflow">
<Fact FactName="DestIPAddress" FactType="varchar(15)" ></Fact>
<Fact FactName="DestPort" FactType="int"></Fact>
<Protocol ProtocolName="RPC"></Protocol>
<Protocol ProtocolName="SADMIND"></Protocol>
<Prerequisite>
<Predicate Name="ExistHost">
<Arg id="3" ArgName="DestIPAddress"></Arg>
</Predicate>
<Predicate Name="VulnerableSadmind">
<Arg id="22" ArgName="DestIPAddress"></Arg>
</Predicate>
</Prerequisite>
<Consequence>
<Predicate Name="GainRootAccess">
<Arg id="18" ArgName="DestIPAddress"></Arg>
</Predicate>
</Consequence>
</hyper-alertType>



Please refer to Sectiontiow to Write Knowledge Base Fifer more details on creating your own Knowl-
edge Base.

4.1.4 Hyper-alert Collection

Hyper-alerts are organized into collections, which can be used as thieahpoalysis utilities, or can be
generated as the result of analysis.

For example, the initial hyper-alert collection contains all hyper-alertserted from raw alert set gener-
ated by IDSs.

4.1.5 Analysis Utilities

Several interactive analysis utilities have been developed to re ne thelaton results. These utilities can
be divided into two categories: (lhyper-alert generating utilitiesncludingalert aggregation/disaggregation,
clustering analysisfocused analysjsandmissed attack hypothesemd (2)feature extraction utilitiesin-
cludingfrequency analysi@ot integrated)link analysis association analysjandattack strategy extraction

Here we only give brief descriptions of each utility. For more informationagderefer to our technique
papers.

Focused Analysis
Intuitively, focused analysis is to concentrate on ltered alerts by spgjfg focusing constraint. Focused
analysis is particularly useful when we have certain knowledge of thiesalbe systems being protected, or
the attacking computers. We expect an analyst to discover, or hypategizthen verify, such knowledge
while using the other utilities. For example, if we are concerned about thati®saddress 172.016.112.050,
we can use this attribute as the focusing constraint to get all alerts targatihgst.

Clustering Analysis
Intuitively, clustering analysis is to partition a collection of hyper-alerts intéedéht groups so that the
hyper-alerts in each group share certain common features. One applicatitustering analysis is to de-
compose a big hyper-alert collection into smaller ones with certain criter@dystering constraintn other
words. Given two sets of attribute nam&s andA», aclustering constrainC¢(A1; Az) is a logical com-
bination of comparisons between constants and attribute nanfesamdA,. A clustering constraint is a
constraint for two hyper-alerts; the attribute sétsandA- identify the attributes from two hyper-aletts
andhy, respectively. For example, we can set the clustering constrainitaghe same source and desti-
nation IP addresse®r (hy:SourcelP = hy:SourcelP)” (hi:DestinationlP = hy:DestinationlP ) to
be more formal. With such clustering constraint, our clustering analysis wiliel@artition accordingly.

Aggregation/Disaggregation Analysis
The purpose of alert aggregation is to generate a relatively conciseo¥iewrrent hyper-alert collection,
while still keeping the structure of sequences of attacks informed by thgsa-hlerts. By specifying a
time interval constraint, all same type hyper-alerts happened within this iht@ivbe aggregated together
into one new hyper-alert of this hyper-alert type. Aggregation cantagmerformed through a user-de ned
abstraction hierarchy, which de nes hyper-alert types in differéstraction levels.

Disaggregation allows the user to expand an aggregated hyper-alésplaydall hyper-alerts contained
inside it. Thus users can inspect each hyper-alerts individually to gaie hedpful information.

By combining aggregation and disaggregation, users can adjust treedegvhich a hyper-alert correla-
tion graph is to be reduced.



Link Analysis
Link analysis is intended to analyze the two-dimensional connection betwygem-alert attribute values.
Examples include how two IP addresses are related to each other in a colleicsterts, and how IP ad-
dresses are connected to the alert types. Though link analysis takéeai@o of hyper-alerts as input,
it indeed analyzes the raw intrusion alerts corresponding to these algres- Link analysis can identify
candidate attribute values, evaluate their importance according to usexddmetric, and rank them accord-
ingly.

Link analysis can measure the connection among attribute values in @tinermoder weighted mode
In count modeonce the attribute pair is speci ed (e.g., destination IP and destination petthkmeasure-
ment is simply the frequency of attribute value pairs (e.g., 172.016.112.@68Q%n Inweighted modea
more complex weighted method is adopted to quantify the link measurement.

If the speci ed attribute pair has the same domain (e.g., both are IP adgli@slseth are port numbers),
we can treat these two attributes differently in link analysis. If an attributeevappears both as source
IP/port and destination IP/port, we can treat them either as one single emtityrii-domain link analysis
or two separate entities (i.elyal-domain link analysjs

We will give a concrete example in Section 4.4.4 where we discuss how to lagpgnalysis.

Association Analysis
Association analysis is used to nd out frequent co-occurrencesioieg belonging to different attributes
that represent various alerts. For example, we may nd through aseocanalysis that many attacks are
from source IP address 172.16.1.10 to destination IP address 17211#& fi&stination port 80.

Syntactically, association analysis takes a%ef categorical alert attributes and a support threshalsl
parameters. Similar to link analysis, association analysis can be applied indaothmode and weighted
analysis mode. In the count mode, given aatf attribute values, theupportof X in an alert seT is s%
denoting that% of the alerts inT contain attribute valueX . In the weighted mode, association analysis
requires a humerical attribute (also called a weight attribute) as an addigareheter. To facilitate the
weighted analysis mode, we extend the notion of suppondighted supportGiven a sefX of attribute
values and a weight attribute, theweighted support oX w.r.t.w in the alert seT is

sum ofw of all alerts inT that containX
sum ofw of all alerts inT '

weighted suppogi(X ) =

Thus, association analysis of a collection of alerts in count mode nds @lideattribute values that have
support more thah while association analysis of a collection of alerts in weighted analysis madesall
sets of attribute values that have weighted support moretthan

Attack Strategy Extraction
Attack Strategy Extraction is used to nd attack strategies from correlatiaphy. Attack strategies are
represented by attack strategy graph. Informally, an attack strategh gra directed graph, where each
node is a hyper-alert type, and each directed edge represents #digyecpnstraints that the related nodes
should satisfy.

Missed Attack Hypotheses
It is well-know that intrusion detection systems (IDSs) may fail to detect sdtaeka. The utility of missed
attack hypotheses aims at hypothesizing possible un-detected attackotadinmg better results than IDSs.
The key concept which can help hypothesize missed attaakguiality constraintswhich captures the
equality relations between consecutive hyper-alerts in correlation gr&phn example, 8admindPingalert
and aSamindAmslverifyOver ow alert always have the same destination IP address if the rst one gepar
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for the second one. Based on equality constraints, we can hypothessedmaitacks, Iter out incorrect
hypotheses through raw audit data, and consolidate hypothesizedsatiagt concise attack scenarios.

4.1.6 GUI Components

The TIAA GUI is composed of four major partslain Window, Project Explorer, WorkspacasdLog Panel

& 11an =10l
File Edit Utilities Help
‘b= &b & &
@ [ analysist i
£ Knowledge Base
U Property File
@ [ Analysis Results
[ darpa_dmz1 .t

[y ink1
ialx]

1--3

3--9

- 27

B

7--3

DARPA_2K final xml | Comelator.properties | dama_dme1.txt.original | dama_dmet txt | link1 -

a1--243

B

Figure 1: Major Components of TIAA GUI

Main Window Upon the starting of TIAA, the Main Window will be showed to the user as tivaaoy
graphical interface. In most cases, all analysis results and relatechetion will be displayed in the Main
Window. Some additional information might be generated on the run and wilispéagied in Pop-up Win-
dows and Floating Windows. All functionalities of TIAA can be accesseduhin Menus and Toolbars.
Some frequently used menu items are included in the toolbars to allow fassacces

WorkspacesOne of the major objectives of GUI is to visualize the analysis results fosuger this
reason, a majority of space is reserved to display graphical analysitsresll graphs are organized in the
format of tabbed panels, allowing users to switch between differentgpfrely and conveniently.

Some graphical results are clickable, allowing users to query more detditechation if they are inter-
ested.

Log PanelLog Panel is used to display loging information and error messages.

Project Explorer Project Explorer is of great importance in helping users to browse asabsults and
further apply appropriate analysis. It uses a tree structure to visuadizewhof analysis and to categorize
different types of information. Upon the creation of a new analysis pragesode representing the project
is created as the root node of the tree structure. Three immediate childrereated as well at this time,
representing knowledge base le, property le and raw alerts resypsyti

Task tree is the sub-tree rooted at the raw alerts node. It provides an intuitiveteuadwsal view of all
analyses applied. There are three types of nodes in the Task Treeargterminal nodesalert collection
nodesandutility nodes Each of them represents a certain type of information stored in TIAA da&gland
has distinguishable image icon in the tree structure. Also, different typesdds are subject of different
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types of operations.

Theroot nodeof task tree is a collection node representing the collection of raw alerth dedlection
node can be used as an input and applied to any utilities provided. A utility cardesponding to the
applied utility will be appended to the input collection node. The output of aigltilities could be either
collections of hyper-alerts, or visualized representation, represégteither collection nodes or terminal
nodes. Resulting nodes are further appended to the utility node applied.

Collection node represents collection of hyper-alerts, which can be aséle input for all analysis
utilities, or generated as the output of hyper-alert generating utilities. &acdde might be associated with
more than one graph, depending on the utilities it has been applied to. Foplkexahe correlation result of
raw alter set might contain multiple graphs, identi ed by unique graph ID.afoyon another analysis, users
can select one collection node by clicking it, and then choose from the latailable utilities applicable
to the selected one. Terminal node represents the result of featuretiextnatilities. Such a node can not
be applied to any analysis utilities further more. Once clicked, the associgiealization le should be
displayed in Workspaces. All les are in the format of html le. For examplee result of Link Analysis
is visualized to a graph, and saved locally as an html le. All these informatiost toe saved within one
terminal node. Utility node connects input and output nodes, which coutdtber type of the other two
types. It represents the utility applied and once clicked, all parametecsexpéor this analysis will be
shown in the Log Window. For example, when applying correlation to the tamv set, a new Utility Node
is created as the child of raw alerts node. Once correlation nished, om®ie Collection nodes might be
generated and appended to the Utility Node as its child(ren).

Pop-up Windows and Floating WindowsPop-up Windows are used to display information requiring
users' immediate response. Floating Windows are used to display more statiodtibn, allowing users to
switch focus between them and the main window.

4.2 Creating a New Project

Before starting using utilities, you need to creat an analysis project toysavecon gurations and results.

1. Click File > New Project or New Project button to open the New Project dialog, asrshofigure
2.

2. Type in a name for your new project and specify your working dimgchy clicking the “Change”
button. All analysis result les and save les will be stored under this divec

3. Choose your knowledge base le by clicking “Browse” button.
4. Specify the JDBC driver and database URL which will be used.

5. Enter the name of your working database name. You need to creata slat@base in your DBMS
before creating new project.

6. Choose preferred correlation method, either DBMS based or In-Meooorelation.
7. Click Next to the next step (Figure 3).
8. Choose source of raw alerts.

(@) If import from IDMEF le, specify IDMEF le and mapping le paths.

(b) Ifimport from database, specify corresponding database intf@msuch as JDBC driver, database
URL, database name and login information. Also a mapping le is needed.

9. Click Finish to create your new project.



Figure 2: Creating a New Project
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Figure 3: Creating a New Project (Cont'd)




4.3 Open and Save a Project
1. Click File > Open Project to load a previously saved project.

2. Click File > Save Project to save current project to the default save.tiaa le urmlarworking
directory.

4.4  Applying Analysis Utilities
4.4.1 Focused Analysis

Here is an example of how to apply Focused analysis. Figure 4 showsigireabrorrelation graphs gen-
erated from DAPRA 2000 dataset. By clicking on node Sadmingslverify_Over ow955 we can nd its
destination IP address: 172.016.112.050. Now let's use this IP address tocused analysis constraint.
1. Right click on the collection node upon which you wish to apply focusedyais. SelecFocused Anal-
ysisform the pop-up menu list (Figure 4).

2. Select “DestIPAddress” as attribute name and “=" as comparisomaimpeEnter “172.016.112.050” into

Figure 4: Applying Focused Analysis

attribute value eld then click OK to start (Figure 5). You can specify up te¢hconditions and their com-
binations using “AND” or “OR”. For IP address attributes, you can d®oomparison operators from “=",
“6", and “LIKE". With “LIKE” speci ed, you can input subnet informatioimstead of exact IP addresses.
For example, “DestIP LIKE 172.016.112.%"” means all hosts within subn&%#.016.112". As for port
number attributes, you can choose among “€";,"“ <", “ ", “>" and“ . If more complicated focusing
constraints are desired, you can click “Add more” check box to manuatér emore conditions.

3. Figure 6 shows the result of focused analysis. All hyper-alertsirémgehere share the same destina-
tion IP address as we speci ed ealier in Step 2.



Figure 5: Applying Focused Analysis (Cont'd)

Figure 6: Applying Focused Analysis (Cont'd)
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4.4.2 Clustering Analysis

Here is an example of how to apply Clustering analysis. Figure 7 shows igiaeabrcorrelation graphs
generated from DAPRA 2000 dataset.

1. Right click on the collection node upon which you wish to apply Clusteriradyais. SelecClustering
Analysis form the pop-up menu list (Figure 7).

2. Select “with same source IP address” from pre-de ned constliatr{Figure 8). You can specify up to

Figure 7: Applying Clustering Analysis

three conditions and their combinations using “AND” or “OR”. For more congpéid clustering constraints,
you can click “Add more” check box to manually input.

3. Figure 9 shows the clustering result. All remain hyper-alerts in this naphgshare the same source IP

Figure 8: Applying Clustering Analysis (Cont'd)

address.
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Figure 9: Applying Clustering Analysis (Cont'd)

4.4.3 Aggregation/Disaggregation Analysis

Here is an example of how to apply aggregation analysis. Figure 10 shrewvsfa@orrelation graphs from
DAPRA 2000 dataset.

1. Right-click the collection node upon which you wish to apply aggregatiatyais. SelecAggregation
Analysis from the pop-up menu list (Figure 10).

Figure 10: Applying Aggregation Analysis

2. In the pop-up dialog, enter the required parameters: time interval, whiokslthe time constaint (A
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value of -1 means in nite time interval), abstraction le, which is a xml le de nirapstraction hierarchy
between hyper-alert types, and the aggregation level, which de nezbfteaction level along the hierarchy
tree (The level of root node is 1, and more speci ¢ the hyper-alert typthe higher the abstraction level
is. For example, if from the root node to the leaf nodes, there exists a-higre type path: “Attack’
“SerivePing”! “SadmindPing”, then the level of “Attack” is 1, “SerivePing” is 2, and “SadmiRihg” is
3). The input dialog is shown is Figure 19. If the user de nes an aligrabierarchy, then input the le
path either through “Browse” button, or typing it in the text eld. If the usiees not de ne an abstraction
hierarchy, simply make the text eld empty. Click OK to start (Figure 11).

Figure 11: Applying Aggregation Analysis (Cont'd)

3. Figure 12 shows the aggregation results. Since we use -1 as time inleagahiggregation level, and
without abstraction le in Step 2, all hyper-alerts with the same type are ggtgd into one node.

Disaggregation can be only applied on aggregated hyper-alerts, wiactihe results of previous ag-
gregation analysis. Taking Figure 12 as an example, if we'd like to see pdirkalerts contained iBad-
mind AmslverifyOver ow1010we can disaggregate it by right-clicking on aggregated hyper-alersend
lect “Disaggregation” from the pop-up menu. Figure 13 shows the disggtjon results. All aggregated
hyper-alerts remains unchanged exceptSadmindAmslverifyOver ow101Q which is expanded into four
hyper-alerts.

4.4.4 Link Analysis

Here is an example of how to apply Link Analysis. Suppose that we wantet@atbebute connections of
initial correlated hyper-alerts.

1. Right click “Correlated Alerts” and select “Link Analysis” from pojp-tmenu (Figure 14).
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Figure 12: Applying Aggregation Analysis (Cont'd)

Figure 13: Applying Disaggregation Analysis
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Figure 14: Applying Link Analysis

2. In the pop-up dialog, enter required parameters (Figure 15).
Enter logarithm base value. By default it's set to be 2.
Enter threshold. By default it's set to be 0.
Choose Link Analysis mode. Currently, only count mode is available.
Specify attribute pair. Here we choose destination IP address anded&uaddress.

Choose either uni-domain or dual-domain (Dual-domain is only selectabletwioashosen attributes
are in the same domain, i.e., both are IP addresses or both are port nurklereswe choose dual-
domain.

Click OK to start Link Analysis.

3. Figure 16 shows the analysis result. In the result graph, attributesvataeepresented as nodes. Since
we choose dual-domain in step 2, two attributes are treated differently presemted in different shapes.
Destination IP addresses are all of circle shapes, while source IBssg@drare all in diamonds. The size of
nodes indicates the weight of the corresponding attribute values. Therlgggpde is, the more weight its
attribute value has. Each node is clickable and detailed information regaattiityite value represented by
this node will display in the pop-up window. The link between two attribute vatilegepresented by the
color of the edge. A legend explaining each color's weight will be showwemlink analysis is nished. Or,
you can right click any link analysis utility node to open legend for that amalys

4.4.5 Association Analysis

We present an example to show how to apply association analysis. Assuaierttdataset is from inside 1.
After corrlation, we get one correlation graph, which is representetbbigction2. Suppose that we want
to see attribute connections of the alerts in collecfon
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Figure 15: Applying Link Analysis (Cont'd)

Figure 16: Applying Link Analysis (Cont'd)
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1. Right click “collection2” and select “Association Analysis” from pop-up menu.

2. Inthe pop-up dialog, enter the required parameter: support thdg$higure 17). This threshold should
be a value between 0 to 100 (e.g., 30).

Figure 17: The Input Dialog of Association Analysis

3. Figure 18 shows the analysis result. Each row in the gure repreadrgguent attribute set and the re-
lated support. For example, the last row means in colleciahere are 31.818181818181817% of all alerts
that their hyper-alert type is Sadminslverify_Over ow and their source IP address is 202.077.162.213.

Figure 18: An Example Output of Assocation Analysis
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4.4.6 Attack Strategy Extraction

We present an example to show how to extract attack strategies. Suppbsestivant to extract attack
strategies from collectiof.

1. Right click “collection2” and select “Extract Strategy” from pop-up menu.

2. In the pop-up dialog, enter the required parameters: abstraction deaggregation level, which are
explained earlier.

Figure 19: The Input Dialog of Attack Strategy Extraction

3. Figure 20 shows two different results depending on the abstracticarttiy. In Figure 20(a), we do
not give any abstraction les. And in Figure 20(b), we provide a wened abstraction hierarchy le, and
choose aggregation level with 2. These two graphs help us understaadv@rsaries' attack strategies.

4.4.7 Missed Attack Hypotheses

We present an example to show how to perform missed attack hypotheses.

For convenience and comparison purpose, in the utility of missed attackhiegeo we also provide users
an option to partition correlation graphs through dropping one hypertgpa. After dropping, a correlation
graph may be partitioned into several pieces. We can integrate thesethieceg missed attack hypotheses.

In the following, we rst present how to partition a correlation graph tlylodropping a hyper-alert type,
then we talk about missed attack hypotheses. Suppose that we want tompaditértion2 through drop-
ping “SadmindAmslverify_Over ow”, and then we can integrate the remaining alerts in possible multiple
correlation graphs.

1. Right click “collection2” and select “Attack Hypotheses” from pop-up menu.

2. In the pop-up dialog (shown in Figure 21), click the radio button “Drap byper-alert type in the
collection rst”, input the hyper-alert type name (e.g., “Sadmicdhslverify_Over ow”), then click “OK”
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(a) Attack Strategy Graph without Abstraction Hierarchy

(b) Attack Strategy Graph with an Abstraction Hierarchy

Figure 20: Two Attack Strategy Graphs

button. After this, we can get four collections (e.g., collect®rcollection?, collection8, collection9).
The four corresponding correlation graphs are shown in Figure 22.

Figure 21: The Input Dialog of Missed Attack Hypotheses

Our following job is to integrate collectiaf, collection?7, collection8, and collectio®. We list the
steps to integrate them as follows.

1. Right click “collection6” and select “Attack Hypotheses” from pop-up menu.
2. In the pop-up dialog (shown in Figure 21), click the radio button “lraggycollections”, then input
all the necessary parameters. For “Specify other Collection IDs (@&ubby ,)”, input all collection IDs
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except the collection node being selected. Here we input “7,8,9”, denoditection 6 will be integrated
with collection 7, 8 and 9. If the user wants to output the type graph, cheakgut Type Graph” checkbox.
When TIAA makes attack hypotheses and lters out incorrect hypothasaeeds audit information (e.g.,
the packets' source, destination IP addresses and related protodeédjp tdJsers can analyze the tcpdump
les through Ethereal and save the packet summary information into a texT I®A can import the packet
summary information into the database and save it for later analysis. Useisipart packet summary
information through specifying the correspoinding text le at “Audit AnsilyFile”. Since importing these
information is time-consuming, if the packet summary information is already savibé database, users
can “Use the pre-stored audit information for analysis”. IDSs can rgémelerts through analyzing the
tcpdump le, or monitoring the replayed traf ¢ (in an isolated network). Fae thplayed traf c, there may
exist inconsistency between detection time and frame arrival time, thus itéssey to specify the replay
time to solve this inconsistency. If using our sample alert datasets (insidesetiated dmz1 dataset), the
replay time for insidel dataset is “2001-11-10 03:59:55", and the replayftin@mzl dataset is “2001-11-
09 23:06:18”. Here assume that we want to output the type graph, wepdsidysthe audit analysis le,
un-check the check box “Use the pre-stored audit information for arsd)yand specify the insidel traf c
replay time. After all these parameters are set, click “OK” button.

3. Figure 23 shows the example type graph, and Figure 24 shows theatetégorrelation graph after
missed attack hypotheses for collectidéncollection?, collection8, and collectiord.

5 How to Write Knowledge Base File

The knowledge base contains the necessary information about Hegpelypes as well as relationships be-
tween predicates. To simplify the implementation, we assume that each hypeygdds uniquely identi ed
by its name, and there is no negation in the prerequisite nor the conseaiemyehyper-alert type.

Inthe XML le, there are basically three sectiorBredicatesImplicationsandHyperAlertTypes

In thePredicatessection, the predicate name which works as the key of the predicate amduinseats of
the predicate are speci ed. In order to make the validation strict and easieique argument id is needed
for each argument for all the predicates. Here is an example,
< Predicate Name="EXxistService*
<Arg id="14" Pos="1" Attr="varchar(15)"/ >
<Arg id="15" Pos="2" Attr="int"/ >
</Predicate
In this example, the predicaExistServicdhas two arguments, one is character, the other is integer. Each of
them should have an unique id. TResspeci es that the char is the rst argument and the integer is the
second argument. The whole predicat&xsstService(varchar, int)

Each predicate which appears in timeplicationssection orHyperAlertTypesection must be declared
here. This part goes into tlitredicatetable in the database.

In the Implicationssection, there are two kinds of implications: normal and phantom. The phamtom
plications mean that the implied predicate is unclear to us, but it is clear to theeatt®ek example, the
consequence FTP_Systis GainOSlInformation Through it, the attacker knows what operating system is
in the target machine, eith€@SLinuxor OSWindowsetc. But we, the correlator, cannot get this detailed
information. So, we call this kind of implicatiorzainOSInformatiorimplies OSLinus phantom implica-
tion. Phantom implications and normal implications have the same effect in tredatmmn process. Having
phantom can correlate more related alerts, which may be missed otherwigaenoit may also increase
the false correlation rate.

Here is an example of implication:
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(a) Collection6_Correlated (b) Collection8_Correlated (c) Collection9_Correlated

(d) Collection7_Correlated

Figure 22: Four Correlation Graphs after Dropping One Hyper-aigre T
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Figure 24: An Example Output of Missed Attack Hypotheses

< Implication Phantom="Yes>
<ImplyingName GainOSInf& /ImplyingName
< ImpliedName OSLinux /ImpliedName

< ArgMap>

< ImplyingArg id="23" >< /ImplyingArg>
<ImpliedArg id="39" >< /ImpliedArg>
</ArgMap>

</Implicatior>

It representGainOSInfo(GainOSInfoArgmplies OSLinux(OSLinuxArg) The ImplyingNameand Im-
pliedNameare obvious.ArgMap represents the argument mapping relationship. In this example, the argu-
ment id of GainOSInfoArgde ned in thePredicatessecion is 23 and the argument id@SLinuxArgis 39.

They should match the id which is de ned in tReedicatessection.

This part goes into themplicationtable in the database.

The hyper-alert types are de ned in thigperAlerTypesection. EachlyperAlertTypanay consist several
parts: Fact, Protocol PrerequisiteandConsequenci# it has. Among themFactis a must of a hyper-alert
type;PrerequisiteandConsequencare optional. In order to help missed attack hypotheses, we also associate
Protocolwith each hyper-alert type. Basicalgrotocoltells us the protocols over which the corresponding
attack occurs. TheélyperAlertTypesection will be mapped into several tablé$ATFactto store the fact
information,HATProtocolto store the protocol informatioRATPrereqto store the prerequisite information
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andHATConsedo store the consequence information.
Please refer to our papers [2, 3] for detailed table structures.
We provide a module to parse this knowledge base XML le and put it into desab
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