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A one-restricted key agreement scheme is a method by which initially a trusted authority distributes
private individual pieces of information to a set of users. Later, each member of any group of users

of a given size, referred to as aonference can compute a common key by exchanging messages
over a broadcast channel all users have access to. Such schemes can be used to establish only one
common key. In this paper we analyse -restricted key agreement schemes. Such schemes allow the
computation of up to r common keys forz distinct conferences. For certain values of the parameters

the scheme that we propose distributes less information than the trivial one obtained by considering

7 copies of a one-restricted scheme.

Received April 14, 1998; revised January 15, 1999

1. INTRODUCTION coalition F of adversaries does not gain any information

— . . . . onkg.
Key dlstrlbut!on IS a central problem in cry_ptograph|c A basic key predistribution scheme consists of a TA,
systems and is a major component of the security subsystem

¢ distributed ¢ icati ; d dat which gives privately, in the distribution phase, keys to
ot distributed systems, communication systems and dala, qq s in sych a way that each potential group that needs to
networks. From the point of view of security, most

. communicate securely, shares a common key. This scheme
networks can be 'éhougrr:t of as brl?ad.ﬁaﬁt networks, in th"T‘Itis unconditionally secure againany disjoint coalition of
z}nyc_)ne conpecte to the networ WIT have access to a adversaries and requires no key computation phase. The

€ information that flows thrpugh_ 'ti This leads to_”.‘a”y drawback is that the number of keys each user must keep
_problem_s related tp the confidentiality and authenticity of secret can be prohibitively large.
information transmitted.

When a subset of users in a network, referred to as a Gl;]/en_ the h'%h <|:otmpl_e>i|tyt %f such | a_tdlfstrlbutlor_lt
conference wishes to communicate privately, encryption mechanism, a natural step IS o trade complexity for securtty.

algorithms can be used to provide security against We may still require that keys are unconditionally secure,

. : : but only with respect to coalitions & limited size One
eavesdropping. If conventional (private-key) cryptography X .
is used, a common key must be shared by the members of th uch scheme was considered by Blom [1] where, using MDS
conference. The question is, how can we set up an eﬁ‘icientCOde.S’ an eff|C|e_nt schem_e for conferenGeef size 2 and
protocol to give each conference a key? coalltlonsF_ of sizeb is given (other related schemes are
A key distribution scheme (KDS) is a method to distribute presented in [2, 3]). ] N
pieces of information among a set of users in such away that Subsequently, for conferene® of sizeg and coalitions

each group of them can compute a common key for secureOf adversaries- of sizeb, in [4], using entropy arguments,
communication. Usually, we have a distribution phase the authors proved a lower bound on the cardinality of the

in which a trusted authority (TA) distributes information domain of pieces given to users and showed that the bound
in a private way to each user and a key computation IS tight describing a scheme meeting it. The scheme uses
phase, where a conference computes a common key. Th&ymmetric polynomials witly variables and degree at most
scheme isinconditionally securé any disjoint coalition of P in each variable (a brief description of such a scheme is
adversaries does not gain information about the conferencediven in Appendix B).
key, even though it has access to an infinite computational A second approach allows interaction among the users in
power. In the last few years, various approaches havea conference. In the key computation phase the members
been proposed; in this paper we restrict our attention to Of @ conferenceG, using the secret information received
unconditional secure KDS. in the distribution phase, interact to agree on a key by
The first method is thkey predistribution schem&ecret exchanging encrypted messages among themselves via a
information is given to each user by the TA in the distribution broadcast media. Any disjoint coalition of adversafiehat
phase. Later, in the key computation phase, every memberhears all communications is unable to gain any information
of a conferenc& can reconstruct the common kiey from aboutit.
his pieceand the conferencilentity, while every disjoint This approach, which we call tHeey agreement scheme
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initiated in [4], was continued by Beimel and Chor [5, 6]and of it. Then, this user sends this encrypted version to all the
aimed to reduce the size of information each user must keepother members of the conference over the broadcast channel.
secret. In [5] the authors studied schemes for conferénce The conference key will be the concatenation of all these
of size g and coalitions of adversarids of sizeb. They values randomly chosen by the users in the conference.
proved that the interaction cannot help in reducing the size We model the problem ot-restricted key agreement
of the pieces of information given to the users compared to schemes with an information theoretical framework. We
the non-interactive model. Hence, in order to decrease theuse Shannon entropy mainly because this leads to a
size of the secret information, we have to relax the security simple, compact and elegant description of the scheme and
requirements. We can require that the key agreement scheméecause this approach takes into account all the probability
is secure only ira fixed numbeof times, sayr, definingz- distributions on the keys. In Appendix A we review the basic
restrictedkey agreement schemes. In such schemes we limit notions of entropy and mutual information.
to ¢ the number of groups of users, whose identity is not  Throughout this paper we assume that all the
known beforehand, that can compute a common key in anconferences that want to compute a common key are distinct
unconditionally secure way. For such schemes Beimel and(i.e. we do not allow the same conference to compute more
Chor in [5, 6] realized a one-restricted scheme, where the than once a common key). This situation is close to the spirit
size of pieces given to users is smaller than in unrestrictedof the non-interactive schemes. Indeed, in such schemes
key agreement schemes. Subsequently, usiogpies of a all members of a conference use the same key every time
one-restricted scheme, they realize a scheme which is secur¢hey want to establish a secure communication. In this
for T conferences. Such an approach, even though it allowspaper, we extend this feature to key agreement schemes by
us to construct a scheme in a straightforward manner, doesassuming that, if the members of a conferefcevant to
not give rise to a scheme which is optimal with respect to the communicate for the first time, then they compute a common
size of the information kept by each user. In the literature keykg by exchanging messages over the broadcast channel.
a one-restricted scheme is also referred to ame-time Subsequently, they keep a copy of it in a secure manner, in
scheme, because it can be used to computemrdgommon such a way that when they want to communicate again, they
key. use the previously computed common key. We provide
In [7] the authors presented a generalization of the one- a t-restricted key agreement scheme which distributes less
restricted scheme described by Beimel and Chor [5, 6] usinginformation than the trivial scheme obtained by considering
tools from design theory. 7 copies of a one-restricted scheme. Such a scheme requires
Fiat and Naor [8] introduced a new key distribution that users hold aounterwhich is incremented each time a
scheme referred to as tHwmoadcast encryption scheme conference key is generated.
The TA gives some predefined keys to each user in the
di;tribution phase. At some point, the TA enables a Organization
privileged subset of users to recover a common key by
broadcasting a message, in the key computation phase. Eacin Section 2 we formally define key predistribution
user in the privileged set can recover the common key usingschemes and-restricted key agreement schemes using an
the broadcast message and the prearranged keys he receivédformation theoretical framework. In Section 3 we prove
from the TA when the system was set up. Further, any some lemmas used to establish the security of our protocol.
coalition of at mostb users disjoint from the privileged In Section 4 we describe the protocol realizing-eestricted
set has no information on this common key. Broadcast key agreement scheme. Finally, in Section 5 we recall the
encryption schemes were designed to allow a central sitemain result of the paper.
to broadcast secure transmissions to an arbitrary set of
recipients. The common key recovered by the privileged set>  THE MODEL
will later be used to decrypt broadcast messages. Broadcast
encryption was further analysedin [9, 10, 11, 12, 13, 14, 15]. In this section we describe bokiey predistributiorandkey
Other key distribution schemes are known in the literature. agreement schemedMe formalize such models using the
A survey of unconditional secure schemes can be found inentropy function (see Appendix A). Thus, the security we
[16]; while a general model for unconditional secure KDS analyse is unconditional. Our scenario consists of a TA and

can be found in [17]. a set of users/ = {1, ..., n}. We assume that the network
is a broadcast channel, i.e. it is insecure and any information
1.1. The results transmitted by one user will be received by every user.

A KDS is a distribution protocaol, divided into two phases:

We analyse a special type afrestricted key agreement a distribution phase and a key computation phase. In
schemes. In general the messages exchanged among thihe distribution phase the TA gives privately some secret
members of a conference can depend on the previous mesinformation (sometimes referred to asedefined keysto
sages and there may be several rounds of communicationusers inZ/. In the key computation phase some subset
In the key agreement schemes we analyse, each membeof usersG in U, referred to as @onference computes a

of a conference independently chooses a random value andcommon key using the secret information received by the
using its secret information, computes an encrypted versionTA and the messages ‘seen’ over the network during such
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a phase. The TA, before providing users with some private (i.e. forG = {iy, ...,ig} we have thaBg = Bj; x ... x
information, does not know which conferenGewill later Biy). Since the messages are sent over a network that is
recover a common key. In some cases, for example, non-a broadcast channel, they can be heard by all the users,
interactive schemes, such messages can be considered ascluding any coalition of adversaries. The scheme assures
‘empty’ messages or constant ones. that each user ofs, using the secret information and the

In this paper by a boldface italic capital letter, sEywe broadcast messadw;, recovers the conference key, while
denote a random variable taking a value on a set denotedany disjoint coalition of adversaries is unable to gain any
by the corresponding capital lette¢ according to some  information onkg. A key agreement scheme is formally
probability distribution {Pr(x)}xex. The values such a defined as follows.
random variable can take are denoted by the corresponding DEFINITION 2.2. Letid = {1, ..
lower case letter.

For 1 < i < n, with U; we denote the set of all
possible secret values distributed to usday the TA. For
any X € U, letUx = Ui, x ... x Uj;, whereX =

., N} be a set oh users
and letg andb be two positive integers such that- b < n.
A (g, b) key agreement schem@g(b)-KAS) is a distribution
protocol satisfying:

{it,....ij} andi1 < ... < ij. We assume that the TA (1) without knowing the broadcasis, no subset of users
choosesy; € Uy according to the probability distribution has any information orkg even given all the secret
{Pr(uz¢)}uy cuy,» that in turn naturally induces a probability informationUy,. _ _
distribution{Pr(ug)}uscue 0nUg, for any setG < U. For For all conferencesG C U of sizeg, it holds that
any setG C U of sizeg, we denote byKg the set of all H (Kc|Uy) = H(Ko). _ .
possible values of the kéy; for the conferenc&. The KDS (2) Eachusei in any conferencé& of sizeg, knowing the
and the probability distribution obtg induce a probability broadcasbg, can computég.
distribution{Pr(kg)}ks cke 0N Kg. Foralli € G C U, with |G| = g and for the broadcast
In a key predistribution schemeeach useri in a bg, it holds thatH (K| Ui Bg) = 0.

conferenceG of sizeg is able to recover, during the key (3) No coalitionF of sizeb disjoint from a conferenc&
computation phase, without interaction with other users, the of sizeg has any information okg, even knowing the

secret keykg. The useri computeskg using the secret broadcasts of all possible conferences.

information he received from the TA and the identities of For all conference$s < U of sizeg and all coalitions

the other users i. Further, no disjoint coalitiofr of size F of sizeb such thatG N F = ¢ and for any broadcast

at mostb, is able to gain any information about the secret B = Ug:c|=gbg, it holds that H(Kg|UFB) =

keykg. A key predistribution scheme is formally defined as H(Kq).

follows. Notice thatH (Kg|Uy;) = H(Kg) means thag and Uy,
DEFINITION 2.1. LetY = {1,...,n} be a set ofn are statistically independent (i.e. the information held by all

users and letg and b be two positive integers such that users irn/ reveals no information on the key confereikee

g+b < n. A(g, b) key predistribution schemeg, b)-KPS) of the conferenc&). Moreover,H (Kg|U; Bg) = 0 means
is a distribution protocol satisfying: that the informationu; and the broadcast messades,

exchanged by all users i@, unequivocally determine the
(1) each useri in any conferenceG of size g can value of the common kelgg of the conferencé&. Finally,

computekg. H(Kg|UrB) = H(Kg) means thatKg is statistically

Foralli € G C U, with |G| = g, it holds that independent fronUr and B (i.e. the information held by

H(Kg|Ui) = 0. F and the messages exchanged by all conferences ofj size
(2) No coalitionF of b users disjoint from the conference do not reveal any information about the key confereage

G has any information oRg. For all conferences of A t-restricted key agreement scheme key agreement

sizeg and all coalitionsF of sizeb suchthalGNF = ¢, scheme in which any coalition of adversariesof sizeb

it holds thatH (Kg|Ugr) = H (Kg). disjoint from G, knowing the messages exchanged by any

conferences during the key computation phase does not gain

Notice thatH (Kg|Ui) = 0 means that the information  anyinformation on the kelyg. A t-restricted key agreement
held by useri unequivocally determines the value of the scheme is formally defined as follows.

common key associated with the confereeMoreover,

H(Kg|Ur) = H(Kg), whereF N G = @, means that DEFINITION 2.3. LetUd = {1,.._..,r.1} be a set ofn

K andUF are statistically independent (i.e. the information users and leg and b pe two positive integers such that

held by users irF- reveals no information on the key of the g+b =N A r—restrlct.ed (g,.b) .key. agreement scheme

conferences). _(r—restrlcted (g, b)-KAS) is a distribution protocol satisfy-
In a key agreement schemehen users of a s&b of Ing:

cardinality g wish to generate a conference key, during (1) without knowing the broadca$is, no subset of users

the key computation phase, they communicate between has any information orkg even given all the secret

themselves through the network. All messages sent by user informationUy,.

i are denoted b € B;j; whereas the messages exchanged For all conferencesG C U of sizeg, it holds that

by all the users in a conferenGare denoted b € Bg H(Kg|Uy) = H(Kg).
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(2) Each usei in any conferenc& of sizeg, knowing the
broadcastbg, can computég.
Foralli € G C U, with |G| = g and for the broadcast
bg, it holds thatH (Kg|U; Bg) = 0.

(3) After seeing the communication of at mestistinct
conferences, no coalitiorF of b users has any

information on the key of one of these conferences

(disjoint from F).

For anyz distinct conference8y, ..., G, with |G| =
gfori = 1,...,7, for anybg,,...,bg, and any
F c U of sizeb such thatF N G; = ¢, it holds that
H(Kg;|UrBg,, ..., Bg,) = H(Kg,).

Notice thatH (Kg, |Ur Bg, . .. Bg,) = H(Kg,) means that
K, is statistically independent frolfr andBg,, ..., Bg,
(i.e. the information held by and the messages exchanged
by anyt conferences of sizg do not reveal any information
about the key conferende;; ).

3. TECHNICAL LEMMAS

In this section we present some technical lemmas which will
be useful to prove that our-restricted(g, b) key agreement
scheme is secure.

LEMMA 3.1.Let A,B,C and D be four random
variables. If H(A|B) 0, then the following two
statements hold

(1) H(C|BD) = H(C|ABD)
(2) H(C|AD) = H(C|BD).

Proof. The hypothesi$i (A|B) = 0 and equations (15) and
(10) of Appendix A imply that

0= H(A|B) > H(A|BD) > H(A|BCD) > 0.

Hence,H(A|BD) = H(A|BCD) = 0. According to (14)
of Appendix A, we have

1(C; A|IBD) =H(C|BD)— H(C|ABD)
and
| (A;C|BD) =H(A|BD)—H(A|BCD) =0.
Since, | (C; A|BD) I (A; C|BD), it follows that

H(C|BD) H(C|ABD). Therefore, statement 1 is
satisfied. From (15) of Appendix A and statement 1 we get

H(C|AD) > H(C|ABD) = H(C|BD),

O

In[7]itis provedthatin anyl, g+b—I)-KPS, with¢ < g,
the users in any coalitiofr of sizeb have no information
on the key associated with thesubsets ofc C U/, where
|G| = gandF N G = 0. This is formalized in the next
lemma.

which proves statement 2.

LEMMA 3.2.Letl/ be a set ohh users and leG, F C U
be two subsets off and b users respectively, such that

GNF = @. Finally, letYy,...,Y, be distinct-subsets of
G, wherex = ({) and¢ < g. Then, inanyl, g+b—1)-KPS
we have

H(Ky, ... Ky,|UF) =Y H(Ky).
i=1

This lemma is generalized as follows.

LEMMA 3.3.LetU/ be a set o users. Lett and p be
two integers such that <t < gandl < p < band let
o be an integer such that < (). If G, F < U are two
disjoint subsets dfand p users respectively and, ..., Y,
are distinctl -subsets o6 then, in any(l, g+ b —1)-KPS we

have .
H(Ky, ... Ky,|Ur) = Y H(Ky).
i=1

Proof. Let X, B C U/ be two subsets dff of cardinalityg
andb respectively, suchth& C X, F € BandXNB = ¢.
Leta = (7) and letYy, ..., Y, be distinctl-subsets ofX.
Then, from (11) and (12) of Appendix A, we get

> H(Ky)
i=1

v

H(Ky, ... Ky, |UF)

v

H(Ky, ... Ky,|Usg)
(from (15) of Appendix A ag= C B)

=Y H(Ky,) (from Lemma 3.2).
i—1

Hence, H(Ky,...Ky,|Ur) = > ;H(Ky). Setting
X1 = Ky,... Ky,, Xp = KY0+1"'KYa andY = Ug in
equation (11) of Appendix A, one gets that

H(Ky, ... Ky, |UF)
= H(Ky, ... Ky, |Ur)
+H(Ky, ,...Ky,|Ky, ... Ky, Up).

Since, from (11) and (12) of Appendix A, one has

H(Ky, ... Ky,|UF) <) H(Ky,)
i=1

and

o

H(Ky,,, ... Ky,|Ky, ... Ky,Ur) < Y H(Ky),
i=o+1

then,H (Ky, ... Ky, |Ur) = > {_; H(Ky,). Therefore, the
lemma holds. (|

The next lemma will be required in the analysis of the
security of our schemes.

LEMMA 3.4. Let U be a set ofh users and lefX;, Xo C
U be two distincig-subsets. LeF C U/ be a subset of size
b and letp € X2\ Xj;. Moreover, lete and 8 be integers
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such thate < (9) andp < (9°7), where2 < ¢ < g.
If Y1,...,Y, are distinctl-subsets oiX; and Z, ..., Zg
are distinctl-subsets o, each containingp, then, in any
(I,9+ b —1+ 1)-KPS we have the following:

() H(Kv,...Ky,|Kz,...Kz,Ur) =Y H(Ky),
i=1
if FN Xy =4a.

B
(i) H(Kz,...Kz,|Ky,...Ky,Up) =Y H(Kz),
i=1
if F N Xp=4.

Proof. We have that

H(Kz,...Kz,|Up) =0. (1)

Indeed, from (11) and (15) of Appendix A, we get

i
H(Kz,...Kz,|Up) <Y H(Kz|Zi1...Z1Up)
i=1

B
<Y H(Kz|Up)
i=1

=0.

The last equality follows from property 1 of Definition 2.1
sincep € Z;. Notice that, from (13) of Appendix A, we get

Y "H(Ky) = H(Ky, ... Ky,)
i=1

> H(Ky,...Ky,|Kz, ...KzﬁUF)
(from (12) of Appendix A)

> H(Ky, ... Ky, |UpUF)
(from 2 of Lemma 3.1 and (1))

=Y H(Ky).
i=1

The last equality follows from Lemma 3.3. Indeed, we
are considering ad, g + b — | + 1)-KPS and|X1| = g,
[FU{p} < b+ 1and(F U{p}) N X1 = @. Therefore,
H(Ky,...Kvy,|Kz, ... KzﬂUF) = Z?:l H(Ky,). Thus,
statement (i) is satisfied.

Let X] = X1\ F. To prove statement (ii) we consider two
cases.

Case 1.Assume thatX)| < ¢ — 1. Then,F NY; # ¢, for
any 1< j < «, and it holds that,

H(Ky, ... Ky,|Ur) =0. (2)

Indeed, from (11) and (15) of Appendix A, we get

o

H(Ky, ... Ky, |UF) < Z H(KYJ- Ky, ... KYj_lUF)

j=1

o
< H(Ky;|Us)
j=1
=0.

The last equality is satisfied sinde(Ky,|Ur) = O, for

j = 1,...,0. Infact, if k € F NYj, then, from
property 1 of Definition 2.1, we haveél (Ky;|Ux) = 0.
Applying inequality (12) of Appendix A, we obtain that
H(Ky;|Ur) = 0. From (2) and statement 1 of Lemma 3.1,
we have

H(Kzl...Kzﬂ|KY1...KYuU|:) = H(Kzl...Kzﬂ|U|:).

From Lemma 3.3 one gets that

g
H(Kz,...Kz,|Up) = Y H(Kz).
i=1

since we are considering ah b + g — | + 1)-KPS and,
by hypothesis, we have thgX,| = g, |[F| < b+ 1 and
Xo N F = @. Therefore,

B
H(Kz,...Kz;|Ky, ... Ky,Ug) = Z H(Kz),
i=1

and statement (ii) is satisfied.

Case 2. Let |X;] > ¢ and leto be an integer such that

o < ('é/l‘). If Y;,..., Y, are distinc-subsets ofX such

that {Y;..... Y.} € {Y1..... Yo} and{(Y/ ,..... Y]} =
{Y1, ..., Yo} \ (Y], ..., Y.}, then one gets that
H(Kzl...Kzﬁ|KY1...KYaU|:)
= H(Kz, ... Kz,|Ky; ... Ky, Up). (3)
Indeed, sinceYJ-” NF # ¢, forj = o +1,...,0a,

proceeding as in Case 1, one can easily see that
H (KW+l ... Kyy|Ur) = 0. Therefore, applying statement 2
of Lemma 3.1 we get (3). From statement (i) we have that

A
A= H(KYi...Ky{;|Kzl...KzﬁU|:)

o
=Y H(Ky), 4)
i=1
since we can always see thesubsetsy;], ..., Y, of X; as

|-subsets of g-superset oK, sayXs, distinct fromX, and
such thalXzNF = ¢ (we can addy — | X} | users not irF to
X1). Moreover, since we are considering@b+g—I+1)-
KPS, from Lemma 3.3 one can see that

o
A
B = H(Ky,... Ky, |Up) = Y H(Ky)).
i=1

()

SettingX = Kz,...Kz,, Y = K\qn-KYg andZ = Uk,
then from (14) of Appendix A and from equations (4) and
(5), we have that
H(Kzl...Kzﬁ|KYl/...KYAUF)
=H(Kz,...Kz,JUr) + A—B
= H(Kzl...Kzﬂ|U|:).
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Finally, since the setX, and F satisfy|X2| = g, |F| < up of ¢ independent keys oveZ , which we denote by
b+1and X, N F = ¢ and we are considering an Kka1,...,Kka¢. Each useh of a conferenc& performs the
(,b+ g -1+ 1)-KPS then, fro;n Lemma 3.3, it follows  following steps.
that H(Kz, ... Kz,|[Ur) = Y ._, H(Kz). Therefore, h h h
H(Kzl---KngKYf- Ky, Up) ~i 1Zig:1 H (Ky) and the 1. Choorses a randogrlzvaIma( )= ml,....mM) €
lemma holds. O (Z)", wherer = (775). _

2. Partitions the completg — 1)-uniform hypergraph on
This lemma states that if a coalitioR of adversaries G\{h} into r parallel classe<s, ..., C;, which all
knows the keys used by thesubsets ofX, then it has no consist ofy = (g — 1)/(¢ — 1) blocks that we denote
information about the keys used by theubsets oiX; if F with Bihj forl<i<randl<j <.

and X, are disjoint. On the other hand, if a coalitiénof 3

For each blockB". denote withB(i, j, h) the setB". U
adversaries knows the keys used byltseibsets oK1 then L (1.7 a3

— h i
it has no information about the keys used bylttseibsets of th} = {x1,.... %} and leto‘i,J denote the index such
Xz if F andXj are disjoint. thatx,n = h.
h .
4. Encrypts eachm; using the x keys kB(i’j’h)’am by
4. AT-RESTRICTED KEY AGREEMENT SCHEME defining
In this section we describe a protocol to realize@estricted b — kB(i,j,h),aihj + mih mod pk,

key agreement scheme that can be usedrbdistinct b
conferences to set up a common key. For certain values forl<i<randl<| <y.
of the parameters, the scheme we propose distributes Iesss_ Broadcast the vector
information than the trivial scheme obtained by considering

7 independent copies of a one-restricted scheme. b — (b? Do b? . bPl’ N Y
We need some definitions and results from design theory. ' X ' ’X
A designis a pair(V, B), whereV is a set ofn elements  The secret key is the values = (m®, ..., m®) which

(calledpointg and B is a set of subsets of of fixed size  can be decrypted by anyone@from the global broadcast
k, wherek > 2 (calledblockg. A parallel classof (V, 5) bg = (b@, ..., b@)y.

consists oh/k blocks fromB which partition the se¥. The The next simple example illustrates the steps of this
design(V, B) is said to baesolvableif the set of blocks]3, protocol.
can be partitioned into parallel classes.Bltonsists of all

k-subsets o¥/, then(V, B) is called thecompletek-uniform EXAMPLE 4.1. Suppose theg = 5 and¢ = 3. Note

that 5= 1 mod 2. Suppose that the conference s& is

hypergraphonV. : o
We will use the following theorem of Baranyai, a proof of {1, 2,3,4,5}. For each user € G, we partition the two-
which can be found in [18, Theorem 36.1]. subsets of5\{i} intor = 3 disjoint parallel classes. Later,

we describe only the ones related to user 4.
THEOREM4.1.The complet&-uniform hypergraph om

points is resolvable ifi = 0 modk. C!={{12,.{3,5)}, C3={{L3}{25)}

In the scheme we propose there is no effective interaction C3={{1.5},{2.3}}.
among the users. Every membierof a conferenceG
independently chooses a random vamué and uses its
secret information to compute an encrypted versiomof
which is broadcast. Then, the key@f= {i1, ..., ig}, with

Consider the computations performed by user 4. First, user
4 picks three random values (i.e. his part of the key), say
m7, m3, m$ € Z,. Next, he computes the relevanvalues.

i1 <...<ig willbeks = miv, " mio)y. These are as follows:
Notice that in the following the sets elements are listed 4 4 > 4
: . . a1 =3, o1,=2 oay;=
sequentially in increasing order.
The protocol provided in [7], which is a one-time key Otg,z =2, Otél,l =2, aé‘,z =3

agreement scheme, is a building block of our scheme.

Therefore we recall it. This determines the values broadcast by user 4:

b® = (m‘l1 + Kki1,2,4,3, mi‘ + Kki3.4,5),2, m‘g1 + Kki1,3,4,3,

A protocol for the one-restricted key agreement scheme 1 1 4
m5 + K(2,4,5),2, M3 + K(1,4,5),2, M3 + K2,3 41,3).

Letid = {1,...,n} be a set ofn users and leG C U

be a conference of sizg. Suppose that > 2 is an The security of this protocol derives from the observation
integer such thay = 1mod(¢ — 1) and thatk > 1 is that any coalitionF of b users such thaF N G = ¢,

an integer. The set-up phase consists of the TA distributing has no information about the key after the observation of
secret information corresponding to éh b + g — £)-KPS the broadcast, even if they pool all their secret information.
described in Appendix B, implemented ov(eZpk)‘, with Indeed, as proved in Lemma 3.3 of [7], t@ keys used

p prime. For an¢-subset of userd\, we denote byka by the conference appear to any disjoint coalition to be
the key associated with. We think ofka as being made  independent random elementsdfx. Since each of these
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keys is used exactly once (the definition of the mde
ensures that evely, j is used to encrypt exactly omg, J)
they function as a series of one-time pads.

Now we have all the necessary tools for the description of

the protocol for a-restricted key agreement scheme.

Protocol for the t-restricted key agreement scheme

Let ={1,...,n}beasetohusersandleGy, ..., G; C
U bet distinct conferences of sizg Suppose that > 2 is
an integer such that = 1 mod(¢ — 1).

Distribution phase

e The TA distributes secret information corresponding
to the KPS described in Appendix B. More precisely,
the TA usest — 1 copies of an(¢,b + g —
¢ + 1)-KPS, sayAiq,...,A;_1, implemented over
(Zpkl)‘f, s (Zpk,_l)‘f, respectively and aft, b+g—
0)-KPS, sayA., implemented overZ )", with p
prime andk; < kg, for2<i <r.

Key computation phase
e When users in a conferendg; want to compute a
common key, they perform the steps from 1 to 5 of the

protocol for the one-restricted key agreement scheme

A1. FOI’Glz{il,.. Ig} i1 <...
kg, willbe (mv . mia)),
e When users in a conferen@t with 2 <t < r,

< ig, the final key

To familiarize ourselves with the concepts used in the
general construction we give an example of a two-restricted
key agreement scheme.

EXAMPLE 4.2. Lett = 2,n > 7,9 = 5and¢ = 3.
Suppose that the conferend@s = {1, 3,4, 5, 6} andG, =
{1, 2,3,4, 7} want to set up a common key.

Distribution phase

The TA distributes secret information corresponding to the
KPS described in Appendix B. He uses a copy 3,0+ 3)-
KPS, sayA1, implemented ove(Zpkl)3 and a copy of a
(3, b + 2)-KPS, sayA,, implemented ove(Zpk2)3, with p
prime ancky < Kj.

Key computation phase

When users in the conferendd; want to compute a
common key, they perform the steps from 1 to 5 of the
protocol for the one-restricted key agreement scheme using
the scheme\; implemented ove(Z ). More precisely,
each user € G, partitions the two-subsets &1\{i} into

r = 3 disjoint parallel classes. For example, user 1 computes
the following classes:

Ci={{3,4},{56}}, C3=1{{3,5) {46},
Ci =1({3,6), {4,5)).

Consider the computations performed by user 1. First, user
1 picks three random values (i.e. his part of the key), say

want to compute a common key they perform the steps mi, m3, mj € Z . Next, he computes the relevanvalues.

from 1 to 5 of the protocol for the one-restricted key
agreement schema;. Since, for2<t < 7, we
have thath\thl 75 @, then Ietht € Gt\thl be
the user with ‘minimum’ identity Using the scheme
At¢—1 implemented ovefZ plt— )¢, userh; performs the
following steps:

1. Forr
m(ht) e

= (%:g) he chooses a random value

MY M) € (Z i)

2. Partitions the completg¢ — 1)-uniform hy-
pergraph onG;\{ht} into r parallel classes
C1, ..., Cr, which consist of ally = %%} blocks
that we denote W|tiBI j»forl <i <rand
1<j=x.

3. Encrypts eacimh using the x keys Kg,j.hy»
whereB(, j, hy) = B U{ht} by defining

h h
b = ke i + Mt mod pth-1,

forl<i<randl<j <y.
4. Broadcasts the vector

h h
b™ = (bt ... b ... b b,

For Gt = {j1,...,Jg}, wWith 1 < ... < jg and

ht € Gt\Gt_1, the keykg, is (mU?, ..., mie) mho),

Our scheme requires that users hold a counter which is

incremented each time a conference key is generated.

These are as foIIows

1 _ 1 _ 1 _
app=1 aip=1 ;=1

1 1 1
012,2 = l, 013,1 = l, 013,2 = l

This determines the values broadcast by user 1.

b = (m} + Kki1,3,41,1, m} + Kki1,5.6),1, m% + Kki1,3.5,1,
m% + Ki1,4.6),1, m% + Kki1,3.6),1, m% +Kki1,4,5),1).

The keykg, will be (MM, m® m® m® m®), where
m® = (mi, m), m3)

When users in the confereneg, want to compute a
common key, they perform the steps from 1 to 5 of the
protocol for the one restricted key agreement scheme using
the schemeA, implemented ove(Zpk2)3. Precisely, each
useri € G, partitions the two-subsets &\{i} intor = 3
disjoint parallel classes. For example, user 3 computes the
following classes.

C3=1{{1,2, {4 7)), C3={{1,4),{2 7},
C3={{1,7),{24).

Then user 3 picks three random values (i.e. his part of the
key), saym3, m3, m3 € Z ,. Next, he computes the relevant
a values. These are as follows:
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This determines the values broadcast by user 3

b® = (m3 4 k(1.2.3).3. M3 + K(3.4.7).1. M3 + K(1.3.4).2:

m% +Kk2,3,7},2, m% +Kki1,37),2, m% +K2,3.4),2).
Moreover, the user Z G,\G1 (having minimum identity)
performs the following computation using the information
distributed with the schema;. Partitions the two-subsets
of Go\{2} intor = 3 disjoint parallel classes

={{1.3).{4.7)}. C5={{1.4.{3.7}

C2={{1,7), {3 4}).

Then, user 2 picks three random values, 88y M3, M3 €
Z ;3 . Next, he computes the new broadcast

b@ = (M2 4 k1.2,3), M2 + K(2.4.7), M3 + K1.2.4),
M3 + k(2.3.7), M3 + K1.2.7), M3 + K(2.3.4)).

Notice that the modular additions are done4ns,. In

béii (respectively,bé:‘l) is the part of the broadcabi,
computed using the schemg (respectivelyAj_1).

Since the schemess, ..., A; are independent, the users
in F could derive some information dts, only from the

broadcast messagég;, bG'_1 and bA' Therefore, to
prove that equation (6) holds it is enough to show that the
following equality is satisfied:

H(Kg,|BS' 'Bc, Bg'  Ur) = H(Kg,).
Intuitively, since the schemes; and A;_; are constructed
independently, then in order to prove that the equality holds
it is sufficient to show that the following two equalities are
satisfied:

H(Kg'|Bg Bg ' Urp)=H (Kg)

and
A| 1

H(Kg *|Bg Bg'Ur) = H(Kg ™).

We will prove thatH (Kg! |Bg' Bg'  Ur) = H(Kg); the

fact, since only user 2 issues a broadcast, then we allowother equality can be proved in a similar way.

him to use all three entries of the key he shares with

any subset of 2 users iG.
(m(l)’ m(z)’ m(3)’ m(4)’ m(7)’ r’ﬁ(z))

The key kg, will be

4.1. The security of the scheme

In this section we show that the protocol proposed in
Section 4 indeed realizes =arestricted KAS, that is, it
satisfies Definition 2.3.

Each conference key is the concatenation of random
values chosen by the users during the key computation

phase. Hence, the key is independent from ahpriori
information held by the users and, for any conferefi;e
we have thatH (Kg|U) = H(Kg). Thus, condition 1 of
Definition 2.3 is satisfied.

It is intuitively clear that a coalitiorF of users disjoint
from the privileged seG; has no information abodt
after the observation of the broadcast, even if they pool all
their secret information. This is because of the property,
which we proved in Lemma 3.4, that tH{#) keys of the

schemeA; used to distributekg’, as well as the(?"})
keys of the scheme\; used by the user with ‘minimum’
identity in Gj+1\Gj to distributeké:+ appear toF to be
independent random elementsbgkl. Each of these keys

is used to encrypt one eIementZ)[,kl and thus these keys
function as a series of one-time pads. A formal proof of the
security of the scheme can be obtained by a straightforward
modification of the one given in [6]. Hence, condition 3
of Definition 2.3 is satisfied. Thus, our protocol realizes a

Itis easy to see that each user in a conference can computd Testricted key agreement scheme.

a common key. In fact, each user in a conferefize

broadcasts his part of the key in such a way that all other 4.2. The information distributed

users inG are able to decrypt the broadcast value. Hence
H(Kg|Ui Bg) = 0, for each conferencé and each usar
in G. Thus, condition 2 of Definition 2.3 is satisfied.

' In this section we consider the amount of information given

to any user in our-restricted key agreement scheme. We
show that for certain values of the parameters the scheme

To prove that our scheme is secure, we have to show thatye propose distributes less information than the trivial one

fFNG =0

H(Kg|Bg,, ..., Bc,Ur) = H(Kg,). (6)
We will give a sketch of a proof that equation (6) holds for
any conferencési, with 1 < i < t. The cases = 1
andi T can be deduced from the following analysis in
a straightforward way. The users in the confere@¢gefor

1 < i < 7, use the schemes; andAj_1. Moreover, the
schemeA;_1 (respectively,Aj) is also used by the users
in Gj_1 (respectivelyG;j1). Notice that the common key
kg;, computed by the conferen€&, can be thought of as
kg kA' -1, wherekg' (respecuvelykGl' 1y is the part ofkg,
computed using the schente (respectively,Aj_1). In

a similar way,bg, can be thought of aleéii béii*l, where

obtained by consideringindependent copies of a one-time
scheme.

In our scheme, the key computed by the user§inis
a random element ofZ «,)?"; while, for 2 < t < t, the
key computed by the users B; is a random element of
(Zy k)9 x (Z ot ). Since the key computed by all the
conferences has to be taken from domains of the same size,
then it must be thap9kt = p9k . ptrk-1 for2 <t < .
Hence,

oky = gkt + ¢ki—1, for2<t<rt. @)

In the following we prove that, for any integegsand ¢
such that 2< ¢ < g, there always exist positive integers
ki, ..., k; satisfying this equation. The next lemma holds.
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LEMMA 4.2.Let g and £ be two positive integers such  Proof. Our proof is by induction onr. If t = 2 it is easy to
that2 < ¢ < g. Letly = landly = gt~1 — ¢l_q, for see that, setting; = g andko = g — ¢, equation (7) holds
2<t<r. Ifgkl_gkt+£kt ,for2 <t <z thenit and
holds thatk; = ki - t o forl<t <r. |:(%J_rk1)) kz(gﬁll)} - (gJ[EIl)

+
Proof. We prove this lemma by induction dn If t = 1 we (%:g) kl(%:g) (gig)
have thak; = 11 - ki = k1. Now, suppose that the lemma s satisfied if and only if
is true for somd < t. Then, we prove it fot + 1. From
(7) we have thagky; = gki+1 + £ki. Using the inductive (g + b) < (40 (g +b-— 1)
hypothesis, we gagku+1 = ki(g — ¢5tr) = 51(g' — €1, Ne-1)=Y -1 )

|
Sinceli;1 = g' — ¢l¢, then it follows thaiktJrl =Ky - tg+1 This inequality holds if and only i§(b+g) < (g-+£)(g+b—

Thus, the lemma holds. = ¢+1). Asimple algebra shows that the previous inequality is
From this lemma it is easy to see that, for any integers satisfied if and only i#2 — (b + 1)¢ — g < 0. Now, suppose
g and ¢ such that 2< ¢ < g, there always exist positive  that inequality (9) is satisfied for some > 2. Then, we

integersky, ..., k; satisfying equation (7). For example, prove that such an inequality holds for- 1. Denote with
if we setky = g”~1, then it follows thatke = g=!I; for b b1
t=2..., 1. a kit tkeon () ke (0
: - A(r) £ 41t
In our scheme, since the key is a random element of k1 ( ) ki (9—2) ’
(Zpkl)gr, then the entropy of the key is t=2 t=2
g and -
HK) = gk 9~ 2) log p; s (021)
B(t) =1 (g—Z) .
whereas, for each userwe have that =2
+b From Lemma 4.2, settink = klﬁ forl<t<rt,we
HU) =tk + ...+ koo 1)( ) log p have that
- +b +b-1
+ 2k, g+b Iog p. (ky + ...+ K1) (g ) |, ke (gefl )
-1 k Ky (9-2
" ) 1 (3 k(@3
The efficiency of the constructions can be measured by g+b g+b—1
considering the amount of secret information stored by each (1+ I> o4 |t1> (e_l) I ( -1 )
user compared to the information content of the key. In our g g2/ (93 gt (99

scheme, we have that
Since for any pair of positive integarands, withr < s—1,

b b—1
HW) _ kit . k1) (1) ek (21 we have thaf®) = (1) + (5,%), then it follows that
H (K) o ¢ ga (@D
. _ | | (g+b) I (g+b 1)
whereas, in the protocol for a one-restricted key agreement <1+ 2 4+ T‘z) ‘*; T T ‘*;
scheme we have that g 9/ () 9 ()
Hw) _ ) . (1 L2, ) A ey
HE)  g(f75) g o) () 9 ()

since the information is distributed according to theb + Applying the inductive hypothesis, we have that
g — 1)-KPS of Appendix B.

Now we compare the information distributed by the TA ( I I, ) (g+b) I (g+b—1)

in our protocol with the information distributed in the trivial 1+ =4 4+ — Zjl - — Z:Z
) . R . g g° 1 (g 2) g° 1 (g 2)
protocol realized by consideringindependent copies of a -2 -2

one-restricted key agreement scheme. The following lemma (9211)

holds. ST
(?-2)
-2

LEMMA 4.3.Let t be an integer greater that and let
g and ¢ be two positive integers such that< ¢ < g. If if and only if £2 — (b + 1)¢ — g < 0. Hence, it follows that
gk1 = gkt + ¢ki—1 for 2 < t < 1, then there exist integers

Ki, ..., Kk, such that 12 o\ (D) 1 (0P
g+b g+b—1 g+b—1 + a Tt gtfl g-2 gr g-2
ki+...+ke- ) k20 - T( °) ) (-2 (:-2)
< b— b— b—
ke (%,3) ke (%73) (%75) - (e Y I (%22 Yool (9211)
= 2 1 92 2
if and only if¢2 — (b + 1)¢ — g < 0. (2 9 (9 g ()
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if and only if ¢2 — (b + 1)¢ — g < 0. From Lemma 4.2, we like to thank the anonymous referees for their careful reading
have that ;1 = g° — £1.. Therefore, it results that and useful comments and suggestions which improved the
readability of the paper.
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APPENDIX A. INFORMATION THEORY CONCEPTS

In this appendix we review the information theoretic

concepts used in our definitions and proofs. For a complete
treatment of the subject the reader is advised to consult [19].

Given a random variabl&X taking values on a seX
according to the probability distributiofPr(x)}xex, we
define theentropyof X, denoted byH (X), as

H(X) = - Prx)logPr(x)

xe X

(all logarithms in this paper are to the base 2). The entropy

satisfies O< H(X) < log|X|, whereH (X) = 0 if and only
if there existsxg € X such that RtiX = xg) = 1; whereas,
H(X) = log|X| if and only if PkX = x) = 1/|X| for all

X € X.

The conditional entropy H(X|Y) of two random
variables X and Y taking values on setsX and Y
respectively, according to the joint probability distribution
{Pr(X, ¥)}xex,yev, is defined as

HXIY) ==Y ) Pry)Prxly) log Prix]y).

yeY xeX

From the definition of conditional entropy it is easy to see
that
H(X|Y) > 0. (10)

Givenn + 1 random variablesXy, ..., X, Y, the entropy
of X1...Xn givenY can be written as

H(X1...XnlY) = H(X1]Y) + H(X2|X1Y) +. ..
oo+ HXnlX1... Xn1Y).  (11)
Themutual informatiorbetweenX andY is defined by
I (X;Y) = H(X)— HX]|Y)
and satisfies the following properties:
I(X;Y)=1(;X) and 1(X;Y) >0,
from which one gets
H(X) = H(X1Y), (12)

with equality if and only if X and Y are independent.

Given three random variableX,, Y and Z, the conditional
mutual informatiorbetweenX andY givenZ can be written

1(X;Y|Z)=HXI|Z)—-HXI|ZY)
=HY|Z)—H{Y|ZX)
=1(Y; X|2). (14)
Since the conditional mutual informatioh(X; Y|Z) is
always non-negative we get

H(X|Z) > H(X|ZY). (15)

APPENDIX B. A KEY PREDISTRIBUTION SCHEME

In this section we describe thg, b)-KPS given in [4]. Let

U =1{1,...,n} be asetohusersands C U/ a conference

of sizeg. Let p be a prime such thgt > n (the number of
users). The TA choosesdistinct random numbes € Z,

and givess to useri (1 < i < n). These values do not
need to be secret and can be thought of as the ‘identity’ of
useri. Thus, for example, it is sufficient to talee = i for

1 < i < n. Next, the TA constructs a random symmetric
polynomial in g variables with coefficients fron¥p, in
which the degree of any variable is at mbst

b b
f(X1,...,Xg) = Z Z aiy,..igX1'h .. . Xg'O.
i1=0  ig=0
The fact thatf is symmetric is equivalent taj, i, =
r(iy)....n(ig) fOr all permutationsr of {1, ..., g}.

Then, for 1 < i < n, the TA computes a polynomial
gi in g — 1 variablesxy, ..., Xg by settingx; = § in
f(x1,...,Xg). The coefficients ofyi comprise the secret
information which is given to usdr. The key associated
with the g-subseG = {iy, ...ig}is

ke = f(S;,...,S,) modp.

Each userj € G can compute
ke =i (s;,---

vSj_15Sj41 > Sg) modp.

It can be shown that no subsetltisers disjoint fronG
can compute any information abd (see [4]). Also, it is

Therefore, givem random variablesXy, ..., Xy, it holds not hard to see that (Kg) = log p, for all G of sizeg, and
that
. (9+b-1
H(X1,..., Xn) H(U')—( g—1 >'°gp
n n
=> HXi|X1.....Xi-) <Y HXp). (18) forl<i=<n
i=1 i=1
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