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A one-restricted key agreement scheme is a method by which initially a trusted authority distributes
private individual pieces of information to a set of users. Later, each member of any group of users
of a given size, referred to as aconference, can compute a common key by exchanging messages
over a broadcast channel all users have access to. Such schemes can be used to establish only one
common key. In this paper we analyseτ -restricted key agreement schemes. Such schemes allow the
computation of up to τ common keys forτ distinct conferences. For certain values of the parameters
the scheme that we propose distributes less information than the trivial one obtained by considering

τ copies of a one-restricted scheme.
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1. INTRODUCTION

Key distribution is a central problem in cryptographic
systems and is a major component of the security subsystem
of distributed systems, communication systems and data
networks. From the point of view of security, most
networks can be thought of as broadcast networks, in that
anyone connected to the network will have access to all
the information that flows through it. This leads to many
problems related to the confidentiality and authenticity of
information transmitted.

When a subset of users in a network, referred to as a
conference, wishes to communicate privately, encryption
algorithms can be used to provide security against
eavesdropping. If conventional (private-key) cryptography
is used, a common key must be shared by the members of the
conference. The question is, how can we set up an efficient
protocol to give each conference a key?

A key distribution scheme (KDS) is a method to distribute
pieces of information among a set of users in such a way that
each group of them can compute a common key for secure
communication. Usually, we have a distribution phase,
in which a trusted authority (TA) distributes information
in a private way to each user and a key computation
phase, where a conference computes a common key. The
scheme isunconditionally secureif any disjoint coalition of
adversaries does not gain information about the conference
key, even though it has access to an infinite computational
power. In the last few years, various approaches have
been proposed; in this paper we restrict our attention to
unconditional secure KDS.

The first method is thekey predistribution scheme. Secret
information is given to each user by the TA in the distribution
phase. Later, in the key computation phase, every member
of a conferenceG can reconstruct the common keykG from
his pieceand the conferenceidentity, while every disjoint

coalition F of adversaries does not gain any information
on kG .

A basic key predistribution scheme consists of a TA,
which gives privately, in the distribution phase, keys to
users in such a way that each potential group that needs to
communicate securely, shares a common key. This scheme
is unconditionally secure againstany disjoint coalition of
adversaries and requires no key computation phase. The
drawback is that the number of keys each user must keep
secret can be prohibitively large.

Given the high complexity of such a distribution
mechanism, a natural step is to trade complexity for security.
We may still require that keys are unconditionally secure,
but only with respect to coalitions ofa limited size. One
such scheme was considered by Blom [1] where, using MDS
codes, an efficient scheme for conferencesG of size 2 and
coalitions F of size b is given (other related schemes are
presented in [2, 3]).

Subsequently, for conferenceG of size g and coalitions
of adversariesF of sizeb, in [4], using entropy arguments,
the authors proved a lower bound on the cardinality of the
domain of pieces given to users and showed that the bound
is tight describing a scheme meeting it. The scheme uses
symmetric polynomials withg variables and degree at most
b in each variable (a brief description of such a scheme is
given in Appendix B).

A second approach allows interaction among the users in
a conference. In the key computation phase the members
of a conferenceG, using the secret information received
in the distribution phase, interact to agree on a key by
exchanging encrypted messages among themselves via a
broadcast media. Any disjoint coalition of adversariesF that
hears all communications is unable to gain any information
about it.

This approach, which we call thekey agreement scheme,
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initiated in [4], was continued by Beimel and Chor [5, 6] and
aimed to reduce the size of information each user must keep
secret. In [5] the authors studied schemes for conferenceG
of size g and coalitions of adversariesF of size b. They
proved that the interaction cannot help in reducing the size
of the pieces of information given to the users compared to
the non-interactive model. Hence, in order to decrease the
size of the secret information, we have to relax the security
requirements. We can require that the key agreement scheme
is secure only ina fixed numberof times, sayτ , definingτ -
restrictedkey agreement schemes. In such schemes we limit
to τ the number of groups of users, whose identity is not
known beforehand, that can compute a common key in an
unconditionally secure way. For such schemes Beimel and
Chor in [5, 6] realized a one-restricted scheme, where the
size of pieces given to users is smaller than in unrestricted
key agreement schemes. Subsequently, usingτ copies of a
one-restricted scheme, they realize a scheme which is secure
for τ conferences. Such an approach, even though it allows
us to construct a scheme in a straightforward manner, does
not give rise to a scheme which is optimal with respect to the
size of the information kept by each user. In the literature
a one-restricted scheme is also referred to as aone-time
scheme, because it can be used to compute onlyonecommon
key.

In [7] the authors presented a generalization of the one-
restricted scheme described by Beimel and Chor [5, 6] using
tools from design theory.

Fiat and Naor [8] introduced a new key distribution
scheme referred to as thebroadcast encryption scheme.
The TA gives some predefined keys to each user in the
distribution phase. At some point, the TA enables a
privileged subset of users to recover a common key by
broadcasting a message, in the key computation phase. Each
user in the privileged set can recover the common key using
the broadcast message and the prearranged keys he received
from the TA when the system was set up. Further, any
coalition of at mostb users disjoint from the privileged
set has no information on this common key. Broadcast
encryption schemes were designed to allow a central site
to broadcast secure transmissions to an arbitrary set of
recipients. The common key recovered by the privileged set
will later be used to decrypt broadcast messages. Broadcast
encryption was further analysed in [9, 10, 11, 12, 13, 14, 15].

Other key distribution schemes are known in the literature.
A survey of unconditional secure schemes can be found in
[16]; while a general model for unconditional secure KDS
can be found in [17].

1.1. The results

We analyse a special type ofτ -restricted key agreement
schemes. In general the messages exchanged among the
members of a conference can depend on the previous mes-
sages and there may be several rounds of communication.
In the key agreement schemes we analyse, each member
of a conference independently chooses a random value and,
using its secret information, computes an encrypted version

of it. Then, this user sends this encrypted version to all the
other members of the conference over the broadcast channel.
The conference key will be the concatenation of all these
values randomly chosen by the users in the conference.

We model the problem ofτ -restricted key agreement
schemes with an information theoretical framework. We
use Shannon entropy mainly because this leads to a
simple, compact and elegant description of the scheme and
because this approach takes into account all the probability
distributions on the keys. In Appendix A we review the basic
notions of entropy and mutual information.

Throughout this paper we assume that all theτ

conferences that want to compute a common key are distinct
(i.e. we do not allow the same conference to compute more
than once a common key). This situation is close to the spirit
of the non-interactive schemes. Indeed, in such schemes
all members of a conference use the same key every time
they want to establish a secure communication. In this
paper, we extend this feature to key agreement schemes by
assuming that, if the members of a conferenceG want to
communicate for the first time, then they compute a common
keykG by exchanging messages over the broadcast channel.
Subsequently, they keep a copy of it in a secure manner, in
such a way that when they want to communicate again, they
use the previously computed common keykG . We provide
a τ -restricted key agreement scheme which distributes less
information than the trivial scheme obtained by considering
τ copies of a one-restricted scheme. Such a scheme requires
that users hold acounterwhich is incremented each time a
conference key is generated.

Organization

In Section 2 we formally define key predistribution
schemes andτ -restricted key agreement schemes using an
information theoretical framework. In Section 3 we prove
some lemmas used to establish the security of our protocol.
In Section 4 we describe the protocol realizing aτ -restricted
key agreement scheme. Finally, in Section 5 we recall the
main result of the paper.

2. THE MODEL

In this section we describe bothkey predistributionandkey
agreement schemes. We formalize such models using the
entropy function (see Appendix A). Thus, the security we
analyse is unconditional. Our scenario consists of a TA and
a set of usersU = {1, . . . , n}. We assume that the network
is a broadcast channel, i.e. it is insecure and any information
transmitted by one user will be received by every user.

A KDS is a distribution protocol, divided into two phases:
a distribution phase and a key computation phase. In
the distribution phase the TA gives privately some secret
information (sometimes referred to aspredefined keys) to
users inU . In the key computation phase some subset
of usersG in U , referred to as aconference, computes a
common key using the secret information received by the
TA and the messages ‘seen’ over the network during such
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a phase. The TA, before providing users with some private
information, does not know which conferenceG will later
recover a common key. In some cases, for example, non-
interactive schemes, such messages can be considered as
‘empty’ messages or constant ones.

In this paper by a boldface italic capital letter, sayX, we
denote a random variable taking a value on a set denoted
by the corresponding capital letterX according to some
probability distribution {Pr(x)}x∈X . The values such a
random variable can take are denoted by the corresponding
lower case letter.

For 1 ≤ i ≤ n, with Ui we denote the set of all
possible secret values distributed to useri by the TA. For
any X ⊆ U , let UX = Ui1 × . . . × Ui j , where X =
{i1, . . . , i j } and i1 < . . . < i j . We assume that the TA
choosesuU ∈ UU according to the probability distribution
{Pr(uU )}uU∈UU , that in turn naturally induces a probability
distribution{Pr(uG)}uG∈UG on UG , for any setG ⊆ U . For
any setG ⊆ U of size g, we denote byKG the set of all
possible values of the keykG for the conferenceG. The KDS
and the probability distribution onUG induce a probability
distribution{Pr(kG)}kG∈KG on KG .

In a key predistribution scheme, each useri in a
conferenceG of size g is able to recover, during the key
computation phase, without interaction with other users, the
secret keykG . The useri computeskG using the secret
information he received from the TA and the identities of
the other users inG. Further, no disjoint coalitionF of size
at mostb, is able to gain any information about the secret
key kG . A key predistribution scheme is formally defined as
follows.

DEFINITION 2.1. Let U = {1, . . . , n} be a set ofn
users and letg and b be two positive integers such that
g + b ≤ n. A (g, b) key predistribution scheme ((g, b)-KPS)
is a distribution protocol satisfying:

(1) each user i in any conferenceG of size g can
computekG.
For all i ∈ G ⊆ U , with |G| = g, it holds that
H (KG|Ui ) = 0.

(2) No coalition F of b users disjoint from the conference
G has any information onkG . For all conferencesG of
sizeg and all coalitionsF of sizeb such thatG∩F = ∅,
it holds thatH (KG|UF ) = H (KG).

Notice that H (KG|Ui ) = 0 means that the information
held by useri unequivocally determines the value of the
common key associated with the conferenceG. Moreover,
H (KG|UF ) = H (KG), where F ∩ G = ∅, means that
KG andUF are statistically independent (i.e. the information
held by users inF reveals no information on the key of the
conferenceG).

In a key agreement scheme, when users of a setG of
cardinality g wish to generate a conference key, during
the key computation phase, they communicate between
themselves through the network. All messages sent by user
i are denoted bybi ∈ Bi ; whereas the messages exchanged
by all the users in a conferenceG are denoted bybG ∈ BG

(i.e. for G = {i1, . . . , ig} we have thatBG = Bi1 × . . . ×
Big ). Since the messages are sent over a network that is
a broadcast channel, they can be heard by all the users,
including any coalition of adversaries. The scheme assures
that each user ofG, using the secret information and the
broadcast messagebG, recovers the conference key, while
any disjoint coalition of adversaries is unable to gain any
information onkG . A key agreement scheme is formally
defined as follows.

DEFINITION 2.2. LetU = {1, . . . , n} be a set ofn users
and letg andb be two positive integers such thatg + b ≤ n.
A (g, b) key agreement scheme ((g, b)-KAS) is a distribution
protocol satisfying:

(1) without knowing the broadcastbG, no subset of users
has any information onkG even given all the secret
informationUU .
For all conferencesG ⊆ U of sizeg, it holds that
H (KG|UU ) = H (KG).

(2) Each useri in any conferenceG of sizeg, knowing the
broadcastbG, can computekG.
For all i ∈ G ⊆ U , with |G| = g and for the broadcast
bG, it holds thatH (KG|UiBG) = 0.

(3) No coalition F of sizeb disjoint from a conferenceG
of sizeg has any information onkG, even knowing the
broadcasts of all possible conferences.
For all conferencesG ⊆ U of sizeg and all coalitions
F of sizeb such thatG ∩ F = ∅ and for any broadcast
B = ∪G:|G|=gbG, it holds that H (KG|UFB) =
H (KG).

Notice thatH (KG|UU ) = H (KG) means thatKG andUU
are statistically independent (i.e. the information held by all
users inU reveals no information on the key conferencekG

of the conferenceG). Moreover,H (KG|UiBG) = 0 means
that the informationui and the broadcast messagesbG ,
exchanged by all users inG, unequivocally determine the
value of the common keykG of the conferenceG. Finally,
H (KG|UFB) = H (KG) means thatKG is statistically
independent fromUF andB (i.e. the information held by
F and the messages exchanged by all conferences of sizeg
do not reveal any information about the key conferencekG).

A τ -restricted key agreement schemeis a key agreement
scheme in which any coalition of adversariesF of size b
disjoint fromG, knowing the messages exchanged by anyτ

conferences during the key computation phase does not gain
any information on the keykG . A τ -restricted key agreement
scheme is formally defined as follows.

DEFINITION 2.3. Let U = {1, . . . , n} be a set ofn
users and letg and b be two positive integers such that
g + b ≤ n. A τ -restricted (g, b) key agreement scheme
(τ -restricted(g, b)-KAS) is a distribution protocol satisfy-
ing:

(1) without knowing the broadcastbG, no subset of users
has any information onkG even given all the secret
informationUU .
For all conferencesG ⊆ U of sizeg, it holds that
H (KG|UU ) = H (KG).
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(2) Each useri in any conferenceG of sizeg, knowing the
broadcastbG, can computekG.
For all i ∈ G ⊆ U , with |G| = g and for the broadcast
bG, it holds thatH (KG|UiBG) = 0.

(3) After seeing the communication of at mostτ distinct
conferences, no coalitionF of b users has any
information on the key of one of these conferences
(disjoint from F).
For anyτ distinct conferencesG1, . . . , Gτ , with |Gi | =
g for i = 1, . . . , τ , for any bG1, . . . , bGτ and any
F ⊂ U of sizeb such thatF ∩ Gi = ∅, it holds that
H (KGi |UFBG1, . . . ,BGτ ) = H (KGi ).

Notice thatH (KGi |UFBG1 . . .BGτ ) = H (KGi ) means that
KGi is statistically independent fromUF andBG1, . . . ,BGτ

(i.e. the information held byF and the messages exchanged
by anyτ conferences of sizeg do not reveal any information
about the key conferencekGi ).

3. TECHNICAL LEMMAS

In this section we present some technical lemmas which will
be useful to prove that ourτ -restricted(g, b) key agreement
scheme is secure.

LEMMA 3.1.Let A,B,C and D be four random
variables. If H (A|B) = 0, then the following two
statements hold

(1) H (C|BD) = H (C|ABD)

(2) H (C|AD) ≥ H (C|BD).

Proof. The hypothesisH (A|B) = 0 and equations (15) and
(10) of Appendix A imply that

0 = H (A|B) ≥ H (A|BD) ≥ H (A|BCD) ≥ 0.

Hence,H (A|BD) = H (A|BCD) = 0. According to (14)
of Appendix A, we have

I (C; A|BD) = H (C|BD) − H (C|ABD)

and

I (A; C|BD) = H (A|BD) − H (A|BCD) = 0.

Since, I (C; A|BD) = I (A; C|BD), it follows that
H (C|BD) = H (C|ABD). Therefore, statement 1 is
satisfied. From (15) of Appendix A and statement 1 we get

H (C|AD) ≥ H (C|ABD) = H (C|BD),

which proves statement 2. �
In [7] it is proved that in any(l, g+b−l)-KPS, with` ≤ g,

the users in any coalitionF of sizeb have no information
on the key associated with thel-subsets ofG ⊆ U , where
|G| = g and F ∩ G = 0. This is formalized in the next
lemma.

LEMMA 3.2.LetU be a set ofn users and letG, F ⊆ U
be two subsets ofg and b users respectively, such that

G ∩ F = ∅. Finally, let Y1, . . . , Yα be distinctl-subsets of
G, whereα = (g

`

)
and` ≤ g. Then, in any(l, g+b−l)-KPS

we have

H (KY1 . . .KYα |UF ) =
α∑

i=1

H (KYi ).

This lemma is generalized as follows.

LEMMA 3.3.Let U be a set ofn users. Lett and p be
two integers such that̀ ≤ t ≤ g and 1 ≤ p ≤ b and let
σ be an integer such thatσ ≤ (t

`

)
. If G, F ⊆ U are two

disjoint subsets oft and p users respectively andY1, . . . , Yσ

are distinctl-subsets ofG then, in any(l, g + b − l)-KPS we
have

H (KY1 . . .KYσ |UF ) =
σ∑

i=1

H (KYi ).

Proof. Let X, B ⊆ U be two subsets ofU of cardinalityg
andb respectively, such thatG ⊆ X , F ⊆ B andX ∩ B = ∅.
Let α = (g

`

)
and letY1, . . . , Yα be distinctl-subsets ofX .

Then, from (11) and (12) of Appendix A, we get

α∑
i=1

H (KYi ) ≥ H (KY1 . . .KYα |UF )

≥ H (KY1 . . .KYα |UB)

(from (15) of Appendix A asF ⊆ B)

=
α∑

i=1

H (KYi ) (from Lemma 3.2).

Hence, H (KY1 . . .KYα |UF ) = ∑α
i=1 H (KYi ). Setting

X1 = KY1 . . .KYσ , X2 = KYσ+1 . . .KYα andY = UF in
equation (11) of Appendix A, one gets that

H (KY1 . . .KYα |UF )

= H (KY1 . . .KYσ |UF )

+ H (KYσ+1 . . .KYα |KY1 . . .KYσ UF ).

Since, from (11) and (12) of Appendix A, one has

H (KY1 . . .KYσ |UF ) ≤
σ∑

i=1

H (KYi )

and

H (KYσ+1 . . .KYα |KY1 . . .KYσ UF ) ≤
α∑

i=σ+1

H (KYi ),

then,H (KY1 . . .KYσ |UF ) = ∑σ
i=1 H (KYi ). Therefore, the

lemma holds. �
The next lemma will be required in the analysis of the
security of our schemes.

LEMMA 3.4. Let U be a set ofn users and letX1, X2 ⊆
U be two distinctg-subsets. LetF ⊆ U be a subset of size
b and let p ∈ X2\X1. Moreover, letα and β be integers
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such thatα ≤ (g
`

)
and β ≤ (g−1

`−1

)
, where2 ≤ ` ≤ g.

If Y1, . . . , Yα are distinctl-subsets ofX1 and Z1, . . . , Zβ

are distinctl-subsets ofX2 each containingp, then, in any
(l, g + b − l + 1)-KPS we have the following:

(i) H (KY1 . . . KYα |KZ1 . . .KZβUF ) =
α∑

i=1

H (KYi ),

if F ∩ X1 = ∅.

(ii) H (KZ1 . . .KZβ |KY1 . . .KYαUF ) =
β∑

i=1

H (KZi ),

if F ∩ X2 = ∅.

Proof. We have that

H (KZ1 . . .KZβ |Up) = 0. (1)

Indeed, from (11) and (15) of Appendix A, we get

H (KZ1 . . .KZβ |Up) ≤
β∑

i=1

H (KZi |Zi−1 . . .Z1Up)

≤
β∑

i=1

H (KZi |Up)

= 0.

The last equality follows from property 1 of Definition 2.1
sincep ∈ Zi . Notice that, from (13) of Appendix A, we get

α∑
i=1

H (KYi ) ≥ H (KY1 . . .KYα )

≥ H (KY1 . . .KYα |KZ1 . . .KZβUF )

(from (12) of Appendix A)

≥ H (KY1 . . .KYα |UpUF )

(from 2 of Lemma 3.1 and (1))

=
α∑

i=1

H (KYi ).

The last equality follows from Lemma 3.3. Indeed, we
are considering an(l, g + b − l + 1)-KPS and|X1| = g,
|F ∪ {p}| ≤ b + 1 and(F ∪ {p}) ∩ X1 = ∅. Therefore,
H (KY1 . . .KYα |KZ1 . . .KZβUF ) = ∑α

i=1 H (KYi ). Thus,
statement (i) is satisfied.

Let X ′
1 = X1\ F . To prove statement (ii) we consider two

cases.

Case 1.Assume that|X ′
1| ≤ ` − 1. Then,F ∩ Y j 6= ∅, for

any 1≤ j ≤ α, and it holds that,

H (KY1 . . .KYα |UF ) = 0. (2)

Indeed, from (11) and (15) of Appendix A, we get

H (KY1 . . .KYα |UF ) ≤
α∑

j=1

H (KY j |KY1 . . .KY j−1UF )

≤
α∑

j=1

H (KY j |UF )

= 0.

The last equality is satisfied sinceH (KY j |UF ) = 0, for
j = 1, . . . , α. In fact, if k ∈ F ∩ Y j , then, from
property 1 of Definition 2.1, we haveH (KY j |Uk) = 0.
Applying inequality (12) of Appendix A, we obtain that
H (KY j |UF ) = 0. From (2) and statement 1 of Lemma 3.1,
we have

H (KZ1 . . .KZβ |KY1 . . .KYαUF ) = H (KZ1 . . .KZβ |UF ).

From Lemma 3.3 one gets that

H (KZ1 . . .KZβ |UF ) =
β∑

i=1

H (KZi ),

since we are considering an(l, b + g − l + 1)-KPS and,
by hypothesis, we have that|X2| = g, |F | < b + 1 and
X2 ∩ F = ∅. Therefore,

H (KZ1 . . .KZβ |KY1 . . .KYαUF ) =
β∑

i=1

H (KZi ),

and statement (ii) is satisfied.

Case 2. Let |X ′
1| ≥ ` and letσ be an integer such that

σ ≤ (|X ′
1|

`

)
. If Y ′

1, . . . , Y ′
σ are distinctl-subsets ofX ′

1 such
that {Y ′

1, . . . , Y ′
σ } ⊆ {Y1, . . . , Yα} and {Y ′′

σ+1, . . . , Y ′′
α } =

{Y1, . . . , Yα} \ {Y ′
1, . . . , Y ′

σ }, then one gets that

H (KZ1 . . .KZβ |KY1 . . .KYαUF )

= H (KZ1 . . .KZβ |KY ′
1
. . .KY ′

σ
UF ). (3)

Indeed, sinceY ′′
j ∩ F 6= ∅, for j = σ + 1, . . . , α,

proceeding as in Case 1, one can easily see that
H (KY ′′

σ+1
. . .KY ′′

α
|UF ) = 0. Therefore, applying statement 2

of Lemma 3.1 we get (3). From statement (i) we have that

A
4= H (KY ′

1
. . .KY ′

σ
|KZ1 . . .KZβ UF )

=
σ∑

i=1

H (KY ′
i
), (4)

since we can always see thel-subsetsY ′
1, . . . , Y ′

σ of X ′
1 as

l-subsets of ag-superset ofX ′
1, sayX3, distinct fromX2 and

such thatX3 ∩ F = ∅ (we can addg −|X ′
1| users not inF to

X ′
1). Moreover, since we are considering an(l, b+g−l+1)-

KPS, from Lemma 3.3 one can see that

B
4= H (KY ′

1
. . .KY ′

σ
|UF ) =

σ∑
i=1

H (KY ′
i
). (5)

SettingX = KZ1 . . .KZβ , Y = KY ′
1
. . .KY ′

σ
andZ = UF ,

then from (14) of Appendix A and from equations (4) and
(5), we have that

H (KZ1 . . .KZβ |KY ′
1
. . .KY ′

σ
UF )

= H (KZ1 . . .KZβ |UF ) + A − B

= H (KZ1 . . .KZβ |UF ).
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Finally, since the setsX2 and F satisfy |X2| = g, |F | <

b + 1 and X2 ∩ F = ∅ and we are considering an
(l, b + g − l + 1)-KPS then, from Lemma 3.3, it follows
that H (KZ1 . . .KZβ |UF ) = ∑β

i=1 H (KZi ). Therefore,
H (KZ1 . . .KZβ |KY ′

1
. . .KY ′

σ
UF ) = ∑σ

i=1 H (KY ′
i
) and the

lemma holds. �
This lemma states that if a coalitionF of adversaries
knows the keys used by thel-subsets ofX2 then it has no
information about the keys used by thel-subsets ofX1 if F
and X1 are disjoint. On the other hand, if a coalitionF of
adversaries knows the keys used by thel-subsets ofX1 then
it has no information about the keys used by thel-subsets of
X2 if F andX2 are disjoint.

4. A τ -RESTRICTED KEY AGREEMENT SCHEME

In this section we describe a protocol to realize aτ -restricted
key agreement scheme that can be used byτ distinct
conferences to set up a common key. For certain values
of the parameters, the scheme we propose distributes less
information than the trivial scheme obtained by considering
τ independent copies of a one-restricted scheme.

We need some definitions and results from design theory.
A designis a pair(V ,B), whereV is a set ofn elements
(calledpoints) andB is a set of subsets ofV of fixed size
k, wherek ≥ 2 (calledblocks). A parallel classof (V ,B)

consists ofn/k blocks fromB which partition the setV . The
design(V ,B) is said to beresolvableif the set of blocks,B,
can be partitioned into parallel classes. IfB consists of all
k-subsets ofV , then(V ,B) is called thecompletek-uniform
hypergraphon V .

We will use the following theorem of Baranyai, a proof of
which can be found in [18, Theorem 36.1].

THEOREM 4.1.The completek-uniform hypergraph onn
points is resolvable ifn ≡ 0 modk.

In the scheme we propose there is no effective interaction
among the users. Every memberi of a conferenceG
independently chooses a random valuem(i) and uses its
secret information to compute an encrypted version ofm(i)

which is broadcast. Then, the key ofG = {i1, . . . , ig}, with
i1 < . . . < ig, will be kG = (m(i1), . . . , m(ig )).

Notice that in the following the sets elements are listed
sequentially in increasing order.

The protocol provided in [7], which is a one-time key
agreement scheme, is a building block of our scheme.
Therefore, we recall it.

A protocol for the one-restricted key agreement scheme

Let U = {1, . . . , n} be a set ofn users and letG ⊆ U
be a conference of sizeg. Suppose that̀ ≥ 2 is an
integer such thatg ≡ 1 mod(` − 1) and thatk ≥ 1 is
an integer. The set-up phase consists of the TA distributing
secret information corresponding to an(`, b + g − `)-KPS
described in Appendix B, implemented over(Z pk )`, with
p prime. For an`-subset of usersA, we denote bykA

the key associated withA. We think of kA as being made

up of ` independent keys overZ pk , which we denote by
kA,1, . . . , kA,`. Each userh of a conferenceG performs the
following steps.

1. Chooses a random valuem(h) = (mh
1, . . . , mh

r ) ∈
(Z pk )r , wherer = (g−2

`−2

)
.

2. Partitions the complete(` − 1)-uniform hypergraph on
G\{h} into r parallel classesC1, . . . , Cr , which all
consist ofχ = (g − 1)/(` − 1) blocks that we denote
with Bh

i, j for 1 ≤ i ≤ r and 1≤ j ≤ χ .

3. For each blockBh
i, j denote withB(i, j, h) the setBh

i, j ∪
{h} = {x1, . . . , x`} and letαh

i, j denote the index such
thatxαh

i, j
= h.

4. Encrypts eachmh
i using theχ keys kB(i, j,h),αh

i, j
by

defining

bh
i, j = kB(i, j,h),αh

i, j
+ mh

i mod pk,

for 1 ≤ i ≤ r and 1≤ j ≤ χ .
5. Broadcast the vector

b(h) = (bh
1,1, . . . , bh

1,χ , . . . , bh
r,1, . . . , bh

r,χ ).

The secret key is the valuekG = (m(1), . . . , m(g)) which
can be decrypted by anyone inG from the global broadcast
bG = (b(1), . . . , b(g)) .

The next simple example illustrates the steps of this
protocol.

EXAMPLE 4.1. Suppose thatg = 5 and` = 3. Note
that 5 ≡ 1 mod 2. Suppose that the conference set isG =
{1, 2, 3, 4, 5}. For each useri ∈ G, we partition the two-
subsets ofG\{i} into r = 3 disjoint parallel classes. Later,
we describe only the ones related to user 4.

C4
1 = {{1, 2}, {3, 5}}, C4

2 = {{1, 3}, {2, 5}},
C4

3 = {{1, 5}, {2, 3}}.
Consider the computations performed by user 4. First, user
4 picks three random values (i.e. his part of the key), say
m4

1, m4
2, m4

3 ∈ Zpk . Next, he computes the relevantα values.
These are as follows:

α4
1,1 = 3, α4

1,2 = 2, α4
2,1 = 3

α4
2,2 = 2, α4

3,1 = 2, α4
3,2 = 3.

This determines the values broadcast by user 4:

b(4) = (m4
1 + k{1,2,4},3, m4

1 + k{3,4,5},2, m4
2 + k{1,3,4},3,

m4
2 + k{2,4,5},2, m4

3 + k{1,4,5},2, m4
3 + k{2,3,4},3).

The security of this protocol derives from the observation
that any coalitionF of b users such thatF ∩ G = ∅,
has no information about the key after the observation of
the broadcast, even if they pool all their secret information.
Indeed, as proved in Lemma 3.3 of [7], the

(g
`

)
keys used

by the conference appear to any disjoint coalition to be
independent random elements ofZ pk . Since each of these
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keys is used exactly once (the definition of the indicesαh
i, j

ensures that everykA, j is used to encrypt exactly onemi, j ),
they function as a series of one-time pads.

Now we have all the necessary tools for the description of
the protocol for aτ -restricted key agreement scheme.

Protocol for the τ -restricted key agreement scheme

LetU = {1, . . . , n} be a set ofn users and letG1, . . . , Gτ ⊆
U beτ distinct conferences of sizeg. Suppose that̀ ≥ 2 is
an integer such thatg ≡ 1 mod(` − 1).

Distribution phase
• The TA distributes secret information corresponding

to the KPS described in Appendix B. More precisely,
the TA uses τ − 1 copies of an (`, b + g −
` + 1)-KPS, say11, . . . ,1τ−1, implemented over
(Z pk1 )

`, . . . , (Z pkτ−1 )
`, respectively and an(`, b + g −

`)-KPS, say1τ , implemented over(Z pkτ )`, with p
prime andki ≤ k1, for 2 ≤ i ≤ τ .

Key computation phase
• When users in a conferenceG1 want to compute a

common key, they perform the steps from 1 to 5 of the
protocol for the one-restricted key agreement scheme
11. For G1 = {i1, . . . , ig}, i1 < . . . < ig, the final key
kG1 will be (m(i1), . . . , m(ig )).

• When users in a conferenceGt , with 2 ≤ t ≤ τ ,
want to compute a common key they perform the steps
from 1 to 5 of the protocol for the one-restricted key
agreement scheme1t . Since, for 2 ≤ t ≤ τ , we
have thatGt\Gt−1 6= ∅, then letht ∈ Gt\Gt−1 be
the user with ‘minimum’ identity. Using the scheme
1t−1 implemented over(Z pkt−1 )

`, userht performs the
following steps:

1. For r = (g−2
`−2

)
, he chooses a random value

m(ht ) = (mht
1 , . . . , mht

r ) ∈ (Z p`kt−1 )
r .

2. Partitions the complete(` − 1)-uniform hy-
pergraph on Gt\{ht } into r parallel classes
C1, . . . , Cr , which consist of allχ = g−1

`−1 blocks

that we denote withBht
i, j , for 1 ≤ i ≤ r and

1 ≤ j ≤ χ .
3. Encrypts eachmht

i using theχ keys kB(i, j,ht ),

whereB(i, j, ht ) = Bht
i, j ∪ {ht }, by defining

bht
i, j = kB(i, j,ht )

+ mht
i mod p`kt−1,

for 1 ≤ i ≤ r and 1≤ j ≤ χ .
4. Broadcasts the vector

b(ht ) = (bht
1,1, . . . , bht

1,χ , . . . , bht
r,1, . . . , bht

r,χ ).

For Gt = { j1, . . . , jg}, with j1 < . . . < jg and
ht ∈ Gt \Gt−1, the keykGt is (m( j1), . . . , m( jg), m(ht )).

Our scheme requires that users hold a counter which is
incremented each time a conference key is generated.

To familiarize ourselves with the concepts used in the
general construction we give an example of a two-restricted
key agreement scheme.

EXAMPLE 4.2. Letτ = 2, n ≥ 7, g = 5 and` = 3.
Suppose that the conferencesG1 = {1, 3, 4, 5, 6} andG2 =
{1, 2, 3, 4, 7} want to set up a common key.

Distribution phase
The TA distributes secret information corresponding to the
KPS described in Appendix B. He uses a copy of a(3, b+3)-
KPS, say11, implemented over(Z pk1 )

3 and a copy of a

(3, b + 2)-KPS, say12, implemented over(Z pk2 )
3, with p

prime andk2 ≤ k1.

Key computation phase
When users in the conferenceG1 want to compute a
common key, they perform the steps from 1 to 5 of the
protocol for the one-restricted key agreement scheme using
the scheme11 implemented over(Z pk1)

3. More precisely,
each useri ∈ G1, partitions the two-subsets ofG1\{i} into
r = 3 disjoint parallel classes. For example, user 1 computes
the following classes:

C1
1 = {{3, 4}, {5, 6}}, C1

2 = {{3, 5}, {4, 6}},
C1

3 = {{3, 6}, {4, 5}}.
Consider the computations performed by user 1. First, user
1 picks three random values (i.e. his part of the key), say
m1

1, m1
2, m1

3 ∈Zpk1 . Next, he computes the relevantα values.
These are as follows:

α1
1,1 = 1, α1

1,2 = 1, α1
2,1 = 1

α1
2,2 = 1, α1

3,1 = 1, α1
3,2 = 1.

This determines the values broadcast by user 1.

b(1) = (m1
1 + k{1,3,4},1, m1

1 + k{1,5,6},1, m1
2 + k{1,3,5},1,

m1
2 + k{1,4,6},1, m1

3 + k{1,3,6},1, m1
3 + k{1,4,5},1).

The key kG1 will be (m(1), m(3), m(4), m(5), m(6)), where
m(i) = (mi

1, mi
2, mi

3).

When users in the conferenceG2 want to compute a
common key, they perform the steps from 1 to 5 of the
protocol for the one restricted key agreement scheme using
the scheme12 implemented over(Z pk2)

3. Precisely, each
useri ∈ G2, partitions the two-subsets ofG2\{i} into r = 3
disjoint parallel classes. For example, user 3 computes the
following classes.

C3
1 = {{1, 2}, {4, 7}}, C3

2 = {{1, 4}, {2, 7}},
C3

3 = {{1, 7}, {2, 4}}.
Then user 3 picks three random values (i.e. his part of the
key), saym3

1, m3
2, m3

3 ∈ Zpk2 . Next, he computes the relevant
α values. These are as follows:

α3
1,1 = 3, α3

1,2 = 1, α3
2,1 = 2

α3
2,2 = 2, α3

3,1 = 2, α3
3,2 = 2.
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This determines the values broadcast by user 3

b(3) = (m3
1 + k{1,2,3},3, m3

1 + k{3,4,7},1, m3
2 + k{1,3,4},2,

m3
2 + k{2,3,7},2, m3

3 + k{1,3,7},2, m3
3 + k{2,3,4},2).

Moreover, the user 2∈ G2\G1 (having minimum identity)
performs the following computation using the information
distributed with the scheme11. Partitions the two-subsets
of G2\{2} into r = 3 disjoint parallel classes

C2
1 = {{1, 3}, {4, 7}}, C2

2 = {{1, 4}, {3, 7}},
C2

3 = {{1, 7}, {3, 4}}.
Then, user 2 picks three random values, saym̂2

1, m̂2
2, m̂2

3 ∈
Zp3k1 . Next, he computes the new broadcast

b(2) = (m̂2
1 + k{1,2,3}, m̂2

1 + k{2,4,7}, m̂2
2 + k{1,2,4},

m̂2
2 + k{2,3,7}, m̂2

3 + k{1,2,7}, m̂2
3 + k{2,3,4}).

Notice that the modular additions are done inZ p3k1 . In
fact, since only user 2 issues a broadcast, then we allow
him to use all three entries of the key he shares with
any subset of 2 users inG2. The key kG2 will be
(m(1), m(2), m(3), m(4), m(7), m̂(2)).

4.1. The security of the scheme

In this section we show that the protocol proposed in
Section 4 indeed realizes aτ -restricted KAS, that is, it
satisfies Definition 2.3.

Each conference key is the concatenation of random
values chosen by the users during the key computation
phase. Hence, the key is independent from thea priori
information held by the users and, for any conferenceG,
we have thatH (KG |U) = H (KG). Thus, condition 1 of
Definition 2.3 is satisfied.

It is easy to see that each user in a conference can compute
a common key. In fact, each user in a conferenceG
broadcasts his part of the key in such a way that all other
users inG are able to decrypt the broadcast value. Hence,
H (KG|UiBG) = 0, for each conferenceG and each useri
in G. Thus, condition 2 of Definition 2.3 is satisfied.

To prove that our scheme is secure, we have to show that
if F ∩ Gi = ∅

H (KGi |BG1, . . . ,BGτ UF ) = H (KGi ). (6)

We will give a sketch of a proof that equation (6) holds for
any conferenceGi , with 1 < i < τ. The casesi = 1
and i = τ can be deduced from the following analysis in
a straightforward way. The users in the conferenceGi , for
1 < i < τ , use the schemes1i and1i−1. Moreover, the
scheme1i−1 (respectively,1i ) is also used by the users
in Gi−1 (respectively,Gi+1). Notice that the common key
kGi , computed by the conferenceGi , can be thought of as

k1i
Gi

k1i−1
Gi

, wherek1i
Gi

(respectively,k1i−1
Gi

) is the part ofkGi

computed using the scheme1i (respectively,1i−1). In
a similar way,bGi can be thought of asb1i

Gi
b1i−1

Gi
, where

b1i
Gi

(respectively,b1i−1
Gi

) is the part of the broadcastbGi

computed using the scheme1i (respectively,1i−1).
Since the schemes11, . . . ,1τ are independent, the users

in F could derive some information onkGi only from the

broadcast messagesbGi , b
1i−1
Gi−1

and b1i
Gi+1

. Therefore, to
prove that equation (6) holds, it is enough to show that the
following equality is satisfied:

H (KGi |B1i−1
Gi−1

BGi B
1i
Gi+1

UF ) = H (KGi ).

Intuitively, since the schemes1i and1i−1 are constructed
independently, then in order to prove that the equality holds
it is sufficient to show that the following two equalities are
satisfied:

H (K
1i
Gi

|B1i
Gi

B
1i
Gi+1

UF ) = H (K
1i
Gi

)

and
H (K

1i−1
Gi

|B1i−1
Gi

B
1i−1
Gi−1

UF ) = H (K
1i−1
Gi

).

We will prove thatH (K
1i
Gi

|B1i
Gi

B
1i
Gi+1

UF ) = H (K
1i
Gi

); the
other equality can be proved in a similar way.

It is intuitively clear that a coalitionF of users disjoint
from the privileged setGi has no information aboutk1i

Gi
after the observation of the broadcast, even if they pool all
their secret information. This is because of the property,
which we proved in Lemma 3.4, that the

(g
`

)
keys of the

scheme1i used to distributek1i
Gi

, as well as the
(g−1
`−1

)
keys of the scheme1i used by the user with ‘minimum’
identity in Gi+1\Gi to distributek1i

Gi+1
appear toF to be

independent random elements ofZpk1 . Each of these keys
is used to encrypt one element ofZpk1 and thus these keys
function as a series of one-time pads. A formal proof of the
security of the scheme can be obtained by a straightforward
modification of the one given in [6]. Hence, condition 3
of Definition 2.3 is satisfied. Thus, our protocol realizes a
τ -restricted key agreement scheme.

4.2. The information distributed

In this section we consider the amount of information given
to any user in ourτ -restricted key agreement scheme. We
show that for certain values of the parameters the scheme
we propose distributes less information than the trivial one
obtained by consideringτ independent copies of a one-time
scheme.

In our scheme, the key computed by the users inG1 is
a random element of(Z pk1 )

gr ; while, for 2 ≤ t ≤ τ , the
key computed by the users inGt is a random element of
(Z pkt )

gr × (Z pkt−1 )
`r . Since the key computed by all the

conferences has to be taken from domains of the same size,
then it must be thatpgrk1 = pgrkt · p`rkt−1, for 2 ≤ t ≤ τ .
Hence,

gk1 = gkt + `kt−1, for 2 ≤ t ≤ τ. (7)

In the following we prove that, for any integersg and`

such that 2≤ ` ≤ g, there always exist positive integers
k1, . . . , kτ satisfying this equation. The next lemma holds.
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LEMMA 4.2.Let g and ` be two positive integers such
that 2 ≤ ` ≤ g. Let I1 = 1 and It = gt−1 − `It−1, for
2 ≤ t ≤ τ . If gk1 = gkt + `kt−1, for 2 ≤ t ≤ τ , then it
holds thatkt = k1 · It

gt−1 for 1 ≤ t ≤ τ .

Proof. We prove this lemma by induction ont . If t = 1 we
have thatk1 = I1 · k1 = k1. Now, suppose that the lemma
is true for somet < τ . Then, we prove it fort + 1. From
(7) we have thatgk1 = gkt+1 + `kt . Using the inductive
hypothesis, we getgkt+1 = k1(g − ` It

gt−1 ) = k1
gt−1 (gt − `It ).

SinceIt+1 = gt − `It , then it follows thatkt+1 = k1 · It+1
gt .

Thus, the lemma holds. �
From this lemma it is easy to see that, for any integers

g and` such that 2≤ ` ≤ g, there always exist positive
integersk1, . . . , kτ satisfying equation (7). For example,
if we setk1 = gτ−1, then it follows thatkt = gτ−t It for
t = 2, . . . , τ .

In our scheme, since the key is a random element of
(Z pk1 )

gr , then the entropy of the key is

H (K) = gk1

(
g − 2

` − 2

)
log p;

whereas, for each useri , we have that

H (Ui) = `(k1 + . . . + kτ−1)

(
g + b

` − 1

)
log p

+ `kτ

(
g + b − 1

` − 1

)
log p.

The efficiency of the constructions can be measured by
considering the amount of secret information stored by each
user compared to the information content of the key. In our
scheme, we have that

H (Ui)

H (K)
= `(k1 + . . . + kτ−1)

gk1

(g+b
`−1

)(g−2
`−2

) + `kτ

gk1

(g+b−1
`−1

)(g−2
`−2

) ;

whereas, in the protocol for a one-restricted key agreement
scheme we have that

H (Ui)

H (K)
= `

(g+b−1
`−1

)
g
(g−2
`−2

) , (8)

since the information is distributed according to the(l, b +
g − l)-KPS of Appendix B.

Now we compare the information distributed by the TA
in our protocol with the information distributed in the trivial
protocol realized by consideringτ independent copies of a
one-restricted key agreement scheme. The following lemma
holds.

LEMMA 4.3.Let τ be an integer greater than1 and let
g and ` be two positive integers such that2 ≤ ` ≤ g. If
gk1 = gkt + `kt−1 for 2 ≤ t ≤ τ, then there exist integers
k1, . . . , kτ such that

(k1 + . . . + kτ−1)

k1

(g+b
`−1

)(g−2
`−2

) + kτ

k1

(g+b−1
`−1

)(g−2
`−2

) ≤ τ

(g+b−1
`−1

)(g−2
`−2

) (9)

if and only if`2 − (b + 1)` − g ≤ 0.

Proof. Our proof is by induction onτ . If τ = 2 it is easy to
see that, settingk1 = g andk2 = g − `, equation (7) holds
and [(g+b

`−1

)(g−2
`−2

) + k2
(g+b−1

`−1

)
k1

(g−2
`−2

) ]
≤ 2

(g+b−1
`−1

)(g−2
`−2

)
is satisfied if and only if

g

(
g + b

` − 1

)
≤ (g + `)

(
g + b − 1

` − 1

)
.

This inequality holds if and only ifg(b+g) ≤ (g+`)(g+b−
`+1). A simple algebra shows that the previous inequality is
satisfied if and only if̀ 2 − (b + 1)` − g ≤ 0. Now, suppose
that inequality (9) is satisfied for someτ > 2. Then, we
prove that such an inequality holds forτ + 1. Denote with

A(τ )
4= (k1 + . . . + kτ−1)

k1

(g+b
`−1

)(g−2
`−2

) + kτ

k1

(g+b−1
`−1

)(g−2
`−2

) ,

and

B(τ )
4= τ

(g+b−1
`−1

)(g−2
`−2

) .

From Lemma 4.2, settingkt = k1
It

gt−1 for 1 ≤ t ≤ τ , we
have that

(k1 + . . . + kτ−1)

k1

(g+b
`−1

)(g−2
`−2

) + kτ

k1

(g+b−1
`−1

)(g−2
`−2

)
=

(
1 + I2

g
+ . . . + Iτ−1

gτ−2

) (g+b
`−1

)(g−2
`−2

) + Iτ
gτ−1

(g+b−1
`−1

)(g−2
`−2

) .

Since for any pair of positive integersr ands, with r ≤ s−1,
we have that

(s
r

) = (s−1
r−1

) + (s−1
r

)
, then it follows that

(
1 + I2

g
+ . . . + Iτ−1

gτ−2

) (g+b
`−1

)(g−2
`−2

) + Iτ
gτ−1

(g+b−1
`−1

)(g−2
`−2

)
=

(
1 + I2

g
+ . . . + Iτ

gτ−1

) (g+b
`−1

)(g−2
`−2

) − Iτ
gτ−1

(g+b−1
`−2

)(g−2
`−2

) .

Applying the inductive hypothesis, we have that(
1 + I2

g
+ . . . + Iτ

gτ−1

) (g+b
`−1

)(g−2
`−2

) − Iτ
gτ−1

(g+b−1
`−2

)(g−2
`−2

)
≤ τ

(g+b−1
`−1

)(g−2
`−2

) ,

if and only if `2 − (b + 1)` − g ≤ 0. Hence, it follows that(
1 + I2

g
+ . . . + Iτ

gτ−1

) (g+b
`−1

)(g−2
`−2

) + Iτ+1

gτ

(g+b−1
`−1

)(g−2
`−2

)
≤ τ

(g+b−1
`−1

)(g−2
`−2

) + Iτ
gτ−1

(g+b−1
`−2

)(g−2
`−2

) + Iτ+1

gτ

(g+b−1
`−1

)(g−2
`−2

)
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if and only if `2 − (b + 1)` − g ≤ 0. From Lemma 4.2, we
have thatIτ+1 = gτ − `Iτ . Therefore, it results that(

1 + I2

g
+ . . . + Iτ

gτ−1

) (g+b
`−1

)(g−2
`−2

) + Iτ+1

gτ

(g+b−1
`−1

)(g−2
`−2

)
≤ (τ + 1)

(g+b−1
`−1

)(g−2
`−2

) + Iτ
gτ−1

(g+b−1
`−2

)(g−2
`−2

) − `
Iτ
gτ

(g+b−1
`−1

)(g−2
`−2

)
if and only if `2 − (b + 1)` − g ≤ 0. It is immediate to see
that(

1 + I2

g
+ . . . + Iτ

gτ−1

) (g+b
`−1

)(g−2
`−2

) + Iτ+1

gτ

(g+b−1
`−1

)(g−2
`−2

) = A(τ +1)

and

(τ + 1)

(g+b−1
`−1

)(g−2
`−2

) = B(τ + 1).

Hence, to prove thatA(τ + 1) ≤ B(τ + 1), it is enough to
show that

Iτ
gτ−1

(g+b−1
`−2

)(g−2
`−2

) − `
Iτ
gτ

(g+b−1
`−1

)(g−2
`−2

) ≤ 0.

Elementary algebra shows that this inequality holds if and
only if `2 − (b + 1)` − g ≤ 0. Thus, the lemma holds. �

From the previous lemma, one can easily see that, for
certain values of the parameters, ourτ -restricted KAS
distributes less information to the users than the trivial
scheme obtained by consideringτ copies of a one-restricted
KAS. Indeed, as shown in Lemma 4.3, our scheme is better
if and only if `2 − (b + 1)` − g ≤ 0. There always exist
values for which the previous inequality holds. In fact, this
inequality is satisfied if and only if

2 ≤ ` ≤
⌊

b + 1 + √
(b + 1)2 + 4g

2

⌋
,

from which one gets that our scheme is better than the trivial
one, if and only if 2≤ ` ≤ min{g, b + 1}, provided that
g ≡ 1 mod(` − 1).

5. CONCLUSIONS

In this paper we have analysedτ -restricted key agreement
schemes. Such schemes allow the computation ofτ

common keys forτ distinct conferences. We have presented
a protocol which utilizesτ suitable key predistribution
schemes as building blocks to realize aτ -restricted key
agreement scheme. For certain values of the parameters, the
scheme that we have presented distributes less information
than the trivial one obtained by consideringτ copies of a
one-restricted key agreement scheme.
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APPENDIX A. INFORMATION THEORY CONCEPTS

In this appendix we review the information theoretic
concepts used in our definitions and proofs. For a complete
treatment of the subject the reader is advised to consult [19].

Given a random variableX taking values on a setX
according to the probability distribution{Pr(x)}x∈X , we
define theentropyof X, denoted byH (X), as

H (X) = −
∑
xεX

Pr(x) log Pr(x)

(all logarithms in this paper are to the base 2). The entropy
satisfies 0≤ H (X) ≤ log |X |, whereH (X) = 0 if and only
if there existsx0 ∈ X such that Pr(X = x0) = 1; whereas,
H (X) = log |X | if and only if Pr(X = x) = 1/|X | for all
x ∈ X .

The conditional entropy H (X|Y ) of two random
variables X and Y taking values on setsX and Y
respectively, according to the joint probability distribution
{Pr(x, y)}x∈X,y∈Y , is defined as

H (X|Y ) = −
∑
y∈Y

∑
x∈X

Pr(y) Pr(x |y) logPr(x |y).

From the definition of conditional entropy it is easy to see
that

H (X|Y ) ≥ 0. (10)

Givenn + 1 random variables,X1, . . . ,Xn,Y , the entropy
of X1 . . .Xn givenY can be written as

H (X1 . . .Xn |Y ) = H (X1|Y ) + H (X2|X1Y ) + . . .

. . . + H (Xn|X1 . . .Xn−1Y ). (11)

Themutual informationbetweenX andY is defined by

I (X; Y ) = H (X) − H (X|Y )

and satisfies the following properties:

I (X; Y ) = I (Y ; X) and I (X; Y ) ≥ 0,

from which one gets

H (X) ≥ H (X|Y ), (12)

with equality if and only if X and Y are independent.
Therefore, givenn random variables,X1, . . . ,Xn, it holds
that

H (X1, . . . ,Xn)

=
n∑

i=1

H (Xi |X1, . . . ,Xi−1) ≤
n∑

i=1

H (Xi). (13)

Given three random variables,X, Y andZ, theconditional
mutual informationbetweenX andY givenZ can be written
as

I (X; Y |Z) = H (X|Z) − H (X|Z Y )

= H (Y |Z) − H (Y |ZX)

= I (Y ; X|Z). (14)

Since the conditional mutual informationI (X; Y |Z) is
always non-negative we get

H (X|Z) ≥ H (X|ZY ). (15)

APPENDIX B. A KEY PREDISTRIBUTION SCHEME

In this section we describe the(g, b)-KPS given in [4]. Let
U = {1, . . . , n} be a set ofn users andG ⊆ U a conference
of sizeg. Let p be a prime such thatp ≥ n (the number of
users). The TA choosesn distinct random numberssi ∈ Zp

and givessi to useri (1 ≤ i ≤ n). These valuessi do not
need to be secret and can be thought of as the ‘identity’ of
useri . Thus, for example, it is sufficient to takesi = i for
1 ≤ i ≤ n. Next, the TA constructs a random symmetric
polynomial in g variables with coefficients fromZp, in
which the degree of any variable is at mostb:

f (x1, . . . , xg) =
b∑

i1=0

. . .

b∑
ig=0

ai1,...,ig x1
i1 . . . xg

ig .

The fact that f is symmetric is equivalent toai1,...,ig =
aπ(i1),...,π(ig ) for all permutationsπ of {1, . . . , g}.

Then, for 1 ≤ i ≤ n, the TA computes a polynomial
gi in g − 1 variablesx2, . . . , xg by setting x1 = si in
f (x1, . . . , xg). The coefficients ofgi comprise the secret
information which is given to useri . The key associated
with theg-subsetG = {i1, . . . ig} is

kG = f (si1, . . . , sig ) mod p.

Each useri j ∈ G can compute

kG = gi j (si1, . . . , si j−1, si j+1, . . . , sig ) mod p.

It can be shown that no subset ofb users disjoint fromG
can compute any information aboutkG (see [4]). Also, it is
not hard to see thatH (KG) = log p, for all G of sizeg, and

H (Ui) =
(

g + b − 1

g − 1

)
log p

for 1 ≤ i ≤ n.
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