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Abstract

Intrusion alert correlation is the process to identify Righel attack scenarios by reasoning
about low-level alerts raised by intrusion detection ayst€IDS). The efficiency of intrusion
alert correlation is critical in enabling interactive ays$ of intrusion alerts as well as prompt
responses to attacks. This paper presents an experimimtglamed at adapting main mem-
ory index structures (e.g., T Trees, Linear Hashing) andlzate query optimization techniques
(e.g., nested loop join, sort join) for efficient correlatiof intensive alerts. By taking advan-
tage of the characteristics of the alert correlation prectss paper presents three techniques
namedhyper-alert container, two-level indeandsort correlation This paper then reports a
series of experiments designed to evaluate the effectigeokthese techniques. These exper-
iments demonstrate that (1) hyper-alert containers inmgtbe efficiency of order-preserving
index structures (e.g., T Trees), with which an insertioarafion involves search, (2) two-level
index improves the efficiency of all index structures, (3yvadevel index structure combining
Chained Bucket Hashing and Linear Hashing is the most dffid@ streamed alerts with and
without memory constraint, and (4) sort correlation witlybesort algorithm is the most efficient
for alert correlation in batch.

Keywords: Intrusion detection, intrusion alert correlation, quepgimization

1 Introduction

Traditional intrusion detection systems (IDS) focus on-ewel attacks or anomalies, and raise
alerts independently, though there may be logical conoestbetween them. In situations where
there are intensive intrusions, not only will actual alértsmixed with false alerts, but the amount
of alerts will also become unmanageable. As a result, itfficdit for human users or intrusion
response systems to understand the alerts and take appecgetions.

To assist the analysis of intrusion alerts, several aleretation methods (e.g., [8,9,21]) have been
proposed recently to process the alerts reported by ID8a¢Rlsee Section 5 for details.) As one of
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these methods, we have been developing intrusion aledlation and analysis techniques based on
prerequisites and consequences of attacks [15, 16]. ikrlyitthe prerequisite of an intrusion is the
necessary condition for the intrusion to be successfullethe consequence of an intrusion is the
possible outcome of the intrusion. Based on the preregsisihd consequences of different types
of attacks, our method correlates alerts by (partially)ahiaiy the consequence of some previous
alerts and the prerequisite of some later ones.

We have implemented an offline intrusion alert correlatangi®©ur approach, and our initial
experiments with 2000 DARPA intrusion detection scenapiecific datasetsindicate that our ap-
proach is promising in constructing attack scenarios affdrdntiating true and false alerts [16].
On the basis of our intrusion alert correlator, we also dgwedl three utilities nameadjustable
graph reduction, focused analysandgraph decompositigrio facilitate the interactive analysis of
intensive intrusion alerts. Our study with the networkftcatollected at the DEF CON 8 Capture
The Flag (CTF) eveftdemonstrated that these three utilities can simplify thedyesms of intensive
alerts and help identify the attack strategies behind tHesh [

Although we have demonstrated the effectiveness of our @erelation techniques, our solution
still faces some challenges. In particular, we implemeiledprevious intrusion alert correlator
as a DBMS-based application [16]. Involving a DBMS in theratorrelation process provided
enormous convenience and support in our initial implentemahowever, relying entirely on the
DBMS also introduced performance penalty. For exampleptetate about 65,000 alerts generated
from the DEFCON 8 CTF dataset, it took the DBMS-based alaretator around 45 minutes with
the JDBC-ODBC driver included in Java 2 SDK, Standard Edijtend more than 4 minutes with
the Microsoft SQL Server 2000 Driver for JDBC. Such perfoneeis clearly not sufficient to make
alert correlation practical, especially for interactivedysis of intensive alerts. Our timing analysis
indicates that the performance bottleneck lies in the autison between the intrusion alert correlator
and the DBMS. Since this implementation completely reliethe DBMS, processing of each single
alert entails interaction with the DBMS, which introducégnséficant performance penalty.

In this paper, we address this problem by performing alemetation entirely in main memory,
while only using the DBMS as the storage of intrusion aleft§e study several main memory
index structures, including Array Binary Search [2], AVLeBs [1], B Trees [4], Chained Bucket
Hashing [11], Linear Hashing [13], and T Trees [12], as welsame database query optimization
techniques such as nested loop join and sort join [10] tdifaia timely correlation of intrusion
alerts. By taking advantage of the characteristics of the abrrelation process, we develop three
techniques namelalyper-alert container, two-level indeandsort correlation which further reduce
the execution time required by alert correlation.

We performed a series of experiments to evaluate theseitpeswith the DEF CON 8 CTF data
set. The experimental results demonstrate that (1) hylper&ontainers improve the efficiency of
index structures with which an insertion operation invelgearch (e.g., B Trees, T Trees), (2) two-
level index improves the efficiency of all index structur@),a two-level index structure combining
Chained Bucket Hashing and Linear Hashing is most efficientérrelating streamed alerts with
and without memory constraint, and (4) sort correlatiorhviieap sort algorithm is most efficient
for alert correlation in batch. With the most efficient meththe execution time for correlating the
alerts generated from the DEF CON 8 CTF data set is reduced dke@r four minutes (when the
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Microsoft SQL Server 2000 driver for JDBC is used) to lessitbae second.

The remainder of this paper is organized as follows. To bEtcmitained, Section 2 briefly
describes our alert correlation method and some previcustse Section 3 presents our adaptations
of the main memory index structures and some join methodsid®e4 reports our implementation
and experimental results. Section 5 discusses the relaigdd and Section 6 concludes this paper
and points out some future research directions.

2 An Overview of Alert Correlation

In this section, we briefly describe our model for correlgtaterts using prerequisites and conse-
guences of intrusions. Further details can be found in [16].

The alert correlation model is based on the observationithsetries of attacks, the component
attacks are usually not isolated, but related as differeages of the attacks, with the early ones
preparing for the later ones. For example, an attacker hasstall Distributed Denial of Service
(DDOS) daemon programs before he can launch a DDOS attackak€advantage of this ob-
servation, we correlate alerts using prerequisites andemprences of the corresponding attacks.
Intuitively, the prerequisiteof an attack is the necessary condition for the attack to lbeessful.
For example, the existence of a vulnerable service is theguésite of a remote buffer overflow
attack against the service. Moreover, an attacker may medgrgss (e.g., install a Trojan horse
program) as a result of an attack. Informally, we call thesfale outcome of an attack tleense-
guenceof the attack. In a series of attacks where attackers lauadieeones to prepare for later
ones, there are usually strong connections between thegoesces of the earlier attacks and the
prerequisites of the later ones. Accordingly, we identifg prerequisites (e.g., existence of vulner-
able services) and the consequences (e.g., discoverymédnalile services) of each type of attacks
and correlate detected attacks (i.e., alerts) by matchiegonsequences of previous alerts and the
prerequisites of later ones.

We use predicates as basic constructs to represent prateguand consequences of attacks.
For example, a scanning attack may discover UDP servicawekalble to certain buffer overflow
attacks. We can use the predicatBPVulnerableToBOKVictimIP, VictimPor} to represent this
discovery. In general, we use a logical formule,, logical combination of predicates, to represent
the prerequisite of an attack. Thus, we may have a prereégutthe formUDPVulnerableToBOF
(VictimlIP, VictimPory A UDPAccessibleViaFirewallVictimIP, VictimPor}. Similarly, we use aet
of logical formulas to represent the consequence of ankattac

With predicates as basic constructs, we usg/per-alert typeto encode our knowledge about
each type of attacks. Ayper-alert type Ts a triple fact, prerequisite, consequenaehere (1)fact
is a set of attribute names, each with an associated domaialwés, (2)prerequisiteis a logical
formula whose free variables are allfact, and (3)consequences a set of logical formulas such
that all the free variables ioonsequencare infact Intuitively, thefact component of a hyper-alert
type gives the information associated with the alererequisitespecifies what must be true for the
attack to be successful, andnsequencdescribes what could be true if the attack indeed happens.
For brevity, we omit the domains associated with attrib@enas when they are clear from context.

Given a hyper-alert typ& = (fact, prerequisite, consequencea hyper-alert (instance) h of type
T is a finite set of tuples ofact, where each tuple is associated with an interval-basedstanmg
[begintime, endtime]. The hyper-alert: implies thatprerequisitemust evaluate to True and all the
logical formulas inconsequencmight evaluate to True for each of the tuples. Taet component
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Figure 1: A hyper-alert correlation graph

of a hyper-alert type is essentially a relation schema (aslational databases), and a hyper-alert
is a relation instance of this schema. A hyper-aiestantiatesits prerequisiteand consequence
by replacing the free variables prerequisiteand consequencwith its specific values. Note that
prerequisiteand consequencean be instantiated multiple timesféct consists of multiple tuples.
For example, if an IPSweep attack involves several IP addsgghegrerequisiteandconsequence
of the corresponding hyper-alert type will be instantidtadeach of these addresses.

To correlate hyper-alerts, we check if an earlier hypertalentributesto the prerequisite of a
later one. Specifically, we decompose the prerequisite gjparalert into parts of predicates and
test whether the consequence of an earlier hyper-alert srat®e parts of the prerequisite True
(i.e, makes the prerequisite easier to satisfy). If the resydbstive, then we correlate the hyper-
alerts. In our formal model, given an instankeof the hyper-alert typd = (fact, prerequisite,
consequengetheprerequisite set (or consequence set, respJ),afenotedP(h) (or C(h), resp.),
is the set of all such predicates that appeararequisite(or consequengeesp.) whose arguments
are replaced with the corresponding attribute values df éagle inh. Each element irP(h) (or
C'(h), resp.) is associated with the timestamp of the correspontdiple ink. We say that hyper-
alerth, prepares foyper-alerth, if there existp € P(hy) andC' C C(hy) such that for alk € C,
c.end_time < p.begin_time and the conjunction of all the logical formulasdhimpliesp.

Given a sequencg of hyper-alerts, a hyper-alefitin S is acorrelated hyper-alerif there exists
another hyper-aleit’ such that eitheh prepares for’ or i’ prepares for. We use ahyper-alert
correlation graphto represent a set of correlated hyper-alerts. Specifjcatlyper-alert correlation
graphCG = (N, E) is a connected graph, wheheis a set of hyper-alerts and for each pairn, €
N, there is a directed edge from to n, in E' if and only if n, prepares forn,. Figure 1 shows one
of the hyper-alert correlation graphs discovered in oueexpents with the 2000 DARPA intrusion
detection evaluation datasets [16]. Each node in Figurepdesents a hyper-alert. The numbers
inside the nodes are the alert Id’s generated by the IDS.

Previous mplementation and Evaluation. We have implemented an intrusion alert correlator
using our method [16], which is a Java application that extts with the DBMS via JDBC. In this
implementation, we expand the consequence set of each-algreby including all the predicates
implied by the consequence set. We call the resultetkiganded consequence sétthe hyper-
alert. The predicates in both prerequisite and expandeskecpence sets of the hyper-alerts are then
encoded into strings calledancoded Predicatand stored in two table®rereqSetand Expanded-
ConsegSetalong with the corresponding hyper-alert ID and timestaButh tables have attributes
HyperAlertlD, EncodedPredicatebegintime, andendtime with meanings as indicated by their
names. As a result, alert correlation can be performed ukmépllowing SQL statement.

SELECT DISTINCT c.HyperAlertID, p.HyperAlertID
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FROM PrereqSet p, ExpandedConseqSet ¢
WHERE p.EncodedPredicate = c.EncodedPredicate AND diare< p.begintime

To evaluate the effectiveness of our method, we performeeriassof experiments using the
2000 DARPA intrusion detection scenario specific dataddt®QS 1.0 and LLDOS 2.0.2). Our
experiments indicated that our approach can effectivehstact attack scenarios from low-level
alerts [16]. Moreover, we also developed three utilitidéecbadjustable graph reduction, focused
analysis andgraph decompositioto facilitate the interactive analysis of large sets ofuston
alerts [15]. We did a case study with the network traffic cegduat the DEF CON 8 CTF event; the
results showed that these utilities effectively simplified analysis of large amounts of alerts, and
revealed several attack strategies used in the DEF CON 8 @i FL5].

As discussed earlier, one problem of the intrusion alentetator is its efficiency because of its
dependence on, and intensive interaction with the DBMShikygaper, we address this problem by
performing alert correlation entirely in main memory, vehdnly using the DBMS as the storage
of intrusion alerts. In the following, we study how to impeoperformance of alert correlation by
adapting database query optimization techniques, inetpdarious main memory index structures.

3 Adapting Query Optimization Techniques

The essential problem in this work is how to perform the SQErgun Section 2 efficiently. One
option is to use database query optimization techniqueghaiave been studied extensively for
both disk based and main memory based databases. Howevecatelation has a different access
pattern than typical database applications, which may tealifferent performance than traditional
database applications. In addition, the unique charatiesiin alert correlation give us an oppor-
tunity for further improvement. Thus, in this section, wels@vays to improve alert correlation by
adapting existing query optimization techniques.

3.1 Main Memory Index Structures

Main memory index structures have been studied extensimdlye context of search algorithms
and main memory databases. Many different kinds of indaicgires have been proposed in the
literature. In our study, we focus on the following ones:&yrBinary Search [2], AVL Trees [1], B
Trees [4], Chained Bucket Hashing [11], Linear Hashing [BB|d T Trees [12]. In the following,
we briefly describe these index structures. Detailed in&tiom can be found in the corresponding
references. For comparison purpose, we also implementva,rsequential scan method, which
simply scans in an (unordered) array for the desired data ite

Array Binary Search [2, 11] stores sorted data items in an array and locates thieedegtem via
binary search. Array Binary Search is pretty efficient whearshing in a static array. However,
it has certain drawbacks in a dynamic environment. Firg,diray has to have enough space to
accommodate new data items; otherwise, memory reallocatia copy of the entire array will
have to be performed. In addition, insertion or deletiorinesO (V) data movements.

AVL Trees[1] are balanced binary search trees. Each node in an AVL doatins a data item,
control information, a left pointer which points to the suga that contains the smaller data items
(than the current data item), and a right pointer which oiatthe subtree that contains the bigger
items (than the current data item). Search in an AVL Tree Iy f&st, since the binary search is
intrinsic to the tree structure [12]. Insertion into an AVLeE always involves a leaf node, and both
insertion and deletion may lead to rotation operationsrésults in an unbalanced tree.
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B Trees [4] are also balanced search trees. Unlike an AVL Tree, a mo@B Tree may have
multiple data items and pointers. Data items in a B Tree nogler@ered, and each pointer points to
a subtree that consists of the data items that fall into thgeadentified by the adjacent data items.
B trees are shallower than AVL Trees, and thus involve leskeraxcesses for a search operation.
Insertion and deletion in a B Tree is fast, which usually laes only one node.

T Trees[12] are binary trees with many elements in a node, whichweefrom AVL Trees and B
Trees. T Trees retain the intrinsic binary search naturevbf Frees, but it also has the good update
and storage characteristics of B Trees, since a T Tree nadaine many elements. Searchina T
Tree consists of a search in the binary tree followed by acheaithin a node. Insertion or deletion
in a T Tree involves data movements within a single node, arsgiple rotations to rebalance the
tree structure.

Chained Bucket Hashing [11] uses a static hash table and a chain of buckets for eathemdry. It

is efficient in a static environment where the number of dat@s$ can be predetermined. However,
in a dynamic environment in which the number of data item®tknown, Chained Bucket Hashing
may have poor performance. If the hash table is too smallitany buckets may be chained for
each hash entry; if the hash table is too large, space may steadvdue to empty entries.

Linear Hashing [13] uses a dynamic hash table, which splits hash bucket®tefined linear oder.
Each time when the candidate bucket (i.e., the next bucksplibaccording to the linear order)
overflows, Linear Hashing splits the candidate bucket wm &and the size of the hash table grows
by one. The overflowed data items in the non-candidate bsigketplaced in the overflow buckets
for the same hash entries. The buckets are ordered sedlyeatiawing the bucket address to be
computed from a base address.

3.2 Correlating Streamed Intrusion Alerts

We first study alert correlation methods that deal with igitbn alert streams continuously generated
by IDS. With such methods, an alert correlation system capipelined with IDS and produce
correlation result in a timely manner.

Figure 2 presents a nested loop method that can accommddzdensd alerts. (As the name
suggests, nested loop correlation is adapted from nestgdjdin [10].) It assumes that the input
hyper-alerts are ordered ascendingly in terms of theinrbegg time. The nested loop method takes
advantage of main memory index structures such as LinedniktasWhile processing the hyper-
alerts, it maintains an index structufdor the instantiated predicates in the expanded consequenc
sets along with the corresponding hyper-alerts. Each timernvwa hyper-alerk is processed, the
algorithm searches ih for each instantiated predicai¢hat appears ih’s prerequisite set. A match
of a hyper-alert)’ implies thath’ has the same instantiated predicaie its expanded consequent
set. If W'.EndTime is beforéh.BeginTime, ther’ prepares for. If the method processes all the
hyper-alerts in the ascending order of their beginning fimhe easy to see that the nested loop
method can find all and only the prepare-for relations betvike input hyper-alerts.

The nested loop correlation method has different perfoomahdifferent index structures are
used. Thus, one of our tasks is to identify the index strectupst suitable for this method. In
addition, we further develop two adaptations to improvegedormance of these index structures.
Our first adaptation is based on the following observation.

Observation 1 Multiple hyper-alerts may share the same instantiated ioegé in their expanded
consequence sets. Almost all of them prepare for a laterrhgieet that has the same instantiated
predicate in its prerequisite set.



Outline of Nested L oop Correlation
Input: A list H of hyper-alerts ordered ascendingly in their beginningeBm
Output: All pairs of (#/, h) such that botth andh’ are inH andh’ prepares foh.
M ethod:
Maintain an index structur for instantiated predicates in the expanded consequetge se
of hyper-alerts. Each instantiated predicate is assatiaith the corresponding hyper-ale
Initially, Z is empty.
1. for each hyper-alerk in H (accessed in the given order)
2. for each instantiated predicgbdn the prerequisite set éf

—

3. Search the set of hyper-alerts with index key Z. Let H' be the result.
4. for eachh’ in H’

5. if (W'.EndTime< h.BeginTime)then output ¢/, h).

6. for eachp in the expanded consequence seh of

7. Insertp along withh into Z.

end

Figure 2: Outline of the nested loop alert correlation mdgo

Observation 1 implies that we can associate hyper-alettsam instantiated predicateif p ap-
pears in the expanded consequence sets of all these hypist-Als a result, locating an instantiated
predicate directly leads to the locations of all the hyderta that share the instantiated predicate
in their expanded consequence sets. We call the set of laygpes-associated with an instantiated
predicate dyper-alert container

Using hyper-alert containers does not always result irebggrformance. There are two types of
accesses to the index structure in the nested loop comelatethod: insertion and search. For the
index structures that preserve the order of data itemgitioeemplies search, since each time when
an element is inserted into the index structure, it has tddeed in the “right” place. Using hyper-
alert container does not increase the insertion cost signifiy, while at the same time reduces
the search cost. However, for the non-order preservingxistieictures such as Linear Hashing,
insertion does not involve search. Using hyper-alert dorta would force to perform a search,
since the hyper-alerts have to be put into the right contaihe this case, hyper-alert container
decreases the search cost but increases the insertiomedst,is not straightforward to determine
whether the overall cost is decreased or not. We study thoesigih experiments in Section 4.

Observation 2 There is a small, static, and finite set of predicates. Twtamtsated predicates are
the same only if they are instantiated from the same preglicat

Observation 2 leads totao-level index structureEach instantiated predicate can be split into
two parts, the predicate name and the arguments. The tepihelex is built on the predicate names.
Since we usually have a static and small set of predicate slawveeuse Chained Bucket Hashing
for this purpose. Each element in the top-level index furgients to a second-level index structure.
The second-level index is built on the arguments of the iigtted predicates. When an instantiated
predicate is inserted into a two-level index structure, \n& focate the right hash bucket based on
the predicate name, then locate the second-level indeststeuwithin the hash bucket (by scanning
the bucket elements), and finally insert it into the secawllindex structure using the arguments.

We expect the two-level index structure to improve the penince due to the following reasons.
First, since the number of predicates is small and statioguShained Bucket Hashing on predi-
cate names is very efficient. In our experiments, the sizée@htash table is set to the number of
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Outline of Sort Correlation
Input: A setH of hyper-alerts.
Output: All pairs of (#/, h) such that botth andh’ are inH andh’ prepares foh.
M ethod:
Prepare two arrayd,,. andA.,,, each entry of which is a hyper-alert associated wiklzg@
field. Each array is initialized with a reasonable size, aallocated with doubled sizes if
out of space. Existing content is copied to the new buffegdllocation happens.
1. for eachh in H
2 for eachp in the prerequisite set d@f
3 Appendh to A, with key = p.
4.  for eachp in the expanded consequence seh of
5 Appendh to A.,, With key = p.
6. SortA,,. and A.,, ascendingly in terms of theey field (with, e.g., heap sort).
7. Partition the entries id,,,. and A.,, into maximal blocks that share the same instantiated
predicate. Assumd,,.. andA,.,, haveB,,. andB,.,, blocks, respectively.
8.i=0,j=0.
.while (i < By, andj < Be,y,) do
10. if (Appe.Block;.Instantiated Predicate < Acon.Block;.Instantiated Predicate) then
11. t=1+ 1.
12. dseif (A, e.Block;. Instantiated Predicate > Acopn.Block;.Instantiated Predicate) then
13. j=Jj+1L
14. esefor eachhin Ap,..Block; and eacht’ in Acop.Block;

©

15. if . EndTime < h.BeginTime then output ¢/, h).
16. i—i41,j=j+1.
end

Figure 3: The sort correlation method

predicates, and it usually takes one or two accesses teltlvatsecond-level index structure for a
given predicate name. Second, the two-level index straddecomposes the entire index structure
into smaller ones, and thus reduces the search time in tbeddevel index. We verify our analysis
through extensive experiments in Section 4.

3.3 Correating Intrusion Alertsin Batch

Some applications allow alerts to be processed in batch {ergnsic analysis with an alert database).
Though the nested loop method discussed earlier is stilicgtye, there are more efficient ways for
alert correlation in batch.

Figure 3 presents a sort correlation method, which is adapbten sort join [10]. The sort cor-
relation method achieves good performance by taking adgandf efficient main memory sorting
algorithms. Specifically, it uses two arrays,,. andA,,,. A,,. stores the instantiated predicates in
the prerequisite sets of the hyper-alerts (along with thhieesponding hyper-alerts), an,,, stores
the instantiated predicates in the expanded consequetsc@bkmg with the corresponding hyper-
alerts). This method then sorts both arrays in terms of th@iriated predicate with an efficient
sorting algorithm (e.g., heap sort).

Assume both arrays are sorted ascendingly in terms of itistad predicate. The sort correlation
method partitions both arrays into blocks that share theesastantiated predicate, and scans both
arrays simultaneously. It maintains two indiceéandj, that references to the current blocksAp..



andA.,,, respectively. The method compares the instantiated¢atadi in the two current blocks. If
the instantiated predicate in the current blocklgf. is smaller, it advances the indéxf the instan-
tiated predicate in the current bloek.,, is smaller, it advances the indgxotherwise, the current
blocks ofA,,. and A,,,, share the same instantiated predicate. The method thenreeseach pair
of hyper-alertsh’ andh, whereh’ andh are in the current block ofi.,, and A,,., respectively. If
the end time of/’ is before the beginning time &f, thenh’ prepares for..

It is easy to see that the sort correlation method can findbaadé pf hyper-alerts such that the first
prepares for the second. Consider two hyper-alesd /' whereh' prepares forh. There must
exist an instantiated predicaten both the expanded consequence sét @nd the prerequisite set
of h. Thus,p along withh’ must be placed in the array,.,,,, andp along with~2 must be placed in
the arrayA,,.. The scanning method (lines 9-16) will eventually paitd p's block in 4, and;j
to p’s block in A,,,, at the same time, and outplitprepares for. Therefore, the sort correlation
can discover all and only pairs of hyper-alerts such thatiteeprepares for the second.

We also study the possibility of adapting two-index join drash join methods [10] to improve
the performance of batch alert correlation. However, oatyais indicates they cannot outperform
nested loop correlation due to the fact that alert corrahas performed entirely in main memory.

A naive adaptation of two-index join leads to the followingri@lation method: Build two in-
dex structures for the instantiated predicates in the guesée sets and the expanded consequence
sets, respectively. For each instantiated predipatecate the hyper-alerts relatedzon both in-
dex structures, and compare the corresponding timestaldgssever, this method cannot perform
better than the nested loop method. The nested loop metHpdhwolves insertion of instantiated
predicates in the expanded consequence sets and searok@ifrilthe prerequisite sets. In contrast,
the above adaptation requires insertion of instantiatedipates in both prerequisite and expanded
consequence sets, and search of instantiated predicatekeast one of the index structures.

A possible improvement over the naive adaptation is to mérgdwo index structures. We can
associate two sets of hyper-alerts with each instantiatedigatep, denotedH,,..(p) and H..,(p),
and build one index structure for the instantiated pred&ati,,.(p) and H..,(p) consist of the
hyper-alerts that hayein their prerequisite sets and expanded consequenceesgisctively. After
all the instantiated predicates in the prerequisite or thresequence set of the hyper-alerts are in-
serted into the index structure, we can simply scan all teaitiated predicates, and compare the
corresponding timestamps of the hyper-alert&jp. (p) and H..,,,(p) for each instantiated predicate
p. However, each insertion of an instantiated predicatellsrdaasearch operation, since the corre-
sponding hyper-alert has to be inserted into eitHgr.(p) or H.,,(p). Thus, this method cannot
outperform the nested loop method, which involves one tisefor each instantiated predicate in
the expanded consequence sets, and one search for eactiatstapredicate in the prerequisite
sets. A similar conclusion can be drawn for hash join.

Another possibility to have a faster batch correlation isge Chained Bucket Hashing. Since the
number of alerts is known beforehand, we may be able to dedidatively accurate hash table size,
and thus have a better performance than its counter partréarmsed alerts. We study this through
experiments in Section 4.

3.4 Correlating Intrusion Alertswith Limited Memory

The previous approaches to in-memory alert correlatiom lr@gumed that all index structures fit in
memory during the alert correlation process. This may beftyuanalyzing intrusion alerts collected
during several days or weeks; however, in typical operatisnenarios, the IDS produce intrusion
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alerts continuously and the memory of the alert correlasigstem will eventually be exhausted. A
typical solution is to use a “sliding window” to focus on dkethat are close to each other; at any
given point in time, only alerts after a previous time poirg eonsidered for correlation.

We adopt a sliding window which can accommodate up tatrusion alerts. The parameter
is determined by the amount of memory available to the imrualert correlation system. Since
our goal is to optimize the intrusion alert correlation mss, we do not discuss how to choose the
appropriate value of in this paper. Each time when a new intrusion alert is comivey check if
inserting this new alert will result in more thamalerts in the index structure. If yes, we remove the
oldest alert from the index structure. In either case, wepeitform the same correlation process as
in Section 3.2. It is also possible to add multiple intrusaberts in batch. In this case, multiple old
alerts may be removed from the index structure. Note thatghahoosing a slidingmewindow
is another option, it doesn’t reflect the memory constramhave to face in this application.

Using a sliding window in our application essentially inggideleting old intrusion alerts when
there are more thanalerts in the memory. This problem appeared to be triviahatfirst glance,
since all the data structures have known deletion algosthfowever, we soon realized that we had
to go through a little trouble to make the deletion efficiéitie challenge is that the index structures
we build in all the previous approaches are in terms of irigtted predicates to facilitate correlation.
However, to remove the oldest intrusion alerts, we needdatéand remove alerts in terms of their
timestamps. Thus, the previous index structures cannoséeé to perform the deletion operation
efficiently. Indeed, each deletion implies a scan of all tleetain the index structures.

To address this problem, we addecondary data structute facilitate locating the oldest intru-
sion alerts. Since the intrusion alerts are inserted asasekmoved in terms of their time order, we
use a queue (simulated with a circular buffer) for this psgoEach newly inserted intrusion alert
also has an entry added into this queue, which points togtgilan in theprimary index structurén
terms of the instantiated predicates. Thus, when we neexnhtove the oldest intrusion alert, we can
simply dequeue an alert, find its location in the primary md&ucture, and delete it directly. In-
deed, this is more efficient than the generic deletion mettidide order preserving index structures
(e.g., AVL Trees), since deletion usually implies searcthwse index structures.

4 Experimental Results

We have implemented all the techniques discussed in Se8tioNl the programs are written in
Java, with JDBC to connect to the DBMS. We performed a sefiegmeriments to compare these
techniques. All the experiments were run on a DELL Preci$Mamkstation with 1.8GHz Pentium
4 CPU and 512M bytes memory. The alerts used in our expergweerte generated by a RealSe-
cure Network Sensor 62Qwhich monitors an isolated network in which we replayedriévork
traffic collected at the DEF CON 8 CTF event. The Network Semgas configured to use the
MaximumCoveragepolicy with a slight change, which forced the Network Serntsosave all the
reported alerts. (Further details on implementation aqeements can be found in [17].)

In these experiments, we mapped each alert type reportdeelydalSecure Network Sensor to a
hyper-alert type, and generated one hyper-alert from dach @he prerequisite and consequence of
each hyper-alert type were specified according to the gesuns of the attack signatures provided
by RealSecure. There are totally 65,058 hyper-alerts gegrby the RealSecure Network Sensor,

Shttp://wwv. i Ss. net.
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among which 52,318 hyper-alerts have prerequisite or cuesee. The remaining hyper-alerts are
mainly WindowsAccessError andIPDuplicate These hyper-alerts cannot be correlated with any
other ones due to the overly general semantics, and do noilede to the time required by alert
correlation. To precisely evaluate the relationship betwthe execution time and the number of
hyper-alerts, we did not include them in our experiments.

It is desirable to evaluate the quality of alert correlatfpe., completeness and soundness) as we
have done in [16]. However, there is no information aboutatteial attacks and their relationships
in the DEF CON 8 dataset, while the DARPA datasets are tool s;mevaluate the new techniques.
Further considering that the techniques proposed in thiempedo not affect the quality of alert
correlation, in the following, we only evaluate the effiaigrof these techniques.

Nested-L oop Correlation without Memory Constraint. Our first set of experiments was intended
to evaluate the effectiveness of hyper-alert containerested loop correlation. According to our
analysis, hyper-alert container may reduce the executos if we use the order-preserving index
structures. We compared the execution time for Sequenteh SArray Binary Search, and Linear
Hashing, with or without hyper-alert container. We did netfprm a similar comparison for the

tree index structures (i.e., T Tree, B Tree, and AVL Treeaj¢csinot having hyper-alert container not
only increases both insertion and search cost, but alsatin@lexity of the programs. As shown in

Figures 4(a) and 4(b), hyper-alert container reduces teeution time for Array Binary Search, but

increases the execution time for Sequential Scan significamd Linear Hashing slightly.

Our second set of experiments was intended to evaluatefdaie¢ness of two-level index struc-
ture in the nested loop correlation method. According toanalysis and the earlier experimental
results, we used hyper-alert container in Array Binary 8eand tree index structures, but not in
Sequential Scan and Linear Hashing. As indicated by Figif®@sto 4(e), two-level index reduces
execution time for all index structures.

In Figure 4(c), the lines for Sequential Scan and two-leegjuntial Scan have an interesting flat
area when the number of input hyper-alerts is between 8,00@@,000. Our investigation revealed
that the majority of hyper-alerts in this range do not have arerequisite. Thus, processing of
these hyper-alerts does not involve search (i.e., seq@laatin) in a large array, and there is no big
increase in execution time. In the other index structutesretis no significant difference between
insertion and search costs. Thus, there is no dramatic eharexecution time for the hyper-alerts
between 8,000 and 40,000, though we can observe the slowiddva increase of execution time.

Our next goal is to find out which index structure (with or vaith the two adaptations) has the
best performance for nested loop correlation. We take thtesamethods from Figure 4(c), 4(d),
and 4(e), which are two-level Array Binary Search with hyplart container, two-level AVL Tree,
and two-level Linear Hashing, and put them in Figure 4(f)e Tésulting figure shows both two-level
AVL Tree and two-level Linear Hashing are significantly &asthan two-level Array Binary Search
with hyper-alert container, and two-level Linear Hashingperforms two-level AVL Tree by up to
20%. Thus, nested loop correlation achieves the best peaface with two-level Linear Hashing.
Batch Correlation without Memory Constraint. Our next set of experiments is focused on meth-
ods for correlating alerts in batch. Certainly, all the poergly evaluated methods can be used
for batch processing of intrusion alerts. Our evaluatiorehs to determine whether any method
can achieve better performance than nested loop cornelatith two-level Linear Hashing, the
best method for correlating streamed alerts. Besides éwel-Linear Hashing, we tested Chained
Bucket Hashing and the sort correlation methods, becaeyehtdve the potential to perform better
than two-level Linear Hashing. To further examine the inpEcthe time order of input hyper-
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alerts, we examined the timing results with ordered and deved input. With input hyper-alerts
not ordered in their beginning time, the algorithm must iha# of the instantiated predicates in the
expanded consequence sets before it processes any iatgdmiedicate in the prerequisite sets.

Figure 4(g) shows the timing results of these methods. #&imgty, Chained Bucket Hashing
has the worst performance. Our further investigation erpléhis result: The average number of
data items per hash entry is between 1.0 and 1.52; howeeanaiimum number of data items per
hash entry is between 162 and 518. That is, the distribufitimoinstantiated predicates resulted in
uneven distribution of hyper-alerts in the buckets. Havimgut hyper-alerts ordered by beginning
time only reduced the execution time slightly differenaasrfested loop correlation with both two-
level Linear Hashing and Chained Bucket Hashing. Finatlyt, sorrelation with heap sort achieves
the best performance among these methods.

We also studied the impact of different sorting algorithmshee execution time of sort correlation.
We compared two sorting algorithms, heap sort and quick $teap sort has the least complexity
in the worst case scenarios, while quick sort is considdredest practical choice among all the
sorting algorithms [5]. Figure 4(h) shows the timing reswit both algorithms: Sort correlation with
quick sort performs significantly worse than the heap saecadn addition, the execution time is
not very stable in terms of the number of input hyper-alélitss is because quick sort is sensitive to
the input. In contrast, heap sort has stably increasingugiaectime as the number of hyper-alerts
increases. Thus, we believe heap sort is a good choice foc@oelation.

Nested-Loop Correlation with Memory Constraint. Our last set of experiments is focused on
evaluating the efficiency of different indexing structuvdsen there is memory constraint. Based on
our prior experimental results, we only compare the exeautme of AVL Tree, T Tree, B Tree, and
Linear Hashing. We do not consider Sequential Scan and Airsgry Search because of their poor
performance (in insertion and search). It's quite cleat titwair performance will not be comparable
with the other methods.

We performed a set of experiments with varying sliding wiwdizes, using all of the hyper-alerts
as input. Figures 4(i), 4(j), and 4(k) show the results. Bhesults indicate that two-level Linear
Hashing is the most efficient and the two level index strieetonproves the performance for all four
methods. An interesting observation is that there is a bumtipa line for T Tree in both Figure 4(i)
and Figure 4(j) when the window size is between 15,000 an@025,0ur investigation reveals that
the numbers of node balancing operations for these windpeg sire more than the other window
sizes. (There are 16,611, 16,684, and 16,232 node balamgargtions for the window sizes 15,000,
20,000, and 25,000, respectively.)

5 Related Work

Our alert correlation method is intended to process alesteeated by IDS. Although we used
RealSecure Network Sensor in our experiments, our methodaraelate alerts from any other IDS
(e.g., Snort [18]), as long as we can specify the prereguasitt consequence for the alerts.

The result in this paper is a continuance of our previous Bk16], which has been described
in Section 2. Our method was initially developed to addrasdimitations of JIGSAW [20]. Our
method has several features beyond JIGSAW. First, our rdetthmws partial satisfaction of prereqg-
uisites, recognizing the possibility of undetected andnawkn attacks, while JIGSAW cannot deal
with missing detections. Second, our method allows agd@ieegaf alerts, and thus can reduce the
complexity involved in alert analysis, while JIGSAW does have any similar mechanism.
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The work closest to ours is the alert correlation method bypg@ns and Miege in the context of
MIRADOR project [6], which has been done independently angarallel to our previous work.
The MIRADOR approach also correlates alerts using partatimof prerequisites (pre-conditions)
and consequences (post-conditions) of attacks, whicheneed from attack databases described
in LAMBDA [7]. However, our method allows alert aggregatidaring and after correlation, while
the MIRADOR approach treats alert aggregation as an indalistage before alert correlation. This
difference has led to three utilities for interactive akanalysis [15].

Several other alert correlation methods have been prop&geck [19] and the probabilistic alert
correlation method [21] correlate alerts based on the ainitigs between alert attributes. Though
they are effective in correlating some alerts (e.g., aleith the same source and destination IP
addresses), they cannot fully discover the causal relstips between alerts. Another type of alert
correlation methods (e.g., the data mining approach [&ebalert correlation on attack scenarios
specified by human users or learned through training dataBkése methods are restricte&t@wn
attack scenarios. A variation in this class uses a conseguaechanism to specify what types of
attacks may follow a given attack, partially addressing grioblem [9].

Our work is also related to query optimization for streamiaga (e.g., [3] and [14]). These
techniques are usually intended to provide DBMS supporgémeric streaming applications. In
contrast, the techniques developed in this paper are sgabifaimed at alert correlation, which can
be considered a special form of queries.

6 Conclusonsand Future Work

In this paper, we studied main memory index structures atabdae query optimization techniques
to facilitate timely correlation of intensive alerts. Wevdtoped three techniques nantegper-alert
container, two-level indexand sort correlationby taking advantage of the characteristics of the
alert correlation process. The experimental study dematest that (1) hyper-alert containers im-
prove the efficiency of order-preserving index structungt) which an insertion operation involves
search, (2) two-level index improves the efficiency of allew structures, (3) a two-level index
structure combining Chained Bucket Hashing and Linear Hasis most efficient for streamed
alerts with and without memory constraint, and (4) sorteation with heap sort algorithm is the
most efficient for alert correlation in batch. Our future Wancludes incorporating the efficient
methods in this paper into the intrusion alert correlatmoikit and developing more techniques to
facilitate timely interactive analysis of intrusion akert
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