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Abstract from sensor nodes, disseminate control commands to sen-
sor nodes, and connect the network to a traditional wired
Broadcast authentication is a critical security service in  network. Sensor nodes are expected to be deployed densely
sensor networks; it allows a sender to broadcast messages in a large scale and communicate with each other through
to multiple nodes in an authenticated wayTESLA and wireless links without any infrastructure support [1]. Ske
multi-level UTESLA have been proposed to provide such features lead to many attractive applications in militargl a
services for sensor networks. However, none of these tech-civilian operations, such as target tracking and battkkfiel

nigues are scalable in terms of the number of senders. surveillance.
Though multi-leveUTESLA schemes can scale uptolarge A sensor network may be deployed in hostile environ-
sensor networks (in terms of receivers), they either use ments where there are malicious attacks. In such a situa-
substantial bandwidth and Storage at sensor nOdeS, or re- tion' Security becomes one of the major concerns. As a fun-
quire significant resources at senders to deal with DOS damental security service, broadcast authenticationlesab
attacks. This paper presents efficient techniques to sup- a sender to broadcast critical data and/or commands to sen-
port a potentially large number of broadcast senders using sor nodes in an authenticated way such that an attacker
IJTESLA instances as bU|Id|ng blocks. The proposed tech- is unable to forge any message from the sender. How-
niques are immune to the DOS attacks. This paper also pro- ever, due to the resource constraints on sensor nodes, tra-
vides two approaches, a revocation tree based scheme andditional broadcast authentication techniques such asqubl
a proactive distribution based scheme, to revoke the broad- key based digital signatures are not desirable.
cast authentication capability from compromised senders.  pegrrig et al. developed TESLA for broadcast authen-
The proposed techniques are implemented, and evaluatedtication in sensor networks based on symmetric cryptogra-
through simulation on TinyOS. The analysis and experi- phy[2], which removes the dependence on public key cryp-
ment show that these techniques are efficient and practi- tography. Several multi-leveTESLA schemes have been
cal, and can achieve better performance than the previous proposed to extend the capability of the origipdIESLA
approaches. protocol [3, 4]. Despite these recent advances, several is-
sues are still not properly addressed.

e Scalability (in terms of the number of sendels)ad-
dition to base stations, many sensor network applica-

1. Introduction

A wireless sensor network (WSN) typically consists of a
large number of resource constrained sensor nodes and pos-
sibly a few powerful control nodes (callédse stations A
sensor node usually has one or a few sensing components,
which sense physical phenomenon (e.g., temperature) from
its immediate surroundings, and a processing and commu-
nication component, which performs simple computation
on the sensed data and communicates with base stations as
well as other nodes through its immediate neighbor nodes.
The control nodes may further process the data collected
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tions have a large number of other potential senders
(e.g., mobile sinks, soldiers). For example, in battle-
field surveillance where a sensor network is deployed
to monitor the activities in an area, there may be a
large number of soldiers or tanks, and each of them
entering this area may broadcast queries to collect crit-
ical information from the network.

One way to deal with multiple senders is to let the
base station replay the message for each sender. How-
ever, this introduces a lot of communication overhead
in the network, especially for those sensor nodes that
are close to the base station. An alternative way is to



over the multi-leveluTESLA schemes [3, 4]: (1) Our

let each sensor node store the ini@ESLA parame- senders, while the latter proactively controls the distrib
ters (e.g., the key chain commitments) for all possible tion of broadcast authentication capability of each sender
senders. In addition, sensor nodes usually use EEP- to allow the revocation of compromised senders. To gain
ROM to store a large amount of sensed data. Thus, it further understanding of the proposed techniques, we eval-
is not practical for resource constrained sensor nodes uate them through simulation using TinyOS [6], an operat-
to store all parameters when there are a large number ing system for networked sensors. The results indicate that
of senders. the proposed techniques are efficient and practical, and can
achieve better performance than the previous methods.

The remainder of this paper is organized as follows.
Section 2 presents the proposed techniques for broadcast
authentication in sensor networks. Section 3 discusses the
simulation evaluation of the proposed techniques. Section
4 reviews related work on sensor network security. Sec-
tion 5 concludes this paper and points out several future
research directions.

e DOS attacksThe multi-leveluTESLA schemes scale
broadcast authentication up to large networks by con-
structing multi-level key chains and distributing ini-
tial parameters of lower-lev@I TESLA instances with
higher-level ones. However, multi-levelTESLA
schemes magnify the threat of DOS attacks. An at-
tacker may launch DOS attacks on the messages car-
rying the initial u TESLA parameters [3, 4]. Though
several solutions have been proposed in [4], they ei- . L. i
ther use substantial bandwidth or require significant 2. Practical Broadcast Authentication in

resources at senders. WSN

* RevocationSome senders may be captured and com- | this section, we develop a series of techniques to sup-

promised by adversaries in hostile environments. AS 1t 3 Jarge number of senders and to revoke broadcast au-
a result, an adversary may exploit the broadcast au- henication capabilities from compromised senders. The
thentication capabilities of the compromised nodes proposed techniques use thESLA broadcast authenti-

to attack the network (e.g., consume sensors’ battery cation protocol [2] as a building block. In other words,
power by instructing them to do unnecessary opera- ihage techniques use multigif ESLA instances with dif-

tions). Thus, itis necessary to revoke the broadcastau- tgrent parameters to provide additional capabilitiesteela
thentication capabilities of the compromised senders ;, roadcast authentication.

once they are detected. We assume there is an off-limentral servemwith com-

In this paper, we develop an efficient method for Putation power and storage equivalent to a regular PC,
UTESLA to support a large number of senders over a long which is used to pre-compute and store certain parameters.
period of time. Our method has the following advantages We assume the central server is well protected. We assume
a sender has enough storage to save, or enough computa-
scheme allows broadcast authentication in large sensor net tion power to generate one or seveudlESLA key chains.
works with a large number of senders, while multi-level We assume the clocks on sensor nodesoarselysynchro-
UTESLA schemes (as well as the originalESLA pro- nized, as required by theTESLA protocol [2].

tocol) is not scalable in terms of the number of senders.

(2) Our method is not subject to the DOS attacks against 2.1. Overview of uTESLA

the distribution ofu TESLA parameters. In contrast, multi-

level UTESLA schemes either consume substantial band- ~ An asymmetric mechanism such as public key cryptog-
width or require significant resources at senders in order to raphy is generally required for broadcast authentication.
defeat such DOS attacks. Otherwise, a malicious receiver can easily forge any packet

To deal with the limited packet payload size in sensor from the sender.uTESLA introduces asymmetry by de-

networks, we adopt the idea in [5] and develop a simple laying the disclosure of symmetric keys [2]. A sender
method to distribute large messages required for authenti- broadcasts a message with a Message Authentication Code
cating U TESLA parameters over multiple packets. A nice (MAC) generated with a secret ké§, which is disclosed
property of this method is that it allows immediate au- after a certain period of time. When a receiver gets this
thentication of the segments of such messages, and thusmessage, if it can ensure that the packet was sent be-
is immune to DOS attacks. We also develop two com- fore the key was disclosed, the receiver buffers this packet
plementary techniques to revoke broadcast authentication and authenticates the packet when it later receives the dis-
capability from compromised senders: a revocation tree closed key. To continuously authenticate broadcast pack-
based scheme and a proactive distribution scheme. The for- ets, uTESLA divides the time period for broadcast into
mer constructs a Merkle hash tree to revoke compromised multiple intervals, assigning different keys to differéinte



intervals. All packets broadcast in a particular time inér
are authenticated with the same key assigned to that time
interval.

To authenticate the broadcast messages, a receiver first

authenticates the disclosed keySIESLA uses a one-way
key chain for this purpose. The sender selects a random
valueK, as the last key in the key chain and repeatedly per-
forms a pseudo random functiénto compute all the other
keys:K; = F(Kj;1),0 <i<n—1, where the secret ke
(except forKp) is assigned to théth time interval. Be-
cause of the one-way property of the pseudo random func-
tion, givenK; in the key chain, anybody can compute all the
previous key¥;,0 <i < j, but nobody can compute any of
the later oneg;, j + 1 <i < n. Thus, with the knowledge

of the initial keyKg, which is called theommitmenof the

key chain, a receiver can authenticate any key in the key
chain by merely performing pseudo random function oper-
ations. When a broadcast message is available in-the
time interval, the sender generates a MAC for this message
with a key derived fronK;, broadcasts this message along
with its MAC, and discloses the kd¢; 4 for time interval

li_q in the broadcast message (whdrie the disclosure lag

of the authentication keys).

Each key in the key chain will be disclosed after some

2.2. The Basic Approach

The essential problem in scaling WrESLA is how
to distribute and authenticate the parameterg ®ESLA
instances, including the key chain commitments, starting
time, duration of each time interval, etc. The multi-level
UTESLA technique uses higher-levglTESLA instances
to authenticate the parameters of lower-level ones, argl thu
inherits the authentication delay introduced hyESLA
during the distribution of those parameters [3, 4]. The con-
sequence of such authentication delay is that an attacker
can launch DOS attacks to disrupt the distribution of ini-
tial UTESLA parameters. Moreover, they cannot handle a
large number of senders.

Note that in theuTESLA technique, a receiver only
needs to buffer the data packets received duditighe in-
tervals, since they can authenticate any packétiinK;, ¢
is disclosed. Due to the low bandwidth communication in
sensor networks, the number of data packets buffered dur-
ing d time intervals is usually small. Thus, in this paper,
we only focus on the DOS attacks that target at disrupting
the distribution of initialu TESLA parameters.

In this section, we propose to authenticate and distribute
theseuTESLA parameters using a Merkle hash tree [7].
This method removes the authentication delay as well as
the vulnerability to DOS attacks during the distribution of
UTESLA parameters, and at the same time allows a large

delay. As aresult, the attacker can forge a broadcast packet, mber of senders.

by using the disclosed kepu TESLA uses a security condi-
tion to prevent such situations. When a receiver receives an
incoming broadcast packet in time intervalit checks the
security condition} (Te+A—Ty)/Tint | <i+d—1, wherel

is the local time when the packet is receivédis the start
time of the time interval 1Ti is the duration of each time
interval, andA is the maximum clock difference between
the sender and itself. If the security condition is satisfied
i.e., the sender has not disclosed the Keyet, the receiver
accepts this packet. Otherwise, the receiver simply ditops i
When the receiver receives the disclosed Kg)it can au-
thenticate it with a previously received kiy by checking
whetherKj = FI=1(K;), and then authenticate the buffered
packets that were sent during time interlal

A multi-level uTESLA technique is proposed to ex-
tend the capabilities ofi TESLA [3, 4]. The basic idea
is to construct a multi-levgf TESLA structure, where any
higher-leveluTESLA instance is only used to authenticate
the commitments of its immediate lower-level ones and the
lowest leveluTESLA instances are actually used to authen-
ticate the data packets. This extension enables the origina
UTESA to cover a long time period and support a large
number of receivers. For more detailed discussion on the
multi-level uTESLA technique, please refer to [3, 4].

Figure 1. Example of a parameter distribution tree

Assume a sensor network application requines
UTESLA instances, which may be used by different
senders during different periods of time. For convenience,
assumen = 2%, wherek is an integer. Before deployment,
the central server pre-computast TESLA instances, each
of which is assigned a unique, integer-valued ID between
1 andm. For the sake of presentation, denote the param-
eters (i.e., the key chain commitment, starting time, dura-
tion of eachuTESLA interval, etc.) of tha-th uTESLA
instance a&§. Suppose the central server has a hash func-
tion H. The central server then computés= H(S) for
all i € {1,...,m}, and constructs a Merkle tree [7] using
{Ki,...,Km} as leaf nodes. Specificallis,...,Km are ar-
ranged as leaf nodes of a full binary tree, and each non-leaf



node is computed by applyirtg to the concatenation of its
two children nodes. We refer to such a Merkle tree paa
rameter distribution tre@f parameters$S,, ..., Sn}. Figure
1 shows a parameter distribution tree for eigitESLA
instances, wher&; = H(S;), Ki2 = H(K1||Kz), Kiga =
H(K12||K34), etc.

The central server also constructparameter certifi-
catefor eachuTESLA instance. The certificate for the
i-th UTESLA instance consists of the sgt of parame-
ters and the values corresponding to the siblings of the
nodes on the path from theth leaf node to the root in
the parameter distribution tree. For example, the param-
eter certificate for the 3rgdf TESLA instance in Figure 1
is ParaCerg = {S3,Ka,K12,Ksg}. For each sender that will
use a giveluTESLA instance, the central server distributes
the UTESLA key chain (or equivalently, the random num-

cast channel with nodes using an instafce sender only
needs to broadcast the corresponding pre-distributed pa-
rameter certificate, which consists gbgm]| hash values
and the parameter s8t. This is practical, since such dis-
tribution only needs to be done once for each instance. Af-
ter receiving this parameter certificate, a sensor node only
needs 4 [logm] hash functions to verify the related pa-
rameters.

Comparison: Compared with the multi-levgi TESLA
schemes [3, 4], the most significant gain of the proposed
approach is the removal of the authentication delay in
distributing the yTESLA parameters. The multi-level
UTESLA schemes are subject to DOS attacks against the
distribution of uTESLA parameters because of the authen-
tication delay. Specifically, receivers cannot authetdica

ber used to generate the key chain) and the COrreSpoml'ngparameter distribution messages immediately after receiv

parameter certificate to the node. The central server also

pre-distributes the root of the parameter distributiore tre
(e.g.,Kz1g in Figure 1) to regular sensor nodes, which are
potentially receivers of broadcast messages.

ing them, and thus have to buffer such messages. An at-
tacker may send a large amount of bogus messages to con-
sume receivers’ buffers and thus prevent the receiver from
saving the authentic message. To mitigate or defeat such

When a sender needs to establish an authenticated png attacks, the multi-levgi TESLA schemes either use

broadcast channel using tl¢h uTESLA instance (dur-
ing a predetermined period of time), it broadcasts a mes-
sage containing the parameter certificBggaCert. Each
receiver can immediately authenticate it with the pre-
distributed root of the parameter distribution tree. For
example, ifParaCerg = {S3,K4,K12,Ksg} is used, a re-
ceiver can immediately authenticate it by verifying whethe
H(H(K12||[H(H(S3)||K4))||Ksg) equals the pre-distributed
root valueKig. As a result, all the receivers can get the au-
thenticated parameters of thisTESLA instance, and the
sender may use it for broadcast authentication.

Security: According to the analysisin [8, 2], an attacker

duplicated copies of distribution messages along with a
multi-buffer, random selection strategy, or require sabst
tial pre-computation at the sender. In contrast, the pregos
approach does not have these problems. With the proposed
approach, senders may still duplicate parameter distribu-
tion messages to deal with communication failures. How-
ever, unlike multi-leveluTESLA schemes, a sender does
not have to compete with malicious attackers, since it can
immediately authenticate the parameter distribution mes-
sage instead of keeping it in the buffer for future authen-
tication. In other words, with the proposed approach, it is
sufficient for a receiver to receive one copy of each param-

is not able to forge any message from any sender without gter distribution message.

compromising the sender itself. However, the attacker may

launch DOS attacks against the distribution of parameters

for UTESLA instances. Fortunately, the parameter certifi-

In general, our approach allows late binding GfESLA

cates in our technique can be authenticated immediately InStances with senders. For example, the central server may
and are immune to the DOS attacks. When a few senders "€S€rve SOm@TESLA instances during deployment time

are compromised, additional techniques are required to re- _ i
goperation of the sensor networks. This allows us to add new

move these compromised senders. This will be addresse
in Section 2.5.
Overhead In this approach, each sensor node (as a

receiver) only needs to store one hash value, and remem-
ber the parameters for those senders that it may commu-

nicate with. This is particularly helpful for those applica
tions where a node only needs to communicate with a few

and distribute them to mobile sinks as needed during the

senders dynamically by simply generating enough number
of instances at the central server for later joined senders.
Thus, in our later discussion, we will not discuss how to
add new senders.

There are multiple ways to arrange send@r§ESLA

senders or there are only a few senders staying in the net- instances, and their parameters in a parameter distributio

work at one time.

tree. Different ways may have different properties. Next

Each sender needs to store a parameter certificate, thewe investigate one specific scheme, which has some addi-

key chain, and other parameters (e.g., starting time) for

tional attractive properties. We consider other options as

each instance it has. To establish an authenticated broad-future work.



2.3. A Scheme for Long-Lived Senders

In the following, we present a special instantiation of
the basic approach when there are uprtsenders in the
network andh; uTESLA instances for each senderThe
purpose is to improve the parameter distribution for those
senders that may stay in the network for a long period of
time. The protocol can be divided into two phasese-
distribution and establishment of authenticated broadcast
channel

Pre-Distribution The central server first divides the
(long) lifetime of each sender into; time intervals such
that the duration of each time interval (e.g., 1 hour) is-suit
able for running guTESLA instance on a sender and sen-
sor nodes efficiently. For convenience, we denote such a
time interval as §u TESLA) instance intervabr simply an
instance interval Whenn; = 1 for all j € {1,...,m}, the
long-lived version becomes the basic scheme. (Note that
each instance interval should be partitioned into smaller
time intervals (e.g., 500ms intervals) to run th€ESLA
protocol (See Section 2.1).)

For sendejj, the central server generates QriEESLA
instance for each instance interval. The corresponding key
chains are linked together by pseudo random functions.
Specifically, the central server generates the last keyeof th
nj-th uTESLA key chain randomly; for theth uTESLA
key chain, the central server generates the last key by per-
forming a pseudo random functidf on the first key (the
key next to the commitment) of tHé+ 1)-th yTESLA key
chain. LetS;; denote the parameters (e.g., key chain com-
mitment, starting time) of théth uTESLA instance for
senderj. The parameters (such as the duration of each
UTESLA interval) that can be pre-determined do not need
to be included irf; ;.

For each sendgr, the central server generates a parame-
ter distribution tred reg from {Sj 1,---,Sj n; }. Thistree is
used to distribute the parameters of differgMESLA in-
stances for sendgr Let ParaCert; denote the parameter
certificate forSj j in Treg. AssumeR; is the root ofTreg,.

The central server then generates the parameter distibuti
treeTrees for all senders fror{Sy, - - -, Sn}, whereS; con-
sists ofR; and parameters not included {&; 1, -+, Sj n; }
for senderj. If a parameter (e.gn;) is the same for all
senders, it can be pre-distributed to all sensor nodes be-
fore the deployment of sensor networks. ParaCertj de-
note the parameter certificate 8y in Treer. The central
server pre-distributes to each sengehe parameter cer-
tificate ParaCert, then; uTESLA instances, and the pa-
rameter distribution tre€reg. The central server also pre-
distributes the root value of trdaeey to each sensor node.
Figure 2 shows an example of the above construction.
Establishment of Authenticated Broadcast Chaniiel

establish an authenticated broadcast channel with sensor

ParaCert, ={S; K, K,,Ksg}

ParaCert, ;={S; KK 7, K', }

Figure 2. Example of a parameter distribution tree for
long-lived schemes

nodes, a sendey first broadcast®araCerf to authenti-
cate the roo;. The authenticity of5; can be verified as
discussed in the basic approach. To distribute the param-
eters of tha-th uTESLA instance, sendgronly needs to
ParaCert j, which can be verified by re-computing the root
R; from ParaCer ; if Sj, which includesR;, is already ver-
ified. After this, the sendgrcan authenticate the messages
using thei-th uTESLA instance, and the sensor nodes hav-
ing the authentic parameters can verify the broadcast mes-
sages from sendgr To deal with message loss, a sender
may broadcadtaraCerf andParaCer( ; multiple times.

Security: In the long-lived scheme, different key chains
are linked together. This does not sacrifice security. The
knowledge of the commitment of later key chain cannot be
used to recover the first key in the later key chain and thus
cannot be used to recover any key in earlier key chains,
since it is computational infeasible to revert the pseude ra
dom function. Moreover, this instantiation is resistant to
DOS attacks if each parameter certificate can be delivered
in one packet, similar to the basic approach. When it is
necessary to send a parameter certificate in multiple pack-
ets, there may be DOS attacks. We will investigate this
problem in Section 2.4.

Overhead The above scheme requires each serjder
to storen; key chains, a parameter certificdRaraCert,
and a parameter distribution tréeeg. This storage over-
head is usually affordable at senders, since they may be
much more resourceful than the sensor nodes. Similar to
the basic scheme, each sensor node only needs to store one
hash value, the root ofreez. To establish an authenti-
cated broadcast channel with sensor nodes, sgnueeds
to broadcasParaCerf, which includes/logm]| hash val-
ues and parameters 8), andParaCeri j, which includes
[logn;] hash values and parametersSy. A sensor node
needs to perform 4 [logm| hash functions to verify the
root R; of tree Treg, and 1+ [logn;j| hash functions to
verify the corresponding parameters.

Comparison: Compared with the basic approach, this



scheme has several benefits. First, the parameters of theshown in Figure 3, in the first step of fragmentation, we
i-th UTESLA instance for each sendgris divided into put the firsto — 1 values in the first packet, the secdmd

the distribution of the parameters common tolallESLA 1 values in the second packet, and so on, until there are
instances (i.e.55;) for the same sender and those specific no more values left. If the last packet only includes one
to eachuTESLA instance (i.e.Sj;). Thus, the commu- value, we move it to the previous packet and remove the last

nication overhead can be reduced. Second, this schemepacket. The previous packet then becomes the last packet,
connects differenuTESLA key chains together through  containingb values. In the second step, we append in every
pseudo random functions, and thus provides two options packet other than the last one the sibling (in the parameter
to verify a disclosequTESLA key. A sensor node can al-  distribution tree) of the last value in this packet. By doing
ways verify disclosed keys with an earlier key. This is suit-  this, the first fragment can be authenticated immediately
able when there are no long term communication failures once the sensor node receives an authentic fragment. After
or channel jamming attacks, since a sensor node can usu-authenticating the first fragment, the second fragment can
ally authenticate a disclosed key with a few pseudo random be also authenticated immediately using the values in the
functions. Alternatively, a sensor node can authenticate first fragment. This process will continue until the sensor
any disclosed key using the commitment derived from the node receives all authentic fragments.

most recently verified parameter certificate. This is slgtab For example, in Figure 1RaraCerg consists of 4 val-
when there are long term communication failures or chan- ues, {Ksg, K12,K4,S3}. Assume each fragment can carry
nel jamming attacks, or for newly deployed nodes. Third, 3 hash values an®; consists of 1 key chain commit-
when alluTESLA instances are linked together, a sensor ment. Using the above technique, the first packet includes
node may use a later key to derive an earlier key to authen- {Ksg, K12,K34}, and the second packet includég S;. If
ticate a buffered message. Such a capability is not aveilabl a sensor node receives the first fragment, it can authenti-

for independent TESLA instances. cate the fragment by verifying whethd H (K12|Kz4)|Ksg)
equals the pre-distributed root value. Once the first frag-
2.4. Distributing Parameter Certificates ment is authenticated successfully, the second fragmant ca

be authenticated by verifying ifl (H(S3)|K4) equals the
As we mentioned earlier, the proposed technique is re- hash valu&s4, which is contained in the first fragment.
sistant to the DOS attacks if each parameter certificate is  The above technique can reduce the computation over-
delivered in one packet, since a receiver can authenticate head required to authenticate the certificate fragments sig
such a certificate immediately upon receiving it. However, nificantly when there are DOS attacks. In addition, if most
due to the low bandwidth and small packet size in sensor of fragments are received in order, there is no need to allo-
networks, a certificate may be too large to be transmitted in cate a large buffer to store these fragments, since most of
a single packet. As a result, it is often necessary to frag- fragments can be authenticated immediately.
ment each certificate and deliver it in multiple packets.
A straightforward approach is to simply split those val- 2.5. RevokinguTESLA Instances
ues in a certificate into multiple packets. However, this-sim
ple idea suffers from DOS attacks, where an attacker sends  In hostile environments, not only sensor nodes but also
a large number of forged certificates and forces a sensor broadcast senders may be captured and compromised by
node to perform a lot of computations to identify the right adversaries. Once a sender is compromised, the attacker
one from those fragments. To deal with this problem, we can forge any broadcast message using the secrets stored
adopt the idea in [5]. Intuitively, we fragment a parameter on this sender and convince other sensor nodes to perform
certificate in such a way that a sensor node can authenti- unnecessary or malicious operations. Thus, it is necessary
cate each fragment independently instead of trying every to revoke the broadcast authentication capability from-com
combination. promised senders.
| — | In this paper, we do not consider the process or
“ t techniques to detect compromised or captured broadcast
— 4 — senders, but assume such results are given. The detection
by || [0 h : of compromised or captured senders is in general difficult,
but feasible at least in certain scenarios. For example, in
The first packet The (i+1)" packet The last packet battlefields, broadcast senders may be carried by, for ex-
ample, soldiers or unmanned vehicles. If a soldier or an
unmanned vehicle is captured, we need to revoke its broad-
Assume a parameter certificate then consists\aflues cast authentication capability.
{hy, hy, ---,h.}, and each packet can cafpwalues. As We propose two approaches to revoke compromised

ib-1y+11 - i+ 1) (b-1) ‘

Sibling(h, ,) Sibling(N,1yp-1))

Figure 3. Example of fragmentation



senders. The first one uses a revocation tree to take back The revocation tree approach cannot guarantee the re-
the broadcast authentication capability from compromised vocation of all compromised senders in presence of com-
senders, while the second one employs proactive refresh- munication failures, though traditional fault toleranthe
ment to control the broadcast authentication capability of niques can provide high confidence. However, it guaran-
each sender. Revocation of compromised senders requirestees that a non-compromised sender will not be revoked.
the central server to be on-line when it broadcasts revoca- This is because the revocation of a sender requires a revo-
tion messages; however, the central server can still remain cation certificate, which is only known to the central server
off-line in other situations. An attacker cannot forge any revocation certificate without

Revocation Tree When a sender is detected to have access to the random numbers kept in the leaves of the re-
been compromised, the central server broadcasts a revoca-vocation tree, due to one-way function used to generated
tion message with the IDs of the sender. This message hasthe revocation tree [7].
to be authenticated; otherwise, an attacker may forge such  In this approach, each sensor node needs to store an ad-
messages to revoke non-compromised senders. We mayditional hash value, the root of the revocation tree. To re-
use anothepuTESLA instance maintained by the central voke a sender, the central server distributes a revocation
server to authenticate such message. However, this irestanc certificate, which consists of# [logm] values. An overly
has special functions and may become an attractive targetlong revocation certificate can be transmitted in the same
for DOS attacks due to the authentication delay. The fol- way as discussed in the previous subsection. To authenti-
lowing discussion provide an alternative method that does cate the revocation certificate, a sensor node needs to per-
not suffer from DOS attacks or authentication delay. form 1+ [logm] hash functions.

The main idea of this method is to construct a Merkle The revocation tree approach has several limitations.
tree similar to parameter distribution trees, which iseazll First, due to the unreliable wireless communication and
arevocation treesince its purpose is to revoke broadcast possible malicious attacks (e.g., channel jamming), the re
authentication capabilities from compromised senders. Th vocation messages are not guaranteed to reach every sensor
revocation tree is built from sender IDs and random num- node. As a result, an attacker can convince those sensor
bers. If the sender 10 and the corresponding random  nodes that missed the revocation messages to do unneces-
number is disclosed in an authenticated way, sender sary or malicious operations using the revoetESLA
revoked. instances. Second, each sensor node needs to store a revo-

Assume there are potentialfy senders. For simplicity, ~ cation list, which introduces additional storage overhead
we assumen = 2X for an integek. The central server gen-  especially when a large number of senders are revoked.
erates a random numbmgrfor each sender with 1), where Note that the above approach can also be used to tell sen-
1< j <m. The central server then constructs a Merkle tree sor nodes that the corresponding sender has stopped broad-
where thej-th leaf node is the concatenation of jandr;. cast so that they can erase its parameters to save memory

We refer to this Merkle tree as thevocation tree The cen-
tral server finally distributes the root of the revocaticeetr

space for other senders.
Proactive Refreshment of Authentication Keys: To

to all sensor nodes. We assume the central server is physi-deal with the limitations of the revocation tree approach, w

cally secure. Protection of the central server is an impbrta

but separate issue; we do not address it in this paper.
When a sendey is detected to have been compromised,

the central server broadcasts thejlBnd the random num-

present an alternative method to revoke the authentication
capability from compromised senders. The basic idea is to
distribute a fraction of authentication keys to each sender
and have the central server update the keys for each sender

berr;. To authenticate these values, the central server has when it is necessary. A clear benefit is that if a sender is
to broadcast the sibling of each node on the path from compromised, the central server only needs to stop dis-

“jlIr;” (i.e., the leaf node foj in the revocation tree) to the

tributing new authentication keys to this sender; There is

root. This is exactly the same as the parameter certificate no need to broadcast a revocation message and maintain a

technique used to authenticgtf§ ESLA parameters. To
distinguish from parameter certificate, we refer to the abov
set of values as@vocation certificatedenotedRevoCert.
With RevoCert, any sensor node can recompute the root
hash value, and verify it by checking if it leads to the pre-
distributed root value. If a sensor node gets a positivdtresu
from this verification, it puts the corresponding sendew int

revocation list at each sensor node. In addition, this ap-
proach guarantees that once compromised senders are de-
tected, they will be revoked from the network after a cer-
tain period of time. The authentication keys for each sender
can be distributed in a proactive way, since we can prede-
termine the time when a key will be used.

Specifically, during the pre-distribution phase, the cen-

a revocation list, and stops accepting broadcast messagedral server distributes the parameter certificates (butheot

from the sender. To deal with message loss, the distribution yTESLA instances) to each sender.

of a revocation certificate may be repeated multiple times.

For simplicity, we
assume the central server givegi&ESLA instance to a



sender each time. Before the currefEESLA instance proposed: multi-level DOS-toleraptTESLA and multi-
expires, the central server distributes the key used to de- level DOS-resistanUTESLA. Multi-level DOS-resistant
rive the nextuTESLA key chain to the sender through a pUTESLA has as much communication overhead as multi-
key distribution message encrypted with a key shared be- level DOS-toleranu TESLA, and will fall back to multi-
tween the central server and the sender, provided that the level DOS-tolerantuTESLA at a receiver when the re-
sender has not been detected to have been compromisedceiver misses all copies of a parameter distribution mes-
The sender may then generate the neKESLA key chain sage. Thus, we only compare our scheme with the
accordingly. To increase the probability of successful dis multi-level DOS-tolerantuTESLA, which can be ob-
tribution of authentication keys in presence of communica- tained fromhtt p://di scovery. csc. ncsu. edu/
tion failures, the central server may send each key distribu sof t war e/ M_- mi cr oTESLA. For convenience, we
tion message multiple times. call the techniques proposed in this paper adrdebased
As mentioned earlier, the revocation of a compromised scheme.
sender is guaranteed (with certain delay) in the proactive  We adopt a setting similar to [3, 4]: TheTESLA key
refreshmentapproach when itis detected to have been com-disclosure delay is 2ITESLA time intervals, the dura-
promised. However, the broadcast authentication capabil- tion of eachuTESLA time interval is 100 ms, and each
ity of a sender is not guaranteed if there are message losses uTESLA key chain consists of 600 keys. Thus, the dura-
A sender may miss all key distribution messages that carry tion of eachuTESLA instance is 60 seconds. We assume
new authentication keys due to unreliable wireless commu- there are 20QUTESLA instances, which cover up to 200
nication and malicious attacks. Thus, a sender may have minutes in time. Each parameter &t only contains a
no keys to authenticate new data packets. Moreover, there yTESLA key chain commitment. This means that each pa-
may be a long delay between the detection and the revoca- rameter certificate contains 9 hash values. Assume each
tion of a compromised sender, and the compromised senderhash value, cryptographic key or MAC value is 8 bytes
may still have keys that can be used to forge broadcast mes-long. The parameter certificate can be delivered with 4
sages. packets, each of which contains a sender ID (2 bytes), a key
In the proactive refreshment approach, instead of stor- chain index (2 bytes), a fragment index (1 byte), and three
ing nj UTESLA instances, a sendgronly needs to store hash values (24 bytes). As a result, the packet payload size
a few of them. Thus, the storage overhead is reduced. is 29 bytes, which is the default maximum payload size in
However, the communication overhead between the cen- TinyOS [6].
tral server and the senders is increased, since the central The multi-level U TESLA schemes use Commitment
server has to distribute keys to each sender individually. Distribution MessagesQDM) to distribute parameters of
Moreover, the central server has to be on-line more often. | TESLA instances. According to the implementation we
There are no additional communication and computation obtained, eacltDM message in multi-level DOS-tolerant
overheads for sensor nodes. scheme also contains 29 bytes payload. For convenience,
Both of the above approaches have advantages and dis-we call a parameter certificate fragment cEBM packet
advantages. In practice, these two options may be com- a parameter distribution packetThus, in our later com-
bined together to provide better performance and security. parison, both of our scheme and the multi-leudIESLA
The revocation certificates from the central server can mit- scheme introduce the same communication overhead when
igate the problem of the delay between the detection and the frequency of parameter distribution packets is the same
the revocation of a compromised sender, while the proac-  we study and compare the performances of the
tive refreshment technique guarantees the future rewrati  tree-based technique and the multi-level DOS-tolerant
of a compromised sender if the compromise is detected. | TESLA scheme in terms of DOS attacks, channel loss
rate, and storage and communication overheads. We set
the data packet rate from the sender as 100 data packets
per minute, and allocate 3 buffers for data packets at each
We have implemented the long-lived version of the sensor node. The metrics we are interested in here are the
proposed techniques on TinyOS [6], and used Nido, the authentication ratewhich is the fraction of authenticated
TinyOS simulator, to evaluate the performance. Our eval- data packets, thdistribution rate which is the fraction of
uation is focused on the broadcast of data packets and the successfully distributed parameters, andahwerage failure

3. Implementation and Evaluation

distribution of uTESLA parameters. Since the number of

recovery delaywhich is the average number giTESLA

senders does not affect these two aspects, we only considertime intervals needed to have the authenticated parameters

a single sender in the evaluation.
We compare our techniques with the multi-level
UTESLA schemes in [3, 4], where two schemes were

for the nextuTESLA instance after a sensor node loses
every authentic parameter distribution message for a given
UTESLA instance.



We use a simple strategy to rebroadcast a parameterwhen the frequency of parameter distribution packets in-
certificate, where the rebroadcasts of any certificate are creases. This means that the tree-based scheme can cover a
non-interleaving, and the fragments of each certificate are very long time period by increasing a litle communication
broadcastin order. Other strategies are also possible: How overhead.
ever, we consider them as possible future work. To investigate the average failure recovery delay, we as-

To investigate the authentication rate and the distributio  sume the sender distributes 20 parameter distribution-pack
rate under DOS attacks and communication failures, we as- ets per minute. (Note that the multi-level DOS-resistant
sume the attacker sends 200 forged parameter distribution U TESLA scheme has to fall back to the multi-level DOS-
packets per minute. We also assume the channel loss rate istoleranty TESLA scheme if a sensor node loses every au-
0.2. Figure 4(a) illustrates the authentication rate fadhbo  thentic copy of a give@DM message.)
schemes as the frequency of parameter distribution pack-  Figure 6(a) shows the average failure recovery delay for
ets increases. We assume@DM buffers at each receiver  both schemes as the channel loss rate increases. We assume
for the multi-level DOS-tolerant TESLA scheme. We can ~ 20CDM buffers for the multi-levepu TESLA scheme. We
see that the tree-based scheme always has a higher authentiean see that the average failure recovery delay of the tree-
cation rate the multi-level DOS-tolerapTESLA scheme. based scheme increases with the channel loss rate, while
The reason is that in the tree-based scheme, a sensor node ithe multi-levelyTESLA scheme is not affected when the
able to authenticate any buffered message once it receives aloss rate is small. However, the recovery delay of the multi-
later disclosed key, since different key chains are linkedt  level yTESLA scheme increases rapidly when there are se-
gether. Though in the multi-level DOS-tolergnTESLA vere DOS attacks. In contrast, the tree-based scheme is not
scheme, lower-level TESLA key chains are also linked  affected by DOS attacks if the attacker does not jam the
to the higher-level ones, a sensor node may have to wait channel completely. Since the channel loss rate is usually
for a long time to recover an authentication key from the a small value, the tree-based scheme has shorter recovery
higher-level key chain when the corresponding lower-level delay than the multi-levgh TESLA scheme in most cases.
key chain commitment is lost due to severe DOS attacks or Figure 6(b) shows the impact of storage overhead on the
channel losses. During this time period, most of previous average failure recovery delay. We assume the channel loss
buffered data packets are already dropped. rate is 0.2. The average failure recovery delay of the multi-

Figure 4(b) shows the authentication rate for both level UTESLA scheme increase quickly when the num-
schemes as the number of buffers for parameter distribu- ber of buffers for parameter distribution packets decrgase
tion packets increases. We assume the sender distributes 20vhile the tree-based scheme has shorter delay and is not af-
parameter distribution packets per minute, which intreduc ~ fected by the number of buffers for parameter distribution
the same communication overhead for both schemes. We packets.
can see that the multi-level DOS-toleratESLA scheme
has to allocate a large buffer to achieve certain authenti- 4. Related Work
cation rate when there are severe DOS attacks, while the
tree-based scheme can achieve higher authentication rate  The technique in this paper is basedi6RESLA, which
without any additional buffer. The reason is that in the is described in Section 2.1. Other related studies include
tree-based scheme, a sensor node can verify a parametethose discussed in [3, 4, 9, 8, 10]. Perrig et al. proposed
certificate immediately and thus there is no need to buffer to use an earlier key chain to distribute the next key chain

certificates, while in the multi-level DOS-tolergnit ESLA commitment [9]. Several multi-level TESLA schemes
scheme, a sensor node has to wait for a while before au- was proposed in [3, 4] to distribute the key chain commit-
thenticatingCDM messages. ments. However, these techniques suffer from DOS attacks

Figure 5(a) focuses on the communication and storage during the commitment distribution. Our techniques pro-
overhead introduced by both schemes to achieve high dis- vide efficient ways to deal with such DOS attacks.
tribution rate. It shows that to achieve a desirable distrib A number of key pre-distribution techniques have been
tion rate under severe DOS attacks, the multi-level DOS- proposed to establish pairwise keys in sensor networks
tolerantu TESLA scheme requires a large bufferand a high [11, 12, 13, 14, 15]. LEAP is developed to establish in-
rebroadcast frequency, while the tree-based scheme is moredividual keys between sensors and a base station, pairwise
communication and storage efficient. Note that the number keys between sensors, cluster keys within a local area, and
of UTESLA key chains supported by the tree-based scheme a group key shared by all nodes [16]. Wood and Stankovic
affects the number of fragments for each certificate and identified a number of DOS attacks in sensor networks
thus affects the distribution rate. Figure 5(b) shows that [17]. Karlof and Wagner analyzed the vulnerabilities as
to achieve high distribution rate, the number of key chains well as the countermeasures for a number of existing rout-
supported by the tree-based scheme increases dramaticallying protocols [18]. Sastry, Shankar and Wagner proposed a
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location verification technique based on the round trip time
(RTT) [19] to detect false location claims. Hu and Evans

proposed to use directional antenna to detect worm-hole

attacks in wireless Ad Hoc networks [20]. Newsome et al.

5. Conclusion and Future Work

This paper identified new challenges in broadcast au-
thentication for wireless sensor networks. Several prakti

studied the Sybil attack in sensor networks and developed pgadcast authentication techniques were developed to sup
techniques to defend against this attack [21]. Our proposed port multiple senders, distribute parameters SFESLA

techniques can be combined with these techniques to fur- jhstances, and revoke the broadcast authentication dapabi

ther enhance the security in sensor networks.

Merkle tree [7] has been widely used for authentication

purposes. In particular, Hu et al. use Merkle tree to authen-

tication multiple key chains for authentication in routing
protocols [22]. Our results differ from theirs in that our
techniques are specifically targeted at enhanpifigSLA

in sensor networks and that we perform a thorough com-

parison with the previous approaches.

10

ities of compromised senders in wireless sensor networks.
Our analysis and experiment show that the proposed tech-
niques are efficient and practical, and have better perfor-
mance than previous approaches.

Several problems are worth further studying. First, in
addition to the long-lived schemes, other alternatives de-
serve additional research effort. Second, we are alsc inter
ested in more efficient strategies to distribute the fragsen
of a certificate. Finally, one limitation giTESLA proto-



col is that it requires loosely time synchronization betwee
senders and receivers. Thus, itis interesting to look far ne
techniques that do not require time synchronization.
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