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Abstract data can be fully satisfied. For example, DShield [27] col-
lects firewall logs from different users to learn global cy-
Intrusion alert data sets are critical for security reselarc ~ ber threats, and Department of Homeland Security sponsors

such as alert correlation. However, privacy concerns about PREDICT [19] project to create a repository collecting net-
the data sets from different data owners may prevent datawork operational data for cyber security research.

sharing and investigation. It is always desirable and some-  Data generated by security systems may include sensi-
times mandatory to anonymize sensitive data in alert setstive information (e.g., IP addresses of compromised sejver
before they are shared and analyzed. To address privacythat data owners do not want to disclose or share with other
concerns, in this paper we propose three schemes to flexiparties, where sensitive data are decided by data owners’
bly perform alert anonymization. These schemes are closelyprivacy policy. It is always desirable and sometimes manda-
related but can also be applied independently. In Schemetory to anonymize sensitive data before they are shared and
I, we generate artificial alerts and mix them with original correlated. To address this problem, existing approaches
alerts to help hide original attribute values. In Scheme I, [13, 29] usually perform transformation to sensitive data.
we further map sensitive attributes to random values basedFox example, Lincoln et al. [13] propose to use hash func-
on concept hierarchies. In Scheme IIl, we propose to par- tions and keyed hash functions to anonymize sensitive at-
tition an alert set into multiple subsets and apply Schemetributes such as IP addresses. Their approach is effective o
Il in each subset independently. To evaluate privacy protec detecting high-volume events, but may have limitations on
tion and guide alert anonymization, we deflaeal privacy  alert correlation if different keys are introduced in keyed
andglobal privacy and useentropyto compute their val-  hashing. Xu and Ning [29] propose to abstract original val-
ues. Though we emphasize alert anonymization techniquesies to more general values (e.g., IP addresses are replaced
in this paper, to examine data usability, we further perform by network addresses). Since general values may usually
correlation analysis for anonymized data sets. We focus ontake different formats compared with original values (i.e.
estimating similarity values between anonymized attebut they have different attribute domains), observing this may
and building attack scenarios from anonymized data sets.let malicious users immediately realize that attributes ar
Our experimental results demonstrated the effectiveriess osanitized, which may infer organizations’ privacy policy.

our techniques. In this paper, we address this problem in another com-
plementary direction. We start to hide original sensitigé v
1. Introduction ues through injecting more data into data sets. We also per-

form transformation to sensitive attributes, but this isiea
To defend against large-scale distributed attacks such a®ver the same attribute domains. In this paper, we propose

worms and distributed denial of service (DDoS) attacks, it three schemes to anonymize sensitive attributes of imnusi
is usually desirable to deploy security systems such as in-alerts. These schemes are closely related and may also be
trusion detection systems (IDSs) over the Internet, moni- applied independently. In Scheme I, we intentionally gen-
tor different networks, collect security related data, pad erate artificial alerts and mix them with original alertsjgh
form analysis to the collected data to extract useful infor- given any alert in the mixed set, it is not clear that thistaler
mation. In addition, different organizations, institutgand is original (i.e., IDS-reported) or artificial, which meaits
users may also have the willingness to share their data forattributes may or may not be real. With both privacy and us-
security research as long as their privacy concerns abeut th ability requirements in mind, during artificial alert geaer



tion, we preserve frequency distributions of attack typesa mental results. In Section 5, we discuss related work. And
non-sensitive attributes, while use concept hierarchiéest in Section 6, we conclude this paper and point out further
cilitate the generation of sensitive attributes. A condept  directions.

erarchy can help us abstract attribute values, for exariple,

addresses can be generalized to the corresponding networs  Three Schemes for Alert Anonymization
addresses. In Scheme II, we propose to map original sen-

sitive attributes to random values based on concept hierar- |4 this paper, we emphasize our alert anonymization

chies. And in Scheme lll, we propose to partition an alert set techniques, which can flexibly protect data privacy. Before

into multiple subsets based on time constraints and perform,q gointo the details of our techniques, we clarify some no-
Scheme Il independently for each subset. To measure datgons and definitions first.

privacy hence to guide the procedure of alert anonymiza-  ap glert typeis a type namé’ and a setS of attribute
tion, we propose two measurdscal privacy and global names, where each attribute nameSirhas a related do-
privacy, and use entropy to compute their values. main denoting possible attribute values. As an example,
To understand security threats involved in alert data sets,an alert typeFTP_AIX_Overflowhas a set of six attribute
various alert correlation methods have been proposed in renames{SrcIP, SrcPort, DestIP, DestPort, StartTime, End-
cent years. These methods usually focus on original alertsTime}, where the type namgTP_AIX_Overflow denotes
and can be roughly divided into four groups. (1) Approaches that it is a buffer overflow attack targetingX ftp services,
based on similarity between alerts [24, 28, 5]. These ap-and all six attributes are used to describe this type of at-
proaches group alerts through computing similarity values tacks. The domains @rclPandDestlPare all possible IP
between alert attributes. (2) Approaches based on prerequiaddresses, the domains ®fcPortand DestPortare possi-
sites and consequences of attacks [6, 25, 17]. These methble port numbers (from poftto port65535), andStartTime
ods model each attack through identifying its prerequisite and EndTimedenote the timestamps that the attack begins
(i.e., the necessary condition to launch an attack successand finishes, respectively.
fully) and consequence (i.e., the possible outcome if an at-  An original alert is an instance of alert types and is re-
tack succeeds), and matching consequences with prerequiported by security systems. Formally, a typeriginal alert
sites among different attacks to build attack scenarigs. (3 ¢, is a tuple oril's attribute seS, where each attribute value
Approaches based on known attack scenarios [15, 7]. Thesgn this tuple is a value in the related domain. For exam-
approaches build attack scenarios through matching alertgle, assume we have a typ&P_AIX_Overflowalert{SrcIP
to known scenario templates. (4) Approaches based on mul=172.16.10.28, SrcPort 2081, DestIP 72.16.30.6, Dest-
tiple information sources [21, 16, 30]. Their goal is to ana- port =21, StartTime =01-16-2006 18:01:05, EndTime
lyze alerts from different security systems. =01-16-2006 18:01:05 This alert describes aRTP_AIX
Though we emphasize alert anonymization techniques in-Overflow attack from IP addres$72.16.10.28 to tar-
this paper, we also perform alert correlation to anonymizedget 172.16.30.6. A type T artificial alert has the same
alerts to examine data usability. We focus on two prob- format as that of an original alert. The only difference be-
lems: estimating similarity values between anonymized at- tween them is that original alerts are reported by secu-
tributes and building attack scenarios from anonymized rity systems, while artificial alerts are synthetic, and may
alert sets. Our method on similarity measurement is a prob-be generated by a human user, or some programs. Simi-
ability based approach, which estimates how possible twolarly, a typeT’ anonymized aletthas the same format as that
anonymized attributes may have the same original values.of an original alert. However, sensitive attribute values i
Our approach on building attack scenarios extends from ananonymized alerts are transformed (e.qg., through random-
existing method [17], where the probabilities related t® th ization) to protect data privacy. As an exampleDéstIPof
matching of prerequisites and consequences among differthe alert in the above example is sensitive, we may trans-
ent attacks are estimated. Though it is closely related toform DestlP=172.16.30.6 to DestIP=172.16.30.35. In the
the optimistic approach in [29], the probability estimatio  rest of this paper, we call the alert set including both orig-
in our approach is based on our anonymization schemesinal and artificial alerts the mixed alert set. For conve-
Based on these probabilities values, we can construct andiience, we may also use attributes to represent either
further “polish” attack scenarios. Our experimental resul ~ attribute names, attribute values, or both.
demonstrated the effectiveness of our techniques in tefms o

various measures. 2.1. Scheme I[: Artificial Alert Injection Based on
The remainder of this paper is organized as follows. In Concept Hierarchies

the next section, we present three schemes to anonymize

alerts. In Section 3, we discuss techniques to correlate Intuitively, artificial alert injection generates syntloet

anonymized alert sets. In Section 4, we show our experi-alerts and mixes them with original alerts. Given any alert i



a mixed alert set, identifying whether it is artificial or gri
inal is difficult, which means the information disclosed by
any individual alert may not necessarily be true. The crit-
ical issue here is how to generate attribute values for arti-

ficial alerts, with both privacy and usability requirements @ ------------
in mind. We divide alert attributes into three classes:taler
types, sensitive attributes, and non-sensitive attriyuaad
discuss them separately.

Alert types encode valuable information about the cor- cal. For examp|e, given a set of timestamps within a one-
responding attacks. For example, RealSecure network senhour time interval, we may partition the whole time interval
sor 6.5 [10] may report aRTP_AIX_Overflowattack. Based  into 60 equal-length bins, and put timestamps into the cor-
on the signature of this attack, we know that it is a buffer responding bins. Binning techniques have been extensively
overflow attack targeting AIX FTP services. Alert types are studied in the fields such as data mining and statistics, and
crucial for security officers to learning security thre&s. we do not repeat them here. In this paper, our techniques fo-
when we create artificial alerts, we propose to preserve thecys on categorical data, though they can be extended to ac-
frequency of the original data set in terms of alert types, commodate continuous data.
where the frequen_cy of an alert tyfieis the ratio of the Given a concept hierarch, and two nodes, andu, in
number of alerts with typ#' to the total number of alerts. In H wherev, < v, (v, has a path to, in i), thedistancebe-

other words, if an original alert data set hatypes of alerts tweenuv, andu, is the number of edges over the path from

172.16.0.0/16

Figure 1. An example concept hierarchy

with frequenciegs, pa, - - -, pn Wherepy +pa +- - - +pn = v t0 vy, denoted aslistancév,, v,). For example, in Fig-
1, then in our artificial alert set, we will maintain this fre- .o ¢ distancé172.16.11.3 172.16.11.0/24): 1. Given
quency distribution. a concept hierarchyf and two nodes,; andv,, in H,

Sensitive attributes are decided by privacy policy, and we call a nodev, in H the least common parerif (1)
their values are what we try to protect. Considering both pri 4, < vy, (2)vs2 =< vy, and (3)d,,, =maxdistancévi, v,),
vacy and usability concerns, we propose to use concept higistancéuv,z, v,)) has a minimum value. In addition, if,;
erarchies to help us artificially generate sensitive atteéb  andv,, are both leaf nodes i#/ and the least common
values. Creating attribute values based on concept hierarparentvg has totalZ leaf nodes including,; and v,

chies may preserve some useful information (e.g., prefixeswe call nodesv,; and v,, £-peer nodesor simply £-
of IP addresses), but also Change attribute distributions t peers For examp|e’ in Figure 1, the least common par-
certain degree to protect alert privacy. Now let us firstdntr  ent of two leaf node$72.16.11.3 and172.16.11.5 is node
duce concept hierarchies. 172.16.11.0/24. Sincel72.16.11.0/24 has totally256 leaf
Concept hierarchies have been used in areas such as datedes,172.16.11.3 and172.16.11.5 are256-peers.
mining [9] and also in privacy-preserving techniques (e.g.  Now let us discuss how to generate sensitive attributes
k—Anonymity approach [23] and privacy-preserving alert for artificial alerts. We assume each sensitive attribulee/a
correlation [29]). A concept hierarchy is basedspecific-  has a desirable general value in concept hierarchies, where
generalrelations. Given two concepts andcz (e.g., at-  these desirable general values can be derived through a
tribute values), it; is more specific than, (or, c2 is more  given parameter. denoting the desirable number of peer
general than;), we say there is apecific-generalelation  nodes. For example, if = 256 for attributeDestIP, then
betweenc; andcz, and denote it a8; < cp. As an exam-  the desirable general values for these IP addresses are the
ple, given an IP addred$2.16.10.3 and a network address  corresponding 24 network addresses. We first compute the
172.16.10.0/24, we havel72.16.10.3 < 172.16.10.0/24. frequency distribution of these generalized attributeigal
Specific-general relations can be obtained through altstrac pased on the original data set. Next, following the computed
ing a set of low-level concepts to a high-level concept. For frequency distribution, we create generalized attribuate v
example, a set of individual IP addresses can be organizedies in the artificial alert set, finally we replace these gener
into a subnet. Based on specific- general relation®ra  alized values using leaf nodes in the corresponding hierar-
cept hierarchyis a set of specific-general relations and is chies (each leaf node value has equal probability to be cho-
usually organized into a tree. Figure 1 shows a concept hier-sen). Notice that during the above procedure, we preserve
archy for IP addresse§2.16.11.0, - - -, 172.16.11.255and  attribute frequency in terms of general values. This is be-
172.16.12.0, - - -, 172.16.12.255, where each IP address is cause these general values partially maintain the usabilit
first generalized to itg§24 network address, and then to its  of alert data (e.qg., prefixes of IP address). We also replace
/16 network address. these general values using their corresponding leaf nodes
For continuous attributes, we can group data into bins with uniform distribution. This may help us change the dis-
thus continuous values can be transformed into categori-tribution of attributes in original sets. For example, if in



an original set, the values for attribubestIPis only from 172.16.10.5 with port 80 open in a network, then usually
172.16.11.0 to 172.16.11.31. Further suppose we set pa- all those web based attacks are targetifig.16.10.5 on
rameter = 256. Then we will generate artificial attributes  port80. This means IP addre$$2.16.10.5 and port num-
uniformly distributed from.72.16.11.0t0 172.16.11.255 to ber80 are dependent in web based attacks. Artificial alert
change attribute distribution and hence protect origiakl v generation, on the one hand, does not require to strictly sat
ues. Notice that desirable general values (or, paranfjter isfy this dependence, because the violation of this depen-
for sensitive attributes are decided by privacy policy. &or dence may bring confusion to and require further investiga-
ample, if we leDestlIPs desirable general values be the cor- tion from malicious users, which in some sense may protect
responding/24 network addresses, this means that ideally, data privacy. However, on the other hand, if we try to make
we want eaclestIPin its /24 network to be equally likely  artificial and original alerts very difficult to distinguisbr

in alert sets, so malicious users may not be able to “guess”data usability is our favorable concern, we can also main-

which values are more possible. tain attribute dependence in artificial alert generatioe. W
To generate non-sensitive attributes, we first compute thePropose two ways to get dependence relationships.
frequency distribution of their original values, then wenge 1. Manually collect all dependence relationships through

erate artificial attribute values with the same frequensy di  various means. For example, based on attack signatures, and
tribution in the artificial alert set. As a special case, for host configurations, we can know the hosts and ports that
timestamp information, we first get the minimum and maxi- some attacks are targeting.

mum timestamps for each alert type in the original alertset, 2 compute conditional probabilities between attribute
then we uniformly choose timestamps between the mini- yajyes based on original alert sets, and follow these con-
mum and maximum values for artificial alerts. ditional probabilities to generate attribute values irifiart

Another important issue on artificial alert generation is cial alert sets. This approach is similar to the data-swappi
to decide how many alerts to generate. Notice that inject- technique proposed by Reiss [22].

ing arFificiaI alert data g;ually.may change the distri_hqtio To see how well our anonymization schemes can pro-
of attribute values. Intuitively, if a large number of aplal tect alert data privacy, we classify alert data privacy tato
alerts are generated, we may better protect alert privaey (a |eyels:local privacyandglobal privacy Local privacy is re-
tributes are more uniformly distributed), but alert us@pil 5164 0 original attribute values in each individual alént

may decrease. On the other hand, if only a small number ofyitiely, if the original value for a sensitive attribute an
alerts are created, we may increase alert usability, but ale yjet has been known, the local privacy for the sensitive at-
privacy may decrease. So the ideal case is to flexibly con-gihte in this alert is compromised. The second level attale
trol the difference between attribute distributions based  y5t4 privacy is global privacy, which is related to the distr
the requirement of privacy protection. butions of sensitive attributes in alert set. Intuitivefythe
We propose to use the distance between probability massiistribution of a sensitive attribute in an original alest &
functions (PMFs) to measure the difference between at-known, we can derive useful information about the original
tribute distributions. Given one attributé; in both origi-  set (e.g., the most possible value in the data set). For beth |
nal alert setS, and mixed alert sef,,,, assume the PMFs  cal and global privacy, we usmntropy[4] to measure them.
for A, in S, and S, are fo(x) and f.(z), respectively,  Suppose that we have a valugfor a sensitive attributel
wherex is possible values for,. Further assume the do- in a alertt. Based onv,, if we can estimate the possible
main of attributed, is Dom(A;). To calculate the distance  original values of4, in ¢ and the corresponding probabil-
between two PMFs, we first need define distance func-ity for each possible value, then we can compute alert

tion D(fo, fm) betweenf,(z) and f,, (). As an example,  |ocal privacyH;(t) = — 3" p; log, p;, wherep; is the prob-

we can setD(fo, fm) = > .cpom(a.) |fm(z) — fo(2)|.  ability for a possible value. Given all attribute values &or
Through setting a desirable distance threshold, we may in-sensitive attributed, in an alert set5, we can estimaté’
ject the number of alerts satisfying the threshold. (In caseglobal privacyH,(S) = — 3 P(v;) log, P(v;), wherev;
sensitive attributes in original sets are in uniform digiri is a possible value fad, in S, andP(v;) is the correspond-
tion, we may further specify a maximum number of artifi- ing probability. To help us better understand global pjyac
cial alerts to preventinfinite alert injection.) we may explain it from a random variable point of view.

Notice that in our above discussion, we do not consider Assume that a sensitive attribute is a random variable, and
the dependence between different attributes (e.g., therdep all values for this attribute in an alert set is a realizatén
dence between attribut@estiPandDestPor). When there  this random variable. Then the global privacy for this at-
are no such dependence, we can use the proposed methddbute in the alert set is a randomness (or uncertainty} mea
above to generate all alerts. However, when there does exsure about the realization of this random variable. Recall
ist the dependence, we need to handle this situation withthat we generate uniformly distributed data (based on con-
caution. As an example, if there are only one web servercept hierarchies) during artificial alert injection. Thasen



is that injecting uniformly distributed data generally may

be decreasing, and more overhead is introduced to analyze

increase the randomness of data sets. Also notice that thenixed alert sets. Considering privacy, usability, and perf
distance between PMFs and the change in global privacymance, we propose to apply randomization to sensitive at-

are closely related because we change attribute diswitositi
through injecting uniformly distributed data. And it is als
feasible to control the number of artificial alerts through a
justing the change in global privacy.

Back to artificial alert injection, if original alert s,
hasm alerts, we injectn artificial alerts in it. Thus in
mixed setS,,, including both original and artificial alerts,
we have totaln + n alerts. InS,,,, each individual alert
has probability, % to be original, and probability. -
to be artificial. So its local privacy is- > p;logyp; =
- log, ™+ I log, "X, We can also calculate
global privacy for botts, andS,,, and compute their differ-
ence to see how well we can improve global privacy. One of
our later experiments shows that through injectif§ arti-
ficial alerts into an original set with22 alerts, we achieve
local privacy with value).62, and we improve global pri-
vacy from4.696 to 5.692 (the distance between two PMFs
is 0.3).

2.2. Scheme Il Attribute Randomization Based
on Concept Hierarchies

In Scheme I, we inject artificial alerts into original data
set. For any individual alert in the mixed alert set, it may
be difficult to identify whether this alert is original or it
cial, hence sensitive attribute values in any single akaveh
a chance to be faked.

Let us look at Scheme | in detail. Assume that we have
original alerts, and inject artificial alerts into it. Hence in
the mixed alert set, each alert has a probabi}t§~ to be
original. Based on probability theory, randomly pick kp
alerts in the mixed set, the probability that at least ong ale
is original is1 — (mLM)’“. As an example, letn = 1000,

n = 300 andk = 2, then the probability that at least one
alert is original is94.67%, while the probability that both
alerts are artificial is onl$.33%. This tells us that when the
ratio of the number of artificial alerts to the total number
of alerts is small, it is very likely that some alerts in anrale
subset are original even if this subset is small. Closelgsav
tigating these small subsets may disclose the privacy df ale
data. This problem may be mitigated by injecting more ar-
tificial alerts. In the extreme case, if we inject a much large
number of artificial alerts (i.em < n), then in a randomly
selected:-alert subset, the probability that at least one alert
is original may be very small evenifis big. For example,
let m = 1,000 andn = 1,000,000. Whenk = 100, the
probability that at least one alert is original is 08y 1%,
and even whert = 1,000, the probability value only in-
creases t63.19%. Notice that with the increase of the num-
ber of artificial alerts, the usability of mixed data sets may

tributes, which may allow us protect the privacy of original
alerts without injecting a huge amount of artificial alerts.
Notice that our randomization algorithm takes advantage of
concept hierarchies, which can preserve some useful infor-
mation in sensitive attributes (e.g., prefixes of IP addrgss

Though we motivate attribute randomization in term of
mixed alert sets, it can be applied to original alert sets.
Given a parametef denoting the desirable number of
peers in concept hierarchies, the basic idea of our algo-
rithm is to randomize each different attribute valyeuni-
formly to any ofwv;’s L-peers (In other words, the map-
ping and mapped values has a common general vajue
wherewv, has L leaf nodes). For example, based on the
concept hierarchy in Figure 1, we may randomize a sensi-
tive attributeDestIP=172.16.11.8 to DestIP=172.16.11.56
if £ = 256. During randomization, we keamnsistencyn
attribute mapping, which means if two alerts has the same
original values for an attributel,, then the mapped val-
ues forA, in both alerts are the same. For convenience, we
call the mapped value thienage valugor simply theim-
age This consistency is helpful to maintain data usability.

To see how attribute randomization may help protect
alert privacy, let us take a look at both local and global pri-
vacy. Suppose that we randomize a sensitive attridytiz
an original alert set. After performing randomization agiv
any image value,., we know the original value of, may
be any ofv,’s L-peers with equal probability (i.e%). Thus

the local privacy value is- 2% L log, + = log, L. If we
randomize a mixed alert set, we can also derive the corre-
sponding local privacy after considering the probabilitgtt

a given alert may be original. On the other hand, based on
concept hierarchies and requirements for local privacy val
ues, we may choose desirable parameters (€)gsatisfy-

ing the requirements. To consider global privacy, let us as-
sume that there ark distinct values for sensitive attribute
Ag in an alert sefS. Since we keep consistency during ran-
domization, there will be at mogt distinct image values
for A, in randomized alert sef,.. If k distinct image val-
ues do exist, thels,. have the same global privacy asSn
When less thaik distinct image values are generated (this
is possible because two different original values may hap-
pen to be randomized to the same value), the global privacy
valueH,(S,) in S, may change compared with the value in
S, whereH (S, ) may be slightly smaller. Our later experi-
mental results confirm this conjecture. For example, in one
data set, we sef = 256, and the global privacy slightly
changes fron%.692 (before randomization) t6.671 (after
randomization). To summarize, our attribute randomizatio
may result in slight change (or no change) in global privacy,
and desirable change (through choosing appropriate param-



eters) in local privacy. 3.1. Similarity Estimation

Similarity measurement computes how similar two at-
tributes are, usually with a value betweerand 1. Exist-
ing approaches [28, 24, 11] focus on measuring similarity
) N ) between original attributes. Our anonymization technéque

In Scheme 1, we randomize sensitive attribute values t0 (schemes Il and I11) randomize original attributes to their
their L-peers and maintain consistency during randomiza- neers, Thus it is crucial and helpful to estimate similarity
tion. A limitation related to this scheme is that once attack petween original attributes only using anonymized values.
ers get to know som¢original value, image valuepairs, | the following, we first give an example function on com-
then for all the image values in the known pairs, attack- pting similarity between original values, then discuseho
ers know their corresponding original values in the whole g estimate similarity based on anonymized attributes.
alert set. Notice that (original value, image value) paas ¢ Assume that we have a sensitive attribute and two

be obtained through various means, for example, deliber-giqina| attributes values, andz, for A,. As an exam-
ately attacking some special hosts and examining published, o similarity function, we leSim (z1, ) = 1if 21 = o

alert data (e.g., counting frequencies of some attacks). TOandSim(x1 22) = 0 if 21 # x2. We further assume,
mitigate this problem, we propose to partition an alert set ’

) : - ' >Ftandze’s images argy; andys, respectively, after random-
into multiple subsets and perform attribute randomization i, 4tion. We consider two cases regarding whetheandz»
(Scheme IlI) in each subset independently. Thus one origi-

] 3 - Y19 are in the same subset (an set is partitioned in Scheme ll1).
nal value may be mapped to different image values in dif- (1) Whenz, anda» are in the same subset, we have the
ferent subsets.

) o ) following observation.

Our algorithm on patrtitioning an alert set is based on
a time constraint Given a time intervalZ (e.g.,2 hours) Observation 1 For a sensitive attributel,, given two orig-
and a setS of alerts, we says satisfy time constraint if inal attribute valuesr; andz, where they are in the same
|max(EndTime) — min(StartTime)| < Z (i.e., the dif- subset, and two image valugsandy, randomized from,
ference between the maximuemdTimeand the minimum  andx, using Scheme Il (with same parameters sucitps
StartTimein S is less than or equal t6). Based on a time  we know that (i) ifz1 = zo, theny; = yo; (i) if y1 = yo,
constraint, we partition an alert set into multiple subsets z; andz, may or may not be the same.
such that each subset satisfies the time constraint, then we
randomize each subset through Scheme Il independently.

Now let us look at local and global privacy under Scheme
lll. For local privacy, since image values are chosen uni-
formly from L-peers, we have a similar analysis as in
Scheme II. However, for global privacy, since it is possible
that one original value in different subsets may be random-
merease compared with apphing Scheme I, Our later o OF SXAMPIE: ltrz = 172.16.119, theny can be any IP

: ) . e address froml72.16.11.0 to 172.16.11.255, which has a
periments confirm our conjecture. For example, in one ex-

. . : dchance to bd 72.16.11.98. To better characterize this ob-
periment, we partitioned one data set into four subsets, an L ervation we compute the following probabilities
global privacy increased from692 to 6.955. ’ P gp )

For simplicity, assume the domain af is £ specific
values where each value has equal probability to be cho-
3. Anonymized Alert Correlation sen, and two original values; and x5, are randomized
using their£-peer nodes. Based on conditional probabil-

Though our focus in this paper is alert anonymization, ity and total probability theorems, we can deriFgz, =
we are also interested in the usability of anonymized alertZ2[y1 = v2) = 57~ (How we derive this probability
sets. Notice that current alert correlation approacheallysu  iS shown in Appendix A.) Similarly, we can gét(z1 #
concentrate on computing similarity values between alertZ2|y1 = ¥2) = 52—, P(z1 = 2|y # y2) = 0, and
attributes, or building attack scenarios to reflect atteske (21 # 72|y1 # y2) = 1. Notice that though we use the
activities. So in this section, we will focus on these two assumption of uniform distribution about original values t
problems under the situation that alerts are anonymizedderiveP(z1 = zay1 = y2) = 57, we can prove that for
Notice that our approach is closely related to a previ- other distributions, we havB(z1 = za2|y1 = y2) > %
ous method [29], however, the alerts that we correlate areas long as the attribute domain is the same. We prove it

anonymized by the schemes proposed in this paper. through Lemma 1 in Appendix A.

2.3. Scheme llI: Alert Set Partitioning and At-
tribute Randomization

We explain our observation through examples. Assume
z1; andz, are both destination IP addresses where=
172.16.11.5. Using the concept hierarchy in Figure 1, sup-
pose we randomizeto one of its256-peer nodes, ang, is
mapped tay; with value172.16.11.98. Since we keep con-
sistency in Scheme I, ifs = 172.16.11.5, then we know
yo = y1 = 172.16.11.98. On the other hand, ifs # x4,



(2) Whenz; andzxs are in different subset;; andz, are an attack is the necessary condition for the attack to be suc-
randomized independently. Assume their randomization hascessful, and the consequence of an attack is the possible
the same input parameters (e 4., With the similar reason-  outcome if the attack succeeds. We use predicates to repre-
ing as in (1), we know that as long as andx- areL-peers, sent prerequisites and consequences, where the variables i
y1 andys have a chance to be the same. Under the same aspredicates are the attribute names in alert types.

sumption as in (1), we derivB(z; = 22|y = y2) = £, Example 1 Given an alert typdTP_AIX_Overflow its

P(x1 # x2lyn = y2) = % P(xy = m2lyy # y2) = £, prerequisite isExistService(DestlP,DestPortand its con-

andP(zy # ma|y1 # y2) = % sequence i§GainAccess(DestIR) which means the neces-
As an example to estimate similarity betwagrandys, sary condition of arFTP_AIX_Overflowattack is thaFTP

we estimate how possible their correspondingndz, are  service is running orDestIP at DestPort and the conse-
the same, and use this probability as their similarity value quence is that attackers may gain unauthorized access to
Based on our above assumption and reasoning, we can gdpestIP.
an example similarity function for anonymized attributes a To further characterize prerequisites and conse-
follows. Sim(y1,y2) = guences of attack instances (i.e., alerts), we can inatenti
prerequisites and consequences using alert attribute val-
ues. To continue Example 1, assume that we have a
type FTP_AIX Overflow alert {SrcIP=172.16.10.28, Sr-
e £, if (y1 andy, areL-peers)\ (y; andy, in different  cPort=1081, DestlP=172.16.30.6, DestPort=21, Start-
subsets), Time =01-16-2006 18:01:05, EndTime =01-16-2006
e 0, otherwise. 18:01:05}. The alert’s instantiated prerequisitegsistSer-
) ] o ) vice(172.16.30.6,21)and its instantiated consequence is
Notice that to derive the new similarity function above, {GainAccess(172.16.3016)
we onlylconsider a simple case regarding how pqssible orig- We modekausal relationdetween alerts gwrepare-for
inal attributes may b(_e the same._l_:or more complicated Casea|ations. Formally, given two alerts andt,, ¢, prepares
we may apply a similar, probability-based approach to de- ¢, to if (1) one oft,’s instantiated predicates in’s con-

rive new functions for anonymized attributes. sequence implies one of the instantiated predicatés’sn
o ) prerequisite, and (2) .EndTime< ¢,.StartTime.
3.2. Building Attack Scenarios Example 2 Assume that we have two alert types

. Port. Scanand FTP_AIX_Overflowwhere the consequence
Attack scenarios help us understand what steps adver-

. T i of typePort_Scanis { EixistService(DestIP, DestPo}t)Fur-
saries take to attack victim machines. Fo.r example, an at- .\ - s me that we have two alertsandt, wheret, is a
tacker may first run IP_sweep to detect live IP addresses,type Port Scanalert {SrclP=172.16.10.28, SrcPort=1073,
followed by port scanning attacks to look for open ports, pegtip-17 16.30.6, DestPort=21, StartTime=01-16-2006
and finally launch buffer overflow attacks to compromise 1 g.44.02 'EndTime=01-16-2006 18:00:02 andt, is a
live hosts. To build attack scenarios, it is crucial to iden- v oo £1p Ajx Overflowalert {SrclP =172.16.10.28, Src-
tify causal relations between individual attacks. For exam Port =1081, DestIP =172.16.30.6, DestPort =21, StartTime

ple, in the scenario above, there is a causal relation betwee =01-16-2006 18:01:05. EndTime =01-16-2006 18:01:05
the earlier IP sweep attack and the later port scanning at-y 1, < t's instantiatéd consequence EEXistService
tack because the first one may detect live IP addresses fog172 16.30.6,21) andt»’s instantiated prerequisite Bx-

the shecond one to fulrther proze. bei d'to build istService (172.16.30.6,215urther due ta;.EndTime<
There are several approaches being proposed to bui at'Q.StartTime,we know, prepares for,.
tack scenarios. For example, known attack scenario base : :
We model attack scenarios akert correlation graphs

approaches[7, 15], and prerequisite and consequence bas%in alert correlation graph(or simplya correlation graph

methods [25, 6, 17]. These approaches can build attack ; .
scenarios when original attributes are known. To build at- 's a directed graph\V, 7), where (1) any vertex € N is

tack scenarios from anonymized alerts, we use a probabil-an alert, and (2) for any directed edge;,n>) € F, we
haven; prepares fons.

ity based approach, which is extended from previous corre-
lation methods [17, 29]. In the following, we start with an
overview of a previous correlation method [17], with slight
modification to facilitate our discussion.

o = if (y1 andy, areL-peers)\ (y1 = y2) A (y1 and
yo in the same subset),

3.2.2. A Probability Based Approach to Building At-
tack Scenarios.To build attack scenarios, it is critical
to identify prepare-for relations. When all original vatue
3.2.1. An Overview of a Correlation Method [17]. In are known, this identification is straightforward. However
correlation method [17], each alert type is associated withwhen alerts are anonymized through randomization, identi-
its prerequisiteandconsequencgavhere the prerequisite of  fying prepare-for relations requires more efforts.



Example 3Let us re-consider Example 2. Assume that When there are multiple implication relationships, simila
DestlPis sensitive, and we do not know their original val- as in [29], we assume each implication relationship is inde-
ues in both alert$, andt,. Based on the prerequisites, the pendent, and then estimate the probability that at least one
consequences, and the available non-sensitive values, wemplication relationship is true. In particular, if the fra-
know thatt; prepares fot, only if ¢; and¢, have the same  bility that each implication relationship is true is at leas,
original destination IP addresses. For simplicity, assumeps, -- -, p,, respectively, then the probability that at least
that the original values dbestIPare uniformly distributed  one implication relationship is true has a lower bound value
from 172.16.30.0 till 172.16.30.255, and attribute random- 1 — (1 —p1)(1 — p2) -+ (1 — pn).
ization uniformly chooses IP addresses froT2.16.30.0 to To build attack scenarios from anonymized alerts, we
172.16.30.255 to replace original values{( = 256). We identify all possibly-prepare-for relations and connéeth
consider two cases. (1) Suppose thatndt, are in the as a graph. For convenience, we may use prepare-for re-
same subset (regarding alert set partitioning in Scherpe lll lations to represent either prepare-for relations, pdssib
If ¢; andty’s anonymized destination IP addresses are the prepare-for relations, or both in the rest of this paper.
same (e.g., both arer2.16.30.52), then based on our rea- Lower-bound probabilities related to prepare-for rela-
soning in similarity estimation (Subsection 3.1), we know tions may also be used to “polish” alert correlation graphs.
that with probability; £ = 226 = 0.501,; andt, may  Actually if we take a close look at how we compute these
have the same origin&lestIP. Equivalently, andt, may  probability values, the basic problem involved is to decide
have different original destination IP addresses with prob how possible the related attributes have the same original
ability 0.499. In addition, if after randomization; and  values. In some cases, we can estimate precise probabil-
to have different anonymized destination IP addresses, weity values. For example, suppose the desirable number of
know that their original destination IP addresses are dif- peers isC when applying Scheme llI. If two anonymized
ferent. (2) Suppose that andt, are in different subsets.  attributes are in different subsets, and they Argeers,
we know thatt; andt; may be possible (with probability  then the probability that they have the same original value
£ = 75¢) t0 have the same originBlestiPas long as their  js 1. However, in some other cases, for example, two
anonymized values are-peers. anonymized attributes are in the same subset and have the

Based on the above observation, we realize that we carSame anonymized values, we usually may assume uniform
0n|y |dent|fy possib|e prepare-for relations after atitido distribution to get lower-bound probablllty values. Since
randomization. To characterize this observation, we psepo Prepare-for relations are identified through this probigbil
to associate a probability value to each possible pregare-f based approach, itis natural that some prepare-for raatio
relations when building attack scenarios from anonymized Mmay not be true. A common way to filter out false prepare-
alerts. Notice that sometimes precisely computing the-prob for relations is to examine their related (lower-bound)pro
ability that one alert prepares for another is difficult be- abilities. If the probability is greater than a given proipab
cause analysts do not know probability distributions oferi ity threshold, we keep it in the correlation graph, otheewis
inal attribute values. However, as we mentioned in Subsec-We remove it. Notice that in [29], a probability based re-
tion 3.1 and also proved in Appendix A, we can get lower finement to alert correlation graphs also has been proposed.
bound probability values under the assumption of uniform However, the approach in [29] is to calculate the probabil-
distributions. We take advantage of this observation andity for a set of prepare-for relations, and use this probabil
define possibly-prepare-forelation. Formally, given two ity to perform aggregation, while the approach in this pa-
anonymized alert$; andt,, ¢; possibly prepares fot, per is to filter out individual prepare-for relations. In &dd
with at least probability if (1) the probability that, pre-  tion, we agree that the approach in [29] is complementary to
pares fort, is no less thamp, and (2)p > 0. Our prob- the approachin this paper, and may be applied here. Though
ability based approach is closely related to the optimistic OUr approach on polishing alert correlation graphs may help
approach in [29]. However, here probabilities related to Us remove false prepare-for relations, we also notice that i
possibly-prepare-for relations are lower bound values andhas a chance to prune true prepare-for relations. It is neces
are estimated based on the anonymization schemes in thi§ary to examine both alert correlation graphs with and with-
paper. To continue Example 3, (1) wharandt, are in the out probability-polishing to understand attackers’ dtite.
same subset, #f; andt, have the same anonymizBestIP,
we knowt; possibly prepares f_o‘,r2 yvith at least prok_JabiI-_ 4. Experimental Results
ity 0.501; (2) whent; andt, are in different subsets, if their

anonymized destination IP addresse;@;alaeers;fl possi- To evaluate the effectiveness of our techniques, we did a
bly prepares fot, with at least probabilityss . set of experiments to evaluate our anonymization schemes,

In the above example, there are only one implication similarity estimation and building correlation graphs.eTh
relationship between instantiated predicates for twotsler data sets we used are 2000 DARPA intrusion detection sce-



nario specific data sets [14]. These data sets were collected LLDOS 1.0 LLDOS 2.0.2

in simulation networks and include two scenarios: LLDOS Inside DMZ Inside DMZ
1.0 and LLDOS 2.0.2. Both scenarios have two data setS  scheme IR 100% 100% 100% 100%
collected over different parts of the networks: the inside p Scheme I:R.,. | 0.0305% | 0.0649% | 0.0418% | 0.0736%
and the DMZ part. In LLDOS 1.0, the attackers first probed | scheme I:R.. 100% 100% 100% 100%

the network, then launched buffer overflow attacks against| Scheme I:R. 0% 0% 0% 0%
vulnerableSadmindservices, next installed DDoS software | Scheme lll: Re. 100% 100% 100% 100%
on victim hosts, and finally ran DDoS attacks. LLDOS 2.0.2 | Schemell: Rmc | 10.01% 8.27% 6.58% 4.32%
has a similar scenario as in LLDOS 1.0. We used RealSe- Table 2. Similarity estimation

cure network sensor 6.0 to generate alerts from the data sets
Similar as done by DShield, we set attriblestIP (desti- .
nation IP addresses) in all alerts as sensitive attributg, a We noticed that (1) through Scheme I, we can better pro-

anonymized them using the schemes in this paper. tect alert privacy because both local and global privacy val
ues increase. For example, in LLDOS 1.0 inside part, we in-

jected around 5% of artificial alerts among all alerts, and
local privacy increases fromito 0.620, and global privacy
increases from.696 to 5.692. (2) Through Scheme II, lo-
cal privacy has significantly increased, which is highly de-
sirable, and global privacy stays almost the same, which re-
sults from consistency keeping during randomization. And

4.1. Alert Anonymization via Schemes |, Il and llI

In our first set of experiments, our goal is to evaluate the
effectiveness of artificial alert injection. We injectediar
ficial alerts into all four data sets based on Scheme I. We

set the desirable general value for ed#stIPto its cor- - -
. a . (3) after applying Scheme lll, local privacy stays the same,
responding/24 network address{ = 256). We used dis- and global privacy further increases, which results from in

tance functionD(fo, fm) = >_oc poma,) |fm (@) = fo(@)], d dent randomization i h subset
and let distance threshold (between PMFs)3e ependent randomization In each Subset

In the second set of experiments, our goal is to see the
effectiveness of attribute randomization using Scheme 1. 4.2. Similarity Measurement
We applied Scheme Il to all four mixed data sets generated
in the first set of experiments. Specifically, we randomized  In our experiments, similarity computation is based on
eachDestlIPin mixed data sets to i&56-peer node (Any [P our discussion on Subsection 3.1. For original data set,
address in itg'24 network). if two attribute values are the same, we set their simi-
In the third set of experiments, our goal is to evaluate larity to 1; otherwise their similarity is). Next we ap-
the effectiveness of Scheme IlI. we applied Scheme llI to Plied three anonymization schemes independently, where
all four mixed data sets. Specifically, we randomized eachWe chose similar settings as in Subsection 4.1 (the only
DestIPin mixed data sets to it856-peers. In addition, we  difference is that here we applied Schemes Il and il to
set time intervall = 1 hour to partition data sets. Conse- Original alert sets instead of mixed alert sets). For tha dat
quently, we got 4 subsets for LLDOS 1.0 Inside alert set, Sets after applying Scheme I, we measured attribute sim-
4 subsets for LLDOS 1.0 DMZ alert set, 2 subsets for LL- ilarity using the function for original sets. And for the
DOS 2.0.2 Inside alert set, and 2 subsets for LLDOS 2.0.2data sets after applying Schemes Il and Ill, we used the

alert set. function in Subsection 3.1 to estimate their (lower-bound)
distributions of sensitive attributes and protect datagmy, usedcorrect classification rateR.. and misclassification

we plotted the PMFs of attribuestIP, and computed lo- ~ 'até R, to measure the effectiveness of similarity estima-
cal and global privacy values for all three sets of experi- tion. Given two attribute values, if their similarity valig
ments. Due to space constraint, we listed all PMFBeg-  9greater thard, we call them"similar” pair . Assume the
tIP in Appendix B (in Figure 3). For local and global pri- alert sets before and after anonymization &rend S,.,

_ | : __ #common similar pairs it and.S,-
vacy values, we listed them in Table 1. respectively, thenk.. = # Similar pairs ins , and
. : __ # similar pairs inS,. —# common similar pairs ity and.S,- _
Based on the PMFs in Figure 3, we observed that (1) R,,. = 7 Total pairs ¥ similar pairs in . There

Scheme | can change the distributions @éstIP com- sults are shown in Table 2.

pared with original data sets, (2) Scheme Il may greatly  From Table 2, we observed that the correct classification

change the distribution dbestIP in mixed alert sets, and rate is100%, and misclassification rate is low (the maxi-

(3) Scheme IIl may further chang®estlPdistributes com-  mum is around.0%). We also notice that the results from

pared with the results in Scheme Il Scheme Il are very desirable. These results tell us that the
To precisely evaluate alert privacy, now let us look at lo- data usability is still significantly preserved after penfie

cal and global privacy values in Table 1. Based on this table,ing our anonymization techniques.



LLDOS1.0 Inside| LLDOS1.0 DMZ | LLDOS2.0.2 Inside| LLDOS2.0.2 DMZ
# original alerts 922 886 489 425
# artificial alerts injected 168 164 89 78
local privacy inS, 0 0 0 0
local privacy inS,, (Scheme I) 0.620 0.625 0.620 0.623
local privacy inS., (Scheme Il) 7.387 7.376 7.388 7.382
local privacy inS,, (Scheme lIlI) 7.387 7.376 7.388 7.382
global privacy forS, 4.696 4.845 4.461 4.519
global privacy forS,, (Scheme I) 5.692 5.806 5.372 5.383
global privacy forS,. (Scheme II) 5.672 5.792 5.360 5.363
global privacy forS,, (Scheme IIl) 6.955 7.041 6.097 6.033

Table 1. Local and global privacy (S,: original set, S,,: mixed set, attribute: DestIP).

4.3. Building Alert Correlation Graphs precision measures from anonymized data sets are higher
than those from RealSecure network sensors, but lower than
In this subsection, we evaluate the effectiveness of build-those from original data sets. This is reasonable because
ing attack scenarios. We did experiments using all four original data sets are more precise than anonymized ones.
data sets. In the first set of experiments, we identified all We also did experiments to “polish” alert correlation
possibly-prepare-for relations and built correlationgirs graphs through examining the (lower-bound) probability of
Due to space constraint, here we do not list prerequisiteseach edge. In our experiments, we set probability thresh-
and consequences for alert types and implication relation-old to ﬁ Due to space constraint, here we only dis-
ships, but they can be found in [18] (Tables Il and 1V). Fig- cuss the result on polishing Figure 2. After probability-pol
ure 2 shows a correlation graph from LLDOS 1.0 Inside ishing, the number of nodes in the resulting graphs re-
data set (after applying Scheme | and then Scheme II). duced from57 to 45. We noticed that some false prepare-
In Figure 2, the string inside each node is the alert for relations have been removed, which may further filter
type followed by an alert ID. For comparison purpose, we out false alerts (e.ggmail Almail_Overflow6729pand ar-
also built the correlation graph from the original data set, tificial alerts (e.g.,.SadmindAmslverifyOverflow10000p
where the nodes in this scenario are those without gray-However, true prepare-for relations also have a chance to be
color marking in Figure 2. For all those gray nodes, the ruled out (e.g., the prepare-for relation betwé&sh67542
ellipse nodes are in original data sets, while the rectan-and MstreamZombie6777Y, which is not desirable. So it
gle nodes are artificial alerts. The attack scenario in Fig-is helpful to examine both correlation graphs with or with-
ure 2 tells us that attackers probed the vulnerable serviceout probability based pruning to learn attackers’ actti
using SadmindPing, compromisedSadmindservices us-
ing SadmindAmslverifyOverflowattacks, use&shto start 5. Related Work
mstreammaster and zombies, leistreanmmaster and zom-

bies communicate with each othévigtreamZombig, and Our approach is related to intrusion alert correla-
finally launchedStreamDoS attacks, which is consistent tion techniques (discussed in Introduction) and privacy-
with the real attack scenario involved in this data set. preserving techniques. Various privacy-preserving tech-

In Figure 2, we observed that artificial alerts (eSpd- niques have been proposed in the fields of statisti-

mind AmslverifyOverflow10009) and false alerts (e.g., cal databases and data mining. In statistical databases,
Email Almail_Overflow6730Pmay be involvedin alertcor-  data swapping technique [22] is applicable to categor-
relation graphs. To further measure the quality of alert ical attributes. It first computes the frequency counts

correlation graphs, we computed two measunes of the combinations of attribute values for the origi-

call M, andprecision)M,, for all four data sets, where we nal data set, then re-generates a new data set that pre-
let M, = groaraacke n te eat scemari@nd M, = 8% serving the computed frequency counts. There are also
The results are shown in Table 3. other approaches such as data perturbation technigues

In Table 3, the number of alerts in the correlation meth- [26] and data distortion techniques [12]. A good sur-
ods are the number of alerts in the correlation graphs. Fromvey about privacy-preserving techniques in statistical
Table 3, we observed that artificial alerts may or may not be databases is [1].
included in correlation graphs. This tells us that attasker Privacy-preserving data mining techniques [3, 8, 2] fo-
cannot use alert correlation graphs to distinguish betweencus on constructing data mining models under the assump-
original and artificial alerts, which is desirable for pgya  tion that the original values of individual records are pro-
protection. In addition, we also noticed that, for example, tected. Our work is also related toAnonymity approach
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Figure 2. An alert correlation graph in LLDOS 1.0 Inside data set

LLDOS 1.0 LLDOS 2.0.2
Inside | DMZ Inside | DMZ

RealSecure # alerts 922 886 489 425
Correlation for original sets # alerts 44 57 13 5
Correlation for anonymized sets # original alerts 48 61 20 5
# artificial alerts 9 3 2 0
RealSecure Recall M, 61.67% | 57.30% | 80.00% | 57.14%

Correlation for original sets Recall M. 60.00% | 56.18% | 66.67% | 42.86%

Correlation for anonymized sets  RecallV/,- 60.00% | 56.18% | 66.67% | 42.86%

RealSecure PrecisionM,, 4.77% | 643% | 3.27% | 1.41%

Correlation for original sets | PrecisionM,, | 93.18% | 94.74% | 76.92% | 60.00%

Correlation for anonymized sets PrecisionM,, | 77.19% | 84.38% | 45.45% | 60.00%
Table 3. Recall and precision measures in our experiments
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[23] and concept hierarchy based privacy-preserving alert [9] J. Han and M. KamberData Mining: Concepts and Tech-

correlation approach [29], where concept hierarchies are

used to generalize original values, while in this paper we [10]
use concept hierarchies to facilitate artificial alert gane
tion and attribute randomization. Other approaches such adll]

high-level language based packet anonymization [20] are

also complementary to ours.

6. Conclusions and Future Work

To protect the privacy of intrusion alert data sets, in this
paper we propose three schemes to anonymize sensitive at-
tributes of alerts. Our techniques include injecting aniti
alerts into original data sets, applying attribute randaami
tion, and partitioning data sets and then performing random
ization. To examine the usability of anonymized alerts, we
use probability based method to estimate attribute siityilar

and build attack scenarios. Our experimental results demon

strated the usefulness of our techniques.
There are several directions worth further investigation. [16]
One is additional techniques to perform alert anonymiza-
tion. Our techniques on injecting artificial alerts may in-
troduce additional overhead on alert correlation analysis
Other directions include additional correlation analygis
proaches that can help us understand security threats from
anonymized alerts.

References

(1]

(2]

(3]

N. Adam and J. Wortmann. Security-control methods far st
tistical databases: A comparison studM Computing Sur-
veys 21(4):515-556, 1989.

D. Agrawal and C. Aggarwal. On the design and quantifica-
tion of privacy-preserving data mining algorithms. Pmo-
ceedings of the 20th ACM SIGMOD-SIGACT-SIGART Sym-
posium on Principles of Database SysteMay 2001.

R. Agrawal and R. Srikant. Privacy-preserving data min-
ing. In Proceedings of the 2000 ACM SIGMOD Interna-
tional Conference on Management of Daktéay 2000.

[4] T. Cover and J. ThomasElements of Information Theary

(5]

(6]

(7]

(8]

John Wiley & Sons, Inc., 1991.

F. Cuppens. Managing alerts in a multi-intrusion detect
environment. InProceedings of the 17th Annual Computer
Security Applications ConferencBecember 2001.

F. Cuppens and A. Miege. Alert correlation in a coopegti
intrusion detection framework. IRroceedings of the 2002
IEEE Symposium on Security and Privabay 2002.

H. Debar and A. Wespi. Aggregation and correlation of
intrusion-detection alerts. IRecent Advances in Intrusion
Detection LNCS 2212, pages 85 — 103, 2001.

A. Evfimievski, J. E. Gehrke, and R. Srikant. Limiting pri
vacy breaches in privacy preserving data minindPloceed-
ings of the 22nd ACM SIGACT-SIGMOD-SIGART Sympo-
sium on Principles of Database Systems (PODS 2Q08)e
2003.

12

[12]

[13]

[14]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

nigues Morgan Kaufmann Publishers, 2001.

Internet Security Systems. RealSecure intrusion diiete
system.htt p: // ww. i ss. net.

K. Julisch. Clustering intrusion detection alarms tpgort
root cause analysisACM Transactions on Information and
System Security(4):443-471, Nov 2003.

C. Liew, U. Choi, and C. Liew. A data distortion by proba-
bility distribution. ACM Transactions on Database Systems
10(3):395-411, September 1985.

P. Lincoln, P. Porras, and V. Shmatikov. Privacy-prewsg
sharing and correlation of security alerts. Rroceedings of
13th USENIX Security SymposipAugust 2004.

MIT Lincoln Lab. 2000 DARPA intrusion detection sceitar
specific datasets. http://ww. || . mt.edu/l ST/

i deval / dat a/ 2000/ 2000_dat a_i ndex. ht nl ,

2000.

B. Morin and H. Debar. Correlation of intrusion symptam
an application of chronicles. IRroceedings of the 6th Inter-
national Conference on Recent Advances in Intrusion Detec-
tion (RAID’03), September 2003.

B. Morin, L. Mé, H. Debar, and M. Ducaés M2D2: A for-

mal data model for IDS alert correlation. Rroceedings of
the 5th International Symposium on Recent Advances in In-
trusion Detection (RAID 2002pages 115-137, 2002.

P. Ning, Y. Cui, and D. S Reeves. Constructing attack sce
narios through correlation of intrusion alerts.Rroceedings

of the 9th ACM Conference on Computer and Communica-
tions Securitypages 245—-254, Washington, D.C., November
2002.

P. Ning and D. Xu. Hypothesizing and reasoning about at-
tacks missed by intrusion detection systen®CM Trans-
actions on Information and System Securitg4):591-627,
November 2004.

The Department of Homeland Security Science and Tech-
nology directorate. PREDICT - protected repository for the
defense of infrastructure against cyber threatst t ps:

[/ www. predict.org.

R. Pang and V. Paxson. A high-level programming environ
ment for packet trace anonymization and transformation. In
Proceedings of ACM SIGCOMM 2008ugust 2003.

P.A. Porras, M.W. Fong, and A. Valdes. A mission-impact
based approach to INFOSEC alarm correlationPioceed-
ings of the 5th International Symposium on Recent Advances
in Intrusion Detection (RAID 2002pages 95-114, 2002.

S. Reiss. Practical data-swapping: The first step<CM
Transactions on Database Systef(4):20-37, March 1984.

P. Samarati and L. Sweeney. Protecting privacy when
disclosing information: k-anonymity and its enforcement
through generalization and suppression. Technical Report
SRI-CSL-98-04, Computer Science Laboratory, SRI Inter-
national, 1998.

S. Staniford, J.A. Hoagland, and J.M. McAlerney. Picadt
automated detection of stealthy portscadsurnal of Com-
puter Security10(1/2):105-136, 2002.

S. Templeton and K. Levitt. A requires/provides modai f
computer attacks. IRroceedings of New Security Paradigms
Workshop pages 31 — 38. ACM Press, September 2000.



[26] F. Traub, Y. Yemini, and H. W¢niakowski. The statisti- To summarize, we know thdt(x; = a2|y1 = y2) have
cal security of a statistical databasdCM Transactions on a minimum valueﬁ whenwy, vg, - - -, v, are in uni-
Database System8(4):672—-679, December 1984. form distribution. o 0

[27] J. Ullrich. DShield - distributed intrusion detectiggstem.
http://ww. dshi el d. org.

[28] A. Valdes and K. Skinner. Probabilistic alert corraat In
Proceedings of the 4th International Symposium on Recent

Advances in Intrusion Detection (RAID 200fages 54—68, B. Attribute Distributions in Our Experi-

2001. ments
[29] D. Xu and P. Ning. Privacy-preserving alert correlatié . . . . .
concept hierarchy based approachPtaceedings of the 21st In this section, we listed attributBestIP distributions

Annual Computer Security Applications Conference (ACSAC (i.€., PMFs) in each original data set, in each mixed alert se
'05), December 2005. after applying Scheme 1, in each mixed alert set after ap-

[30] V. Yegneswaran, P. Barford, and S. Jha. Global intrusie- plying Scheme I, and in each mixed alert set after applying

tection in the domino overlay system. Rioceedings of the ~ Scheme Ill. The results are shown in Figure 3.

11th Annual Network and Distributed System Security Sym-  Note that in Figure 3, each destination IP address is

posium (NDSS’'04)February 2004. transformed into an integer. Specifically, if the format of
an IP address ig. B.C.D where A, B, C and D are inte-
A. A Lower Bound on Similarity Estimation gers between to 255, thenA.B.C.D is transformed to an

integerr = A x 224 + B x 216 4 C x 28 + D.

Lemma 1 Given a sensitive attributd ; with domain{v;,

va, -+, Un } (v; IS @ possible attribute value fad,), sup-
posex; andz, are two original values ford,, andy; and

yo are two image values far; and xs, respectively, after
applying Scheme II. Further assume the number of desir-
able peer nodes in Scheme llds P(x; = z2]y1 = y=2) has

a lower bound whemy, v, - - -, v,, are in uniform distribu-
tion.

PROOF. First, let us assume that in the original alert set,
P(z1 = x2) = a. Then we have

P(x1 = 22ly1 = y2)
P(zi=z2N\y1=y2)
P(y1=y2)
_ P(zi=z2Ay1=y2)
T P(yi=y2lzi=x2) P(z1=x2)+P(y1=y2|z1#22) P(z1#22)
(o3

[
0

a+=7=

£—-1+1

Now let us discuss how to compute Suppose the prob-
abilities for possible attribute values, v, - - -, v, In Ag’s
domain arepy, po, - - -, pn, respective, wherg, +po+- - -+
pn = 1. Thena = p? +p3 + -+ p2.

Based on Cauchy’s inequality(}";" ; a;b))? <
(i af) (3o, b?), we can derive
Q= Z?:l pf 2 (Z?:l pi)Q/” = %

Then we know that the minimum value afis % where

p1=p2 =+ = p, = + (uniform distribution). Next we
prove P(z1 = xzaly1 = y2) = ﬁ is monotonically

increasing whe < o < 1.

Assumel < a; < as < 1. Thenai1 > (%2 Next we
1 1 H L
havel —1+ ;- > £ —1+ 4. Finally we getm <

£
.
[,71+a—2
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Figure 3. PMFs in original alert sets and after applying Schemes |, Il and llI
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