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Abstract

Broadcast authentication is a fundamental security seividistributed sensor networks. This pa-
per presents the development of a scalable broadcast sigtienm scheme namedulti-level nTESLA
based onuTESLA, a broadcast authentication protocol whose scathalis! limited by its unicast based
initial parameter distribution. Multi-level TESLA satisfies several nice properties, including low ever
head, tolerance of message loss, scalability to large mkswand resistance to replay attacks as well as
denial of service attacks. This paper also presents thdajewent of a multi-leveL TESLA broadcast
authentication system on TinyOS, an operating system fovar&ed sensors, and experimental results
obtained through simulation.

1 Introduction

A distributed sensor network usually consists of one orsd\wmputationally powerful nodes calledse
stations and a large number of inexpensive, low capacity nodes cadtesrs (or sensor nodes). The nodes
in a distributed sensor network communicate through wssetmmmunication, which is usually limited in
bandwidth. Distributed sensor networks have extensivéagtipns in military as well as civilian operations,
in which it is necessary to deploy sensor nodes dynamically.

Broadcast authentication is an essential service in kiggt sensor networks. Because of the large
number of sensor nodes and the broadcast nature of wiraassenication, it is usually desirable for the
base stations to broadcast commands and data to the semss. nbhe authenticity of such commands
and data is critical for the normal operation of sensor ndtaolf convinced to accept forged or modified
commands or data, sensor nodes may perform unnecessaryoareit operations, and cannot fulfill the
intended purposes of the network. Thus, in hostile enviremis(e.g., battle field, anti-terrorists operations),
it is necessary to enable sensor nodes to authenticatedasiadessages received from the base station.

Providing broadcast authentication in distributed sem&dworks turns out to be a non-trivial task. On
the one hand, public key based digital signatures (e.g., RSB, which are typically used for broadcast
authentication in traditional networks, are too expensgiviee used in sensor networks, due to the intensive
computation involved in signature verification and the tese constraints on sensors. On the other hand,

*A preliminary version of this paper has appeared in the Riogs of the 10th ISOC Annual Network and Distributed Syste
Security Symposium [20].



secret key based mechanisms (e.g., HMAC [18]) cannot bethjirapplied to broadcast authentication,
since otherwise a compromised receiver can easily forgereassage from the sender.

A protocol nameduTESLA [27] has been proposed for broadcast authenticatiodistributed sensor
networks, which is adapted from a stream authenticatiotopob called TESLA [25].uTESLA employs a
chain of authentication keys linked to each other by a pseaddom function [14], which is by definition a
one way function. Each key in the key chain is the image of the key under the pseudo random function.
uTESLA achieves broadcast authentication through delaystodure of authentication keys in the key
chain. The efficiency ot TESLA is based on the fact that only pseudo random functiah satret key
based cryptographic operations are needed to authenidateadcast message. (More detailg/ ®ESLA
can be found in Section 2.)

The original TESLA uses broadcast to distribute the injtiatameters required for broadcast authenti-
cation. The authenticity of these parameters are guariga digital signature generated by the sender.
However, due to the low bandwidth of a sensor network anddiwecbmputational resources at each sen-
sor node,u TESLA cannot distribute these initial parameters usinglipltey cryptography. Instead, the
base station has to unicast the initial parameters to theosarmodes individually. This feature severely
limits the application o TESLA in large sensor networks. For example, The implentemtaf y TESLA
in [27] has 10 kbps at the physical layer and supports 30-pgtkets. To bootstrap 2,000 nodes, the
base station has to send or receive at least 4,000 packatribude the initial parameters, which takes at
least:909x30x8 _ 93 75 seconds even if the channel utilization is perfect. Such thagecertainly cannot

10,240 _
scale up to very large sensor networks, which may have thossaf nodes.

In this paper, we present a series of techniques to extermhffabilities ofu TESLA. The basic idea is to
predetermine andbroadcast the initial parameters required yTESLA instead of unicast-based message
transmission. In the simplest form, our extension distabuheyTESLA parameters during the initializa-
tion of the sensor nodes (e.g., along with the master keyedhagtween each sensor and the base station).
To provide more flexibility, especially to prolong the liigte of xTESLA without requiring a very long
key chain, we introduce a multi-level key chain scheme, irictviihe higher-level key chains are used
to authenticate the commitments of lower-level ones. Tth&rrimprove the survivability of the scheme
against message loss and Denial of Service (DOS) attacksiseveedundant message transmissions and
random selection strategies to deal with the messagesithiabate key chain commitments. The resulting
scheme, which is namedulti-level xTESLA, removes the requirement of unicast-based initial comoauni
tion between base station and sensor nodes while keepimictheroperties ofi TESLA (e.g., tolerance of
message loss, resistance to replay attacks).

We also report the implementation of a multi-ley@IESLA broadcast authentication system on TinyOS
[16]. In this paper, we describe the design and implementaif the multi-levelu TESLA API as well as
the experiments performed through simulation. Our expemis are intended to study the performance of
multi-level 4y TESLA under severe attacks and poor channel quality. Thererpntal results demonstrate
that our scheme can tolerate high channel loss rate andstargso known DOS attacks to a certain degree.

The rest of this paper is organized as follows. The next aedjives a brief overview ofiTESLA.
Section 3 presents the development of the multi-lgvBESLA scheme. Section 4 describes the design
and implementation of the multi-leveiTESLA API on TinyOS [16]. Section 5 presents our experiments
performed through simulation. Section 6 discusses thdeglavork, and section 7 concludes the paper
and points out some future research directions. Appendixe&gnts the details of the two-leyeTESLA
scheme, from which the multi-levelTESLA is extended. Finally, appendix B gives the details e t
multi-level u TESLA API.



2 An Overview of uTESLA

Authentication of broadcast messages is an important isgéssue in wired or wireless networks. Gen-
erally, an asymmetric mechanism, such as public key crypfibty, is required to authenticate broadcast
messages. Otherwise, a malicious receiver can easily fagpacket from the sender. However, due to the
high communication, computation and storage overheadechslgmmetric cryptographic mechanisms, it is
impractical to implement them in resource constrained cremstworks.

uTESLA introduced asymmetry by delaying the disclosure afimetric keys [27]. A sender broadcasts a
message with a Message Authentication Code (MAC) genewdtha secret keys, which will be disclosed
after a certain period of time. When a receiver receivesrtigssage, if it can ensure that the packet was
sent before the key was disclosed, the receiver can buffep#itket and authenticate it when it receives the
corresponding disclosed key. To continuously autherittad broadcast packejs] ESLA divides the time
period for broadcasting into multiple time intervals, gesng different keys to different time intervals. All
packets broadcasted in a particular time interval are atittaged with the same key assigned to that time
interval.

To authenticate the broadcast messages, a receiver fingndichtes the disclosed keysTESLA uses a
one-way key chain for this purpose. The sender selects amandluek,, as the last key in the key chain
and repeatedly performs a pseudo random funclidle compute all the other keys; = F(K;+1),0 <
i < n — 1, where the secret kelf; is assigned to thé" time interval. With the pseudo random function
F, given K; in the key chain, anybody can compute all the previous Ke€y$ < i < j, but nobody can
compute any of the later keys;, j+1 < ¢ < n. Thus, with the knowledge of the initial kdy,, the receiver
can authenticate any key in the key chain by merely perfagrpseudo random function operations. When
a broadcast message is availablg‘intime interval, the sender generates MAC for this messagdeavkey
derived fromK; and then broadcasts this message along with its MAC ancbdeslthe key<;_; assigned
to the time intervall;_ 4, whered is the disclosure lag of the authentication keys. The semidders a long
delay in order to make sure that all or most of the receivensreeeive its broadcast messages. But, for the
receiver, a long delay could result in high storage overtieddiffer the messages.

Each key in the key chain will be disclosed after some delaya fesult, the attacker can forge a broadcast
packet by using the disclosed kgyTESLA uses a security condition to prevent a receiver frooepting
any broadcast packet authenticated with a disclosed keenvdtreceiver receives an incoming broadcast
packet in time interval;, it checks the security conditidi7,.+A—Tp) /Tint| < I;+d, whereT, is the local
time when the packet is receivel, is the start time of the time interval T;,,; is the duration of each time
interval, andA is the maximum clock difference between the sender and.itffethe security condition
is satisfied, i.e., the sender has not disclosed theigyet, the receiver accepts this packet. Otherwise,
the receiver simply drops it. When the receiver receivesdibelosed keyk;, it can authenticate it with
a previously received key; by checking whethel; = F*~7(K;), and then authenticate the buffered
packets that were sent during time interyal

uTESLA is an extension to TESLA [25]. The only difference beem TESLA andguTESLA is in their
key chain commitment distribution schemes. TESLA uses asgtmc cryptography to bootstrap new re-
ceivers, which is impractical for current sensor networlts tb its high computation and storage overhead.
uTESLA depends on symmetric cryptography with the masterskeyed between the sender and each re-
ceiver to bootstrap the new receivers individually. In thihieme, the receiver first sends a request to the
sender, and then the sender replies a packet containingittenttimeT’. (for time synchronization), a key
K; of one way key chain used in a past intervathe start timel; of interval ¢, the duratior;,; of each
time interval and the disclosure lag

TESLA was later extended to include an immediate authdrditanechanism [26]. The basic idea is to
include an image under a pseudo random function of a lateagessontent in an earlier message so that



once the earlier message is authenticated, the later neessatent can be authenticated immediately after
it is received. This extension can also be applied T&SLA protocol in the same way.

3 Multi-Level 4 TESLA

The major barrier of usinggTESLA in large sensor networks lies in its difficulty to dibtrite the key
chain commitments to a large number of sensor nodes. In otbets, the method for bootstrapping new
receivers inuTESLA does not scale to a large group of new receivers, thdliglokay to bootstrap one or

a few. The essential reason for this difficulty is the misrhdtetween thenicast-based distribution of key
chain commitments and the authenticatiorbajadcast messages. That is, the technique is developed for
broadcast authentication, but it relies on unicast-baseldnique to distribute the initial parameters.

In this section, we develop several techniques to extenddpability of u TESLA. The basic idea is to
predetermine and broadcast the key chain commitments instead of unicast-based messagEmissions.
In the following, we present a series of schemes; each latense improves over the previous one by
addressing some of its limitations except for scheme V, Wwieproves over scheme IV only in special
cases where the base station is very resourceful in termsropuatational power. The final scheme, a
multi-level x TESLA scheme, then has two variations based on schemes IV, aadpectively.

We assume each broadcast message is from the base statiensensor nodes. Broadcast messages
from a sensor node to the sensor network can be handled asssedgn [27]. That is, the sensor node
unicasts the message to the base station, which then beiadica message to the other sensor nodes. The
messages transmitted in a sensor network may reach theatesti directly, or may have to be forwarded
by some intermediate nodes; however, we do not distinguéslden them in our schemes.

For the sake of presentation, we denote the key chain witmitment K, as(K) throughout this paper.

3.1 Schemel: Predetermined Key Chain Commitment

A simple solution to bypass the unicast-based distributibkey chain commitments is to predetermine
the commitments, the starting times, and other paramefeksyochains to the sensor nodes during the
initialization of the sensor nodes, possibly along with tester keys shared between the sensor nodes and
the base station. (Unlike the master keys, whose confidéntznd integrity are both important, only the
integrity of the key chain commitments needs to be ensurkslg result, all the sensor nodes have the key
chain commitments and other necessary parameters oncartheytialized, and are ready to us€ESLA

as long as the starting time is passed.

This simple scheme can greatly reduce the overhead invahdidtribution of key chain commitments in
uTESLA, since unicast-based message transmission is natedcgany more. However, this simple solution
also introduces several problems.

First, a key chain in this scheme can only cover a fixed peridioin@. To cover a long period of time, we
need either a long key chain, or long time intervals to diditetime period. However, both options may
introduce problems. If a long key chain is used, the bas@stags to allocate a large amount of memory
to store the key chain. For example, in our later experimehesduration of each time interval is 100ms.
To cover one day, the base station has to alloate 60 x60 x 10 x 8 = 6,912,000 bytes memory to
store the keys. This may not be desirable in some applicatitm addition, the receivers has to perform
intensive computation of pseudo random functions if thera long delay (which covers a large number
of time intervals) between broadcast messages in orderthemticate a later disclosed key. Continuing
from the previous example, if the time between two conseeutiessages received in a sensor is one hour,
the sensor has to perforfi® x 60 x 10 = 36,000 pseudo random operations to verify the disclosed key,



which may be prohibitive in resource constrained sensdra.ldng interval is used, there will be a long
delay before the authentication of a message after it isvedtieand it requires a larger buffer at each sensor
node. Though the extensions to TESLA [26] can remove theydrelauthenticating the data payload and
the buffer requirement at the sensor nodes, the messaddmwvalto be buffered longer at the base station.

Second, it is difficult to predict the starting time of a keyachwhen the sensor nodes are initialized. If
the starting time is set too early, the sensor nodes will lawempute a large number of pseudo random
functions in order to authenticate the first broadcast ngess@s we see in the previous example, one hour
delay will introduce a huge number of pseudo number opersititn addition, the key chain must be fairly
long so that it does not run out before the sensor netwoifesrtie ends. If the starting time is set too late,
messages broadcasted before it cannot be authenticate@EBLA.

These problems make this simple scheme not a practical améhelfollowing, we propose several
additional techniques so that we not only avoid the problemsnicast-based distribution of key chain
commitment, but also those of this simple scheme.

3.2 Schemell: Naive Two-Level uTESLA

The essential problem of scheme I lies in the fact that it [gassible to use both a short key chain and short
time intervals to cover a long period of time. This conflichdze mitigated by using multiple levels of key
chains. In the following several subsections, we first itigase the special case of two level key chains to
enhance its security and robustness, and then extend thtsiesmulti-level key chains in Section 3.6.

The two-level key chains consist of a high-level key chaid amultiple low-level key chains. The low-
level key chains are intended for authenticating broadrestsages, while the high-level key chain is used
to distribute and authenticate commitments of the lowdlkgg chains. The high-level key chain uses a long
enough interval to divide the time line so that it can cover lifetime of a sensor network without having
too many keys. The low-level key chains have short enougivals so that the delay between the receipt
of broadcast messages and the verification of the messampdarable.

The lifetime of a sensor network is divided intg (long) intervals of duratio\y, denoted ag;, I, ...,
andr,,. The high-level key chain hag + 1 elementsk, K3, ..., K,,, which are generated by randomly
picking K,,, and computingk; = Fy (K1) fori =0,1,...,n9 — 1, whereF; is a pseudo random function.
The key K; is associated with each time intervgl We denote the starting time @f as7;. Thus, the
starting time of the high-level key chainis.

Since the duration of the high-level time intervals is usueéry long compared with the network delay
and clock discrepancies, we choose to disclose a high#eyek’; used forl; in the following time interval
I;+1. Thus, we use the following security condition to check Weethe base station has disclosed the key
K; when a sensor node receives a message authenticate&wathtimes: ¢ + dprae < Tia1, Wheredn g,
is the maximum clock discrepancy between the base statibthasensor node.

Each time interval; is further divided inton; (short) intervals of duratiod\, denoted as; 1, I; 2, ...,
I, »,. If needed, the base station generates a low-level key dbaieach time intervall; by randomly
picking K; ,,, and computingk; ; = Fi(K; j41) for j = 0,1,...,n; — 1, whereF; is a pseudo random
function. The keyk; ; is intended for authenticating messages broadcastedgdtmntime intervall; ;.
The starting time of the key chaiff(; o) is predetermined &8;. The disclosure lag for the low-level key
chains can be determined in the same way BESLA and TESLA [25, 27]. For simplicity, we assume all
the low-level key chains use the same disclosuredlagurther assume that messages broadcasted during
I; ; are indexed a$i, j). Thus, the security condition for a message authenticatéd A% ; and received
attimet is: i' < (i — 1)« nq + j + d, wherei’ = |*=1f0Maz | 4 1, anddy, is the maximum clock
discrepancy between the base station and the sensor node.
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Figure 1. The two levels of key chains in Scheme Il. Each kgyis used for the high-level time interval
I;, and each keyy; ; is used for the low-level time intervd} ;. Fy and F; are different pseudo random
functions. Each commitmetdt; g is distributed during the time intervd)_,.

When sensor nodes are initialized, their clocks are symited with the base station. In addition, the
starting timeT, the commitments, of the high-level key chain, the duratiah, of each high-level time
interval, the duration\; of each low-level time interval, the disclosure lddor the low-level key chains,
and the maximum clock discrepanéy;,, between the base station and the sensor nodes throughout the
lifetime of the sensor network are distributed to the semsor

In order for the sensors to use a low-level key chdif) o) during the time interval;, they must au-
thenticate the commitmetdt; o beforeT;. To achieve this goal, the base station broadcastsranitment
distribution message, denoted a€’ D M;, during each time interval;. (In the rest of this paper, we use
commitment distribution message and its abbreviatidii M interchangeably.) This message consists of
the commitments’; ;» o of the low-level key chain K; 2 o) and the keyk;_; in the high-level key chain.
Specifically, the base station constructs ¢hB M; message as follows:

CDM,; = i|K;120|MACk/(i|K;120)|Ki—1, Wwhere {” denotes message concatenation, &ffds
derived fromk; with a pseudo random function other thBpand F;.

Thus, to use a low-level key chaii’; o) during I;, the base station needs to generate the key chain during
I;_, and distributek’; o in CDM;_».

Since the high-level authentication ké§; is disclosed inC'DM;, 1 during the time interval;, each
sensor needs to sto€eD M; until it receivesC' D M; 1. Each sensor also stores a K€y, which is initially
Ko. After receivingk; ; in CDM;, the sensor authenticates it by verifying thgt ' 7 (K, 1) = K;.
Then the sensor replaces the currBntwith K;_;.

Suppose a sensor has receieéd M, . Upon receivingC' DM;_1 during I;_1, the sensor can au-
thenticateC DM, _, with K;_, disclosed inC DM;_4, and thus verifyK; 5. As a result, the sensor can
authenticate broadcast messages sent by the base statigrthesu TESLA key chain(kj; ) during the
high-level time intervall;.

This scheme usesTESLA in two different levels. The high-level key chain esdion the initializa-
tion phase of the sensor nodes to distribute the key chainmittnent, and it only has a single key chain
throughout the lifetime of the sensor network. The low-ldwy chains depend on the high-level key chain
to distribute and authenticate the commitments. Figuréutibtes the two-level key chains, and Figure 2
displays the key disclosure schedule for the keys in thegelhains.
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Figure 2: Key disclosure schedule in Scheme Il

The two-level key chains scheme mitigates the problem arteoed in scheme I. On the one hand, by
having long time intervals, the high-level key chain canerca long period of time without having a very
long key chain. On the other hand, the low-level key chaindiast time intervals so that authentication of
broadcast messages does not have to be delayed too much.

Similar touTESLA and TESLA, a sensor can detect forged messages byingrthe MAC with the cor-
responding authentication key once the sensor receiviesatidition, replay attacks can be easily defeated
if a sequence number is included in each message.

In the preliminary version of this paper [20], we used a \t#&taof this naive two-level key chains scheme
based on the immediate authentication extension to TESBA [2he intention was to enable a sensor to
authenticate the key included in(dD M message immediately after it receives the message. Spdlgjfic
we included an image of the key chain commitment containgdlémextC DM message under a pseudo
random function in the currerf DM message. Once thiS8D M message is authenticated (after receiving
the nextC DM message), the key chain commitment in the n@X?M message can be authenticated
immediately. However, a further investigation reveald this alternative does not save much. Unlike the
data to be immediately authenticated in [26], a key chainradment usually has the same length as its
image under a pseudo random function. Thus, the above igarigt equivalent to having each key chain
commitment included in two consecuti¢eD M messages.

3.3 Schemelll: Fault Tolerant Two-Level uTESLA

Scheme Il does not tolerate message losses as WellBSLA and TESLA. There are two types of message
losses: the losses of normal messages, and the los€eB df messages. Both may cause problems for
scheme Il. First, the low-level keys are not entirely chditegether. Thus, losses of a key disclosure
messages for later keys in a low-level key chain cannot bavezed even if the sensor can receive keys in
some later low-level key chains. For example, consider asekeykK; ,,, that is used to authenticate the
packet in the key chain of time interva). If the C' DM message that carries the disclosurdsf,, is lost,

the sensor then has no way to authenticate this packet. Asit, r@sensor may not be able to authenticate a
stored message even if it receives some key disclosure gesskder. In contrast, withTESLA a receiver
can authenticate a stored message as long as it receives &dgt Second, it DM;_5 does not reach
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Figure 3: The two levels of key chains in Scheme lII. It diffédrom Figure 1 in that eack; ,,, is derived
from K1 using an additional pseudo random functif .

a sensor, the sensor will not be able to use the key clfdijn) for authentication during the entire time
interval I;, which is usually pretty long (to make the high-level keyiohshort).

To address the first problem, we propose to further connedobttr+level key chains to the high-level one.
Specifically, instead of choosing eaéh ,,, randomly, we derive eacK;,,, from a high-level keyK,
(which is to be used in the next high-level time intervalptigh another pseudo random functiBf . That
is, K n, = Fo1(K;+1). As aresult, a sensor can recover any authenticatiorfdgyas long as it receives a
CDM message that disclosé§, with i >= i + 1, even if it does not receive any later low-level ki&y ;
with j* >= j. Thus, the first problem can be resolved. Figure 3 illussrétes idea.

The second problem does not have an ultimate solution; ib&se station cannot reach a sensor at all
during a time intervall;, C'DM; will not be delivered to the sensor. However, the impact ofigerary
communication failures can be reduced by standard fawtaat approaches.

One possible solution to mitigate the second problem isdioiife each key chain commitment in multiple
CDM messages. For example, we may include each key chain corantifiy, in [ consecutiveC'D M
messages,'DM; s, ..., CDM;_q1). As a result,C'DM; includes the key chain commitments, ;- o,

... Kit1410. A sensor can recover and authentichlg, if it receives either any two of the above’ DM
messages, or one of the” DM messages and DM,;_1. However, this also increases the sizeCab M
messages as well as theD M buffer on sensor nodes. Moreover, the larger a packet isntve possible
that it is lost in wireless communication. Considering thetfthat packets in distributed sensor networks
usually have limited size (e.g., the payload of each packdinyOS [16] is at most 29 bytes), we decide
not to go with this solution.

Instead, we propose to have the base station periodicaiBdoast th&€' DM message during each time
interval. Assuming that the frequency of this broadcadt,igachC D M message is therefore broadcasted
F x Ap times. To simplify the analysis, we assume the probabifigt & sensor cannot receive a broadcast
ofaC'DM message igy. Thus, the probability that a sensor cannot receive any obthe C'D M message
is reduced tg} * 2.

Note that even if a sensor cannot receive ahy M message during a time interva], it still has the
opportunity to authenticate broadcast messages in tineevals later than; ;. Not having theC DM
message in time intervd} only prevents a sensor from authenticating broadcast messhring/; .. As
long as the sensor get’a) M message, it can derive all the low-level keys in the previous intervals.

8



By periodically broadcasting’ DM messages, scheme lll introduces more overhead than schdrse |
us consider the overhead on the base station, the sensdrsheagommunication channel, respectively.
Compared with Scheme I, this scheme does not change theutatigm of C DM messages in the base
station, but increases the overhead to trangiiX)/ messages by’ x A times. Base stations in a sensor
network are usually much more powerful than the sensor nodésis, the increased overhead on base
stations may not be a big problem as longras A is reasonable.

The sensors are affected much less than the base stationanignbenvironment, since each sensor
only needs to process oeD M message for each time interval. Thus, the sensors havelyoiinghsame
overhead as in scheme II. However, we will show that a sers®itditake a different strategy in a hostile
environment in which there are DOS attacks. We will delaydiseussion of sensors’ overhead until we
introduce our counter measures.

This approach increases the overhead in the communicdiamel byF' x A times, since th&€' DM
message for each time interval is repeated A times. Assume the probability that a sensor cannot receive
aCDM message ip; = 1/2 andF x Ay = 10. Under our simplified assumption, the probability that
the sensor cannot receive any of the@D M messages iﬁ?XAO < 0.1%. Further assume tha is 1
minutes, which is quite short as the interval length for tighHevel key chain. Thus, there is 06&D M
message per 6 seconds. Assume the bandwidth is 10 kbps dand’'édd packet is 36 bytes = 288 bits,
which includes the 29 byt€’ DM message and the 7 byte packet header as in our experiment®KSe
5). Then the relative communication overhead,—(jgffg—X6 = 0.47%. This is certainly optimistic, since
we assume perfect channel utilization. However, it stibbveh that scheme Il introduces very reasonable
communication overhead in typical sensor networks.

One limitation of Scheme Il is that if a sensor misses alliespf C D M; during the time interval,
it cannot authenticate any data packets received duringbefore it receives an authentic;, j > i + 2.
(Note that the sensor does not have to receive an auth€iiig/ message. As long as the sensor can
authenticate a high-level kdy; with j > i + 2, it can derive the low-level keys through the pseudo random
functionsFy, Fy1, andFy.) Since the earliest high-level kdy; that satisfieg > i + 2 is K;;3, andK; 3 is
disclosed durind; .4, the sensor has to buffer the data packets received diriador at least the duration
of one high-level time interval.

3.4 SchemelV: DOS-Tolerant Two-Level uTESLA

In scheme lll, the usability of a low-level key chain dependshe authentication of the key chain commit-
ment contained in the correspondingD M message. A sensor cannot use the low-level key cl¥ain)

for authentication before it can authenticéfg, distributed inC DM;_». This makes th€ DM messages
attractive targets for attackers. An attacker may disraptdistribution ofC DM messages, and thus pre-
vent the sensors from authenticating broadcast messageg the corresponding high-level time intervals.
Although the high-level key chain and the low-level onesdrained together, and such sensors may store
the broadcast messages and authenticate them once the r@d¢ater commitment distribution message,
the delay between the receipt and the authentication of taesages may introduce a problem: Indeed,
an attacker may send a large amount of forged messages taséxha sensors’ buffer before they can
authenticate the buffered messages, and force them to dnep guthentic messages.

The simplest way for an attacker to disrupt thé M messages is to jam the communication channel.
We may have to resort to techniques such as frequency hojfpihg attacker completely jam the com-
munication channel. This is out of the scope of this papee ditacker may also jam the communication
channel only when th€’ DM messages are being transmitted. If the attacker can ptbdicichedule of
such messages, it would be much easier for the attackerngptisuch message transmissions. Thus, the
base station needs to send ti® M messages randomly or in a pseudo random manner that cannot be



predicted by an attacker that is unaware of the random seeaifplicity, we assume that the base station
sends th& D M messages randomly.

An attacker may forge commitment distribution messagestduse the sensors. If a sensor does not
have a copy of the actuél D M;, it will not be able to get the corredt;,» o, and cannot use the low-level
key chain(X; 2 ) during the time interval;».

Consider a commitment distribution messag&dM; = i|K; 20| MACk (i|Kit2,0)|Ki—1. Once see-
ing such a message, the attacker lear@d K;_;. Then the attacker can replace the actial ;g
or MAC:(i|K;t2,0) With arbitrary valueski,,, or M AC’, and forge another message!DM; =
z’|K{+2,O|MAC’|Ki_1. Assume a sensor has an authentic copg'dfM;_,. The sensor can verifiX;_;
with K;_ o, sinceK;_» is included inC' DM;_,. However, the sensor has no way to verify the authenticity
of K{+270 or M AC’ without the corresponding key, which will be disclosed fate other words, the sensor
cannot distinguish between the auther@i® M; messages and those forged by the attacker. If the sensor
does not save an authentic copy(db M; during I;, it will not be able to get an authenticatéd ., » o even
if it receives the authentication kéy; in C DM, during I;11. As a result, the sensor cannot use the key
Chain<KZ-+270> during Ii+2-

One may suggest to distribute eakh, in some earlier time intervals thdip_,. However, this does not
solve the problem. If a sensor does not have an authentic afoyye C DM message, it can never get the
correctK; o. To take advantage of this, an attacker can simply férgel/ messages as discussed earlier.

We propose a random selection method to improve the reliatdadcast of commitment distribution
messages. For theé D M; messages received during each time intefyaéach sensor first tries to discard
as many forged messages as possible. There is a simple tessémsor to identify some forgedD M;
messages during;. The sensor can verify i, ' /(K; ;) = K;, whereK; ; is the high-level key
disclosed inC'DM; and K; is a previously disclosed high-level key. (Note that suchjaalways exists,
since the commitmenk, of the high-level key chain is distributed during the irlidation of the sensor
nodes.) Messages that fail this test are certainly forgeidshould be discarded.

The simple test can filter out some forged messages; howteegrdo not rule out the forged messages
discussed earlier. To further improve the possibility tthet sensor has an authen@d M; message, the
base station uses a random selection method to store fhe/; messages that pass the above test. Our goal
is to make the DOS attacks so difficult that the attacker woatler use constant signal jamming instead
to attack the sensor network. In other words, we want to prtetie® DOS attacks that can be achieved by
sending a few packets. Some of the strategies are also aplglito the low-level key chains as well as the
(extended) TESLA and TESLA protocols.

Without loss of generality, we assume that each copy' 6f); has been weakly authenticated in the
time intervall; by using the aforementioned test.

3.4.1 Single Buffer Random Selection

Let us first look at a simple strategsingle buffer random selection. Assume that each sensor node only has
one buffer for theC' D M message broadcasted in each time interval. In a time intérveach sensor node
randomly selects one message from all copie§' bfM; it receives. The key issue here is to make sure all
copies ofC' D M; have equal probability to be selected. Otherwise, an atagko knows the protocol may
take advantage of the unequal probabilities and make adarge)! message be selected.

To achieve this goal, for theth copy of C DM; a sensor node receives during the time interfyathe
sensor node saves it in the buffer with probabilift. Thus, a sensor node will save the first copy’db M;
in the buffer, substitute the second copy for the buffer wpitbbability 1/2, substitute the third copy for the
buffer with probability1/3, and so on. It is easy to verify that if a sensor node receivespies ofC'D M;,
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all copies have the same probabilityn to be kept in the buffer.

The probability that a sensor node has an authentic cogdy/of/; can be estimated aB(CDM;) =
1-— p_,b \I/vherep = %. To maximize his attack, an attacker has to send as manyd@g@es as
possible.

3.4.2 Multiple Buffer Random Selection

The single buffer random selection can be easily improveddnying additional buffers for th€ DM
messages. Assume there atiebuffers. During each time intervdl, a sensor node can save the first
copies ofC' D M;. For thekth copy withk > m, the sensor node keeps it with probabiliy. If a copy is

to be kept, the sensor node randomly selects one ofitbaffers and replaces the corresponding copy. Itis
easy to verify that if a sensor node receivesopies ofC D M;, all copies have the same probabilify to

be kept in one of the buffers.

During the time interval;, 1, a sensor node can verify if it has an authentic copg'@fM; once it re-
ceives and weakly authenticates a copy’'dd M, 1. Specifically, the sensor node uses the kgyisclosed
in CD M, to verify the MAC of the buffered copies @ D M;. Once it authenticates a copy, the sensor
node can discard all the other buffered copies.

If a sensor node cannot find an authentic copg'@ M; after the above verification, it can conclude that
all buffered copies of’ D M; are forged and discard all of them. The sensor node then needpeat the
random selection process for the copiestdd M, ;. Thus, a sensor node needs at mast 1 buffers
for C DM messages with this strategy: buffers for copies of” D M;, and one buffer for the first weakly
authenticated copy @&f'D M, ;.

With m buffer random selection strategy, the probability that msse node has an authentic copy of

C'DM; can be estimated &(C DM;) = 1 — p™, wherep = Lf2racd copies

3.4.3 Effectiveness of Random Selection

In the rest of this subsection, we perform a further analysing Markov Chain theory to understand the
effectiveness of the random selection strategy. Spedifiea¢ would like to compute the probability that a
sensor has an authentic low-level key chain commitmentrbefe key chain is used.

We assume that the base station sends out muliiglel/ messages in each high-level time interval so
that the probability of all thes€ DM messages being lost due to lossy channel is negligible.eSinc
concern is about the availability of an authentic committrfenthe low-level key chain before it is used,
we consider the state of a sensor only at the end of each &igthtime interval.

At the end of each high-level time interval, we u9g to represent that a sensor buffers at least one
authentiocC' D M message in the previous high-level time interval, @ado represent that a sensor buffers at
least one authenti€' D M message in the current high-level time interval. We-t&g (or —Q)2) to represent
that@; (or Q2) is not true. Thus, witl®){, ()2, and their negations, we totally have four combinationshea
of which makes one possible state of the sensor. Specifistdite 1 represent3; A Q2, which indicates the
sensor has an authentic copy®D M message in both the previous and the current high-levelititeeval.
Similarly, state 2 represent3; A —Q),, state 3 represents@); A =2, and state 4 represents); A Qo.

A sensor may transit from one state to another when the durnree moves from the end of one high-level
time interval to the end of the next high-level time interval

Figure 4 shows the state transition diagram, which is etgmtdo the following transition matrix:
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Figure 4: State transition diagram for Scheme IV

1-p™

__ #forged copies of each CDM message
Wherep ~ #total copies of each CDM message

andm is the number of buffers fof' DM messages in each
Sensor.

Among the four states, both states 1 and 2 imply that the sgete an authentic key chain commitment
for the low-level key chain to be used in the next high-leusltinterval. The reason is as follows: In both
states 1 and 2, the sensor already has an auth@@it/ message in the previous high-level time interval.
Thus, it only needs a disclosed key to authenticate this agessIf an attacker wants the DOS attack to
be successful, he/she has to ensure the fofgBd// messages can be weakly authenticated. As a result,
the sensor can obtain a key to authenticate@tieM message distributed in the previous high-level time
interval, and then obtain an authenticated commitment efldlv-level key chain to be used in the next
high-level time interval, even if it does not have an autleectpy of theC' DM message. Therefore, the
overall probability of having an authentic key chain commant for the next key chain is the sum of the
probabilities in state 1 and state 2.

To determine the probability of a sensor being in each steteyeed to find the steady state of the above
process. Thus, we need to solve the equadlion IT x P, wherell = (7, 72, 73, m4) andm; represents the
probability of the sensor being in stateThat is,

L—p™ p™ 0 0
m 1_p
m

[an}
o O

(m1, T2, 3, T4) = (71, T2, T3, Ty) X 0 i
1—p™ »p 0 0
By solving the above equation and considering that- m» + 73 + 74 = 1, we get

mo=(1—p")
T =p"(1—p™)
T3 = p°m

T =p"(1—p").

3

Therefore, the probability that a sensor has an authengictk@in commitment for the next low-level key
chain isP = m; + m9 = 1 — p™. This result shows that the more buffers we have, the moeetdfé this
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random selection strategy is. Moreover, according to tip@eential form of the above formula, having a
few more buffers can significantly increase the availabditan authenticated key chain commitment before
the key chain is used.

3.4.4 Frequency of CDM Messages

One critical parameter in our proposed technique is theireqy ofC' D M messages. We describe one way
to determine this parameter. Consider a desirable pratyabilthat a sensor has an authenticated copy of a
key chain commitment before the key chain is used. RgtR. and R, denote the fractions of bandwidth
used by data, authenti¢ DM messages, and forg€dD M messages, respectively. Assume each message
has the same probabiligy of being lost in the communication channel. To simplify tinalgsis, we assume
an attacker uses all available bandwidth to launch a DOS8latiehen we have®; + R. + R, = 1. (Note
that increasing the transmission of any type of messagéseslilice the bandwidth for the other two types
of messages. Thus, it is usually difficult in practicechoose R, R., andR,, as desired. Here we consider
the relationship among the actual rates as they happen imooination.) To ensure the probability that a
sensor has an authentic low-level key chain commitmenb(behe use of the key chain) is at ledstwe
have

Ra X (1 _pl)
1— m> P,
Tt R o) =
This implies
Ra S ;P X Rc.
1-VY1-—-P
Together withR; + R. + R, = 1, we have
R.>(1—Rg)(1— V1-P). (1)

Equation 1 presents a way to determine the frequencylofi/ messages to mitigate severe DOS attacks
that use all available bandwidth to prevent the distribudod authentication of low-level key chain commit-
ments. In other words, if we can determine the numhesf C'D M buffers based on resources on sensors,
the fractionR; of bandwidth for data packets based on the expected apptich¢haviors, the probability
P of a sensor authenticating a low-level key chain commitnbefibre the key chain is used based on the
expected security performance under severe DOS attacksamveomputeR, and then determine the fre-
qguency ofC DM messages. Moreover, we may examine different choices sétharameters and make a
trade-off most suitable for the sensor networks.

Figure 5 shows the fraction of bandwidth required &P M messages for different combinationsif
andm given P = 0.9. We can see that the bandwidth required ¢&D M messages in order to ensure
P = 0.9 is substantially more than that required to deal with mesdagses. For example, as shown in
Figure 5(a), when there are few data packets and each saassonly 10 buffers fo€ D M messages, about
20% of the bandwidth must be used 61D M messages in order to ensure 90% authentication rate for
low-level key chain comments when there are severe DOSkattddis is understandable since under such
circumstances the sensor network is facing aggressivekattathat try everything possible to disrupt the
normal operations of the network.

It is also shown in Figure 5(b) that the increase in the nunolbéf D M buffers can significantly reduce
the requirement fo” DM messages. As shown in Figure 5(b), when each sensor had4d buffers,
less than 5% of the bandwidth is required 6D M messages. In addition, the shape of the curves in Figure
5(b) also shows that the smalteris, the more effective an increaserinis.
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Figure 5: Bandwidth required far' DM messages to ensure 90% of low-level key chain commitmeats ar
authenticated before the key chains are used.

Figure 5(a) further shows that the increase in data ratdtseisuthe decrease in the fraction of band-
width required forC'DM messages. This is because when the data consume more bémdRede is less
bandwidth for the DOS attacks, and in effect the requirenf@an' D M messages is also reduced.

It is worth noting that the fractions for data addD M/ messages are treetual fractions of C DM
messages that the sensors receive, not the fraghiansed by the base station. A message scheduled for
transmission by the base station is not guaranteed to bentitied if the DOS attack consumes too much
bandwidth. Nevertheless, the above analysis providegattirequency o DM messages, and the base
station can adaptively change its transmission strategyetet this target.

3.5 SchemeV: DOS-Resistant Two-Level uTESLA

Scheme IV can be further improved if the base station hasgimocamputational and storage resources.
Indeed, when at least one copy of ed¢b M message can reach the sensors, we can completely defeat the
aforementioned DOS attack without the random selectiorhargsm.

The solution can be considered a variation of the immediateeatication extension to TESLA [26].
The idea is to include i@’ D M; the imageH (C DM, ) for eachi, whereH is a pseudo random function.
As a result, if a sensor can authenticat® M/;, it can get authentid? (C DM;;) and then authenticate
C DM, when itis received. Specifically, the base station con&i® M; for the high-level time interval
I, as follows:

CDM; = Z|KZ+170|H(CDMZ+1)|MACK/ (Z|KZ+170|H(CDMZ+1)) |Ki—1’ where ‘]” denotes mes-
sage concatenatiot] is a pseudo random function other thepand F;, and K/ is derived fromk;
with a pseudo random function other than £ and F;.

Suppose a sensor has receiveé® M;. Upon receivingC' D M;, 1, the sensor can authenticat&) M;
with K; disclosed inC' DM;, 1. Then the sensor can immediately authenticafeM/; ,; by verifying that
applying H to C DM, results in the samé& (C DM, ) included inCDM,;. As a result, the sensor can
authenticate a commitment distribution message immegliatter receiving it.

Alternatively, if H(C DM, ) is predistributed before deployment, the sensor can imetelgliauthenticate
C'DM; when receiving it, and then ugé(C D M,) included inC D M, to authenticate” D M5, and so on.
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One may observe that in this case, a sensor does not use theseds high-level keys i€ DM messages
directly. However, including such keys {iD M messages is still useful. Indeed, when a sensor fails to
receive or keep an authentitD M/ message, it can use the random selection mechanism andpittaelp
described in the previous paragraph to recover from therail

The cost, however, is that the base station has to computé’ ih&/ messages in the reverse order.
That is, in order to includéf (C DM,;4) in CDM;, the base station has to haweD M, 1, which implies
that it also need§’ DM, 5, and so on. Therefore, the base station needs to computeheothigh-level
and the low-level key chains completely to get the commitimen these key chains, and construct all the
C DM messages in the reverse order before the distribution dirdteone of them. (Note that in scheme
IV, the base station only needs to compute the high-leveldkeyn but not all the low-level ones during
initialization. The base station may delay the computadiialow-level key chain until it needs to distribute
the commitment of that key chain.)

This imposes additional computation during the initidiiza phase. Assume that all the key chains
have 1,000 keys. The base station needs to perform about,@0@pseudo random function operations
to generate all the key chain commitments, and 1,000 pseudiom function operations and 1,000 MAC
operations to generate all tlieD M messages. Due to the efficiency of pseudo random functiom, s
computation is still practical if the base station is refally resourceful. For example, using MD5 as the
pseudo random function, a modern PDA can finish the above gt@tipn in several seconds. Moreover, the
base station does not have to save the low-level key chaideetl, to reduce the storage overhead, the base
station may compute a low-level key chain (again) when tlyeckain is needed. Thus, the base station only
needs to store the high-level key chain and the MACs of alliliel messages. Further assume both the
authentication key and the image of a pseudo random funati®® bytes. To continue the earlier example,
the base station needs+ 8) x 1,000 = 16,000 bytes to store the high-level key chain and the MACs.

The immediate authentication 6fDM; depends on the successful receipttad M;_,. However, if a
sensor cannot receive an auther® M; due to communication failure or an attacker’s active disanp
the sensor has to fall back to the techniques introduced lri8e IV (i.e., the random selection strate-
gies). This implies that the base station still needs taitdige C' DM messages multiple times in a random
manner. The combination of these techniques is straigh¢fat; we do not discuss it further in this paper.

Now let us assess how difficult it is for a sensor to recoverfdils to receive an authenti€ DM mes-
sage. We assume an attacker will launch a DOS attack to deserecovery. To recover from the failure,
the sensor has to buffer an auther@i® M message by the end of a later high-level time interval and the
authenticate this message. For example, suppose a sefff@ws lam authentic”' DM, ;. If it receives a
disclosed key in interval;, ; 1, it can authenticat€’ D, ; immediately and get#/ (CDM;;.1). The
sensor then recovers from the failure. Thus, if a sensos failreceive an authenti€ DM;, the prob-
ability that it recovers from this failure within the nekthigh-level time intervals is — p™*!, where

p = Elpracdcopics of cadl L imessae andm is the number of buffers faf’ DM messages.

It is sensible to dynamically manageD M buffers in sensors in this scheme. There are three cases:
(1) During normal operations, each sensor only needs orierdofsave an authenticat€dD M message
during each high-level time interval; (2) When a sensostiierecover from communication failures, it needs
a relatively small number of DM buffers to tolerate communication failures, as discusaeseiction 3.3;

(3) When a sensor tries to recover from a loss of authefitiz)/ messages under severe DOS attacks,
the sensor needs as many buffers as possible to increadmitsecof recovery. Once a sensor recovers
an authentia®® DM message, it can fall back to only o6& M buffer, since it can authenticate the next
C DM message once the message is received. This requires thagexesor be able to detect the presence
of DOS attacks. Fortunately, this can be done easily with pigecision: If most buffered’ DM messages
are forged, there must be a DOS attack.
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The base station needs to broadcast gaéh)M/ message multiple times to mitigate communication
failures and to help sensors recover from failures undegrgiai DOS attacks. The frequency 6fD M
messages required in this scheme can be determined in arsimaiy to scheme V. However, a sensor in
this scheme only needs a large numbet’dd M buffers temporarily during recovery. Moreover, a sensor
only needs to recover one authenfi® M message in order to go back to normal operations, and thersens
may recover over several high-level time intervals. Indéate allow a sensor to recover from such a failure
over/ high-level time intervals, by using the same process tovddequation 1, we can get the following
equation:

Rc> (1—Rg)(1— "V1-P), 2
whereR, is the fraction of bandwidth required for DM messagesR, is the fraction of bandwidth used
by data packetsy is the number of buffers fat’ D M messages, angl is the desired probability to recover
from the failure over the nexthigh-level time intervals. It is easy to see tliat decreases whem and!
increase. Thus, the bandwidth required b M messages can be much less than in scheme V.

Since the probability that a sensor fails to receive an atith&€' DM message is unknown, it is not
possible to derive the probability that the sensor has ameatit low-level key chain commitment before
the key chain is used. Nevertheless, this probability caedsily computed in the same way as in Section
3.4 if the aforementioned information is available.

From the above analysis, we can see that this scheme ingsdadditional computation requirement
before deployment, though it can defeat the DOS attacks \ahérast one copy of eadiD M message
reaches the sensors. Fortunately, such computation islalfle if the base station is relatively resourceful.
It is also possible to perform such computation on powerfathines and then download the result to the
base station before deployment. In addition, the commtinic@verhead and the sensor storage overhead
in this scheme is potentially much less than that in schemad¥iscussed earlier. Thus, when the required
computational resources are available (on either the basersor some other machines), scheme V is more
desirable. Otherwise, scheme IV could be used to mitigat®BS attacks.

3.6 SchemeVI: Multi-Level uTESLA

Both scheme IV and scheme V can be extended/tdevel key chain schemes. Thd-level key chains
are arranged from level O to leval — 1 from top down. The keys in theM — 1)-level key chains are
used for authenticating data packets. Each higher-lewetkain is used to distribute the commitments of
the immediately lower-level key chains. Only the last keyth# top-level (level 0) key chain needs to be
selected randomly; all the other keys in the top-level kegirtlare generated from this key, and all the key
chains in leveli, 1 < ¢ < M — 1, are generated from the keys in level 1, in the same way that the
low-level key chains are generated from the high-level keyke two-level key chain schemes. For security
concerns, we need a family of pseudo random functions. Thadwsrandom function for each level and
between adjacent levels should be different from each oBwah a family of pseudo random functions has
been proposed in [25].

The benefit of having multi-level key chains is that it is méexible in providing short key chains with
short delays in authenticating data packets, comparedthatiwo-level key chain schemes. As a result, a
multi-level yTESLA scheme can scale up to cover a long period of time. lotjpe a three-level scheme
is usually sufficient to cover the lifetime of a sensor netwdtor example, if the duration of a lowest-level
time interval is 100ms, and each key chain has 1,000 keys, dahtbree-level scheme can cover a period
of 108 seconds, which is over three years. In the following, we ptiésent our techniques as generic
multi-level key chains schemes for the sake of generality.

In addition to multi-levelu TESLA schemes directly extended from schemes IV and V, wecoambine
them into a hybrid scheme to achieve a trade-off betweeroprpatation and operational overheads. Thus,
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we have three variations of multi-levelTESLA schemes. The first variation, which is naniEdS-tol erant
multi-level tTESLA, is extended from scheme IV and is suitable for sensor n&svwwhere the base sta-
tion is not very resourceful. The second variation, whichasnedDOS-resistant multi-level uTESLA, is
extended from scheme V. This variation is suitable for senstworks with relatively short lifetime and rel-
atively powerful base stations. The third variation, whighamecdhybrid multi-level 4, TESLA, is a trade-off
between the above two variations. It sacrifices certain idiate authentication capability to exchange for
less precomputation requirement.

In the following, we describe and analyze these variaticespectively.

3.6.1 Variation I: DOS-Tolerant Multi-Level uTESLA

This variation of multi-level: TESLA scheme is a direct extension to scheme V. Haéh\/ message has
the same format as in scheme IV, and each sensor uses thplenhiiffer random selection mechanism to
saveC DM messages. The only difference is that this variation mag Inaere than two key chain levels.

Compared with scheme |V, this variation is not more vulnkrab DOS attacks. The success of the DOS
attacks depends on the percentage of forgdd\/ messages and the buffer capacity in sensor nodes. As
long as the base station maintains a certain authéhfld/ message rate, this variation will not have higher
percentage of forged' DM messages than scheme IV. The base station can further paggytheC D M
messages for different levels of key chains so as to red@cedimmunication cost.

Having more levels of key chains does increase the overhehdtl the base station and the sensor
nodes. This variation requires the base station to maiotadactive key chain at each level. Because of the
available resource in typical bases stations, this overigasually tolerable. Similarly, sensor nodes have
to maintain more buffers for the key chain commitments ad ass{’ DM messages in different key chain
levels. This is usually not desirable because of the resotmastraints in sensors. In addition, the more
levels we have, the more bandwidth is required to transmeittiv M/ messages. Thus, we should use as
few levels as possible to cover the lifetime of a sensor ngtwo

Now let us consider the frequency ©fD M messages in DOS-tolerant multi-leyeTESLA. To increase
the chance to succeed, the attacker may target at a parti@ylachain level instead of attacking all levels
simultaneously. Further assume that the base station semtiseC DM messages of each key chain level
in the same frequency, and the buffer in each sensor can atodatern (authentic and/or forged) copies
of aC DM message. Thus, for DOS-toleramt-level x TESLA, Equation 1 can be generalized to

(M -1)(1-Rg)(1—-V1-P)
(M —-1)1—-%¥1-P)+ ¥1-P’

where R, is the fraction of bandwidth required fér DM messages in all key chain levels, aRd is the
fraction of bandwidth used for data packetsjs the number of® DM buffers in each key chain level, and
P is the desired probability that a sensor has an autherdid¢atg chain commitment before the key chain
is used.

We may still use the approach in Section 3.4.4 to determiadréguency o D M messages in order to
maintain broadcast authentication service when the n&tigaunder severe DOS attacks. Figure 6 shows
the required fraction of bandwidth fa@r DM messages to guarantee that each sensor has the probability
P = 0.9 to have an authenticated low-level key chain commitmentreethe key chain is used. Itis easy to
see that the addition of more key chain levels does intro@icitional communication overhead. Similar
to Figure 5, Figure 6 shows smaller fraction of bandwidthumeg for C DM messages when the data rate
is higher. As discussed earlier, the increase in data ratsucoes more bandwidth for data and leaves less
bandwidth for forged” D M messages. As a result, the requirementf@ M messages is also reduced.

(3)

Cc
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Figure 6: Bandwidth folC DM messages v.s. number of key chain levels. Assume the nurhlieDad/
buffers in each key chain level is = 40.

In the following, we give an analysis of the overheads inticetl by the DOS-tolerant multi-Level
UTESLA scheme. For simplicity, we assume there are totéllyevels in our scheme anfl keys in each
key chain. Thus, if the duration of each lowest-level timeival (levelM — 1) is A, the duration of each
leveli time interval isA; = A x LM~i~1 and the maximum lifetime of the schemefsx LM,

The storage overhead in sensors is mainly due to the buffeédn¥/ messages. Each sensor has to buffer
weakly authenticated’ DM messages for the tajf — 1 levels. Assuming a sensor usesC' DM buffers,
this totally requires about: - (M — 1) buffers. (Note that for eacth DM message, only the disclosed key
chain commitment and the MAC need to be stored.) In addiBach sensor needs to store 1 most recently
authenticated key for level 0 key chain and 3 most recentijemticated keys for each of the other levels
(one for the previous key chain because it is possible tlesd¢imsor receives a packet which discloses a key
in the previous key chain, another for the current key cheial, a third for the next key chain). Thus, each
sensor needs to stosd/ — 2 more keys.

A base station only needs to keep the current key chain fdr leael, which occupies at modtf x L
storage space in total. This is because a lower-level ke azan be generated directly from a key in its
adjacent upper-level key chain, and the length of key chamur technique can be short enough to allow
computation of a key chain in real time. In contrast, in thigioal 4 TESLA scheme [27], the base station
has to precompute and staké! keys to cover the same period of time as in our scheme.

Consider the communication overhead due todhe)M messages. In order to mitigate severe DOS
attacks, the base station has to use a fair amount of bardwidtroadcasCC DM messages, as indicated
by Equation 3. For example, Figure 6 shows that when theidrmof bandwidth for data packets is 0.1, the
number of key chain levels is 3, and each sensor has 40 biifieeachC DM message, the base station
needs about 15% of the bandwidth 61D M messages.

The computational overhead in sensors is mainly due to ttieeatication of disclosed keys and MACs.
A sensor’'s computation for data packets is dependent onuhber of data packets the sensor receives.
However, a sensor’'s computation f6tD M packets is bounded by the numberof C' DM buffers, since
the sensor has at mast copies of eacli’ DM message, and it can stop once it authenticates a copy.

As discussed earlier, in the original ESLA protocol, if there is a long delay between the receiptsvo
data packets, a sensor has to perform a large number of psaudiom functions in order to authenticate
the key disclosed in the packet. In the worst case, it hasrforpe aboutZ? pseudo random functions if it
only receives the first and the last packets. In contrash thi¢ DOS-tolerant multi-level TESLA scheme,
such a sensor needs to perform at mstx L pseudo random functions. In general, if a sensor does not
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receive packets fon; lowest-level time intervals, the number of pseudo randonttions that it needs to
perform in order to authenticate a key received later nexegexdsL x log; (n;).

It appears that the overheads in this scheme, especiallgamenunication overhead and the storage
overhead in sensors, are not negligible. In the following,imtroduce the second variation of multi-level
uTESLA scheme that is more efficient in terms of communicatieerhead and storage overhead in sensors.

3.6.2 Variation II: DOS-Resistant Multi-Level uTESLA

The DOS-resistant multi-levelTESLA scheme is extended directly from scheme V. There atgpieukey
chain levels, with lower-level key chains generated fromskim the immediately higher-level key chains.
There are multiple key chains in all levels except for levehthong these levels, only levall — 1 is used

to authenticate data packets; all the other levels are wsdistribute the key chain commitments in the
immediately lower-level. Eact DM message consists of the image of the @XM/ message under a
pseudo random function. Inlevgl0 < i < M — 1, the lastC'D M message in an earlier key chain contains
the image of the firs€’ DM message in the immediately next key chain. As a result, tHeoéa key chain
does not interrupt the immediate authentication of |&t&r)\/ messages in the same level.

Similar to its two-level counter part, this scheme requpescomputation to generate all the key chains in
each level and all th€’ D M messages. This computation cost could be prohibitive ifitbéme of a sensor
network is very long. However, it may be tolerable for ralaly short-lived sensor networks. For example,
consider a three-level scheme with 100 keys in each key @rari00ms lowest-level time intervals. Such
a scheme can cove® seconds, which is about 27 hours. The precomputation jtir initialize the
scheme consists of 1,010,100 pseudo random functions &raferall the key chains, and 10,100 pseudo
random functions to generate all the) M messages. Such computation can be finished in several second
on a modern PC or PDA. Thus, the precomputation can be eitrésrmed on base stations directly, or
performed on a regular PC and then downloaded to the bagmnstat

The base station does not have to store all these values thue Itaw cost involved in computing pseudo
random functions. To continue the above example, the basersmay simply store the keys for the active
key chain of each level and the images(db M messages under pseudo random functions. Assume that
both a key and an image of a pseudo random function takes 8.byteen the base station only needs to
save abou8 x 300 + 8 x 10,100 ~ 82 KBytes.

In general, for a DOS-resistait -level uTESLA scheme, where each key chain consistd, &kys, a
base station needs to precompiite- L2 + ... + LM = LM;_ll‘L keys andL + L2 + ... + LM-1 = %

C DM messages, respectively. In addition, the base statiorsrteextoreM x L keys ande_‘l1 CDM
images, respectively. Additional trade-off is possibledduce the storage requirement (by not saving but
computing som&' D M images when they are needed) if the base station does nospage for all these

keys andC' D M images.

This scheme inherits the advantage of its two-level coyrder That is, a sensor can get an authenticated
key chain commitment as long as it receives one copy of theespondingC' DM message. As we dis-
cussed in Section 3.5, this property substantially redtisommunication overhead introduced®p M
messages, since the base station only needs to send enquigh abaC DM message to make sure the
sensors have a high probability to recev® M messages during normal operations, and have a high prob-
ability to recover from failures over a period of time wher gensors are under DOS attacks. Specifically,
if we would like a sensor to recover from a failure of recevenC' D M message withii time intervals (in
the same level), by using the same process to get Equatioa Bave the following equation:

L _(M-1)(1-Ry(l- VI-P)
T (M-1)1-"V1-P)+ W1-P’
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where R, is the fraction of bandwidth required fér DM messages in all key chain levels, aRd is the
fraction of bandwidth used for data packets,is the number ofC DM buffers in each key chain level,
and P is the desired probability that a sensor recovers from theréaover the next time intervals. It

is easy to verify that whem and! increase, the right hand side of Equation 4 decreases, addesothe
requirement forR.. Moreover, a sensor may use dynamic buffer managementasded in Section 3.5to
arrange buffers fo€ D M messages. Though@D M message in this scheme is slightly larger than that in
variation | (by one pseudo random function image @é» M message), the frequency ©fDM messages
can be reduced substantially. Thus, the overall storagéreggent in sensors can be much less than that in
variation .

The computational overhead in a sensor is not as clear agiatioa |. In variation I, the number of
authentication a sensor needs to perform is bounded by timberuof C DM buffers. In contrast, in this
scheme, a sensor may only need to authenticate one cdppaff message if the first received message is
authentic, but may also have to authenticate every receiwpy of aC D M message if no copy is authentic
in the worst case.

The limitation of this variation is its scalability. It is sato see that the precomputation cost is linear
to the number of lowest-level time intervals. Consider ggitimed sensor network that requires a 3-level
key chains scheme, where each key chain consists of 1,080akelthe duration of each lowest-level time
interval is 10ms. The lifetime of this schemelid” seconds, which is about 116 days. Using 3-level key
chains implies that the base station needs to precompute alf01,001,000 pseudo random functions to
compute the key chains and another 1,001,000 pseudo randatiohs to compute the images GO M
messages. In addition, the base station needs to store a3Boditkeys and 1,001,000 images of pseudo
random functions, which take about 8 MBytes memory. Thoumh is still feasible for typical PCs and
workstations, it may be too expensive for base stationsatgahot very resourceful.

3.6.3 Variation II1: Hybrid Multi-Level uTESLA

Variation Il is essentially a trade-off between the firsbtwariations. To make the techniques in variation
Il practical for low-end base stations, we reduce the prgudation and storage overheads by sacrificing
certain immediate authentication capability. Specificale limit the precomputed’ DM messages to
the active key chain being used in each level. For a given keyndn a particular level, the base station
computes the images of ti@D M messages (under the pseudo random funckigronly when the first
key is needed for authentication, and this computation doego beyond this key chain in this level. As a
result, theC DM message authenticated with the last key in a key chain wilinddude the image of the
nextC DM message in the same level, because this information is adable yet. The base station may
simply set this field as NULL. For the first key chain in eacheley where0 < i < M — 1, the image of
the firstC'D M message can be distributed during the initialization phase

The behavior of a sensor is still very simple. If the sensardraauthentic image of the neXtO M mes-
sage in a certain level, it can authenticate the 68XtV message immediately after receiving it. Otherwise,
the sensor simply uses the random selection strategy tertlib# weakly authenticated copies. To increase
the chance that the sensors receive an authentic image ffsth€ D M message for a key chain, the base
station may also broadcast it in data packets.

Such a method reduces the computation and storage requtrsigeificantly compared with variation .
For anM-level y TESLA with L keys in each key chain, the base station only needs to prederapound
M - L pseudo random functions and stdrd — 1) - L images ofC DM messages. In the earlier example
with 3-level key chains and 1,000 keys per key chain, the btg@n only needs to compute about 3,000
(instead of 1,001,001,000 in variation 1l) pseudo randoraragons during initialization and store 2,000
(instead of 1,001,000 in variation 1) DM images.
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An obvious weak point of this multi-levelITESLA scheme is the handover of two consecutive key chains
in the same level. Consider two consecutive key chains il iewherei < M — 1. These key chains are
used to distribute” D M messages for the immediately lower-level key chains. Hdhalkeys except for
the last one in each key chain, the correspondingM messages include an image of the n€xd M
message, which enables a sensor to authenticate the“ied message immediately after receiving it.
However, the las€ DM message corresponding to the earlier key chain does noimaimeage of the first
C DM message corresponding to the later key chain, as discuadest.eThus, the firs€ D M message of
the later key chain cannot be authenticated immediatedy #fts received, though the commitment of this
key chain can be authenticated with the immediately uppestlC’ DM message. As a result, a sensor has
to wait for the nextC' DM message to disclose the correspondiffidESLA key in order to authenticate the
first C DM message.

An attacker may take advantage of this opportunity to laud€¥s attacks. However, this scheme will
not perform worse than variation |, since each sensor caayalfall back the random selection mechanism
to mitigate the impact of such an attack. In addition to theadyic buffer management discussed in Section
3.5, the base station can also use an adaptive method tonitetethe frequency o€ DM messages to
improve the resistance against DOS attacks without sulieitgrincreasing the communication overhead.
That is, the base station may use a low frequency to send But/ messages corresponding to later intervals
in a key chain, and use a high frequency for the early onesamabysis performed for variation | to decide
the desirable frequency 6t D M messages is also applicable to variation III.

Though having less overhead than variation Il, variatidintkoduces more overheads into base stations
than variation I. Besides computing a key chain before uding base station using this variation has to
compute all the correspondingD M messages, since each earliegb M message includes the image of
the immediately followingC' D M message. The storage overhead in the base station in teisiedh also
higher than that in variation | due to the storage of thé€eM messages.

Variation 1l introduces lower overheads in sensors tharatian |, but has higher overheads than varia-
tion 1l. In normal situations when a sensor has an authdsticemage of the following” DM message, it
only needs to save one copy of tliaD M message. A sensor’s computation and storage overheadseare t
same as in variation Il. During the handover of two key chéimghe same level), a sensor needs to increase
the number ofC DM buffers to mitigate potential DOS attacks. This is similarvariation I. However,
unlike in variation I, a sensor using variation 11l can reepto the above normal situation once it authenti-
cates on&’' DM message. This is essentially the same as recovering frdumefgi(to receive an authentic
C DM message) in variation Il. As discussed earlier, the stoowgehead in sensors is much smaller than
that in variation | when the sensors are allowed to recover sgveral time intervals. But such overheads
in a sensor using variation Il are higher than in variatigrsince such recovery processes are “scheduled”
in addition to those due to failures.

A sensor using variation Il may use an adaptive approactave & DM messages during handover
of key chains. Specifically, a sensor may just save a few (en @/single copy of) of the first' DM
message corresponding to a new key chain. When theéxt/ message arrives, the sensor can then
decide whether there is an on-going DOS attack by attempiragithenticate the earli€f DM message.

If the earlierC DM message is authenticated, the sensor can continue to actetaterC' D M messages
with the corresponding image; otherwise, the sensor carmdete that there is a DOS attack and adaptively
increase the number 6D M buffers.

Consider the communication overhead in variation Il idtroed byC' D M messages. We can use Equa-
tion 4 to determine the frequency 6fD M messages given the fraction of bandwidth used by data Eacket
the numbenV/ of key chain levels, the numbet of C D M buffers in each sensor, and the probabiftyhat
a sensor recovers from a failure (or get the first authemiib@tD M/ message for a key chain) ovietime
intervals. The base station may increase the frequencyedirsgt severall’ DM messages in a key chain

21



based on Equation 3 to increase their probability to be atidated by sensors. Thus, the communication
overhead in variation Il is between those of variation | &adation II.

Among these variations, variation Il has a distinctive adsge over the other two variations. Indeed,
variation Il can substantially reduce the impact of DOSckita In order to get an authentic key chain
commitment in &€ DM message, a sensor only needs to receive an authentic cdpyg aidéssage in most
of cases, since the sensor can immediately authenticat€hibugh a sensor has to rely on the random
selection mechanism to recover from failures, the cost ismtess than those required by variations | and
lll. The disadvantage of variation Il is its precomputati@mnd storage overhead. Thus, if the base station
has enough resources, variation Il should be used. VamidiiGacrifices some immediate authentication
capability to reduce the precomputation and storage reopgnts in variation Il. Thus, if the base station
has certain, but not enough resources, variation Il shbeldised. If the base station cannot afford the
precomputation and storage overheads required by varilitiat all, variation | can be used to mitigate the
potential DOS attacks.

4 Multi-Level uTESLA on TinyOS

We have implemented the DOS-tolerant multi-leu@IESLA scheme on TinyOS [16], which is an operat-
ing system for networked sensors. The software package aownloaded on our webstteWe cannot
directly implement the DOS-resistant multi-leyeT ESLA scheme on TinyOS due to the maximum pay-
load size (29 bytes) supported by TinyOS. It might be posdiblimplement the DOS-resistant multi-level
uTESLA scheme by transmitting @ DM message over multiple packets, or modify TinyOS to support
larger packets; however, we do not pursue such methodssrpéper, but consider them possible future
work.

Following [27], we implemented pseudo random functiongwatMAC, which was implemented using
the CBC-MAC [32] with RC5 [28] as the block cipher. Our implentation uses RC5 with 32 bit words, 12
rounds, and 8 byte keys.

In our system, the number of levels, denofeddd X LEV EL, is predetermined at the compiling time.
The type of a packet, which is either a data packet 6r/aM packet, is indicated by the first byte in the
packet.(M AX_LEV EL — 1) indicates that the packet is a data packet, while other smalbn-negative
integer indicates that the packet i€'@ M packet in the corresponding level.

EachC DM packet consists of the following fields: level (1 byte), iRdef time interval) (4 bytes), key
chain commitment (8 bytes), MAC (8 bytes), and disclosed(Bdyytes). Thus, the total length ofaD M
message is 29 bytes. Note that this is already the maximuitoguhgize supported by TinyOS. The DOS-
resistant variation of the multi-levelTESLA scheme requires an additional field of image of néxa M
message (8 bytes), and thus cannot be directly accommobat&eyOS. Details about’ DM as well as
data packets can be found in Appendix B.

The architecture of the broadcast authentication systelinstrated in Figure 7. The system consists of
5 componentsRC5, CBCMAC, SecPrimitive, Sender, andReceiver. The components in the dashed box,
RC5 and CBCMAC, are directly adopted from the TinySec paekafhe SecPrimitive component, which
is developed based on the CBCMAC component, provides $gequiimitives, including pseudo random
function, pseudo random number generator, generationyotkains, and generation and verification of
MAC.

These components were written in nesC [12], a C-like prognarg language used to develop TinyOS
and its applications. All the three components we devel@edquite simple. In the current version, the

http://discovery.csc.ncsu.edu/software/ML-microTESL Al.
2http://www.cs.berkeley.edu/ nks/tinysec/.
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Figure 7: The multi-leve,TESLA broadcast authentication system on TinyOS.

Sender component has about 160 lines of source code, thez&emmmponent has about 280 lines of source
code, and the SecPrimitive component has about 60 linesuofsaode.

The Sender and the Receiver components are intended taerbrdadcast authentication services for
the base station application and the sensor applicati@peotively, using the interfaces provided by the
SecPrimitive component. The application in the base statiay call the corresponding interfaces in the
Sender component to initialize the system, or send autteatl data packets. The application in a sensor
node may call the interfaces in the Receiver component talize the system. Whenever a data packet
is authenticated, the Receiver component triggers an égguass the authentic data packet to the sensor
application.

We use the multiple buffer random selection strategy at@srte deter DOS attacks against tié M
packets. To simplify the buffer management at the resownstrained sensors, we choose to predetermine
the number of data and D M buffers. The sensor application may decide these numbeirggdie initial-
ization phase. The numbers of data an® M buffers are certainly important to the overall performance
In Section 5, we perform a series of experiments to show hesetparameters may be selected to deter
intensive DOS attacks.

The generation and processing(eD M packets are handled by the broadcast authentication syatem
hidden from the applications on base station or sensors gfstem initialization. The base station has to
determine the frequency and the sending tim&'@ M packets. The frequency &f DM packet can be
determined in many ways. (See Section 3.6 for one way to materthis parameter.) Thus, we let the
application determine the frequency @fD M packets and passes it to the Sender component. Whenever
the frequency olC’ DM packets is determined, it is trivial to decide when to séhd M packets. The
generation and broadcast ©fD M packets are triggered by a timer event in the Sender componbith
is set during the initialization of the system.

4.1 Multi-Level 4y TESLA API

We have developed a broadcast authentication APl on TingG8pport sensor network applications that
require broadcast authentication services. The API foe Istation applications is contained in the Sender
component, while the API for sensor applications is prodigethe Receiver component. In the following,
we first present the API, and then discuss how to build apjiica based on this API. The details of data
structures and functions related to this API can be foundppehdix B.

The configuration and security of the broadcast autheiditatystem depends on several parameters
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such as number of levels and maximum clock discrepancy leetwlee base station and the sensors. It
may be possible to set default values of these parametereftain applications when the configuration
(e.g., lifetime, maximum clock discrepancy) of the senssinork and acceptable risks are well understood.
However, these are not possible without knowing the actaedwiare and the applications. Therefore, we
do not consider this option in this paper, but leave the ogtio the sensor applications.

The Sender component provides the following functions:

e Sender.init: It initializes the sender based on the giverfigaration, which includes the master key
used to generate all the key chains, the length of the keynstaid the durations of time intervals
in each level, the starting time of multi-levelTESLA protocol, the key disclosure lag of the data
packets and the frequency 6fD M packets.

e Sender.sendData: It generates a MAC for a given data padlted. caller needs to fill in the data
payload field in the data packet. This function then fills intaé other fields, including the level
(indicating a data packet), the index of current time irdéfor the lowest-level key chain, MAC,
and the disclosed key for an earlier time interval. Finalys function invokes the send function in
communication module to broadcast the data packet.

e Sender.generateConf. It generates the configuration géeasnfor the receivers that will receive
the authentic packets from this particular sender. The gordtion parameters include the length
of the key chains as well as the duration of time intervalsaohelevel, the starting time of multi-
level u TESLA protocol, the key disclosure lag of the data packet,dbmmitments of the first key
chain in all levels, and the commitments of the second keyndhaall levels other than level 0. We
assume that there are other ways to derive the maximum cleckegancy and maintain loose time
synchronization between the sender and the receiverse Theiguration parameters should be given
to the receivers through a secure channel that can ensuirgegety of these parameters.

The Receiver component provides the following functions:

¢ Receiver.init: It initializes the receiver based on a gigenfiguration, which includes the length of
the key chains as well as the duration of time intervals irhdagel, the starting time of multi-level
1 TESLA protocol, the key disclosure lag of the data packet citmmitments of the first key chain in
all levels, the commitments of the second key chain in aklewther than level 0, and the maximum
clock discrepancy.

¢ Receiver.authenticDataReady: This is an event in TinyOSsignaled whenever a data packet is au-
thenticated and ready to be passed to the receiver apphicathe sensor application must implement
an event handler to process the authenticated data packet.

4.2 Building Applications Based on Multi-Level uTESLA API

We use some simple examples to show how to build applicatiattsmulti-level u TESLA for base stations
and sensors, respectively. Figure 8 shows a base statioelhasia sensor application. For brevity, the
arguments of function calls are omitted. As shown in the defumn, a typical base station application
needs to have the following steps:

1. Initialization: The base station application calls Saridit to initialize the Sender components.

2. Sending a data packet: The base station first checks dataady or not. If the data are ready, the
application calls Sender.sendData to fill in the authetitinanformation and send the data out.
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Base station application Sensor application
void init() void init()
{
call Sender.init; call Receiver.init;
}
void process() event Receiver.authenticatedDataReady()
{ {
if (data ready in datd) process the authenticated data;
call Sender.sendData; }
}
}

Figure 8: Example applications in base stations and sermgtasn

The right column of Figure 8 shows a typical sensor applicatwhich has the following steps.

1. Initialization: The sensor application calls Receiwdtrto initialize the Receiver components.

2. Processing the authenticated data Packet: Whenevea palatet is authenticated, the receiver com-
ponent triggers an event to pass the authenticated datetpacthe sensor application. The sensor
application needs to implement an event hander functiomdogss the received data packet.

We have built simple applications on base stations and seirsour experiments. We report our experi-
ences and the experimental results in the following section

5 Experimental Results

We have performed a series of experiments using our impl&xtien to evaluate the performance of the
DOS-tolerant multi-leveL TESLA when there are packet losses and DOS attacks againdt messages.
The communication, storage, and computation overheaddiscassed in earlier sections. The focus of
the evaluation in this section is on the overall effectismnef the proposed techniques (e.g., multi-buffer
random selection) in tolerating packet losses and DOSkattand the impact of different choices of certain
parameters (e.g., buffer size, percentage of fogét\/ packets). The experiments were performed using
Nido, the TinyOS simulator. To simulate the lossy commutibcechannel, we have each sensor drop each
received packet with a given probability.

To further study the performance of the scheme in presenatiaifks, we also implemented an attacker
component, which listens to tliéD M messages broadcasted by the base station and inserts ofg&f
messages into the broadcast channel to disrupt the braamidhentication. We assume that the attacker
is intelligent in that it uses every piece of authentic infation that a sensor node can determine in the
forged messages. That is, it only modifi&€s, » o and the MAC value in & DM message, since any other
modification can be detected by a sensor node immediatelgreTdére other attacks against the scheme.
Since they are either defeatable by the scheme (e.g., nmaitficof data packets), or not specific to our
extension (e.g., DOS attacks against the data packets)idwmticonsider them in our experiments.

To concentrate on the design decisions we made in our scherdix the following parameters in all
the experiments. We only performed the experiments with Bd&ant two-levelu TESLA, since the only
purpose of having multiple levels is to scale up to a longqekof time. We assume the duration of each
low-level time interval is 100 ms, and each low-level keyiohaonsists of 600 keys. Thus, the duration of
each time interval for the high-level key chain is 60 seconfe put 200 keys in the high-level key chain,
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which covers up to 200 minutes in time. We also set the datkepaate at base station to 100 data packets
per minute. Our analysis and experiments indicate that tleber of high-level keys does not have an
obvious impact on the performance measures. Neverthéfeskfetime of the two-level key chains can be
extended by having more keys in the high-level key chain ottar higher level of key chain. Since our
purpose is to study the performance of the scheme w.r.t.dkepdosses and DOS attacks, we did not do so
in our evaluation.

The performance of our techniques depends on the prolyabflihaving an authentic key chain com-
mitment, which is mainly affected by the number@D M buffers in sensors and the percentage of forged
C DM packets in the communication channel as we discussed b&fous, in our experiments, we simply
fix the C DM packet rate but use different attack rates to evaluate ttierpeance of our system.

The performance of our system is evaluated with the follgwiretrics: average percentage of authenti-
cated data packets (i&,‘lﬂfczzceg%iata p:d“ts averaged over the sensor nodes) and average data packet
o . packets . o
authentication delay (i.e., the average time between twipeand the authentication of a data packet). In
these experiments, we focused on the impact of the followagmeters on these performance metrics:
sensor node’s buffer size for data afid> M messages, percentage of forged M packets and the packet

loss rate.

Because of the extremely limited memory available on semsdes, the buffer allocation for data packets
and C DM messages becomes a major concern when we deploy a real setsork. We evaluate the
performance of different memory allocation schemes withesnmry constraint. The format of data packet
in our proposed technique is the same as in the origif®&SLA except for a level number, which only
occupies one byte. In our implementation, béti M and data packets consist of 29 bytes. The data
packet includes a level number (1 bytes), an index (4 bytsg (8 bytes), MAC (8 bytes) and a disclosed
key (8 bytes). ACD M packet includes a level number (1 byte), an index (4 bytdgyyahain commitment
K120 (8 bytes), a MAC (8 bytes), and a disclosed key (8 bytes).

It is true that our schemes (apd ESLA) have relatively high overhead in data packets withadbove
settings. This is in some sense because of the small pazketsbwever, broadcast authentication is usually
used to broadcast commands or control data from the basensimatsensors. We expect typical commands
or control data can fit in the 8 bytes payload. The base statmmhas the option to split long commands
or data into multiple packets. Moreover, it is possible todifyothe maximum packet size in TinyOS to
decrease the overhead. In our experiment, we only congidatdfault maximum packet size supported by
TinyOS, because the effect of CDM packets is our main concern

When a sensor node receives a data packet, it does not neefficiotbe level number and the disclosed
key for future authentication; only the other 20 bytes nedokt stored. Fo€ D M packets, all copies of the
sameC' D M message have the same values for the fields other than thb&eyoommitment and the MAC
value (i.e.,K;;20 and MAC inCDM;), since all forged messages without these values can bediltt
by the weak authentication mechanism. As a result, for glleofC D M;, the only fields that need saving
areK; 2o (8 bytes) and MAC (8 bytes), assuming that the level numbettla@index are used to locate the
buffer and the disclosed kely; _ is stored elsewhere to authenticate later disclosed kayshdt assume
the totally available memory for data antdD M messages i€’ bytes, and the sensor node decides to store
up tox data packets. Then the sensor can save @p:tq%gm copies ofC'DM messages.

Figure 9 shows the performance of different memory allotaschemes under severe DOS attacks
againstC DM messages (95% forged DM packets). In these experiments, we have total memory of
512 bytes or 1K bytes. As shown in Figure 9, three data but@sytes) are enough to authenticate over
90% of the received data packets when the total memory is 1&sbirhis is because the data packet arrived
in later time interval carries the key that can be used toemiitate the data packets arrived in earlier time
intervals. If there are no DOS attacks on data packets (dtetka are not considered in our experiments),
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Figure 9: The performance with different buffer allocaterhemes for total memory 512 and 1024 bytes
to buffer data and’ D M messages. Assume 95%@D M packets are forged and 50% of packets are lost
when transmitted over the channel.

the sensor can authenticate those data packets that andveds thani time intervals earlier and remove
them from the buffer. Thus, the buffer size for data packefsedds on the data rate, the key disclosure lag
d and the duration of the lowest key chain time interval. Ircpice, it only need to be large enough to hold
all data packets within one lowest-level time interval.

The figure also shows that after a certain point, having mata buffers does not increase the perfor-
mance. Instead, it decreases the performance, since lessmnis left for buffering the”’ D M messages.

To measure the performance under intensive DOS attacksssueng that each sensor node can store up
to 3 data packets and 39D M packets, which totally occupy 684 bytes memory space. Therarental
results are shown in Figures 10(a) and 10(b). Figure 10@yslthat our system can tolerate DOS attacks
to a certain degree; however, when there are extremelys&®@IS attacks (over 95% of forgedD M
packets), the performance decreases dramatically. Téigtie reasonable; a sensor node is certainly not
able to get an authenti€ D M message if all of th€' D M messages it receives are forged. Nevertheless, an
attacker has to make sure he/she sends much more férfed packets than the authentic ones to increase
his/her chance of success.

Figure 10(a) also shows that if the base station rebroasisafficient number of D M messages so that
on average, at least one copy of such autherifithl message can reach a sensor node in the corresponding
high-level time interval (e.g., when loss rate 70%), the channel loss rate does not affect our scheme
much. When the loss rate is large (e.g., 90% as in Figure Y1Q¢&)can observe the drop of data packet
authentication rate when the percentage of forgdel)/ packets is low.

An interesting result is that when the channel loss rate46,98e data packet authentication rate initially
increase when the percentage of forge M packets increases. This is because the sensor nodes can get
the disclosed key from forged D M packets when they cannot get it from the authentic ones.

The channel loss rate does affect the average authenticddiay, which can be seen in Figure 10(b).
The reason is that a sensor node needs to wait a longer tined teegdisclosed key. Though the number of
dropped packets increases dramatically under sever D@&dtiver 95%) as seen in Figure 10(a), Figure
10(b) shows that the percentage of forgefd /M message does not have a significant impact on the average
data packet authentication delay for those packets that lbeen authenticated.

In summary, the experimental results demonstrate thatystiers can maintain reasonable performance
even with high channel loss rate under severe DOS attacks.
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Figure 10: Experimental results under different channgs lmte and percentage of forged M packets.
Assuming 3 data packet buffers, 82 M buffers and fixed data raté(0 data packets/minute).

6 Reated Work

Security in sensor networks has attracted intensive relsesforts recently (e.g., [6, 27, 31]). Due to the
limited resources at sensor nodes, solutions based on asyimraryptography [13, 30, 33] are usually
impractical for sensor networks. In the following, we restour discussion to related techniques based on
symmetric cryptography.

One way hash functions play an important role in our scherie. use of one way hash functions for
authentication can be traced back to Lamport [19], which lager implemented as the S/Key one-time
password system [15]. Cheung proposed OLSV that uses del#igelosures of keys by the sender to
authenticate link-state routing updates between rou8rg\nderson et al. used the same technique in their
Guy Fawkes protocol to authenticate messages between tttespil]. Briscoe proposed the FLAMeS
protocol [4], and Bergadano et al. presented an autheiaticatotocol for multicast [3]. Both are similar to
the OLSV protocol [8]. Canetti et al. proposed to ésdifferent keys to authenticate the multicast messages
with k different M AC"s for sender authentication [5]. But, their scheme has bighmunication overhead
because of th& M AC’s for each message. Perrig introduced a verification efficgtggnature scheme
named BiBa based on one-way hash functions without trajgd@3]; however, BiBa has high overhead
in signature generation and public key distribution. Thieesniques either do not address, or cannot be
applied to broadcast authentication in sensor networks.

Our techniques in this paper are closely related to TESLAgkknown broadcast authentication proto-
col, which has been described in Section 2. TESLA was orilgimeoposed in [25] to efficiently authen-
ticate multicast streams over lossy channels. Though TE®gaires loose time synchronization between
a sender and multiple receivers, it is extremely efficienmtainly uses symmetric cryptography for authen-
tication. TESLA was later extended to provide additionalatzlities such as immediate authentication (to
remove the delay between the receipt and the authenticafiandata packet) and concurrent TESLA in-
stances (to accommodate heterogeneous networks withedifieandwidths) [26]. TESLA requires a digital
signature operation to bootstrap itself, and thus is intpralcin resource constrained sensor networks. As
an adaption of TESLALTESLA uses symmetric cryptography to distribute initiatgraeters to the sensor
nodes individually [27]. As discussed earlier, the dravibaicthis solution is the high communication over-
head required for initializing sensors when the number nésenodes is large. The work in this paper is to
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address this problem.

Perrig et al. proposed to use an earlier key chain to dig&rithe commitments of the next key chain [24].
Multiple early TESLA packets are used to tolerate packetdes However, since reliable distribution of
later commitment cannot be fully guaranteed, if all the pa€kised to distribute commitments are lost (e.g.,
due to temporary network partition), a receiver will not lieato recover the commitment of the later key
chain. As a result, the sender and the receivers will havefieat the costly bootstrap process. In contrast,
because of the connection between two consecutive levédsyathains, our techniques allow a receiver to
recover the key chains even if all the commitment distriliutnessages during one high-level time interval
are lost, .

Besides broadcast authentication, key management is &lswlamental security service in sensor net-
works. (In some sense, our techniques can also be consikeyethanagement techniques for broadcast
authentication.) Based on the assumption of tamper-agsifardware, Basagni et al. presented a key man-
agement scheme to periodically update the symmetric keyreghby all sensor nodes [2]. With this key
shared among all sensor nodes, authenticated broadcalsé @asily implemented. However, this scheme
cannot prevent a (compromised) sensor from sending forgesdages if an attacker can reuse the tamper-
resistant hardware.

Due to the resource constraints in sensors, several new &aggament techniques have been proposed
recently. A probabilistic key predistribution techniquasiirst proposed in [11]. The basic idea is to let
each sensor randomly pick a set of keys from a key pool sowlesénsors can have a certain probability of
sharing a common key. Chan et al. improved this ideagacamposite key predistribution scheme, which
requires at leasgy shared common keys in order to set up a pairwise key [7]. Ma®dhan et al. also
investigated a random pairwise keys scheme, which préaités a unique random pairwise key between
a random pair of sensors [7]. Liu and Ning developed a frankewm predistribute pairwise keys using
bivariate polynomials, and two efficient instantiationsaadom subset assignment scheme and a grid-based
key predistribution scheme, to establish pairwise keyirssr networks [21]. Instead of using a bivariate
polynomial, Du et al. proposed another approach based om'Blkey predistribution scheme [10]. Liu
and Ning, Du et al. later independently developed techmiqa@ise sensors’ expected locations to improve
the performance of pairwise key predistribution [9, 22].u al. proposed a protocol suite named LEAP
(Localized Encryption and Authentication Protocol) toghektablish individual keys between sensors and
abase station, pairwise keys between sensors, clustemkeys a local area, and a group key shared by
all nodes [35]. These techniques address the fundamemtalepn of secure communication between (or
among) sensors. However, they cannot provide broadcdserigation capabilities. Thus, we consider
them complementary to our techniques in this paper.

Wood and Stankovic identified a number of DOS attacks in saretavorks [34]. Karlof and Wagner ana-
lyzed the vulnerabilities and the countermeasures for eoenwf routing protocols for sensor networks [17].
The broadcast authentication techniques proposed indpsrpnay help address some attacks identified in
these papers.

7 Conclusion and Future Work

In this paper, we developed a multi-level key chain schenefftoiently distribute the key chain commit-
ments for the broadcast authentication scheme narf&SLA. By using pre-determination and broadcast,
our approach removedTESLA's requirement of a unicast-based distribution ofiathikey chain commit-
ments, which introduces high communication overhead melalistributed sensor networks. We also pro-
posed several techniques, including periodic broadcasbwimitment distribution messages and random
selection strategies, to improve the survivability of ochieme and defeat some DOS attacks. The resulting
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protocol, named multi-levgt TESLA, satisfies several nice properties, including lowrbead, tolerance of
message loss, scalability to large networks, and resistemeplay attacks.

We also developed a broadcast authentication system o®Einysing the techniques proposed in this
paper. Our system provides a simple and easy-to-use ARthvelain be used to build base station and sensor
applications on TinyOS. This implementation shows thatteahnique is practical for resource constrained
sensors. Our experiments further demonstrated that tlaelbast authentication system can tolerate message
loss and DOS attacks to a certain degree.

There are several possible future directions that wortHeagtudying. First, the authentication and the
failure recovery delay are still not fully solved in our tedtues. For example, when a sensor node does not
get a key chain commitment during a time interval, it musttaia relatively long period of time to recover
from this failure. We will seek solutions to this problem inrduture research. Second, the assumption
of loose time synchronization in sensor network may not be tn some applications. There are many
mechanisms to disrupt the time synchronization methods Tihmay be desirable to have alternative ways
of authenticating broadcast messages without assumgtiime synchronization. Third, in this paper, we
assume a single base station in the whole network; and teesdiation is assumed to be secure. However,
in some scenarios, there may exist multiple base statiodoae or some of those base stations may be
compromised by the attacker. We would like to study broadaathentication which may involve multiple
base stations and can tolerate compromised base stations.

Acknowledgment

The authors would like to thank the anonymous reviewersheir tvaluable comments.

References

[1] R. Anderson, F. Bergadano, B. Crispo, J. Lee, C. Mangaand R. Needham. A new family of
authentication protocols. IB@perating Systems Review, October 1998.

[2] S. Basagni, K. Herrin, D. Bruschi, and E. Rosti. Secureljbenets. InProceedings of ACM Interna-
tional Symposium on Mabile ad hoc networking and computing, pages 156-163, 2001.

[3] F. Bergadano, D. Cavagnino, and B. Crispo. Individuabi source authentication on the mbone. In
|EEE International Conference on Multimedia & Expo (ICME), August 2000.

[4] B. Briscoe. FLAMeS: Fast, loss-tolerant authenticatmf multicast stream. Technical report, BT
Research, 2000.

[5] R. Canetti, J. Garay, G. ltkis, D. Micciancio, M. Naor,cBB. Pinkas. Multicast security: A taxonomy
and some efficient constructions. Pnoceedings of IEEE INFOCOMM, pages 708-716, 1999.

[6] D.W. Carman, P.S. Kruus, and B.J.Matt. Constrains armtagches for distributed sensor network
security. Technical report, NAI Labs, 2000.

[7] H. Chan, A. Perrig, and D. Song. Random key predistrisuschemes for sensor networks.|EEE
Symposium on Research in Security and Privacy, 2003.

[8] S.Cheung. An efficient message authentication schemimkostate routing. Iri3th Annual Computer
Security Applications conference, San Diego, Calif, December 1997.

30



[9] W. Du, J. Deng, Y. S. Han, S. Chen, and P. Varshney. A keyagament scheme for wireless sensor

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

networks using deployment knowledge. Submitted for palibns.

W. Du, J. Deng, Y. S. Han, and P. Varshney. A pairwise k&ydlistribution scheme for wireless sensor
networks. In10th ACM Conference on Computer and Communications Security, October 2003.

L. Eschenauer and V. D. Gligor. A key-management schénalistributed sensor networks. In
Proceedings of the 9th ACM Conference on Computer and Communications Security, pages 41-47,
November 2002.

D. Gay, P. Levis, R. von Behren, M. Welsh, E. Brewer, andCDller. The nesC language: A holistic
approach to networked embedded systemsPrixceedings of Programming Language Design and
Implementation (PLDI 2003), June 2003.

R. Gennaro and P. Rohatgi. How to sign digital streanechmical report, IBM T.J.Watson Research
Center, 1997.

O. Goldreich, S. Goldwasser, and S. Micali. How to camsitrandom functionsJournal of the ACM,
33(4):792-807, October 1986.

N. M. Haller. The S/KEY one-time password system. Froceedings of the ISOC Symposium on
Network and Distributed System Security, pages 151-157, 1994.

J. Hill, R. Szewczyk, A. Woo, S. Hollar, D.E. Culler, akd S. J. Pister. System architecture directions
for networked sensors. Wrchitectural Support for Programming Languages and Operating Systems,
pages 93-104, 2000.

C. Karlof and D. Wagner. Secure routing in wireless semetworks: Attacks and countermeasures.
In First IEEE International Workshop on Sensor Network Protocols and Applications, May 2003.

H. Krawczyk, M. Bellare, and R. Canetti. HMAC: Keyeddhang for message authentication. IETF
RFC 2104, February 1997.

L. Lamport. Password authentication with insecure ocamication. Communications of the ACM,
24(11):770-772, 1981.

D. Liu and P. Ning. Efficient distribution of key chain mmnitments for broadcast authentication
in distributed sensor networks. Froceedings of the 10th Annual Network and Distributed System
Security Symposium, pages 263—-276, February 2003.

D. Liu and P. Ning. Establishing pairwise keys in distiied sensor networks. 10th ACM Conference
on Computer and Communications Security, October 2003.

D. Liu and P. Ning. Location-based pairwise key estibtients for static sensor networks. 2003
ACM Workshop on Security in Ad Hoc and Sensor Networks, October 2003.

A. Perrig. The BiBa one-time signature and broadcagtentication protocol. IfProceedings of the
ACM Conference on Computer and Communications Security, pages 28—-37, November 2001.

A. Perrig, R. Canetti, Briscoe, J. Tygar, and D. Song.SLE: Multicast source authentication trans-
form. IRTF draft, draft-irtf-smug-tesla-00.txt, Novenmi®000.

A. Perrig, R. Canetti, D. Song, and D. Tygar. Efficienttentication and signing of multicast streams
over lossy channels. IRAroceedings of the 2000 |EEE Symposium on Security and Privacy, May 2000.

31



[26] A. Perrig, R. Canetti, D. Song, and D. Tygar. Efficienda®ecure source authentication for multicast.
In Proceedings of Network and Distributed System Security Symposium, February 2001.

[27] A. Perrig, R. Szewczyk, V. Wen, D. Culler, and J.D. Tyg@8PINS: Security protocols for sensor
networks. InProceedings of Seventh Annual International Conference on Mobile Computing and
Networks, July 2001.

[28] R. Rivest. The RC5 encryption algorithm. Rnoceedings of the 1st International Workshop on Fast
Software Encryption, volume 809, pages 86-96, 1994.

[29] R.L. Rivest, A. Shamir, and L.A. Adleman. A method fortaiming digital signatures and public-key
cryptosystemsCommunications of the ACM, 21(2):120-126, 1978.

[30] P. Rohatgi. A compact and fast hybrid signature scheonerfulticat packet authentication. Bth
ACM Conference on Computer and Communications Security, November 1999.

[31] F. Stajano and R. Anderson. The resurrecting ducklgagurity issues for ad hoc networks. Rroc.
of Security Protocols: 7th International Workshop, pages 172—-194, 1999.

[32] U.S. National Institute of Standards and TechnologfeSdmodes of operation. Federal Information
Processing Standards Publication 81 (FIPS PUB 4-3), Deeett80.

[33] C.K.Wong and S. S. Lam. Digital signatures for flows andgltioasts. InProc. |IEEE ICNP’98, 1998.

[34] A.D.Wood and J. A. Stankovic. Denial of service in samsstworks.|EEE Computer, 35(10):54-62,
October 2002.

[35] S. Zhu, S. Setia, and S. Jajodia. Leap: Efficient secanchanisms for large-scale distributed sensor
networks. In10th ACM Conference on Computer and Communications Security, October 2003.

A A Detailed Description of Scheme IV

Initialization

During the initialization phase, all the sensor nodes skorabe their clocks with the base station. (Al-
ternatively, the base station and all the sensor nodes mmahsynize their clocks with a time service.) In
addition, the base station generates the following pamnsie{l) the initial random key,,, for the high-
level key chain; (2) a sequence of kdys = Fy(K;+1) in the high-level key chain, wheie= 0,1, ...,no—1,
and Fy is a pseudo random function; (3) the duratifdg of each time interval for the high-level key chain;
(4) the starting timd for the high-level key chain; (5) duratiofd; of the low-level time intervals; (6) the
disclosure lagl for the low-level key chains; (7) the maximum clock discnepad ;... during the lifetime
of the sensor network; (8) the frequency@b M packets.

A constraint for these parameters is that x d + d74. < the duration of the time interval for the high-
level key chain. Otherwise, the disclosure of a high-lews} knay disclose a low-level key that should not
be disclosed.

The base station distributes the following parameters @osdénsor nodes: (1o, (2) Ao, (3) 11, (4)

A+, (5) d, and (6)dr4.- Here we predetermine all the parameters for the low-leggldhains except for
the commitments. Alternatively, we may allow the base stato dynamically choose these parameters
and distribute them to the sensors in the commitment digtob messages. In this case, the authentication
procedure below should be changed slightly. In additiothefbase station wants to enable the sensors to
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authentication broadcast messages during the high-lenelibtervals/; and I, the base station needs to
distribute ; o and K  to the sensors.

Note that the initialization phase does not introduce $icgmtly more overhead than the originalESLA.
In the originaly TESLA, it is at least necessary to distribute the master keylse sensor nodes so that the
base station shares some common keying material with easlorseode. The aforementioned parameters
can be distributed to the sensor nodes along with the masysr k

Broadcast of Commitment Distribution M essages

When the base station needs to broadcast authenticatedgasds the sensors, it generates parameters
for each low-level key chain in a similar way to TESLA apdESLA [25-27]. Assume the base station
decides to divide each time interva) into n; smaller intervals, denoted , I; o, ..., I;,,. The base
station generates the low-level key chain by compufing,, = Foi (K1), andK; j = Fi(K; j4+1), where
j =0,1,...,ny — 1 and F; is a pseudo random function. Thus, the base station has whelel key
chain (k; o). The base station distributes the relevant informatiorutitiee low-level key chairfk; o) in
CDM;_5 during the time interval;_s.

Each commitment distribution messa@e) M; contains the index of the high-level time interval, the
commitment of the low-level key chaiff<; 2 o), the MAC generated over the above fields with the kgy
which is derived from the high-level kelf;, and the disclosed high-level authentication K€y ;.

Base Station — Sensors : CDMZ = ’L'|Ki+2’0|MACK/{ (’L'|Ki+2,0)|KZ'_1.
The base station randomly choogeés A points during each time interva), and broadcasts' D M; at
these time points.

Authentication of Commitment Distribution M essages

Assume that a sensor nodehasm + 1 buffers for commitment distribution messages. Wiereceives
a copy ofC D M; at timet; during the time interval;, it processes this message according to the following
procedure.

1. S checks the security condition f6rDM;, i.e.,t; + daree < Ti+1. S discards the packet and stops if
the security condition is not satisfied.

2. S authenticatedy;_; against a previously disclosed kéj; by verifying thatK;_, = Fi~177(Kj).
(Note thatK; always exists sinc&, was distributed to each sensor node during initializafi¢frthis
verification fails,S discards the message and stops. Othenfiseplacesk; with K;_;.

3. For each copy of C DM;_4, S authenticates by verifying its MAC with K; _; disclosed inC'D M;.
If this verification fails,S discards: and continues the verification for the next copyab M;_;. Oth-
erwise,S discards all the other copies 6tDM;_; and makeg the authenticated copy 6f DM, _1.
The key chain commitmenk; ; o contained in this copy of'DM;_; is then selected as the com-
mitment of the low-level key chaifis; . o) for the next high-level time intervdl ;.

4. S uses the random selection strategy discussed in 3.4 toadedidther to save the current copy of
C'DM; or not. (Note that if the current step is being executed halldopies of”’ D M;_; should have
been discarded.) Further assume the current cogyiai/; is the jth copy. If j < m, S still has free
buffers available, and' saves it in one of the empty buffers. Otherwisekeeps this copy with the
probabilitym /j, and places it in a randomly selected buffer (amongitheccupied buffers).

Broadcast and Authentication of Normal M essages

Broadcast and authentication of normal messages are peddoin the same way as in the extended
TESLA [26], except for the distribution of the key chain comments, which is handled in the distribution
and authentication of commitment distribution messages.
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B TheMulti-Level uTESLA API on TinyOS

B.1 Data Structure

e struct DataPackett. It defines the format of a multi-levelTESLA data packet.

name type description

level char The key chain level. 1 byte. For data packet, it is
always (MAX_ LEVEL-1), where MAX LEVEL
is the total number of levels, which is predefined
in the application.

index long The index of the time interval for the data packet.
4 bytes.

data array of char Actual payload. The array size is define by
DATA _SIZE, which is predefined in the applica-
tion. Because of the limitation of active message
size in TinyOS, it is set to 8 currently. If longer
message size is supported in the future, this value
can be easily changed.

mac array of char Message Authentication Code computed for this
packet. The array size is 8.

dis array of char Disclosed key. The array size is 8.

e struct CDM Packett. It defines the format of a multi-leveiTESLA C'D M packet.

name type description

level char The key chain level thi€' D M packet belongs to.
1 byte.

index long The index of time interval. 4 bytes

kc_2.0 array of char The commitment for chain (index+2) of its next
lower-level key chain. The array size is 8

mac array of char Message Authentication Code computed for this
packet. The array size is 8

dis array of char Disclosed key for the previous time interval. The

array size is 8

e struct Sende€Configt. It defines the configuration information for a sender.
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name

type

description

MT _key

kc_len

kc_int

starttime
delay
freq

e struct KCCi.

array of char

array of long

array of long

long long
long
long

It defines buffer

The master multi-levelu TESLA key, which is
used to generate all the other multi-ley@IESLA
keys. 8 bytes

The length of key chain for each level. The array
size is MAX_LEVEL, which is the total number
of levels.

The duration of the time interval for each level.
The array size is MAXLEVEL, which is the to-
tal number of levels. Actually, we only need the
duration of time interval of the lowest level key
chain, and all the others can be computed from
this value and the length of the key chain in each
level.

Start time of multi-levelu TESLA. 8 bytes

Key disclosure delay for data packet. 4 bytes
Frequency ofC DM packets. 4 bytes

to store a single key chain commitment.

name type description
index long The index of this key chain commitment. 4 bytes
key array of char Key chain commitment. The array size is 8
e struct LCt. It defines the buffer to store the key chain commitmentsafparticular level.
name type description
chain long The chain saved in this buffer. 4 bytes
commit array of KCCt | The buffer that stores key commitments. The ar-

e struct Rece

iveConfigt. It defi

ray size is 3. This is used to store the key commit-
ment for the previous, the current, and the next
key chain.

nes the configuration information for a receiver.

It

name type description

kc_len array of long The length of key chain for each level. It is the
same as the kfen field in SendelConfig t struct.

kc_int array of long The duration of time interval for each level.
is the same as the kat field in SenderConfig t
struct.

starttime | long long Start time of multi-level, TESLA. 8 bytes

delta long the maximum clock discrepancy between sender
and receiver. 4 bytes.

delay long Key disclosure delay for data packet. 4 bytes

Ic array of LCt The buffer to store all the key chain commitments.
The array size is MAXLEVEL, which is the total
number of levels

B.2 API Description

Sender component

35



e Sender.init(config)
-caller: The application
-return value: None

-Parameters
name | type | description
config | SenderConfigt* | configuration of the sender.

e Sender.sendData(time,packet)
-caller: The application
-return value:

1. SUCCESS: Successfully send out an authenticated datatpac

2. FAIL: Fail to send out the data packet. This happens whHahekeys for data packets are used
up or communication module is busy.

-Parameters
name | type | description
time long long The time when this data packet is generated. 8
bytes
packet Data Packeit* The buffer that stores the data packet
e Sender.generateConf(config)
-caller: The application
-return value: None
-Parameters
name | type | description
config ReceiverConfigt*| The buffer to store the generated configuration for

the receivers
Receiver component

e Receiver.init(config)
-caller: The application
-return value: None

-Parameters
name | type | description
config \ ReceiverConfig.t* \ configuration of the Receiver.

e Receiver.authenticDataReady(packet, delay)
-caller: The Receiver component
-return value: Depends on how the application implement it

-parameters
name | type | description
packet Data Packeit* The buffer that stores the authenticated data
packet
delay long The delay between the reception and the authen-

tication of this data packet. 4 bytes
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