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ABSTRACT
Sensor networks are ideal candidates for applications suchas target
tracking and environment monitoring. Security in sensor networks
is critical when there are potential adversaries. Establishment of
pairwise keys is a fundamental security service, which forms the
basis of other security services such as authentication andencryp-
tion. However, establishing pairwise keys in sensor networks is not
a trivial task, particularly due to the resource constraints on sen-
sors. This paper presents several techniques for establishing pair-
wise keys in static sensor networks. These techniques take advan-
tage of the observation that in static sensor networks, although it is
difficult to precisely pinpoint sensors’ positions, it is often possible
to approximately determine their locations. This paper presents a
simple location-aware deployment model, and develops two pair-
wise key predistribution schemes,a closest pairwise keys predis-
tribution schemeanda location-based pairwise keys scheme using
bivariate polynomials, by taking advantage of sensors’ expected lo-
cations. The analysis in this paper indicates that these schemes can
achieve better performance if such location information isavail-
able and that the smaller the deployment error (i.e., the difference
between a sensor’s actual location and its expected location) is, the
better performance they can achieve.

Categories and Subject Descriptors
C.2.0 [Computer-communication networks]: General-security and
protection

General Terms
Design, Security
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key management, sensor networks, probabilistic key sharing

1. INTRODUCTION
Sensor networks are ideal candidates for applications suchas mil-
itary target tracking, home security monitoring, and scientific ex-
ploration in dangerous environments. Typically, a sensor network
consists of a potentially large number of resource constrained sen-
sors, which are mainly used to collect data (e.g. temperature) from
the environment, and a few control nodes, which may have more
resources and may be used to control the sensors and/or connect
the network to the outside world (e.g. a central data processing
server). Sensors usually communicate with each other through
wireless communication channels.

Sensor networks may be deployed in hostile environments, espe-
cially in military applications. In such situations, the sensors may
be captured, and the data/control packets may be intercepted and/or
modified. Therefore, security services such as authentication and
encryption are essential to maintain the network operations. How-
ever, due to the resource constraints on the sensors, many security
mechanisms such as public key cryptography are not feasiblein
sensor networks. Indeed, providing security services in sensor net-
works is by no means a trivial problem; it has received a lot of
attention recently [5, 6,8,9,11,16,19].

A fundamental security service is the establishment of a symmet-
ric, pairwise key shared between two sensors, which is the basis of
other security services such as encryption and authentication. Sev-
eral key predistribution techniques have been developed recently to
address this problem. Eschenauer and Gligor proposed the basic
probabilistic key predistribution, in which each sensor isassigned
a random subset of keys from a key pool before the deployment
of the network [6]. By doing this, two sensors can have a cer-
tain probability to share at least one key. Chan et al. developed
theq-composite key predistribution and the random pairwise keys
schemes [5]. Theq-composite key predistribution scheme is based
on the basic probabilistic scheme in [6], but it requires twosensors
share at leastq predistributed keys to establish a pairwise key. The
random pairwise keys scheme predistributes random pairwise keys
between a particular sensor and a random subset of other sensors,
and has the property that compromised sensors do not lead to the
compromise of pairwise keys shared between non-compromised
sensors. However, these approaches still have some limitations.
For the basic probabilistic and theq-composite key predistribution,
a small number of compromised sensors may reveal a large frac-
tion of pairwise keys shared between non-compromised sensors.
Though the random pairwise keys scheme provides perfect secu-
rity against node captures, the maximum supported network size



is strictly limited by the storage capacity for pairwise keys and the
desired probability to share a key between two sensors [5]. Liu and
Ning developed a framework to predistribute pairwise keys using
bivariate polynomials and proposed two efficient instantiations, a
random subset assignment scheme and a grid-based key predistri-
bution scheme, to establish pairwise keys in sensor networks [10].
Our second scheme in this paper can be considered an instantiation
of this framework but can achieve better performance due to the
explicit usage of location information.

In this paper, we develop two novel pairwise key predistribution
schemes to address the above problems for static sensor networks.
These techniques are based on the observation that in staticsen-
sor networks,although it is difficult to precisely pinpoint sensors’
positions, it is often possible to approximately determinetheir lo-
cations.For example, when we use trucks to deploy static sensors,
we can usually keep sensors within a certain distance (e.g.,100
yards) from their target locations, though it is difficult toplace the
sensors in their expected locations precisely. By taking advantage
of this observation, our techniques provide better security and per-
formance than the previous techniques.

The contribution of this paper is two-fold. First, we develop a sim-
ple location-aware deployment model for static sensor networks,
and integrate the location information with the random pairwise
keys scheme. The resulting scheme keeps the nice property ofthe
random pairwise keys scheme, that is, the compromise of sensors
does not lead to the compromise of pairwise keys shared between
non-compromised sensors. However, unlike the random pairwise
keys scheme, our scheme does not impose restriction on the net-
work size. Moreover, with the same storage capacity in sensors,
our scheme achieves a higher probability to establish pairwise keys
than the random pairwise keys scheme, especially when the de-
ployment error is small. Our extension to this basic scheme further
allows smaller storage overhead and easier deployment of dynam-
ically added sensors. Second, we develop another location-based
key predistribution scheme by combining a polynomial basedkey
predistribution [2] with the location information. This scheme of-
fers further trade-offs between the security against node captures
and the probability of establishing pairwise keys between pairs of
sensors for a given memory constraint. Our analysis also indi-
cates that this scheme provides higher probability to establish pair-
wise keys between neighbor sensors and better resistance against
node captures than the basic probabilistic scheme [6] and the q-
composite scheme [5].

The rest of the paper is organized as follows. Section 2 describes
a location-aware deployment model, which will be used in our
schemes. Section 3 presents the closest pairwise keys scheme, in-
cluding a basic version and its extension. Section 4 describes the
location-based key predistribution scheme using bivariate polyno-
mials. Section 5 reviews the related work on sensor network se-
curity, and Section 6 concludes this paper and points out several
future research directions.

2. A LOCATION-AWARE DEPLOYMENT
MODEL

In some applications, the sensors may have low mobility, andwe
may be able to predetermine the location of the sensors to a certain
extent. In this case, we can use the sensors’ location information
to improve the performance of pairwise key predistribution. In this
section, we introduce a simple location-aware deployment model
for this purpose. We will then develop pairwise key management

schemes that can take advantage of the location informationin the
later sections.

We assume that sensors are deployed in a two dimensional area
called thetarget field, and two sensors can communicate with each
other if they are within each other’ssignal range. The location
of a sensor can be represented by a coordinate in the target field.
Each sensor has anexpected locationthat can be predicted or pre-
determined. After the deployment, a sensor is placed at anactual
location that may be different from its expected location. We call
the difference between the expected location and the actuallocation
of a sensor thedeployment errorfor the sensor. Thus, this model
can be characterized by the following three parameters.

Signal Rangedr: A sensor can receive messages from another sen-
sor if the former is located within the signal range of the latter. We
model the signal range of a sensor as a circle centered at its actual
location with the radiusdr. For simplicity, we assume the radiusdr

defining the signal range is a network-wide parameter, and denote
the signal range withdr. We say two sensors are neighbors if they
are physically located within each other’s signal range.

Expected Location(Lx, Ly): The expected location(Lx, Ly) of
a sensor is a coordinate in the two dimensional target field; it spec-
ifies where the sensor is expected to be deployed. Sometimes,a
sensor may be expected to be deployed within an area instead of a
particular location. In this case, we assume the sensor is expected
to be deployed at any location in that area with equal probability.

Deployment Error ε: We model the deployment errorε with a
probability density function. The sensor expected to be deployed at
(Lx, Ly) may appear at a particular area with certain probability,
which is calculated by the integration of probability density func-
tion ε over this area. In some cases, the sensor may have certain
mobility, and appear somewhere near its expected location with a
certain probability. The actual location of a sensor at any point in
time may also be modeled by the probability density function. We
assume the deployment error is also a network-wide parameter.

Obviously, this model can be easily extended to a three dimensional
space. However, in this paper, we focus on pairwise key establish-
ments in the two dimensional case. Extending our results to the
three dimensional model would be straightforward.

3. CLOSEST PAIRWISE KEYS SCHEME
In this section, we develop a pairwise key management scheme
namedclosest pairwise keys schemeto take advantage of the lo-
cation information. The basic idea is to have each sensor share
pairwise keys withc other sensors whose expected locations are
closest to the expected location of this sensor, wherec is a system
parameter determined by the memory constraint. We start with a
basic version, which can be considered the combination of the ran-
dom pairwise keys scheme [5] and the location information, and
then present an extended version to further reduce the storage over-
head and facilitate dynamic deployment of new sensors.

Throughout this paper, we assume there is a setup server respon-
sible for key predistribution. We assume that the setup server is
aware of the network-wide signal range and deployment error, and
the expected location of each sensor before deployment. We as-
sume each sensor has a unique, integer-valued ID. We also usea
sensor ID to refer to a particular sensor. For example, sensor u im-
plies that the sensor’s ID isu. For convenience, we call a pairwise



key shared directly between two neighbor nodes as adirect key, and
a pairwise key established through other intermediate nodes as an
indirect key.

3.1 The Basic Version
The basic idea of the closest pairwise keys scheme is topredis-
tribute pairwise keys between pairs of sensors so that two sensors
have a predistributed pairwise key if they have a high probability to
appear in each other’s signal range.Though reasonable, this idea
is difficult to implement, since it is non-trivial to get the probabil-
ity that two sensors are neighbors. Indeed, this probability depends
on the distribution of the deployment error, which is generally not
available and may vary in different applications. To simplify the
situation, we predistribute pairwise keys between pairs ofsensors
whose expected locations are close to each other, hoping that the
closer the expected locations of two sensors, the more possible that
they are physically located in each other’s signal range. Wewill
then analyze the probability that two neighbor sensors share a pair-
wise key using a simple deployment error model. The basic scheme
is presented as follows.

Predistribution. Based on the expected locations of the sen-
sors, the setup server predistributes pairwise keys on eachsensor
to facilitate establishing pairwise keys during the normaloperation.
Specifically, for each sensoru, the setup server first discovers a set
S of c other sensors whose expected locations are closest to the
expected location ofu. For each sensorv in S, the setup server
randomly generates a unique pairwise keyKu,v if no pairwise key
betweenu and v has been assigned. The setup server then dis-
tributes(v, Ku,v) and(u, Ku,v) to sensorsu andv, respectively.

Direct Key Establishment. After the deployment of the sensor
network, if two sensorsu andv want to setup a pairwise key to
secure the communication between them, they only need to check
whether they have a pre-deployed pairwise key with the otherparty.
This information is obtained from the setup server at the predistri-
bution phase. The algorithm to identify such a common key is triv-
ial, because each pairwise key in a particular sensor was associated
with a sensor ID.

Sensor Addition and Revocation. During the lifetime of a sen-
sor network, new sensors may be added to replace the damaged or
compromised sensors. To add a new sensor, the setup server per-
forms the above predistribution process for the new sensor,and then
informs the deployed sensors chosen for the new sensor the corre-
sponding pairwise keys through secure channels. (Here we assume
the communication between each sensor and the setup server is se-
cured with a unique pairwise key shared between the sensor and the
setup server.) The setup server may know the actual locations of the
deployed sensors. In this case, the setup server may use these lo-
cations (instead of their expected locations) to select neighbors for
the new sensor.

Sometimes it is necessary to revoke sensors from the secure net-
work possibly due to node compromises. We assume there are
other mechanisms to identify sensors to revoke (e.g., through de-
tection of compromised sensors [3, 12, 20]). To revoke a sensor,
the other sensors that have a shared pairwise key with the revoked
sensor only need to remove the key from their memory.

Indirect Key Establishment. After deployment, if two neighbor
sensorsu andv do not share a predistributed pairwise key, they
may find an intermediate neighbor sensor that shares pairwise keys
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Figure 1: Probability of establishing direct keys between two
neighbor nodes given different values ofe andγ. CPKS denotes
the closest pairwise keys predistribution scheme.

with both of them to help establish asession key. Basically, either
of these two sensors may broadcast a request message with their
IDs. Without loss of generality, we assumeu sends this request.
Suppose sensori receives this request, andi shares a pairwise key
ku,i with u, and a pairwise keykv,i with v. Sensori then gener-
ates a random session keyk and sends a message back tou, which
containsEku,i

(k) andEkv,i
(k). These are the session keyk en-

crypted withku,i andkv,i, respectively. Upon receiving this reply
message, sensoru can get the session key by decryptingEku,i

(k),
and inform sensorv by forwardingEkv,i

(k) to v. (Note that sen-
sor i acts as a KDC in this case.) Sensoru may receive multiple
replies; it may choose any one of them.

Though this scheme looks similar to the previous methods [5,6], it
can achieve better performance if the location informationis avail-
able. In the following, we show the improvement over previous
methods through analysis.

3.1.1 Analysis
In this subsection, we analyze the basic closest pairwise keys scheme
in detail. We usep to denote the probability of establishing direct
keys between neighbor sensors, and usePc to denote the fraction
of compromised direct keys shared between non-compromisedsen-
sors.

Probability of Establishing Direct Keys. For simplicity, in later
analysis, we assume that the sensors in the network are expected
to be evenly distributed in the target field. Thus, if sensoru is one
of sensorv’s closestc sensors, sensorv is likely to be one ofu’s
closestc sensors. The deployment error for a sensor with expected
location(ix, iy) is characterized by a probability density function
εix,iy (x, y).

Now consider two sensorsu andv that are expected to be deployed
at (ix, iy) and (jx, jy), respectively. The conditional probability
thatu andv are in each other’s signal range given thatu is located
at (x1, y1) can be calculated by

p(vjx,jy , uix,iy (x1, y1)) =

Z Z

d(u,v)≤dr

εjx,jy (x, y)dxdy,

whered(u, v) =
p

(x − x1)2 + (y − y1)2.

Because bothu andv are deployed independently, the probability



that they are within each other’s signal range can be calculated by

p(vjx,jy , uix,iy ) =

Z Z

εix,iy (x, y)p(vjx,jy , uix,iy (x, y))dxdy.

Assume there arem nodes on average in each sensor’s signal range.
The density of the network can be estimated byD = m

πd2
r

, where
dr is the radius of the signal range. Thus, on average, each sensor
will get pre-deployed pairwise keys with the sensors that are no
more thand′ away from it, whered′ =

√
γ × dr, andγ = c

m
.

We callγ = c
m

thecapacity density ratio. For anyv having a pre-
deployed pairwise key withu, the probability thatv falls into u’s
signal range is

p(uix,iy ) =

Z Z

(x−ix)2+(y−iy)2≤d′2

p(vx,y, uix,iy )

πd′2
dxdy.

Among the sensors that have predistributed pairwise keys with sen-
soru, the average number of sensors that fall into its signal range
can be estimated byc × p(uix,iy ). Thus, the probability of estab-
lishing a common key between any two neighbor sensors can be
estimated by

p =
c × p(uix,iy )

m
= γ × p(uix,iy ).

The above analysis can be applied to any deployment error model
characterized by a probability density function. In this paper, we
evaluate the performance of our scheme under a simple one in
which each sensor may randomly appear anywhere at a distance
of no more thane away from the expected location. We calle the
maximum deployment error. Thus, the deployment error for a sen-
sor with expected location(Lx, Ly) can be expressed by

εLx,Ly (x, y) =



1
πe2 , (x − Lx)2 + (y − Ly)2 ≤ e2;
0, otherwise.

We use the radius of signal range,dr, as the basic unit of distance
measurement (dr = 1). Figure 3.1.1 shows the probability of estab-
lishing direct keys between neighbor sensors for differentvalues of
e andγ. We can see that this probability is not only affected by the
deployment error, but also by the capacity density ratioγ. In gen-
eral, the increase ofγ will increase the probabilityp given certain
deployment error. However, this probability decreases when the
maximum deployment error increases. In practice, we may expect
to see better performance than in Figure 3.1.1, since the probability
of having a smaller deployment error is typically higher than the
probability of having a larger one.

Security Against Node Captures. From the scheme it is easy to
see that each predistributed pairwise key between two sensors is
randomly generated. Thus, no matter how many sensors are com-
promised, the direct keys between non-compromised sensorsare
still secure. Once a sensor is compromised, the session keysthis
sensor helps establish may be compromised. For example, an at-
tacker may have saved a copy of the reply message from this sensor,
and thus is able to decrypt the session key once she gets the predis-
tributed pairwise keys. Thus, if either of the source and destina-
tion sensors notices that the intermediate sensor is compromised, it
should remove the corresponding predistributed pairwise key, and
initiate a request to establish a new session key. The delay in detect-
ing compromised sensors still poses a threat. One way to mitigate
this threat is to derive the session key by combining (e.g., XOR) the
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Figure 2: Probability of establishing direct keys in random
pairwise keys scheme and the closest pairwise keys scheme for
different m and e given c = 200 and N = 600.

keys generated by at leastq (q > 1) different intermediate sensors,
adopting the idea in theq-composite scheme [5].

Overhead. Ideally, each sensor storesc pairwise keys. However,
this does not necessarily happen because of the asymmetry insen-
sors’ locations. Consider a pair of sensorsu andv. In the predis-
tribution step,v is one ofu’s closestc sensors; however,u is not
necessarily one ofv’s closestc sensors. In this case,v has to store
the pairwise key betweenu and v in addition to its own predis-
tributedc pairwise keys. Thus, the storage overhead in each sensor
comes from two parts: One consists of the pairwise keys generated
for itself, and the other consists of the pairwise keys generated for
other sensors. Hence, each sensor has to store at leastc keys andc
sensor IDs. The actual number of pairwise keys stored in a partic-
ular sensor may be much larger thanc. Nevertheless, if the sensors
are approximately evenly distributed in the target field, itis very
likely that if sensoru is among sensorv’s closestc sensors, thenv
is amongu’s closestc sensors.

To establish a common key with a given neighbor node, a sensor
only needs to check whether it has a predistributed pairwisekey
with the given node (because each pairwise key is associatedwith
a sensor ID). Thus, there is no communication and computation
overhead during a direct key establishment. Establishmentof an
indirect session key requires one broadcast request message, and
potentially a number of unicast reply messages. However, from
Figure 3.1.1, we can see this is highly unlikely given reasonable
capacity density ratio and maximum deployment error.

Comparison with previous methods. Let’s first compare our
scheme with the random pairwise keys scheme in [5]. Our ba-
sic scheme can be considered an extension to the random pairwise
keys scheme. These two schemes have some common properties.
In both schemes, compromise of sensors does not lead to the com-
promise of direct keys shared between non-compromised sensors.
However, our scheme further takes advantage of the locationinfor-
mation, and thus is able to achieve better performance than the ran-
dom pairwise keys scheme. First, the random pairwise keys scheme
has a restriction on the number of sensors that can be in the same
network, while our scheme has no limitation on the network size.
Second, given the same storage capacityc for pairwise keys and
the total numberN of sensors, the probability of establishing di-
rect keys in our scheme is always better than the random pairwise
keys scheme. This is illustrated in Figure 2, which comparesthe
probability of establishing direct keys in both schemes fordifferent
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m ande given thatc = 200 andN = 600. Figure 2 shows the
probability p of establishing direct keys is improved significantly
in our scheme, especially whene is less than two times of the sig-
nal range. When the maximum deployment errore increases, this
probability gradually decreases, and eventually merges into the line
for the random pairwise keys scheme.

Now let’s compare our basic scheme with the basic probabilistic
scheme [6] and theq-composite scheme [5]. As discussed earlier,
our scheme proposed has a high probability to establish direct keys
between neighbor sensors given reasonable capacity density ratio
γ and maximum deployment errors. At the same time, our scheme
does not put any limitation on the network size. In addition,our
scheme is much more secure than these two schemes when there
are compromised nodes. Figure 3 shows that given the same stor-
age overhead and the same value ofp, our scheme does not lead to
compromise of direct keys belonging to non-compromised sensors
(as discussed earlier), while in the other two schemes [5, 6], the
direct keys shared between non-compromised sensors are compro-
mised quickly when the number of compromised sensors increases.

3.2 The Extended Version
The pairwise keys predistribution technique described above has
two limitations. First, if the sensors are not evenly distributed in
the target field, it is possible for a sensor to have a large number
of neighbor sensors that are not among the closestc sensors ofu,
but consideru as among their closestc sensors. As a result, this
sensor has to store a lot of pairwise keys generated by the setup
server. Second, to add a new sensor after deploying the sensor
network, the setup server has to inform a number of existing sensors
in the network about the addition of the new sensor, which may
introduces a lot of communication overhead.

In this subsection, we propose an alternative way to predistribute
the secret information so that (1) the storage overhead in each sen-
sor is small and fixed no matter how the sensors are deployed, and
(2) no extra communication overhead is introduced during the ad-
dition of new sensors. The technique is based on a pseudo random
function (PRF) [7] and a master key shared between each sensor
and the setup server.

In the following, we only describe the predistribution, direct key
establishment, and sensor addition and revocation procedures. The
other parts are the same as in the basic scheme.

Predistribution. For each sensoru, the setup server first randomly

generates a master keyKu. The setup server also determines a
set S of c other sensors whose expected locations are closest to
that of u. The setup server then distributes to sensoru a set of
pairwise keys (together with the IDs) with those selected sensors,
which the setup server generates in the following way: For each
v ∈ S, the setup server generates a pseudo random numberku,v =
PRFKv (u) as the pairwise key shared betweenu andv, where
Kv is the master key forv. As a result, for eachv ∈ S, sensoru
stores the pairwise keyku,v, while sensorv can compute the same
key with its master key and the ID of sensoru. We callv a master
sensorof u if the direct keyku,v shared between them is derived
by ku,v = PRFKv (u). Accordingly, we callu a slave sensorof v

if v is a master sensor ofu.

Direct Key Establishment. The direct key establishment stage
is similar to the basic scheme. The only difference is that one of
two sensors has a predistributed pairwise key and the other only
needs to compute the key using its master key and the ID of the
other party. For example, ifu finds that it has the pre-deployed
pairwise keyPRFKv (u) with v, it then notifies sensorv that it has
such a key. Sensor nodev only needs to computePRFKv (u) by
performing a single pseudo random function.

Sensor Addition and Revocation. To add a new sensoru, the
setup server selectsc sensors closest to the expected location ofu.
For each of thesec sensors, the setup server retrievesv’s master key
Kv and computesku,v = PRFKv (u), and then distributesv and
ku,v to u. Revoking a sensor is a little more complex than in the ba-
sic scheme. To revoke sensorv, all its slave sensors need to remove
the corresponding keys from their memory. However,v’s master
sensors have to rememberv’s ID in order to avoid establishing a
direct key withv later.

In this extension, each sensor needs to store a master key which
is shared with the setup server andc pre-deployed pairwise keys.
Thus, the storage overhead for keys in each sensor is at mostc + 1.
To establish a pairwise key, one of them can initiate a request by
notifying the other party that it has the pre-deployed pairwise key.
(Note that this message only indicates the existence of suchkey and
nothing about what this key looks like is disclosed on the communi-
cation channel.) Once the other party receives such message, it can
immediately compute the pairwise key by performing one efficient
PRF operation. Thus, the communication overhead in the above
scheme involves only one short request message and the computa-
tion overhead only involves one efficient PRF operation.

Based on the security of PRF [7], if a sensor’s master key is not
disclosed, no matter how many pairwise keys generated with this
master key are disclosed, it is still computationally infeasible for an
attacker to recover the master key and the non-disclosed pairwise
keys generated with different IDs. Thus, the compromise of sensors
does not lead to the compromise of the direct keys shared between
non-compromised sensors.

The extended scheme introduces some additional overhead byre-
quiring master sensors to remember the IDs of their revoked slaves.
We consider this an acceptable overhead due to the followingrea-
sons. First, the storage overhead for a sensor ID is much smaller
than that for one cryptographic key. Second, in normal situations
when authentication of the revocation information is ensured, the
number of revoked slave sensors is usually less thanm, the av-
erage number of sensors in each sensor’s signal range. One may
argue that if the authentication of revocation informationcan be by-



passed, an attacker may convince a sensor to store many sensor IDs
in order to exhaust its memory. However, in this case, the sensor
can be convinced to do almost anything, and should be considered
compromised.

4. LOCATION-BASED KEY PREDISTRIBU-
TION USING BIVARIATE POLYNOMI-
ALS

The schemes presented earlier still has some limitations. In partic-
ular, given the constraints on the storage capacity, sensordensity,
signal range and deployment error, the probability of establishing
direct keys is fixed. For a particular sensor network, it is not conve-
nient to adjust the last three parameters. Thus, one has to increase
the storage capacity for pairwise keys to increase the probability
of establishing direct keys. This may not be a feasible solution in
certain sensor networks given the memory constraints on sensors.

Here we develop a key predistribution scheme to address the above
limitation by using bivariate polynomials and the locationinforma-
tion. The resulting technique allows trade-offs between the security
against node captures and the probability of establishing direct keys
with a given memory constraint. Moreover, it does not require the
setup server be aware of the global network topology, makingthe
deployment easier.

In the following, we first review a polynomial-based key predistri-
bution technique, then present the location-based key predistribu-
tion scheme, and finally analyze the security and performance of
this scheme.

4.1 Key Predistribution with Bivariate Poly-
nomials

Our scheme is based on the polynomial-based key predistribution
technique proposed in [2], which was developed for group keypre-
distribution. Though using the technique in [2] for group key pre-
distribution is generally not practical because of its overhead, its
special case for pairwise keys is feasible in sensor networks. For
simplicity, we only discuss the special case of pairwise keyestab-
lishment next.

To predistribute pairwise keys, the setup server randomly generates
a bivariatet-degree polynomialf(x, y) over a finite fieldFq , where
q is a prime number that is large enough to accommodate a cryp-
tographic key, such that it has the property off(x, y) = f(y, x).
(In the following, we assume all the bivariate polynomials have
this property without explicit statement.) It is assumed that each
sensor has a unique ID. For each sensori, the setup server com-
putes apolynomial shareof f(x, y), f(i, y). For any two sensor
nodesi andj, nodei can compute the common keyf(i, j) by eval-
uating f(i, y) at point j, and nodej can compute the same key
f(j, i) = f(i, j) by evaluatingf(j, y) at pointi.

In this approach, each sensor nodei needs to store at-degree poly-
nomial f(i, x), which occupies(t + 1) log q storage space. To
establish a pairwise key, both sensor nodes need to evaluatethe
polynomial at the ID of the other sensor node. There is no commu-
nication overhead during the pairwise key establishment process.
The security proof in [2] ensures that this scheme is uncondition-
ally secure andt-collusion resistant. That is, the collusion of no
more thant compromised sensor nodes knows nothing about the
direct key between any two non-compromised nodes.
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Figure 4: Partition of a target field

4.2 Our Scheme
The polynomial-based key predistribution scheme discussed above
can only tolerate no more thant compromised nodes, where the
value of t is limited by the storage capacity for pairwise keys in
a sensor. Indeed, the larger a sensor network is, the more likely
that an adversary compromises more thant sensors and then the
entire network. However, the polynomial-based key predistribution
introduces an interesting threshold property, that is, an attacker has
to compromise more than a certain number of sensors in order to
compromise the secret. Our scheme in this section aims to integrate
this property with location information.

The main idea of the proposed technique is to combine the closest
pairwise keys scheme with the polynomial-based key predistribu-
tion technique. Specifically, we partition the target field into small
areas calledcells, each of which is associated with a unique ran-
dom bivariate polynomial. Then, instead of assigning each sensor
the pairwise keys for the closest sensors, we distribute to each sen-
sor a set of polynomial shares that belong to the cells closest to the
one that this sensor is expected to locate in. For simplicity, we as-
sume the target field is a rectangle area that can be partitioned into
equal-sized squares.

Predistribution. Partitions the target field into equal sized squares
{Cic,ir}ic=0,1,...,C−1,ir=0,1,...,R−1, each of which is acell with
the coordinate(ic, ir) denoting rowir and columnic. For conve-
nience, we uses = R×C to denote the total number of cells. The
setup server randomly generatess bivariatet-degree polynomials
{fic,ir (x, y)}ic=0,1,...,C−1,ir=0,1,...,R−1, and assignsfic,ir (x, y)
to cellCic,ir . Figure 4 shows an example partition of a target field.

For each sensor, the setup server first determines itshome cell, in
which the sensor is expected to locate. The setup server thendis-
covers four cells adjacent to the sensor’s home cell. Finally, the
setup server distributes to the sensor its home cell coordinate and
the polynomial shares of the polynomials for its home cell and the
four selected cells. For example, in Figure 4, sensoru is expected
to be deployed in cellC2,2. Obviously, cellC2,2 is its home cell,
and cellC2,1, C1,2, C2,3 andC3,2 are the four cells adjacent to its
home cell. Thus, the setup server gives this sensor the coordinate
(2, 2) and the polynomial sharesf2,2(u, y), f2,1(u, y), f1,2(u, y),



0

0.2

0.4

0.6

0.8

1

1.2

0 1 2 3 4 5

L - side length of cell

p

e=0 e=0.5 e=1 e=5 e=10

(a)

0

0.2

0.4

0.6

0.8

1

1.2

0 2 4 6 8 10

e - maximum deployment error

p

L=0.5 L=1 L=2 L=3 L=4 L=5

(b)

Figure 5: Probability of establishing direct keys between two neighbor nodes given different cell side lengthL and maximum deploy-
ment error e

f2,3(u, y), andf3,2(u, y).

Direct Key Establishment. After deployment, if two sensors
want to setup a pairwise key, they first need to identify a shared
bivariate polynomial. If they can find at least one such polyno-
mial, a common pairwise key can be established directly using
the basic polynomial-based key predistribution presentedin Sec-
tion 4.1. A simple way is to let one of them (calledsource node)
disclose its home cell coordinate to the other node (calleddesti-
nation node). From the coordinate of the home cell of the source
node, the destination node can immediately determine the set of
polynomial shares the source node has. To protect this coordinate
information, the source node may challenge the destinationnode
to solve puzzles. For example, using the method in [6], the source
node may send an encryption list,α, EKv (α), v = 1, ..., 5, where
Kv is a potential pairwise key the other node may have. If the des-
tination node can correctly decrypt one of them, it can establish
a pairwise key with the the requesting node and thus send a short
reply message to identify the common shared key.

Sensor Addition and Revocation. To add a new sensor, the setup
server only needs to predistribute the related polynomial shares and
the home cell coordinate to the new sensor, in the same way as in
the predistribution phase. The revocation method is also straight-
forward. Each sensor only needs to remember the IDs of the com-
promised sensors that shares at least one common bivariate poly-
nomial with itself. Thus, in addition to the polynomial shares, the
sensor also needs to store a number of compromised sensor IDs. If
more thant sensors that share the same bivariate polynomial are
compromised, a non-compromised sensor that has a share of this
polynomial simply remove the corresponding share and all the re-
lated compromised sensor IDs from its memory.

Indirect Key Establishment. Same as the closest pairwise key
scheme.

4.3 Analysis
In this subsection, we give a detailed analysis of the above key
predistribution scheme.

Probability of Establishing Direct Keys. Consider two sensors
u andv that are expected to be deployed in cellCic,ir andCjc,jr ,
respectively. The conditional probability of being in eachother’s

signal range given that (1)u is expected to be at(ix, iy) but is
actually deployed at(x1, y1), and (2)v is expected to be deployed
at (jx, jy) can be calculated by

p(vjx,jy , uix,iy (x1, y1)) =

Z Z

d(u,v)≤dr

εjx,jy (x, y)dxdy,

whered(u, v) =
p

(x − x1)2 + (y − y1)2.

Sinceu andv are deployed independently, the conditional proba-
bility of being in each other’s signal range given thatu andv are
expected to be deployed at(ix, iy) and(jx, jy), respectively, can
be calculated by

p(vjx,jy , uix,iy ) =

Z Z

εix,iy (x, y)p(vjx,jy , uix,iy (x, y))dxdy.

To simplify our analysis, we assume that a sensor is expectedto
locate randomly in its home cell. In other words, if sensorv is
expected to be in cellCjc,jr , then the probability density function
for the expected location ofv is 1

L2 for any location in the cell, and
0 otherwise. Therefore, the conditional probability thatu andv are
in each other’s signal range given thatu is expected to be deployed
at location(ix, iy) andv is expected to be deployed in cellCjx,jy

can be calculated by

p(Cjc,jr , uix,iy ) =

Z Z

Cjc,jr

p(vx,y, uix,iy )

L2
dxdy.

Hence, the probability of being able to establish a common key
betweenu andv given thatu andv’s home cellsCic,ir andCjc,jr

can be estimated by

p(Cjc,jr , Cic,ir ) =

Z Z

Cic,ir

p(Cjc,jr , ux,y)

L2
dxdy.

Assume that on average,Ncell sensors are expected to be deployed
in each cell. Thus, among all the sensors with home cellCjc,jr , the
average number of sensors that a sensoru can directly communi-
cate with can be estimated byNcell×p(Cjc,jr , Cic,ir ). Therefore,
overall, the average number of sensors thatu can directly commu-
nicate with can be estimated by

nu = Ncell ·
X

∀jc,jr

p(Cjc,jr , Cic,ir ).
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Figure 6: Fraction of compromised direct keys between non-compromised sensors v.s. Fraction of compromised sensors. Assume
each node has available storage equivalent to 200 cryptographic keys.

Let Sic,ir denotes the set of home cells of the sensors that share
at least one common polynomial with a sensor whose home cell
is Cic,ir . According to our predistribution procedure, there are 13
such cells in eachSic,ir . As an example, Figure 4 showsS2,2,
which consists of all the shaded cells. Thus, the average number
of sensors that can establish a common key withu directly can be
estimated by

n
s
u = Ncell ·

X

Cjc,jr
∈Sic,ir

p(Cjc,jr , Cic,ir ).

Thus, the probability of establishing a common key directlybe-
tweenu and its neighbor nodes, which is also the probability of es-
tablishing a common key directly between any two neighbor nodes,
can be estimated by

p = p(u) =
ns

u

nu

=

P

Cjc,jr
∈Sic,ir

p(Cjc,jr , Cic,ir )
P

∀jc,jr
p(Cjc,jr , Cic,ir )

.

We use the simple deployment error model described in the previ-
ous section to evaluate the performance, with signal rangedr as the
basic unit for distance measurement (dr = 1). Figure 5 shows the
probability of establishing direct keys for different combinations of
cell side lengthL and maximum deployment errore. Obviously,
the probability of establishing direct keys increases withthe cell
side lengthL and decreases with the maximum deployment error
e.

In general, the largerL is, the higher the probability of establish-
ing a direct key between two neighbor nodes. However, the larger
cell side length also leads to a larger number of sensors sharing the
same bivariate polynomial, which in turn degrades the security per-
formance. Thus, we have to find the minimum value ofL to meet
the other constraints so that we can maximize the security perfor-
mance. Figure 5 provides a guideline to determine the minimum
value ofL given the other constraints.

Security against Node Captures. According to the result of the
polynomial-based key predistribution, as long as no more than t

polynomial shares of a bivariate polynomial are disclosed,an at-
tacker knows nothing about the non-compromised pairwise keys
established through this polynomial. Thus, the security ofour scheme
depends on the average number of sensors sharing the same polyno-

mial, which is equivalent to the number of sensors that are expected
to be located in the corresponding cell and its four adjacentcells.

As discussed in Section 3, the density of the sensors in the network
can be estimated byD = m

πd2
r

. The average number of sensors

that are expected to be located in a cell ism∗L2

πd2
r

. Thus, the average
number of sensors that share the polynomial of a particular cell can
be estimated byNs = 5∗m∗L2

πd2
r

. Using the signal range as the basic

unit of distance measurement, we haveNs = 5∗m∗L2

π
.

We consider two attacks in this subsection. One is alocalized at-
tack, which targets at the sensors in a particular area in order to
compromise the communication security in this area. The other is
a random attack, which randomly selects sensors to compromise.

In a localized attack, the attacker must compromise more than t

out of Ns sensors in order to compromise the keys between non-
compromised sensors in that area. In addition, the compromise of
a particular area does not affect the keys in any other area because
all bivariate polynomials are chosen randomly and independently.

Consider a random attack. We assume a fractionpc of sensors in the
network have been compromised by an attacker. This means that
each sensor has the probability ofpc being compromised. Thus,
amongNs sensors that have polynomial shares of a particular cell,
the probability that exactlyi sensors have been compromised can
be estimated by

Pc(i) =
Ns!

(Ns − i)!i!
p

i
c(1 − pc)

Ns−i
.

Thus, the probability that the bivariate polynomial assigned to this
cell is compromised isPc = 1−Pt

i=0 Pc(i). For any pairwise key
established directly between non-compromised sensors, the proba-
bility that it is compromised is the same asPc. Figure 6 includes the
relationship between the fraction of compromised direct keys for
non-compromised sensors and the fraction of compromised nodes
under different combinationm and L given the storage capacity
that is equivalent to 200 cryptographic keys (t = 39). An inter-
esting result is that regardless of the total number of sensors in the
network, the less the density of the sensor network, the higher the
security guarantee it can provide.



Comparison. Now let’s compare our scheme in this section with
previous methods (basic probabilistic scheme [6], theq-composite
scheme [5], the random pairwise keys scheme [5], and the closest
pairwise keys scheme). Evaluation of those schemes requires the
network size. To be fair, we use the following method to estimate
the network size in our scheme. Assume on average, there arem

sensors that fall into each sensor’s signal range. Based on the anal-
ysis in [5], we estimate the total number of sensors in the network
is N = 2m∗p to make sure the network is fully connected at a
high probability, wherep is the probability of establishing direct
key between two neighbor sensors.

Let’s first compare our new scheme with the basic probabilistic
scheme [6] and theq-composite scheme [5]. Figure 7(a) compares
the number of compromised keys shared between non-compromised
sensors given the samep, m, and storage overhead. We can see that
our scheme significantly better than the other two schemes. It also
shows that the more precise the sensor deployment is, the higher
security it can guarantee.

We then compare our new scheme in this section with the random
pairwise keys scheme [5]. By limiting the number of sensors shar-
ing the same bivariate polynomial, our proposed scheme can be
modified to provide perfect security against node captures.Then,
we haveNs = 5∗m∗L2

π
≤ (t + 1). From the previous result, we

know that the value ofp only depends onL ande. Thus, given
the same probability of establishing direct keys between sensors,
our proposed scheme has no limit on the total number of sensors it
can support. However, the random pairwise key scheme can only
support at mostc

p
sensors, wherec is the number of cryptographic

keys a sensor stores [5]. Thus, our new scheme can achieve better
performance when the location information is available.

Now we compare our new scheme proposed in this section with
the closest pairwise keys scheme in Section 3. For the closest pair-
wise key predistribution, given a fixed storage capacityc, signal
rangedr, sensor densityD, and the maximum deployment errore,
the probability of establishing direct keys between sensors is fixed.
However, for our new scheme proposed in this section, given the
above constraints, it can still achieve arbitrary high probability to
establish direct keys between sensors by increasing the cell side
lengthL as shown in Figure 5. For example, in the closest pairwise
keys scheme, ifγ = 5, e = 3, the probability of having a common
pairwise key between two neighbor nodes is0.4. Thus, if on av-
erage, there are 20 other sensors within each sensor’s signal range,
the closest pairwise keys scheme can only establish direct keys for
8 nodes. Then, to make sure the overall network is fully connected,
it can only support28 = 256 sensor nodes. In contrast, our new
scheme allows to increase cell side length to achieve the requiredp

and still provide certain degree of security.

An advantage of the closest pairwise key scheme is that compro-
mise of sensors does not lead to the compromise of direct keys
shared between non-compromised sensors. We call this property as
perfect resistance against node captures. By havingNs ≤ (t + 1),
the location-based scheme proposed in this section can alsoprovide
this security property. To further compare these two schemes under
this condition, Figure 7(b) shows the probabilities of establishing
direct keys with storage capacity which is equivalent to 200crypto-
graphic keys and different sensor densities and maximum deploy-
ment errors. We can see that although the closest pairwise keys
scheme has a higher probability to establish direct keys between
neighbor sensors, our new scheme is not significantly worse,espe-

cially for a large deployment error. Considering the flexibility to
trade-off security and performance in the new scheme in thissec-
tion, we can conclude that the location-based key predistribution
scheme using bivariate polynomials is a desirable alternative for
the closest pairwise keys scheme.

Overhead. Each sensor needs to store the coordinate of its home
cell and the polynomial shares of five cells. The storage overhead
for the coordinate of its home cell is negligible. Thus, eachsen-
sor has to allocate5(t + 1) log q memory space to store the secret.
When there are compromised sensors, each non-compromised sen-
sor also needs to store the IDs of the compromised sensors with
which it shares at least one polynomial. However, for each ofthe
5 polynomials, a non-compromised sensor only needs to storeup
to t IDs; it can remove the corresponding polynomial share and all
the related IDs if the number of compromised sensors with which
it shares the polynomial exceedst.

To establish a common key between two neighbor nodes, one of
them initiates a request by disclosing its home cell coordinate or
giving an encryption list as in [6]. Once the other party receives
such a message, it can immediately determine the common pair-
wise key and reply a message to identify the corresponding key.
Thus, the communication overhead includes two messages.

To compute the common key with a given sensor, each sensor node
needs to evaluate at-degree polynomial. Thus, the computational
cost in each sensor mainly comes from the evaluation of this poly-
nomial, which requirest modular multiplication andt modular ad-
dition. Note that this is different from the modular operations in
a public key cryptosystem, which involves operations modulo a
very large integer (e.g., 1024 bits). In our scheme, the modular
just needs to be big enough to accommodate a symmetric key (e.g.,
65 bits).

5. RELATED WORK
Several techniques were proposed recently to address pairwise key
establishments in wireless sensor networks [5,6], including the ba-
sic probabilistic key predistribution [6], theq-composite key pre-
distribution [5] and the random pairwise keys scheme [5]. Bytak-
ing advantage of sensors’ location information, our schemes achieve
better performance than these alternatives. Indeed, our closest pair-
wise keys scheme can be considered an extension to the random
pairwise keys scheme.

Our second scheme is constructed on the basic of the polynomial
based key predistribution protocol presented in [2]. The original
protocol in [2] was intended to distribute group keys, and isgen-
erally not feasible in sensor networks. The scheme in [10] only
uses the special case of two parties. By combining it with sensors’
expected locations, our scheme achieves better performance than
its counter part in [10]. A framework of key predistributiontech-
niques based on this two-party case is proposed in [10]. Our second
scheme can also be considered an instantiation of this framework
with location information.

There are many other related works in sensor network security,
which are mostly on key management, authentication, and vulner-
ability analysis. Carman, Kruus, and Matt studied the performance
of a number of key management approaches in sensor networks on
different hardware platform [4]. Stajano and Anderson proposed
to bootstrap trust between devices through location limited chan-
nels such as physical contact [17]. Wong and Chan proposed to
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reduce the computational overhead for key exchange in low power
devices with the help of a more powerful server [18]. Basagniet
al. presented a key management scheme to secure the communi-
cation by periodically updating the symmetric keys shared by all
sensor nodes [1]; however, this scheme assumes tamper-resistant
hardware to protect the keys, which is not always available.

Perrig et al. developed a security architecture for sensor networks,
which includes SNEP, a security primitive building block, and a
broadcast authentication techniqueµTESLA [16], an adaption of
TESLA [13–15] in sensor networks. Liu and Ning extended this
technique to a multi-level key chain method to prolong the time pe-
riod covered by aµTESLA instance [9]. These techniques address
the critical broadcast authentication problem in sensor networks,
and are also complementary to the techniques in this paper.

Wood and Stankovic identified a number of DOS attacks in sen-
sor networks [19]. Karlof and Wagner pointed out security goals
for routing in sensor networks and analyzed the vulnerabilities as
well as the countermeasures for a number of existing routingproto-
cols [8]. Our proposed techniques may help address some of those
attacks by establishing a pairwise key between two sensors.

6. CONCLUSIONS AND FUTURE WORK
In this paper, we presented two schemes to take advantage of sen-
sors’ location information, aiming at improving pairwise key es-
tablishment in sensor networks. When sensors in a network can
be deployed to the expected locations with a certain precision, our
schemes provide better security and performance over the previ-
ous solutions. Our first scheme, the closest pairwise keys scheme,
is resistant to node capture attacks and has no limit on the total
number of sensors. Its extended version further reduces thestorage
overhead and simplifies the dynamic deployment of new sensors.
Our second scheme, the location-based key predistributionusing
bivariate polynomials, employs a threshold technique and provides
a trade-off between the security against node capture and the per-
formance of establishing pairwise keys.

Several directions are worth future research. First, we would like
to investigate the impact of different partitioning strategies (of the

target field), such as hexagon shapes, on the performance andse-
curity of our scheme. Second, we would like to study different
approaches to assigning polynomial shares and seek the optimal
solution if possible.
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