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ABSTRACT

Sensor networks are ideal candidates for applicationsasitirget
tracking and environment monitoring. Security in sensdwoeks

is critical when there are potential adversaries. Estavient of
pairwise keys is a fundamental security service, which fothe
basis of other security services such as authenticatioreaag/p-
tion. However, establishing pairwise keys in sensor néta/a not

a trivial task, particularly due to the resource consteaim sen-
sors. This paper presents several techniques for estialgliphir-
wise keys in static sensor networks. These techniques thka
tage of the observation that in static sensor networksoadth it is
difficult to precisely pinpoint sensors’ positions, it igef possible
to approximately determine their locations. This papes@nts a
simple location-aware deployment model, and develops @B p
wise key predistribution schemes,closest pairwise keys predis-
tribution schemeanda location-based pairwise keys scheme using
bivariate polynomialsby taking advantage of sensors’ expected lo-
cations. The analysis in this paper indicates that thesenses can
achieve better performance if such location informatiomiail-
able and that the smaller the deployment error (i.e., tHerdifice
between a sensor’s actual location and its expected logasipthe
better performance they can achieve.

Categories and Subject Descriptors
C.2.0 [Computer-communication networksg: General-security and
protection
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1. INTRODUCTION

Sensor networks are ideal candidates for applications asichil-
itary target tracking, home security monitoring, and stifenex-
ploration in dangerous environments. Typically, a senstwark
consists of a potentially large number of resource constchsen-
sors, which are mainly used to collect data (e.g. temperpfrom

the environment, and a few control nodes, which may have more
resources and may be used to control the sensors and/oratonne
the network to the outside world (e.g. a central data pracgss
server). Sensors usually communicate with each other ghrou
wireless communication channels.

Sensor networks may be deployed in hostile environmenpe-es
cially in military applications. In such situations, thensers may
be captured, and the data/control packets may be intectaptéor
modified. Therefore, security services such as autheritaind
encryption are essential to maintain the network operatibtow-
ever, due to the resource constraints on the sensors, meumjtge
mechanisms such as public key cryptography are not feaisible
sensor networks. Indeed, providing security servicesms@enet-
works is by no means a trivial problem; it has received a lot of
attention recently [5,6,8,9,11, 16, 19].

A fundamental security service is the establishment of ansgtn

ric, pairwise key shared between two sensors, which is this lod
other security services such as encryption and autheioticegev-
eral key predistribution techniques have been developsshtly to
address this problem. Eschenauer and Gligor proposed #ie ba
probabilistic key predistribution, in which each sensoassigned

a random subset of keys from a key pool before the deployment
of the network [6]. By doing this, two sensors can have a cer-
tain probability to share at least one key. Chan et al. dgeslo
the g-composite key predistribution and the random pairwiseskey
schemes [5]. The-composite key predistribution scheme is based
on the basic probabilistic scheme in [6], but it requires s@asors
share at leasf predistributed keys to establish a pairwise key. The
random pairwise keys scheme predistributes random paitkegs
between a particular sensor and a random subset of othearsens
and has the property that compromised sensors do not leae to t
compromise of pairwise keys shared between non-comprdmise
sensors. However, these approaches still have some lionisat
For the basic probabilistic and tigecomposite key predistribution,

a small number of compromised sensors may reveal a large frac
tion of pairwise keys shared between non-compromised s&nso
Though the random pairwise keys scheme provides perfeat sec
rity against node captures, the maximum supported netwiaek s



is strictly limited by the storage capacity for pairwise &@nd the
desired probability to share a key between two sensors [G]ahd
Ning developed a framework to predistribute pairwise kesiagi
bivariate polynomials and proposed two efficient instaitties, a
random subset assignment scheme and a grid-based keytipredis
bution scheme, to establish pairwise keys in sensor nesnjark.
Our second scheme in this paper can be considered an iasiamti
of this framework but can achieve better performance duéeo t
explicit usage of location information.

In this paper, we develop two novel pairwise key predistidiu
schemes to address the above problems for static sensarrketw
These techniques are based on the observation that in staiic
sor networksalthough it is difficult to precisely pinpoint sensors’
positions, it is often possible to approximately determnitmer lo-
cations.For example, when we use trucks to deploy static sensors,
we can usually keep sensors within a certain distance (£09.,
yards) from their target locations, though it is difficultgtace the
sensors in their expected locations precisely. By takinguathge
of this observation, our techniques provide better secarit per-
formance than the previous techniques.

The contribution of this paper is two-fold. First, we deyebsim-
ple location-aware deployment model for static sensor ordsy
and integrate the location information with the random \pee
keys scheme. The resulting scheme keeps the nice propettg of
random pairwise keys scheme, that is, the compromise obsens
does not lead to the compromise of pairwise keys shared batwe
non-compromised sensors. However, unlike the random fsarw
keys scheme, our scheme does not impose restriction on the ne
work size. Moreover, with the same storage capacity in enso
our scheme achieves a higher probability to establish pegrieys
than the random pairwise keys scheme, especially when the de
ployment error is small. Our extension to this basic scheumt&ér
allows smaller storage overhead and easier deploymentrnafnay
ically added sensors. Second, we develop another lochtead
key predistribution scheme by combining a polynomial bassd
predistribution [2] with the location information. Thistseme of-
fers further trade-offs between the security against nageuces
and the probability of establishing pairwise keys betweainspof
sensors for a given memory constraint. Our analysis alsb ind
cates that this scheme provides higher probability to &stapair-
wise keys between neighbor sensors and better resistangestg
node captures than the basic probabilistic scheme [6] amg-th
composite scheme [5].

The rest of the paper is organized as follows. Section 2 descr

a location-aware deployment model, which will be used in our
schemes. Section 3 presents the closest pairwise keys scirem
cluding a basic version and its extension. Section 4 de=xtibe
location-based key predistribution scheme using bivanetyno-
mials. Section 5 reviews the related work on sensor netwerk s
curity, and Section 6 concludes this paper and points owgrakv
future research directions.

2. A LOCATION-AWARE DEPLOYMENT
MODEL

In some applications, the sensors may have low mobility,\aed
may be able to predetermine the location of the sensors tdairce
extent. In this case, we can use the sensors’ location iraftom
to improve the performance of pairwise key predistributionthis
section, we introduce a simple location-aware deploymerdeh
for this purpose. We will then develop pairwise key managgme

schemes that can take advantage of the location informatithe
later sections.

We assume that sensors are deployed in a two dimensional area
called thetarget field and two sensors can communicate with each
other if they are within each othersignal range The location

of a sensor can be represented by a coordinate in the tarlget fie
Each sensor has axpected locatiothat can be predicted or pre-
determined. After the deployment, a sensor is placed aictual
locationthat may be different from its expected location. We call
the difference between the expected location and the dotation

of a sensor theleployment errofor the sensor. Thus, this model
can be characterized by the following three parameters.

Signal Ranged,.: A sensor can receive messages from another sen-
sor if the former is located within the signal range of thédatWe
model the signal range of a sensor as a circle centered atitsla
location with the radiud,.. For simplicity, we assume the radids
defining the signal range is a network-wide parameter, andtde
the signal range withl,.. We say two sensors are neighbors if they
are physically located within each other’s signal range.

Expected Location(L., Ly): The expected locatiofL., L, ) of

a sensor is a coordinate in the two dimensional target fietghec-
ifies where the sensor is expected to be deployed. Sometanes,
sensor may be expected to be deployed within an area instead o
particular location. In this case, we assume the sensoipisocésd

to be deployed at any location in that area with equal prdiabi

Deployment Error ¢. We model the deployment erraerwith a
probability density functionThe sensor expected to be deployed at
(Lz, Ly) may appear at a particular area with certain probability,
which is calculated by the integration of probability dépg$unc-

tion € over this area. In some cases, the sensor may have certain
mobility, and appear somewhere near its expected locatitmav
certain probability. The actual location of a sensor at avinton

time may also be modeled by the probability density functidfe
assume the deployment error is also a network-wide paramete

Obviously, this model can be easily extended to a three diioaal
space. However, in this paper, we focus on pairwise key ksiab
ments in the two dimensional case. Extending our result&eo t
three dimensional model would be straightforward.

3. CLOSEST PAIRWISE KEYS SCHEME

In this section, we develop a pairwise key management scheme
namedclosest pairwise keys scherteetake advantage of the lo-
cation information. The basic idea is to have each sensaesha
pairwise keys withc other sensors whose expected locations are
closest to the expected location of this sensor, whésea system
parameter determined by the memory constraint. We stalt avit
basic version, which can be considered the combinationeofeth-

dom pairwise keys scheme [5] and the location informatio a
then present an extended version to further reduce thegstoneer-
head and facilitate dynamic deployment of new sensors.

Throughout this paper, we assume there is a setup servamresp
sible for key predistribution. We assume that the setupesers/
aware of the network-wide signal range and deployment earat

the expected location of each sensor before deployment. sAle a
sume each sensor has a unique, integer-valued ID. We alsa use
sensor ID to refer to a particular sensor. For example, senso-
plies that the sensor’s ID is. For convenience, we call a pairwise



key shared directly between two neighbor nodesdigeat key and
a pairwise key established through other intermediate :1adean
indirect key

3.1 The Basic Version

The basic idea of the closest pairwise keys scheme [medis-
tribute pairwise keys between pairs of sensors so that twsmse
have a predistributed pairwise key if they have a high prdligto
appear in each other’s signal rangd@hough reasonable, this idea
is difficult to implement, since it is non-trivial to get thegiabil-
ity that two sensors are neighbors. Indeed, this probghiépends
on the distribution of the deployment error, which is getignaot
available and may vary in different applications. To sirfypthe
situation, we predistribute pairwise keys between pairsevisors
whose expected locations are close to each other, hopinghtna
closer the expected locations of two sensors, the moretjeshat
they are physically located in each other’s signal range. wille
then analyze the probability that two neighbor sensorseshaair-
wise key using a simple deployment error model. The basieraeh
is presented as follows.

Predistribution. Based on the expected locations of the sen-
sors, the setup server predistributes pairwise keys on sssor
to facilitate establishing pairwise keys during the noroyration.
Specifically, for each sensay, the setup server first discovers a set

S of ¢ other sensors whose expected locations are closest to the

expected location ofi.. For each sensar in S, the setup server
randomly generates a unique pairwise K€y , if no pairwise key
betweenu andv has been assigned. The setup server then dis-
tributes(v, Ku,») and(u, Ku,») to sensors, andv, respectively.

Direct Key Establishment. After the deployment of the sensor
network, if two sensors andv want to setup a pairwise key to
secure the communication between them, they only need ttkche
whether they have a pre-deployed pairwise key with the qiasy.
This information is obtained from the setup server at theligtg-
bution phase. The algorithm to identify such a common kegiis t
ial, because each pairwise key in a particular sensor wasiassd
with a sensor ID.

Sensor Addition and Revocation. During the lifetime of a sen-
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Figure 1: Probability of establishing direct keys between wo
neighbor nodes given different values o and v. CPKS denotes
the closest pairwise keys predistribution scheme.

with both of them to help establishsession keyBasically, either
of these two sensors may broadcast a request message with the
IDs. Without loss of generality, we assumesends this request.
Suppose sensarreceives this request, arighares a pairwise key
kv, with u, and a pairwise ke, ; with v. Sensor; then gener-
ates a random session kkynd sends a message backtavhich
containsy, , (k) and Ey, , (k). These are the session keyen-
crypted withk,, ; andk, ;, respectively. Upon receiving this reply
message, sensarcan get the session key by decryptifig, , (k),
and inform sensov by forwarding E, , (k) to v. (Note that sen-
sori acts as a KDC in this case.) Sensomay receive multiple
replies; it may choose any one of them.

Though this scheme looks similar to the previous method3][g,
can achieve better performance if the location informaisoavail-
able. In the following, we show the improvement over presiou
methods through analysis.

3.1.1 Analysis

In this subsection, we analyze the basic closest pairwigedeheme
in detail. We use to denote the probability of establishing direct
keys between neighbor sensors, and Bs¢o denote the fraction

sor network, new sensors may be added to replace the damaged o°f compromised direct keys shared between non-comprorséed
compromised sensors. To add a new sensor, the setup server pe SOrS.

forms the above predistribution process for the new seasdrthen
informs the deployed sensors chosen for the new sensor tre co
sponding pairwise keys through secure channels. (Here susres
the communication between each sensor and the setup sepeer i
cured with a unique pairwise key shared between the senddghan
setup server.) The setup server may know the actual locadicthe
deployed sensors. In this case, the setup server may ugelthes
cations (instead of their expected locations) to seleghimirs for
the new sensor.

Sometimes it is necessary to revoke sensors from the seetie n

Probability of Establishing Direct Keys. For simplicity, in later
analysis, we assume that the sensors in the network aretegpec
to be evenly distributed in the target field. Thus, if sens@ one

of sensomn’s closestc sensors, sensaris likely to be one ofu’s
closestc sensors. The deployment error for a sensor with expected
location (i, iy) is characterized by a probability density function

eiz 7iy (x7 y) :

Now consider two sensotsandv that are expected to be deployed
at (i, 1y) and (jz, jy), respectively. The conditional probability

work possibly due to node compromises. We assume there arethatu andv are in each other's signal range given thas located

other mechanisms to identify sensors to revoke (e.g., tirale-
tection of compromised sensors [3, 12, 20]). To revoke a@ens
the other sensors that have a shared pairwise key with to&edv
sensor only need to remove the key from their memory.

Indirect Key Establishment. After deployment, if two neighbor
sensorsu andv do not share a predistributed pairwise key, they
may find an intermediate neighbor sensor that shares paikeis

at(z1,y1) can be calculated by

P(Vja iy > Wig iy (21,91)) 2// €,y (T, y)ddy,
d(u,v)<d

whered(u,v) = /(z — z1)2 + (y — y1)2.

Because both andv are deployed independently, the probability
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) . Figure 2: Probability of establishing direct keys in random
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pairwise keys scheme and the closest pairwise keys scheme fo

PV, Wiy i) different m and e given ¢ = 200 and N = 600.
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Among the sensors that have predistributed pairwise keyyss&n-
soru, the average number of sensors that fall into its signaleang
can be estimated by x p(u.,,i,). Thus, the probability of estab-
lishing a common key between any two neighbor sensors can be
estimated by

keys generated by at leag{qg > 1) different intermediate sensors,
adopting the idea in the-composite scheme [5].

Overhead. Ideally, each sensor storepairwise keys. However,
¢ X p(Uiy i) this does not necessarily happen because of the asymmesey-in
p=—7_ " — =7 P(tig iy )- sors’ locations. Consider a pair of sensarandv. In the predis-
tribution step,v is one ofu’s closestc sensors; howeve, is not
. . necessarily one af’s closestc sensors. In this case,has to store
The abov_e analysis can be_ _applled _to any d_eploymer)t erroemod the pairwise key between and v in addition to its own predis-
characterized by a probability density function. In th".pm we tributedc pairwise keys. Thus, the storage overhead in each sensor
evaluate the performance of our scheme under a simple one iNcomes from two parts: One consists of the pairwise keys gébr
&or itself, and the other consists of the pairwise keys gateelr for
other sensors. Hence, each sensor has to store at leagt and:
sensor IDs. The actual number of pairwise keys stored inticpar
ular sensor may be much larger tharNevertheless, if the sensors
B ;?7 (= Lo)? + (y — Ly)? < €2 are appro>.<imately eyenly distributed’ in the target fieldsivery
€L,.L, (T,y) = 0 likely that if sensor is among sensar’s closestc sensors, then
’ is amongu’s closestc sensors.

of no more thare away from the expected location. We calihe
maximum deployment erroThus, the deployment error for a sen-
sor with expected locatiofL, L,) can be expressed by

otherwise.

We use the radius of signal rangg, as the basic unit of distance  To establish a common key with a given neighbor node, a sensor
measurementl. = 1). Figure 3.1.1 shows the probability of estab- only needs to check whether it has a predistributed pairkese
lishing direct keys between neighbor sensors for diffevahies of with the given node (because each pairwise key is assoaciated

e and~y. We can see that this probability is not only affected by the a sensor ID). Thus, there is no communication and compuatatio

deployment error, but also by the capacity density ratidn gen- overhead during a direct key establishment. Establishroean
eral, the increase of will increase the probability given certain indirect session key requires one broadcast request meessad
deployment error. However, this probability decreasesnathe potentially a number of unicast reply messages. Howevem fr
maximum deployment error increases. In practice, we magaxp  Figure 3.1.1, we can see this is highly unlikely given reasbs
to see better performance than in Figure 3.1.1, since thEapility capacity density ratio and maximum deployment error.

of having a smaller deployment error is typically higherrttihe

probability of having a larger one. Comparison with previous methods. Let's first compare our

scheme with the random pairwise keys scheme in [5]. Our ba-
Security Against Node Captures. From the scheme itis easy to  sic scheme can be considered an extension to the randomiggirw
see that each predistributed pairwise key between two seis0  keys scheme. These two schemes have some common properties.
randomly generated. Thus, no matter how many sensors are com In both schemes, compromise of sensors does not lead toitie co
promised, the direct keys between non-compromised seasers  promise of direct keys shared between non-compromisemens
still secure. Once a sensor is compromised, the sessionthisys  However, our scheme further takes advantage of the locatfor
sensor helps establish may be compromised. For exampld; an a mation, and thus is able to achieve better performance Hearah-
tacker may have saved a copy of the reply message from tlisisen  dom pairwise keys scheme. First, the random pairwise kdyense
and thus is able to decrypt the session key once she getsdispr  has a restriction on the number of sensors that can be in the sa

tributed pairwise keys. Thus, if either of the source andidas network, while our scheme has no limitation on the networe si
tion sensors notices that the intermediate sensor is caniped, it Second, given the same storage capacifgr pairwise keys and
should remove the corresponding predistributed pairméese &nd the total numberV of sensors, the probability of establishing di-
initiate a request to establish a new session key. The deldstect- rect keys in our scheme is always better than the random is&irw
ing compromised sensors still poses a threat. One way tgati keys scheme. This is illustrated in Figure 2, which compé#hnes

this threat is to derive the session key by combining (e.@RXthe probability of establishing direct keys in both schemediifferent
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Figure 3: Fraction of compromised pairwise keys between non
compromised sensors v.s. Number of compromised sensors.

m ande given thatc = 200 and N = 600. Figure 2 shows the
probability p of establishing direct keys is improved significantly
in our scheme, especially wheris less than two times of the sig-
nal range. When the maximum deployment egr@ncreases, this
probability gradually decreases, and eventually mergediie line
for the random pairwise keys scheme.

Now let’s compare our basic scheme with the basic probébilis
scheme [6] and the-composite scheme [5]. As discussed earlier,
our scheme proposed has a high probability to establishtdieys
between neighbor sensors given reasonable capacity yleasd

generates a master kdy,,. The setup server also determines a
set .S of ¢ other sensors whose expected locations are closest to
that of u. The setup server then distributes to sensa set of
pairwise keys (together with the IDs) with those selectatsses,
which the setup server generates in the following way: Fehea
v € S, the setup server generates a pseudo random numher
PRFk,(u) as the pairwise key shared betweerand v, where
K, is the master key fov. As a result, for each € S, sensor
stores the pairwise key, ..., while sensow can compute the same
key with its master key and the ID of sensarWe callv a master
sensorof v if the direct keyk,,,, shared between them is derived
by k... = PRFk,(u). Accordingly, we call aslave sensoof v

if v is a master sensor of

Direct Key Establishment. The direct key establishment stage
is similar to the basic scheme. The only difference is that oh

two sensors has a predistributed pairwise key and the otilgr o
needs to compute the key using its master key and the ID of the
other party. For example, if finds that it has the pre-deployed
pairwise keyP Rk, (u) with v, it then notifies sensarthat it has
such a key. Sensor nodeonly needs to comput® RFk, (u) by
performing a single pseudo random function.

Sensor Addition and Revocation. To add a new sensar, the
setup server selectssensors closest to the expected location.of
For each of thesesensors, the setup server retrievisamaster key
K, and computeg.,, , = PRFk, (u), and then distributes and
ku,» tou. Revoking a sensor is a little more complex than in the ba-

v and maximum deployment errors. At the same time, our scheme gjc scheme. To revoke sensgrll its slave sensors need to remove

does not put any limitation on the network size. In additioay

the corresponding keys from their memory. Howeves, master

scheme is much more secure than these two schemes when thergensors have to remembes ID in order to avoid establishing a
are compromised nodes. Figure 3 shows that given the same sto gjrect key withv later.

age overhead and the same valug,afur scheme does not lead to
compromise of direct keys belonging to non-compromiseden
(as discussed earlier), while in the other two schemes [3h€]
direct keys shared between non-compromised sensors agg@om
mised quickly when the number of compromised sensors iegea

3.2 The Extended Version

The pairwise keys predistribution technique describedvalims
two limitations. First, if the sensors are not evenly disited in
the target field, it is possible for a sensor to have a largebenm
of neighbor sensors that are not among the closesnsors of:,

but consider, as among their closestsensors. As a result, this
sensor has to store a lot of pairwise keys generated by the set

server. Second, to add a new sensor after deploying the rsenso

network, the setup server has to inform a number of exisengars

in the network about the addition of the new sensor, which may

introduces a lot of communication overhead.

In this subsection, we propose an alternative way to prélige
the secret information so that (1) the storage overheadcin gen-
sor is small and fixed no matter how the sensors are deployed, a
(2) no extra communication overhead is introduced durimegatth
dition of new sensors. The technique is based on a pseudormrand

function (PRF) [7] and a master key shared between each rsenso

and the setup server.

In the following, we only describe the predistribution, adit key
establishment, and sensor addition and revocation proesdiihe
other parts are the same as in the basic scheme.

Predistribution. For each sensat, the setup server first randomly

In this extension, each sensor needs to store a master ke whi
is shared with the setup server angre-deployed pairwise keys.
Thus, the storage overhead for keys in each sensor is atanost

To establish a pairwise key, one of them can initiate a redues
notifying the other party that it has the pre-deployed paievkey.
(Note that this message only indicates the existence oflscand
nothing about what this key looks like is disclosed on the iwmmi-
cation channel.) Once the other party receives such message
immediately compute the pairwise key by performing one ieffic
PRF operation. Thus, the communication overhead in theeabov
scheme involves only one short request message and the tampu
tion overhead only involves one efficient PRF operation.

Based on the security of PRF [7], if a sensor's master key is no
disclosed, no matter how many pairwise keys generated Wish t
master key are disclosed, it is still computationally irsibée for an
attacker to recover the master key and the non-disclosedipai
keys generated with different IDs. Thus, the compromisen$ers
does not lead to the compromise of the direct keys sharedekatw
non-compromised sensors.

The extended scheme introduces some additional overheest by
quiring master sensors to remember the IDs of their revolee@s.
We consider this an acceptable overhead due to the follovaag
sons. First, the storage overhead for a sensor ID is mucHeamal
than that for one cryptographic key. Second, in normal sina
when authentication of the revocation information is eaduthe
number of revoked slave sensors is usually less tharthe av-
erage number of sensors in each sensor’s signal range. One ma
argue that if the authentication of revocation informatian be by-



passed, an attacker may convince a sensor to store many H28s0
in order to exhaust its memory. However, in this case, the@en
can be convinced to do almost anything, and should be caeside
compromised.

4. LOCATION-BASED KEY PREDISTRIBU-
TION USING BIVARIATE POLYNOMI-
ALS

The schemes presented earlier still has some limitationgaitic-
ular, given the constraints on the storage capacity, sefeusity,
signal range and deployment error, the probability of disting

direct keys is fixed. For a particular sensor network, it isqamve-
nient to adjust the last three parameters. Thus, one hasreaise
the storage capacity for pairwise keys to increase the pititya
of establishing direct keys. This may not be a feasible gniun

certain sensor networks given the memory constraints ososen

Here we develop a key predistribution scheme to addressthea
limitation by using bivariate polynomials and the locatinoforma-
tion. The resulting technique allows trade-offs betweerstcurity
against node captures and the probability of establishiegtkeys
with a given memory constraint. Moreover, it does not regjtiire
setup server be aware of the global network topology, mattieg
deployment easier.

In the following, we first review a polynomial-based key petd-
bution technique, then present the location-based keyigireo-
tion scheme, and finally analyze the security and perforearic
this scheme.

4.1 Key Predistribution with Bivariate Poly-

nomials

Our scheme is based on the polynomial-based key predistibu
technique proposed in [2], which was developed for groupgtey
distribution. Though using the technique in [2] for groupy kee-
distribution is generally not practical because of its bead, its
special case for pairwise keys is feasible in sensor nesvoAor
simplicity, we only discuss the special case of pairwise éstab-
lishment next.

To predistribute pairwise keys, the setup server randomheates
a bivariatet-degree polynomiaf (z, y) over a finite fieldF,,, where

q is a prime number that is large enough to accommodate a cryp-

tographic key, such that it has the propertyfdt, y) = f(y,x).
(In the following, we assume all the bivariate polynomiakvé
this property without explicit statement.) It is assumedtthach
sensor has a unique ID. For each sensdhe setup server com-
putes apolynomial shareof f(z,y), f(i,y). For any two sensor
nodes andj, node: can compute the common ke, j) by eval-
uating f (4, y) at pointj, and nodej can compute the same key

f(4,4) = f(i,7) by evaluatingf (5, v) at pointi.

In this approach, each sensor nadeeds to store &degree poly-
nomial f(i,z), which occupies(t + 1)log ¢ storage space. To
establish a pairwise key, both sensor nodes need to evahmte
polynomial at the ID of the other sensor node. There is no comm
nication overhead during the pairwise key establishmeotgss.
The security proof in [2] ensures that this scheme is undimmdi

ally secure and-collusion resistant. That is, the collusion of no

CO4 C1 4 CZ,A C34 C44

CO 3 C1 3 C2,3 C3.3 C4.3
WU

COZ C1 2 02,2 C32 042

CO 1 C1 1 C2,1 CS 1 C4 1

COO C1 0 C2,0 C30 C40

Figure 4: Partition of a target field

4.2 Our Scheme

The polynomial-based key predistribution scheme discliabeve
can only tolerate no more thancompromised nodes, where the
value oft is limited by the storage capacity for pairwise keys in
a sensor. Indeed, the larger a sensor network is, the maly lik
that an adversary compromises more thaensors and then the
entire network. However, the polynomial-based key preithistion
introduces an interesting threshold property, that is teatker has
to compromise more than a certain number of sensors in ocoder t
compromise the secret. Our scheme in this section aimsegratie
this property with location information.

The main idea of the proposed technique is to combine thestios
pairwise keys scheme with the polynomial-based key pnélist
tion technique. Specifically, we partition the target fiedtbi small
areas callectells each of which is associated with a unique ran-
dom bivariate polynomial. Then, instead of assigning eactssr
the pairwise keys for the closest sensors, we distributadb sen-
sor a set of polynomial shares that belong to the cells ddsdke
one that this sensor is expected to locate in. For simpligityas-
sume the target field is a rectangle area that can be paetitiorio
equal-sized squares.

Predistribution. Partitions the target field into equal sized squares
{CiC1iT}iC:O~,1 _____ C—1,ip=0,1,...,R—1, each of which is aell with

the coordinaté:., i, ) denoting rowi,, and columni.. For conve-
nience, we use = R x C' to denote the total number of cells. The
setup server randomly generatebivariatet-degree polynomials
{fic,ir(x,9)}ic=0,1,....c—1,ir=0,1,...,R—1, @Nd assigng;.. ;.. (z,y)

to cellC;, ,,.. Figure 4 shows an example partition of a target field.
For each sensor, the setup server first determindwitse cell in
which the sensor is expected to locate. The setup serverdilen
covers four cells adjacent to the sensor’'s home cell. Bintdie
setup server distributes to the sensor its home cell coateliand
the polynomial shares of the polynomials for its home cedl tre
four selected cells. For example, in Figure 4, sensi@ expected

to be deployed in cell’z,2. Obviously, cellCs s is its home cell,
and cellCs,1, C1,2, C2,3 andCs > are the four cells adjacent to its

more thant compromised sensor nodes knows nothing about the home cell. Thus, the setup server gives this sensor the icated

direct key between any two non-compromised nodes.

(2,2) and the polynomial share 2 (u,y), f2,1(u,y), f1,2(u,y),
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f2,3(u,y), andfs2(u, y).

Direct Key Establishment. After deployment, if two sensors
want to setup a pairwise key, they first need to identify aesthar
bivariate polynomial. If they can find at least one such polyn
mial, a common pairwise key can be established directlygusin
the basic polynomial-based key predistribution preseieSec-
tion 4.1. A simple way is to let one of them (calledurce nodp
disclose its home cell coordinate to the other node (calkesti-
nation nod¢. From the coordinate of the home cell of the source
node, the destination node can immediately determine thefse
polynomial shares the source node has. To protect this icaded
information, the source node may challenge the destinatante

to solve puzzles. For example, using the method in [6], thecso
node may send an encryption list, Ex, («), v = 1, ..., 5, where

K, is a potential pairwise key the other node may have. If the des
tination node can correctly decrypt one of them, it can distab

a pairwise key with the the requesting node and thus sendra sho
reply message to identify the common shared key.

Sensor Addition and Revocation. To add a new sensor, the setup
server only needs to predistribute the related polynorhiates and
the home cell coordinate to the new sensor, in the same way as i
the predistribution phase. The revocation method is alsogbtt-
forward. Each sensor only needs to remember the IDs of the com
promised sensors that shares at least one common bivaadlgte p
nomial with itself. Thus, in addition to the polynomial shay the
sensor also needs to store a number of compromised sensdf IDs

more thant sensors that share the same bivariate polynomial are

compromised, a non-compromised sensor that has a shares of t
polynomial simply remove the corresponding share and alréh
lated compromised sensor IDs from its memory.

Indirect Key Establishment.
scheme.

Same as the closest pairwise key

4.3 Analysis
In this subsection, we give a detailed analysis of the ab@ye k
predistribution scheme.

Probability of Establishing Direct Keys. Consider two sensors
u andv that are expected to be deployed in @&l] ;, andCj, j,.,
respectively. The conditional probability of being in easther’s

signal range given that (&) is expected to be at.,i,) but is
actually deployed afz1,y1), and (2)v is expected to be deployed
at (jz, jy) can be calculated by

P(Vjg iy > Wig iy (21, 91)) 2// €,y (T, y)dady,
d(u,v)<d,

whered(u,v) = v/(x — 21)2 + (y — y1)2.

Sinceu andwv are deployed independently, the conditional proba-
bility of being in each other’s signal range given thatndv are
expected to be deployed @i, iy) and(jz, jy), respectively, can
be calculated by

p(vjw7jy7uir7iy) ://Eimaiy(m7y)p(vjmajy7uizaiy(w7y))dmdy'

To simplify our analysis, we assume that a sensor is expeoted
locate randomly in its home cell. In other words, if sensas
expected to be in cell’;, ;,, then the probability density function
for the expected location afis % for any location in the cell, and
0 otherwise. Therefore, the conditional probability thandv are

in each other’s signal range given thais expected to be deployed
at location(i., iy ) andv is expected to be deployed in c€ll
can be calculated by

p(CJCJ'r7 Wiy, 'Ly / /

]c Jr

x5Jy

vz,y7 ulz 'Ly)

— """ dzdy.

Hence, the probability of being able to establish a common ke

h betweeru andv given thatu andv’s home cellsCs, i, andCj, ;,
can be estimated by
P(Ciec.jrs Cic.ir) // Cie, JM )dxdy

Assume that on averagd..;; sensors are expected to be deployed
in each cell. Thus, among all the sensors with homegll;,., the
average number of sensors that a sensoan directly communi-
cate with can be estimated B..;; x p(Cj..j,., Ci. i,.). Therefore,
overall, the average number of sensors thaan directly commu-
nicate with can be estimated by

Ny = Neew - § p(CJcJM Cimir)'
Vj(’ij
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Let S,

Teytr

denotes the set of home cells of the sensors that sharemial, which is equivalent to the number of sensors that gpeeted

at least one common polynomial with a sensor whose home cell to be located in the corresponding cell and its four adjacelhs.

is C. i,.. According to our predistribution procedure, there are 13
such cells in eacls,, ;.. As an example, Figure 4 show o,
which consists of all the shaded cells. Thus, the averagebaum
of sensors that can establish a common key withirectly can be
estimated by

>

Cjc.ir €Sic i

S
Ny = Neeu - P(Cjejrs Cicyiy)-

Thus, the probability of establishing a common key diredty
tweenu and its neighbor nodes, which is also the probability of es-
tablishing a common key directly between any two neighbaieso
can be estimated by

ic,ir p(CjC7jT7 C’L‘cﬂir)
ZVjC,jT p(Cj01j7‘7 CiCaiT)

o chcm €S

We use the simple deployment error model described in tha-pre
ous section to evaluate the performance, with signal rdn@e the
basic unit for distance measuremetit & 1). Figure 5 shows the
probability of establishing direct keys for different coimétions of

cell side lengthL and maximum deployment errer Obviously,

the probability of establishing direct keys increases it cell
side lengthL and decreases with the maximum deployment error
e.

In general, the largek is, the higher the probability of establish-
ing a direct key between two neighbor nodes. However, tlgetar
cell side length also leads to a larger number of sensoringfitue
same bivariate polynomial, which in turn degrades the sgquer-
formance. Thus, we have to find the minimum valueLab meet
the other constraints so that we can maximize the securifgmpe
mance. Figure 5 provides a guideline to determine the mimimu
value of L given the other constraints.

Security against Node Captures. According to the result of the
polynomial-based key predistribution, as long as no moas th
polynomial shares of a bivariate polynomial are disclosedat-
tacker knows nothing about the non-compromised pairwiges ke
established through this polynomial. Thus, the securitjupfscheme
depends on the average number of sensors sharing the same-pol

As discussed in Section 3, the density of the sensors in tineorie
can be estimated b = .. The average number of sensors
that are expected to be located in a ceﬂ’—j’rﬁg—z. Thus, the average
number of sensors that share the polynomial of a particelacan

be estimated bV, = % Using the signal range as the basic

unit of distance measurement, we have = %

We consider two attacks in this subsection. One liscalized at-
tack which targets at the sensors in a particular area in order to
compromise the communication security in this area. Therdth
arandom attackwhich randomly selects sensors to compromise.

In a localized attack, the attacker must compromise more tha
out of N, sensors in order to compromise the keys between non-
compromised sensors in that area. In addition, the compmofi

a particular area does not affect the keys in any other aresue

all bivariate polynomials are chosen randomly and indepstig

Consider arandom attack. We assume a fragtiasf sensors in the
network have been compromised by an attacker. This meats tha
each sensor has the probability jof being compromised. Thus,
amongN; sensors that have polynomial shares of a particular cell,
the probability that exactly sensors have been compromised can
be estimated by

P(i) = i

NS! i
mpc(l — De

Thus, the probability that the bivariate polynomial assigjto this
cell is compromised i®. = 1— Z;O P.(3). For any pairwise key
established directly between non-compromised sens@ qrtiba-
bility that itis compromised is the same Bs Figure 6 includes the
relationship between the fraction of compromised diregskior
non-compromised sensors and the fraction of compromisddao
under different combinatiom: and L given the storage capacity
that is equivalent to 200 cryptographic keys=€ 39). An inter-
esting result is that regardless of the total number of serindhe
network, the less the density of the sensor network, theehitite
security guarantee it can provide.



Comparison. Now let's compare our scheme in this section with
previous methods (basic probabilistic scheme [6],¢ttmmposite
scheme [5], the random pairwise keys scheme [5], and thestlos
pairwise keys scheme). Evaluation of those schemes raqghies
network size. To be fair, we use the following method to eatan
the network size in our scheme. Assume on average, thema are
sensors that fall into each sensor’s signal range. Baseaeosmnial-
ysis in [5], we estimate the total number of sensors in thevorkt

is N = 2™*P to make sure the network is fully connected at a
high probability, wherep is the probability of establishing direct
key between two neighbor sensors.

Let’s first compare our new scheme with the basic probaiailist
scheme [6] and the-composite scheme [5]. Figure 7(a) compares
the number of compromised keys shared between non-comggdmi
sensors given the sampem, and storage overhead. We can see that
our scheme significantly better than the other two schentedsd
shows that the more precise the sensor deployment is, therig
security it can guarantee.

cially for a large deployment error. Considering the flebjito
trade-off security and performance in the new scheme insthis
tion, we can conclude that the location-based key prebigidn
scheme using bivariate polynomials is a desirable alteedor
the closest pairwise keys scheme.

Overhead. Each sensor needs to store the coordinate of its home
cell and the polynomial shares of five cells. The storagelmast

for the coordinate of its home cell is negligible. Thus, eaeh-

sor has to allocatg(¢ + 1) log ¢ memory space to store the secret.
When there are compromised sensors, each non-comprongised s
sor also needs to store the IDs of the compromised sensduns wit
which it shares at least one polynomial. However, for eacthef

5 polynomials, a non-compromised sensor only needs to sfpre
to ¢ IDs; it can remove the corresponding polynomial share ahnd al
the related IDs if the number of compromised sensors wittckvhi

it shares the polynomial exceetls

To establish a common key between two neighbor nodes, one of
them initiates a request by disclosing its home cell coatiror

We then compare our new scheme in this section with the random giving an encryption list as in [6]. Once the other party reee

pairwise keys scheme [5]. By limiting the number of sensbexs
ing the same bivariate polynomial, our proposed scheme ean b
modified to provide perfect security against node captufésn,

we haveN, = % < (t + 1). From the previous result, we
know that the value op only depends orl. ande. Thus, given
the same probability of establishing direct keys betweersaes,
our proposed scheme has no limit on the total number of sgitsor
can support. However, the random pairwise key scheme can onl
support at mostf; sensors, whereis the number of cryptographic
keys a sensor stores [5]. Thus, our new scheme can achigee bet
performance when the location information is available.

such a message, it can immediately determine the common pair
wise key and reply a message to identify the correspondigg ke
Thus, the communication overhead includes two messages.

To compute the common key with a given sensor, each senser nod
needs to evaluatetadegree polynomial. Thus, the computational
cost in each sensor mainly comes from the evaluation of tilis p
nomial, which requires modular multiplication and modular ad-
dition. Note that this is different from the modular opeoas in

a public key cryptosystem, which involves operations modaul
very large integer (e.g., 1024 bits). In our scheme, the famdu
just needs to be big enough to accommodate a symmetric lgy (e.

Now we compare our new scheme proposed in this section with 65 bits).

the closest pairwise keys scheme in Section 3. For the ¢lpags
wise key predistribution, given a fixed storage capacijtgignal
ranged,., sensor density), and the maximum deployment errgr
the probability of establishing direct keys between sengofixed.
However, for our new scheme proposed in this section, gikien t
above constraints, it can still achieve arbitrary high pimlity to
establish direct keys between sensors by increasing theidel

5. RELATED WORK

Several techniques were proposed recently to addressipaikey
establishments in wireless sensor networks [5, 6], inalydne ba-
sic probabilistic key predistribution [6], thecomposite key pre-
distribution [5] and the random pairwise keys scheme [5].t&
ing advantage of sensors’ location information, our scheachieve

lengthZ as shown in Figure 5. For example, in the closest pairwise petter performance than these alternatives. Indeed, osesd pair-

keys scheme, #fy = 5, e = 3, the probability of having a common
pairwise key between two neighbor node®9i¢. Thus, if on av-
erage, there are 20 other sensors within each sensor'd siquge,
the closest pairwise keys scheme can only establish diegstflor

8 nodes. Then, to make sure the overall network is fully cotetg

it can only suppor2® = 256 sensor nodes. In contrast, our new
scheme allows to increase cell side length to achieve theérestp
and still provide certain degree of security.

An advantage of the closest pairwise key scheme is that eempr

wise keys scheme can be considered an extension to the random
pairwise keys scheme.

Our second scheme is constructed on the basic of the polghomi
based key predistribution protocol presented in [2]. Thgioal
protocol in [2] was intended to distribute group keys, andes-
erally not feasible in sensor networks. The scheme in [10f on
uses the special case of two parties. By combining it witlsses
expected locations, our scheme achieves better perfoerthan
its counter part in [10]. A framework of key predistributitech-

mise of sensors does not lead to the compromise of direct keysniques based on this two-party case is proposed in [10]. Exarsl

shared between non-compromised sensors. We call thisnyase
perfect resistance against node captuBg havingNs < (¢ + 1),

the location-based scheme proposed in this section capigiole
this security property. To further compare these two sclsaimeler
this condition, Figure 7(b) shows the probabilities of bi&hing
direct keys with storage capacity which is equivalent to @3@to-
graphic keys and different sensor densities and maximuriogep
ment errors. We can see that although the closest pairwise ke
scheme has a higher probability to establish direct keywewsi
neighbor sensors, our new scheme is not significantly wesgee-

scheme can also be considered an instantiation of this fvarke
with location information.

There are many other related works in sensor network sgcurit
which are mostly on key management, authentication, antevul
ability analysis. Carman, Kruus, and Matt studied the perfmce

of a number of key management approaches in sensor networks o
different hardware platform [4]. Stajano and Anderson psmul

to bootstrap trust between devices through location lidhitean-

nels such as physical contact [17]. Wong and Chan proposed to
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reduce the computational overhead for key exchange in lavepo
devices with the help of a more powerful server [18]. Basagni

target field), such as hexagon shapes, on the performanceeand
curity of our scheme. Second, we would like to study différen

al. presented a key management scheme to secure the communiapproaches to assigning polynomial shares and seek thmadpti

cation by periodically updating the symmetric keys shargdlb
sensor nodes [1]; however, this scheme assumes tampstargsi
hardware to protect the keys, which is not always available.

Perrig et al. developed a security architecture for senstwarks,
which includes SNEP, a security primitive building blockdaa
broadcast authentication techniqu€ESLA [16], an adaption of
TESLA [13-15] in sensor networks. Liu and Ning extended this
technique to a multi-level key chain method to prolong theetpe-
riod covered by a«TESLA instance [9]. These techniques address
the critical broadcast authentication problem in sensowaorks,
and are also complementary to the techniques in this paper.

Wood and Stankovic identified a number of DOS attacks in sen-
sor networks [19]. Karlof and Wagner pointed out securitglgo
for routing in sensor networks and analyzed the vulnettidslias
well as the countermeasures for a number of existing royiatp-

cols [8]. Our proposed techniques may help address somesd th
attacks by establishing a pairwise key between two sensors.

6. CONCLUSIONS AND FUTURE WORK

In this paper, we presented two schemes to take advantage-of s
sors’ location information, aiming at improving pairwiseykes-
tablishment in sensor networks. When sensors in a netwark ca
be deployed to the expected locations with a certain p@gisiur
schemes provide better security and performance over #he-pr
ous solutions. Our first scheme, the closest pairwise kdyanse,

is resistant to node capture attacks and has no limit on tia to
number of sensors. Its extended version further reducestohage
overhead and simplifies the dynamic deployment of new sensor
Our second scheme, the location-based key predistribusorg
bivariate polynomials, employs a threshold technique andiges

a trade-off between the security against node capture anddh
formance of establishing pairwise keys.

Several directions are worth future research. First, weldvbke
to investigate the impact of different partitioning stgies (of the

solution if possible.
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