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Pairwise key establishment is a fundamental security service in sensor networks; it enables sensor
nodes to communicate securely with each other using cryptographic techniques. However, due
to the resource constraints on sensor nodes, it is not feasible to use traditional key management
techniques such as public key cryptography and key distribution center (KDC). A number of key
predistribution techniques have been proposed for pairwise key establishment in sensor networks
recently. To facilitate the study of novel pairwise key predistribution techniques, this paper
develops a general framework for establishing pairwise keys between sensor nodes using bivariate
polynomials. This paper then proposes two efficient instantiations of the general framework: a
random subset assignment key predistribution scheme, and a hypercube-based key predistribution
scheme. The analysis shows that both schemes have a number of nice properties, including high
probability, or guarantee to establish pairwise keys, tolerance of node captures, and low storage,
communication, and computation overhead. To further reduce the computation at sensor nodes,
this paper presents an optimization technique for polynomial evaluation, which is used to compute
pairwise keys. This paper also reports the implementation and the performance of the proposed
schemes on MICA2 motes running TinyOS, an operating system for networked sensors. The
results indicate that the proposed techniques can be applied efficiently in resource constrained
sensor networks.

Categories and Subject Descriptors: C.Z0rputer-Communication Networks]: General—Security and pro-
tection C.2.1 [Computer-Communication Networks]: Network Architecture and Design¥ireless communi-
cation D.4.6 [Operating Systems]: Security and Protection-€ryptographic controlsK.6.5 [M anagement of
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1. INTRODUCTION

Distributed sensor networks have received a lot of attentéently due to its wide ap-
plications in military as well as civilian operations. Expl@ applications include target
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tracking, scientific exploration, and data acquisition @zérdous environments. The sen-
sor nodes are typically small, low-cost, battery powerad, lsighly resource constrained.
They usually communicate with each other through wirelegs!

Security services such as authentication and key manademeearitical to secure the
communication between sensor nodes in hostile envirorsnekg one of the most fun-
damental security services, pairwise key establishmeaibles the sensor nodes to com-
municate securely with each other using cryptographicrtiegles. However, due to the
resource constraints on sensor nodes, it is not feasibkadon to use traditional pairwise
key establishment techniques such as public key cryptbgrapd key distribution center
(KDC).

Instead of the above two techniques, sensor nodes may iskt&bls between each
other througtkey predistributionwhere keying materials are predistributed to sensor nodes
before deployment. As two extreme cases, one may seglgbal key among the network
so that two sensor nodes can establish a key based on tha gégb or assign each sensor
node a unique random key with each of the other nodes. Howéesfiormer is vulnerable
to the compromise of a single node, and the latter introdhoge storage overhead on
sensor nodes.

Eschenauer and Gligor proposed a probabilistic key prdalision scheme recently for
pairwise key establishment [Eschenauer and Gligor 2008 main idea is to let each
sensor node randomly pick a set of keys from a key pool befarééployment so that any
two sensor nodes have a certain probability to share atd@@stommon key. Chan et al.
further extended this idea and developed two key predigtab techniques: a-composite
key predistribution scheme and a random pairwise keys selj@man et al. 2003]. The
g-composite key predistribution also uses a key pool butireguwo nodes compute a
pairwise key from at least predistributed keys that they share. The random pairwige ke
scheme randomly picks pairs of sensor nodes and assignpamehunique random key.
Both schemes improve the security over the basic probtibisy predistribution scheme.

However, the pairwise key establishment problem is stitlfolly solved. For the basic
probabilistic and the-composite key predistribution schemes, as the numberrapoo-
mised nodes increases, the fraction of affected pairwige ikereases quickly. As a result,
a small number of compromised nodes may affect a large éraofipairwise keys. Though
the random pairwise keys scheme does not suffer from thesedemurity problem, given a
memory constraint, the network size is strictly limited by desired probability that two
sensor nodes share a pairwise key, the memory availableysrdn sensor nodes, and the
number of neighbor nodes that a sensor node can communiithte w

In this paper, we develop a number of key predistributiommégues to deal with the
above problems. We first develop a general framework fopsdér key establishment
based on the polynomial-based key predistribution prdtwcfBlundo et al. 1993] and
the probabilistic key distribution in [Eschenauer and Giig002; Chan et al. 2003]. This
framework is callegpolynomial pool-based key predistributionhich uses a polynomial
pool instead of a key pool in [Eschenauer and Gligor 2002nGital. 2003]. The secrets
on each sensor node are generated from a subset of polysamihé pool. If two sensor
nodes have the secrets generated from the same polyndmeiakan establish a pairwise
key based on the polynomial-based key predistributionreehe\ll the previous schemes
in [Blundo et al. 1993; Eschenauer and Gligor 2002; Chan.&t0f3] can be considered
as special instances in this framework.
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By instantiating the components in this framework, we farttievelop two novel pair-
wise key predistribution schemesrandom subset assignmestheme and hypercube-
basedscheme. The random subset assignment scheme assignsresmimsele the secrets
generated from a random subset of polynomials in the polyalgmool. The hypercube-
based scheme arranges polynomials in a hypercube spaicgsasach sensor node to a
unique coordinate in the space, and gives the node the sg@eérated from the polyno-
mials related to the corresponding coordinate. Based srhifpercube, each sensor node
can then identify whether it can directly establish a paankey with another node, and if
not, what intermediate nodes it can contact to indirectigldish the pairwise key.

Our analysis indicates that our new schemes have some rat@ade compared with
the previous methods. In particular, when the fraction ahpomomised secure links is
less than 60%, given the same storage constraint, the randbset assignment scheme
provides a significantly higher probability of establighisecure communication between
non-compromised nodes than the previous methods. Moraavess the number of com-
promised nodes sharing a common polynomial exceeds a tideslompromise of sensor
nodes does not lead to the disclosure of keys establishegbethon-compromised nodes
using this polynomial.

Similarly, the hypercube-based scheme also has a numbt#raiftave properties. First,
it guarantees that any two nodes can establish a pairwisevken there are no compro-
mised nodes, provided that the sensor nodes can communwitteach other. Second, it
is resilient to node compromise. Even if some sensor nogesampromised, there is still
a high probability to re-establish a pairwise key betweem-compromised nodes. Third,
a sensor node can directly determine whether it can establmirwise key with another
node and how to compute the pairwise key if it can. As a reéte is no communication
overhead during the discovery of directly shared keys.

Evaluation of polynomials is essential to the proposed et since it affects the per-
formance of computing a pairwise key. To reduce the comjmutatt sensor nodes, we
provide an optimization technique for polynomial evalaatiThe basic idea is to compute
multiple pieces of key fragments over some special finitel$islich agys, ; andFyie g,
and concatenate these fragments into a regular key. A nigeepty provided by such finite
fields is that no division is necessary for modular multigtion. As a result, evaluation
of polynomials can be performed efficiently on low cost pssms on sensor nodes that
do not have division instructions. Our analysis indicated such a method only slightly
decreases the uncertainty of the keys.

We have implemented the aforementioned algorithm on MICAasm[Crossbow Tech-
nology Inc. ] running TinyOS [Hill et al. 2000]. The implemeation only occupies a small
amount of memory (e.g. 416 bytes in ROM and 20 bytes in RAM fa of our implemen-
tations excluding the memory for polynomial coefficient§he evaluation indicates that
computing a 64-bit key using this technique can be fastar generating a 64-bit MAC
(Message Authentication Code) using RC5 [Rivest 1994] apXick [NIST 1998] for a
reasonable degree of polynomial. These results show thiegatnemes are practical for
resource constrained sensor networks.

The rest of this paper is organized as follows. Section 2sgae overview of the
polynomial-based key predistribution technique. Sec3ipnesents our general framework
for polynomial pool-based key predistribution. Sectioresl 5 describe the random sub-
set assignment scheme and the hypercube-based schemeetivedtp Section 6 presents
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the technique to reduce the computation at sensor nodesepads our implementation
and performance results. Section 7 discusses the relatdd Bection 8 concludes this
paper and points out some future research directions.

2. POLYNOMIAL-BASED KEY PREDISTRIBUTION FOR SENSOR NETWORKS

In this section, we briefly review the basic polynomial-tthkey predistribution protocol
in [Blundo et al. 1993], which is the basis of our new techeigjurhe protocol in [Blundo
et al. 1993] was developed for group key predistributiomc8iour goal is to establish
pairwise keys, for simplicity, we only discuss the specédeof pairwise key establishment
in the context of sensor networks.

To predistribute pairwise keys, the (key) setup serveroaryg generates a bivariate
degree polynomiaf (x,y) = Z;FO a;;x'y’ over a finite fieldF,, whereg is a prime
number that is large enough to accommodate a cryptogragyicskich that it has the
property off(z,y) = f(y,z). (In the following, we assume all the bivariate polynomials
have this property without explicit statement.) It is assdrithat each sensor node has a
unique ID. For each nodg the setup server computepalynomial sharef f(z,y), that
is, f(i,y). This polynomial share is predistributed to nadeThus, for any two sensor
nodes andj, nodei can compute the kef(z, j) by evaluatingf (¢, y) at pointj, and node
j can compute the same k¢yj, i) = f(4,j) by evaluatingf (j, ) at pointi. As a result,
nodes andj can establish a common kgys, j).

In this approach, each sensor nadeeds to store &degree polynomiaf (¢, z:), which
occupiest + 1) log g storage space. To establish a pairwise key, both sensos megel
to evaluate the polynomial at the ID of the other sensor node.Section 6, we will
present techniques to reduce the computation requirecaloae polynomials.) There is
no communication overhead during the pairwise key estafbiént process.

The security proof in [Blundo et al. 1993] ensures that tltsesne is unconditionally
secure and-collusion resistant. That is, the coalition of no more tliasompromised
sensor nodes knows nothing about the pairwise key betwegtnennon-compromised
nodes.

It is theoretically possible to use the general group ketritistion protocol in [Blundo
et al. 1993] in sensor networks. However, the storage cost fmlynomial share is expo-
nential in terms of the group size, making it prohibitive @nsor networks. In this paper,
we will focus on the problem of pairwise key establishment.

3. POLYNOMIAL POOL-BASED KEY PREDISTRIBUTION

The polynomial-based key predistribution scheme discliss8ection 2 has some limita-
tions. In particular, it can only tolerate the collusion ofmore than compromised nodes,
where the value of is limited by the available memory space and the computatiqa-
bility on sensor nodes. Indeed, the larger a sensor netwptie more likely an adversary
compromises more tharsensor nodes and then the entire network.

To have secure and practical key establishment technigugedevelop a general frame-
work for key predistribution based on the scheme presemt&gction 2. We call it the
polynomial pool-based key predistributiosince a pool of random bivariate polynomials
are used in this framework. In this section, we focus on tlseudision of this general
framework. In the next two sections, we will present two é&fit instantiations of this
framework.
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The polynomial pool-based key predistribution is inspibgdhe studies in [Eschenauer
and Gligor 2002; Chan et al. 2003]. The basic idea can be derei as the combination
of the polynomial-based key predistribution and the keyl mea used in [Eschenauer and
Gligor 2002; Chan et al. 2003]. However, our framework is engeneral in that it allows
different choices to be instantiated within this framewanicluding those in [Eschenauer
and Gligor 2002; Chan et al. 2003] and our later instantistio Sections 4 and 5.

Intuitively, this general framework generates a pool ofd@m bivariate polynomials
and assigns shares on a subset of bivariate polynomial®ipdbl to each sensor node.
The polynomial pool has two special cases. When it has onéypmiynomial, the gen-
eral framework degenerates into the polynomial-based kegligtribution. When all the
polynomials areé)-degree ones, the polynomial pool degenerates into a kelyused in
[Eschenauer and Gligor 2002; Chan et al. 2003].

Pairwise key establishment in this framework has threegéastup, direct key estab-
lishment andpath key establishmenthe setup phase is performed to initialize the nodes
by distributing polynomial shares to them. After being dseld, if two sensor nodes need
to establish a pairwise key, they first attempt to do so thinadigect key establishment.
If they can successfully establish a common key, there isesalto start path key estab-
lishment; otherwise, these two nodes start path key estabént, trying to establish a
pairwise key with the help of other sensor nodes.

3.1 Phase 1: Setup

The setup server randomly generates a/Seff bivariatet-degree polynomials over the
finite field F,. To identify different polynomials, the setup server masigis each polyno-
mial a unique ID. For each sensor nogéhe setup server picks a subset of polynomials
F; C F, and assigns the shares of these polynomials to nodde main issue in this
phase is theubset assignmeptoblem, which specifies how to pick a subset of polynomi-
als fromF for each sensor node.

Here we identify two ways to perform subset assignmenasidom assignmerdnd
predetermined assignment

3.1.1 Random AssignmenWith random assignment, the setup server randomly picks

a subset ofF for each sensor node. This random selection should be edésthjbuted

in F for security concerns; otherwise, some polynomials may tidgher probability of
being selected and higher frequency of being used in keplegdienent than the others
and thus become the primary targets of attacks. Severahgteas may be used to control
this process, including the number of polynomial shareigyasd to a node and the size
of F. In the simplest case, the setup server assigns the sameenofmandom selected
polynomial shares to each sensor node.

3.1.2 Predetermined Assignmenthen predetermined assignment is used, the setup
server follows certain scheme to assign subset &b sensor nodes. A predetermined
assignment should bring some nice properties that can litoseprove direct and path
key establishment.

3.2 Phase 2: Direct Key Establishment

A sensor node starts phase 2 if it needs to establish a paikeiswith another node. If
both sensor nodes have shares on the same bivariate poBlntimely can establish the
pairwise key directly using the polynomial-based key pstrdiution discussed in Section
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2. The main issue in this phase is thaynomial share discoveroblem, which specifies
how to find a common bivariate polynomial of which both nodagehpolynomial shares.
For convenience, we say two sensor nodes haeeare linkf they can establish a pairwise
key through direct key establishment. A pairwise key egthbl in this phase is called a
direct key

Here we identify two types of techniques to solve this probleredistributionand
real-time discovery

3.2.1 Predistribution. The setup server predistributes certain information testresor
nodes, so that given the ID of another sensor node, a sendercan determine whether it
can establish a direct key with the other node. A naive meihtal let each sensor node
store the IDs of all the sensor nodes with which it can setupctkeys. However, this
naive method has difficulties in dealing with the sensor sdtat join the network on the
fly, because the setup server has to inform some existingsredateut the addition of new
sensor nodes. Alternatively, the setup server may map thaf BEach sensor node to the
IDs of polynomial shares it has so that given the ID of a sensde, anybody can derive
the IDs of polynomial shares it has. Thus, any sensor nodaeletarmine immediately
whether it can establish a direct key with a given sensor hgdmly knowing its ID. Note
that this method requires the predetermined assignmextégirin the setup phase.

The drawback of predistribution methods is that an attaaier also know the distribu-
tion of the polynomial shares. As a result, the attacker magipely target at certain sensor
nodes, attempting to learn the shares of a particular biteapolynomial. The following
alternative way may avoid this problem.

3.2.2 Real-time discoverylntuitively, real-time discovery requires two sensor node
to discover on the fly whether they have shares on a commorndtig@olynomial. As one
possible way, two nodes may first exchange the IDs of polyatsnaf which they both
have shares, and then try to identify the common polynoniialprotect the IDs of the
polynomials, the sensor node may challenge the other parsplie puzzles instead of
disclosing the IDs of the polynomials directly. Similar teetthe method in [Eschenauer
and Gligor 2002], when nodéeneeds to establish a pairwise key with ngdet sends
nodej an encryption listy, Ex, (o), v = 1, ..., | F;|, whereK, is computed by evaluating
the v*" polynomial share inF; on point; (a potential pairwise key nodgmay have).
When nodej receives this encryption list, it first computf&’, },_; . |7,, wherek is
computed by evaluating thé” polynomial share iff; on pointi (a potential pairwise key
nodei may have). Nodg then generates another encryption {itx/ (o) }o—1,... |7, If
there exists a common encryption value that is included th bocryption lists, nodéand
node; can establish a common key, which is the key used to gendiatedmmon value.

The drawback of real-time discovery is that it introducedisnal communication over-
head that does not appear in the predistribution approadfi¢ke polynomial IDs are
exchanged in clear text, an attacker may gradually learmigteibution of polynomials
among sensor nodes and selectively capture and comproemisersnodes based on this
information. However, it is more difficult for an adversaoydollect the polynomial dis-
tribution information in the real-time discovery methodihin the predistribution method,
since the adversary has to monitor the communication amengps nodes. In addition,
when the encryption list is used to protect the IDs of polyraishares in a sensor nodes,
an adversary has no way to learn the polynomial distribuimong sensor nodes and thus
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cannot launch selective node capture attacks.

3.3 Phase 3: Path Key Establishment

If direct key establishment fails, two sensor nodes needard phase 3 to establish a
pairwise key with the help of other sensor nodes. To estahligairwise key with nodg,
a sensor nodeneeds to find a sequence of nodes between itself and jnsdeh that any
two adjacent nodes in this sequence can establish a dingdt@ethe sake of presentation,
we call such a sequence of noddseg path(or simply apath), since the purpose of such
a path is to establish a pairwise key. Then either noale;j initiates a key establishment
request with the other node through the intermediate nolbeg dhe path. A pairwise
key established in this phase is callediagirect key A subtle issue is that two adjacent
nodes in the path may not be able to communicate with each diteetly. In this paper,
we assume that they can always discover a route betweenghasso that the messages
from one node can reach the other.

The main issue in this phase is thath discoveryproblem, which specifies how to find
a path between two sensor nodes. Similar to phase 2, thete@itgpes of techniques to
address this problem.

3.3.1 Predistribution. Similar to the predistribution technique in phase 2, theiset
server predistributes certain information to each senederso that given the ID of an-
other node, each node can determine at least one key path tdhibr node directly. The
resulting key path is called th@edetermined key patltiror convenience, we call the pro-
cess to compute the predetermined key pathspath predeterminationThe drawback
is that an attacker may also take advantage of the predistdbnformation to attack the
network. Moreover, it is possible that none of the predeteechkey paths is available to
establish an indirect key between two nodes due to compezhfistermediate) nodes or
communication failures.

To deal with the above problem, the source node needs to dgabyrfind other key
paths to establish an indirect key with the destination n&oe convenience, we call such
a processlynamic key path discoverffor example, the source node may contact a number
of other nodes with which it can establish direct keys usimig-oompromised polynomials,
attempting to find a node that has a path to the destinatioe todaelp establish an indirect
key.

3.3.2 Real-time discoveryReal-time discovery techniques have the sensor nodes dis-
cover key path on the fly without any predetermined inforpratiThe sensor nodes may
take advantage of the direct keys established throughtdiescestablishment. For exam-
ple, to discover a key path to another sensor node, a sendeipicks a set of intermediate
nodes with which it has established direct keys. The sounde may send request to all
these intermediate nodes. If one of the intermediate naglegstablish a direct key with
the destination node, a key path is discovered. Otherwiggeptocess may continue with
the intermediate nodes forwarding the request. Such a gsasesimilar to a route dis-
covery process used to establish a route between two nodesdrawback is that such
methods may introduce substantial communication overhead

4. KEY PREDISTRIBUTION USING RANDOM SUBSET ASSIGNMENT

In this section, we present the first instantiation of theggahframework by using a ran-
dom strategy for the subset assignment during the setupephdst is, for each sensor
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node, the setup server selects a random subset of polyrsimi&land assigns their poly-
nomial shares to the node.

4.1 The Random Subset Assignment Scheme

The random subset assignment scheme can be considered ae@sion to the basic
probabilistic scheme in [Eschenauer and Gligor 2002] eldtof randomly selecting keys
from a large key pool and assigning them to sensor nodes, etlraa randomly chooses
polynomials from a polynomial pool and assigns their polyiad shares to sensor nodes.
However, our scheme also differs from the scheme in [Esalesrend Gligor 2002]. In
[Eschenauer and Gligor 2002], the same key may be shared hiplegensor nodes. In
contrast, in our scheme, there is a unique key for each paendor nodes. If no more
thant shares on the same polynomial are disclosed, none of theipaikeys constructed
using this polynomial between two non-compromised sensdes will be disclosed.

Now let us describe this scheme by instantiating the threepoments in the general
framework.

(1) Subset assignment: The setup server randomly generates aZeif s bivariatet-
degree polynomials over the finite field,. For each sensor node, the setup server
randomly picks a subset &f polynomials fromF and assigns shares as well as the
IDs of theses’ polynomials to the sensor node.

(2) Polynomial share discovery: Since the setup server does not predistribute enough
information to the sensor nodes for polynomial share dispgvsensor nodes that
need to establish a pairwise key have to find out a common poiljal with real-time
discovery techniques. To discover a common bivariate pmtyial, the source node
discloses a list of polynomial IDs to the destination nodi¢hé destination node finds
that they have shares on the same polynomial, it informsdbece node the ID of this
polynomial; otherwise, it replies with a message that dasta list of its polynomial
IDs, which also indicates that the direct key establishrfeils.

(3) Path discovery: If two sensor nodes fail to establish a direct key, they neestart
path key establishment phase. During this phase, the soaae tries to find an-
other node that can help it setup a pairwise key with the wigtstin node. Basically,
the source node broadcasts two list of polynomial IDs. Oxhuites the polynomial
IDs at the source node, and the other includes the polyndsaht the destination
node. These two lists are available at both the source andetstenation nodes after
the polynomial share discovery. If one of the nodes thativesghis request is able
to establish direct keys with both the source and the ddgimaodes, it replies with
a message that contains two encrypted copies of a randombraged key: one en-
crypted by the direct key with the source node, and the otherypted by the direct
key with the destination node. Both the source and the degimnodes can then get
the new pairwise key from this message. (Note that the irgdiate node acts as an
ad hoc KDC in this case.) In practice, we may restrict thatssenode only contact
its neighbors within a certain range.

4.2 Performance

Similar to the analysis in [Eschenauer and Gligor 2002], ghebability of two sensor
nodes sharing the same bivariate polynomial, which is thbaility that two sensor nodes
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can establish a direct key, can be estimated by

Tl

p=1 11 — (1)
Figure 1(a) shows the relationship betweeand the combinations efands’. It is easy
to see that the closerands’ are, the more likely two sensor nodes can establish a direct
key. Our later security analysis (in Section 4.4) shows $halls ands’ can provide high
security performance. This differs from the the basic pbilisiic scheme [Eschenauer
and Gligor 2002] and the-composite scheme [Chan et al. 2003], where the key pool size
has to be very large to meet certain security requiremerg.r@ason is that there is another
parameter (i.e., the degréef the polynomials) that affects the security performante o
the random subset assignment scheme. In Equation 1, the el is affected by the
storage overhead and the degtex the polynomials. In fact, we have= g — 1, where
C'is the number keys a sensor node can store.

Now let us consider the probability that two nodes can eisfalad key through either
the polynomial share discovery or the path discovery. d.denote the average number
of neighbor nodes that each sensor node contacts. Consigena of thesel nodes.
The probability that it shares direct keys with both the sewsind the destination nodes
is p?, wherep is computed by Equation 1. As long as one of thésedes can act as an
intermediate node, the source and the destination nodesstaivlish a common key. It fol-
lows that the probability of two nodes establishing a paenkey (directly or indirectly) is
P, =1—(1—-p)(1—p?)?. Figure 1(b) shows that the probabiliBy; of establishing a pair-
wise key between two sensor nodes increases quickly as thalpitity p of establishing
direct keys or the numbefof neighbor nodes it contacts increases.

4.3 Overheads

Each node has to stosé ¢-degree polynomials over,, which introduces’ (¢ + 1) log ¢
bits storage overhead. In addition, each node needs to rberdhre IDs of revoked nodes
with which it can establish direct keys. Assume the IDs ofssemodes are chosen from
a finite field Fi,. The storage overhead introduced by the revoked IDs is at shidsg ¢’
bits, since ift + 1 shares of one bivariate polynomial are revoked, this patyiabis
compromised and can be discarded. Thus, the overall stonagbead is at most (¢ +
1)logq + s'tlog ¢’ bits.

In terms of communication overhead, during the polynontiate discovery, the source
node needs to disclose a list&fiDs to the destination node. The communication overhead
is mainly due to the transmission of such lists. During thia pliscovery, the source node
broadcasts a request message that consists of two listdyofgmoial IDs. This introduces
one broadcast message at the source node and possiblyl bevatzast messages at other
nodes receiving this request if they further forward thiguest. However, due to the small
values ofs ands’ in our scheme, all the broadcast messages are small meszadesan be
done efficiently in resource constrained sensor netwofksnbde receiving this message
shares common polynomials with both the source and thendgistin nodes, it only needs
to reply with a message consisting of two encrypted copiesrahdomly generated key.

In terms of computational overhead, the polynomial shasealiery requires one poly-
nomial evaluation at each node if they share a common poliadomuring the path dis-
covery, if a node receiving the request shares common poiiaise with both the source
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and the destination nodes, it only needs to perform two potyial evaluations and two en-
cryptions. Ifthere exists at least one intermediate nodiedhn be used in the establishment
of an indirect key, both the source and the destination nodsneed one decryption.

4.4 Security Analysis

It follows from the security analysis in [Blundo et al. 199Bht an attacker cannot de-
termine non-compromised keys established with a polynkifrti@/she has compromised
no more than: sensor nodes that have shares of this polynomial. Assumétacker
randomly compromised/. sensor nodes, wherg. > ¢. Consider any polynomigf in
F. The probability off being chosen for a sensor nodegis and the probability of this
polynomial being chosen exactifimes amongV, compromised sensor nodes is

Probabilities about pairwise key establishment
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Thus, the probability of a particular bivariate polynomiaing compromised i$.;, =
1- Zf:o P[i compromised shargsSincef is any polynomial inZ, the fraction of com-
promised links between non-compromised nodes can be d¢stnasP.;. Figure 2(a)
includes the relationship between the fraction of compsaaiinks for non-compromised
nodes and the number of compromised nodes for some commisaifs ands’. We can
see that the random subset scheme provides high securiyrjea in terms of the fraction
of compromised links between non-compromised nodes whenumber of compromise
nodes does not exceed certain threshold. (To save spacee Riglso includes the perfor-
mance of the basic probabilistic scheme [Eschenauer agdi&@002] and the-composite
scheme [Chan et al. 2003], which will be used for the comparis Section 4.5.)

If an attacker knows the distribution of polynomials ovanser nodes, he/she may target
at specific sensor nodes in order to compromise the keysadkfriom a particular polyno-
mial. In this case, the attacker only needs to compromisd sensor nodes. However,
it is generally more difficult than randomly compromisingiser nodes, since the attacker
has to compromise theelectechodes.

An easy fix to remove the above threat is to restrict that eatynpmial be used for
at mostt 4+ 1 times. As a result, an attacker cannot recover a polynonnigss he/she
compromises all related sensor nodes. Though effectivenpttaving the security, this
method also puts a limit on the maximum number of sensor nimd@sgiven combination
of s ands’. Indeed, given the above constraint, the total number cd@emodes cannot
exceed@.

To estimate the probability of any (direct or indirect) kestlween two non-compromised
nodes being compromised, we assume that the network isdatipected and each pair
of nodes can establish a direct or indirect key. Thus, amdnmaawise keys, there are a
fractionp of direct keys and a fraction—p of indirect keys on average. For each direct key,
it has the probability®.; of being compromised. For each indirect key, if the interiatd
node and the two polynomials used in the establishment sk are not compromised,
the key is still secure; otherwise, it cannot be trusted.sTthe probability of an indirect
key being compromised can be estimatediby (1 — p.)(1 — P.4)?, wherep, = Ze.
Therefore, the probability of any (direct or indirect) kegtlveen two non-compromised
nodes being compromised can be estimated by

P.=px Pog+(1—p)[1—(1—-p)1 = Pea)?.

Figure 2(b) includes the relationship between the fractbroompromised (direct or
indirect) keys for non-compromised nodes and the numbesmfxomised nodes for some
combinations ofs ands’. We can see that the random subset scheme also provides high
security guarantee in terms of the fraction of compromis@e¢t or indirect) keys between
non-compromised nodes when the number of compromise nadssat exceed a certain
threshold.

Two non-compromised sensor nodes may need to re-establisidiaect key when the
current pairwise key is compromised. The knowledge of themfities of compromised
nodes is generally a difficult problem, which needs deepsiigation. However, when
such detection mechanism is available and the node comgpesrare detected, it is always
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desirable to re-establish the pairwise key. Thus, we asshatehe detection of compro-
mised nodes is done through other techniques, and is noideved in this paper.

Assume the source node contaétseighbor nodes to re-establish an indirect key with
the destination node. Among thedenodes, the average number of non-compromised
nodes can be estimated ES‘NJQ—N) for simplicity. If one of these non-compromised nodes
shares common non-compromised polynomials with both tueceoand the destination
nodes, a new pairwise key can be established. Thus, thelglibpaf re-establishing an
indirect key between two non-compromised nodes can be ajppately estimated by

Pe=1-[1—p*(1 - Py

Figure 3 includes the relationship between the probahilfitye-establishing an indirect
key for non-compromised nodes and the number of compronmisdds in the network.
It shows that there is still a high probability to re-establa pairwise key between two
non-compromised nodes when the current key is comprontsesh that the network still
provides certain security performance (e.g. less than Gi¥pcomised links).

4.5 Comparison with Previous Schemes

The random subset assignment scheme has a number of acdantagpared with the
basic probabilistic scheme [Eschenauer and Gligor 2082};-composite scheme [Chan
et al. 2003], and the random pairwise keys scheme [Chan 20@B]. In this analysis,
we first compare the communication and computational oesthéntroduced by these
schemes given certain storage constraint, and then contipgiresecurity performance
under attacks.

We do not compare the random subset assignment scheme withultiple-space key
predistribution scheme in [Du et al. 2003], since these wt®mes are actually equivalent
to each other. In fact, in multiple-space key predistributscheme, the elements in the
second row of matrixz can be considered as the IDs of sensor nodes in the randoet subs
assignment scheme; each matf can be considered as the coefficients of a bivariate
polynomial; each row in a matrid; can be considered as a polynomial share; computing
a key through.(i) x G(j) can be considered as evaluating a polynomial share.

After the direct key establishment, the basic idea of tha gay establishment s to find
an intermediate node that shares direct keys with both tiiee@nd the destination nodes.
This is similar in all the previous schemes and the randonsetuassignment scheme.
For simplicity, we focus on the overheads in direct key dihiment. Note that each
coefficient in our scheme takes about the same amount of sizaaecryptographic key,
sinceFy is a finite field that can just accommodate the keys. We assoateach sensor
node can store up 0 keys or polynomial coefficients.

The communication and computational overheads for diffesehemes are summarized
in Table I. The communication overhead is calculated udiggdize of the list of key
or polynomial IDs; and the computational overhead is cal®d using the number of
comparisons in identifying the common key or polynomial] #me number of polynomial
evaluations, assuming that the IDs of keys or polynomiatssaored in ascend order in
each node, and binary search is used to locate the 1D of thencorikey or polynomial.

4.5.1 Comparison with the Basic Probabilistic and tiig€omposite Schemeiccord-
ing to Table I, we can see that the random subset assignmesuadly much more efficient
than the basic probabilistic scheme [Eschenauer and GHEQOR] and the;-composite
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Fig. 2. Performance of the random subset assignment schedee attacks. RS refers to
the random subset assignment scheme. Assume each nodeahalklestorage for 200
keys and = 0.33.

scheme [Chan et al. 2003] in terms of communication overldeedto smalls and s’.
Indeed, this overhead is reduced by a factor of at leastl. However, the computa-
tion overhead is more expensive in the random subset assigrsoheme, since it has to
evaluate &-degree polynomial.

Figures 2(a) and 2(b) compare the security performancesofahdom subset assign-
ment scheme with the basic probabilistic scheme [EschemageGligor 2002] and the-
composite scheme [Chan et al. 2003]. These figures cleanly #tat before the number of
compromised sensor nodes reaches a certain point, themasidzset assignment scheme
performs much better than both of the other schemes. Whemutinber of compromised
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Fig. 3. The probability of re-establishing a pairwise keyngspath discovery. Assume
each node has available storage equivalent to 200 keys,amdats 30 neighbor nodes
d = 30. AssumeN = 20,000

Table I. Communication and computational overheads factlikey establishment in different schemas. is
the key pool size in the basic probabilistic scheme andjtbemposite scheme’ = t% The last row will be
discussed in Section 5.

Communication Computation
Basic probabilistic scheme [Eg- C'log sj w log C' comparisons
chenauer and Gligor 2002]
g-composite scheme [Chan et gl. C log sy, C'log C' comparisons
2003]
Random pairwise keys schemeO 0
[Chan et al. 2003]
Random subset assignmehts’log s 2“‘*% log s’ comparisons
scheme + 1 polynomial evaluation
Grid-based scheme 0 1 polynomial evaluation

nodes exceeds a certain point, the other schemes have fem@ramised links or keys
than the random subset assignment scheme. Nevertheldss such circumstances, none
of these schemes provide sufficient security due to the faagéon of compromised links
(over 60%) or the large fraction of compromised (direct aliiact) keys (over 80%). Thus,
the random subset assignment scheme clearly has advantagdahe basic probabilistic
scheme [Eschenauer and Gligor 2002] andgtitemposite scheme [Chan et al. 2003].

4.5.2 Comparison with the Random Pairwise Keys ScheAteshown in Table I, the
random pairwise keys scheme [Chan et al. 2003] does not hgveammunication and
computational overheads in direct key establishmentesinstores the IDs of all other
nodes with which it can establish direct keys.

In terms of security performance, the random pairwise kelysisie does not allow reuse
of the same key by multiple pairs of sensor nodes [Chan eD8BR Thus, the compromise
of some sensor nodes does not lead to the compromise of kégsshared between non-
compromised nodes. As we discussed earlier, with a rasfritttat no polynomial be used
more thant 4 1 times, our scheme can ensure the same property.
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Fig. 4. The relationship between the probability of estdhiig a common key and the
maximum supported network size in order to be resilientragjaiode compromise.

Now we compare the performance between the random subggrashnt scheme un-
der the above restriction and the random pairwise keys sehefine maximum num-
ber of nodes that the random subset assignment scheme ®ipporbe estimated as
N = % Assuming the storage overhead in each sensor nadedss’ - (t + 1), we

haves = NXCS'Z. Together with Equation 1, we can derive the probability sthblishing

a direct key between two nodes with a given storage constrigigure 4 plots the proba-
bility of two sensor nodes sharing a direct key in terms ofrtteximum network size for
the random pairwise keys scheme [Chan et al. 2003] and thdonausubset assignment
scheme under restriction. We can easily see that the randbegsassignment scheme
under restriction has lower but almost the same performastie random pairwise keys
scheme.

The random subset assignment scheme has several advantage random pairwise
keys scheme [Chan et al. 2003]. In particular, in the randobseat assignment scheme,
sensor nodes can be added dynamically without having t@cbtite previously deployed
sensor nodes. In contrast, in the random pairwise keys sliins necessary to dynam-
ically deploy sensor nodes, the setup server has to eitserve space for sensor nodes
that may never be deployed, which reduces the probabiliittho deployed nodes share
a common key, or inform some previously deployed nodes oftiadd! pairwise keys,
which introduces additional communication overhead. Mueg, given certain storage
constraint, the random subset assignment scheme (witheuestriction on the reuse of
polynomials) allows the network to grow, while the randonrpese keys scheme has an
upper limit on the network size. Thus, the random subsefjassint scheme would be a
more attractive choice than the random pairwise keys sclirgertain applications.

5. HYPERCUBE-BASED KEY PREDISTRIBUTION

In this section, we give another instantiation of the frarogwwhich we call théaypercube-
basedkey predistribution. This scheme has a number of attragtroperties. First, it
guarantees that any two sensor nodes can establish a gaksyisvhen there are no com-
promised sensor nodes, assuming that the nodes can conateunith each other. Second,
this scheme is resilient to node compromises. Even if sordesiare compromised, there
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Fig. 5. Hypercube-based key predistribution whes 2

is still a high probability to re-establish a pairwise keytveen two non-compromised
nodes. Third, a sensor node can directly determine whetlani establish a direct key
with another node, and if it can, which polynomial should kedi As a result, there is no
communication overhead during polynomial share discavery

Note that in the preliminary version of this paper [Liu anchiyli2003b], we studied a
key predistribution technique namgdd-based key predistributiorHypercube-based key
pre-distribution is a generalization of grid-based keydis®ibution. The grid-based key
predistribution scheme is interesting due to its simplicilowever, we do not explicitly
discuss it here because of space reasons. Please refen tnfd.Ning 2003b] for details.

5.1 The Hypercube-Based Scheme

Given a total of NV sensor nodes in the network, the hypercube-based schersteumis an
n-dimensional hypercube witl™~! bivariate polynomials arranged for each dimension
7, {fgilp_.’ini])(x,y)}ogih,,,,inqﬁn, wherem = [{/N]. Figure 5(a) shows a special
case of the hypercube-based scheme when 2 (i.e., the grid-based scheme). In this
figure, each columnis associated with a polynomigf (x, y), and each row is associ-
ated with a polynomiaf?(z,y). The setup server then assigns each node in the network
to a unique coordinate in this-dimensional space. For the sensor node at coordinate
(j1, -, jn), the setup server predistributes the polynomial share{s“@r‘fww(:c,y)
SGnrinn (z,y)} to this node. As a result, sensor nodes can perform sham@veiscand

path discovery using this predistributed information.

For convenience, we encode a node’s coordinate in the hypeiiato a single-valued
node ID. Every valid coordinate in the hypercube is first @ted inton [-bit binary
strings (one from each dimension), whére: [log, m]. Thesen binary strings are then
concatenated together to generate an integer value, wéhicded as the ID of the node. In
our discussion, we conceptually represent each H3(j1, ..., j»), wherey; is called the
sub-indexof ID j in dimension;, which also represents th# [ bits of ;.
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(1) Subset assignment: The setup server randomly generates m" ! t-degree bivari-
ate polynomialsF = {f{i],___,iniﬁ(x,y) [1<7<n,0<4q,..,i,-1 < m} over
a finite field F,. For each sensor node, the setup server selects an unatcopieli-
nate(ji, ..., j») in the n-dimensional space and assigns it to this node. This coordi-
nate(ji, ..., j») is then used as the ID of this node. The setup server theribdists
D, fl, 52 G1y)s s £ (s y)} to this sensor node. To facilitate path
discovery and guarantee that there is at least one key péts ehen there are no
compromised nodes and any two nodes can communicate withotlaer, we always
select the coordinate corresponding to the smallest ugrasdilD. Specifically, the
setup server assigns thfé sensor node that requests for polynomial shares the coor-
dinate(ay, az, - - -, a,), wherea; = | ——| mod m"~7*! for 1 < j < n. Figure
5(b) shows a possible order to assign coordinates to sepns@srwhem = 2. Itis
easy to see that if there exist nodegdag) and(i’, j/), then there must be a node at
either(i, j') or (', 7), or both.

(2) Polynomial sharediscovery: To establish a pairwise key with nogenodei checks
whether they have the same sub-indexes ir 1 dimensions. In other words, it
checks the Hamming distandg between their IDg andj. If d;, = 1, nodes andj
share a common polynomial, and they can establish a dirgatdiag the polynomial-
based key predistribution scheme; otherwise, they need thrgugh path discovery
to establish an indirect key. For examplejjif=i, forall1 < k£ <n —1(dp = 1),
both nodes and; have polynomial shares gf’. . (z,y), and thus can use this
polynomial to establish a direct key.

(3) Path discovery: If nodesi and;j cannot establish a direct key, they need to find a key
path between each other in the hypercube. Indeed, if thenrecacompromised nodes
and any two nodes can communicate with each other, it is gtesd that there are at
least one key path which can be used to establish a sessitretegen any two nodes
due to the node assignment algorithm. In fact, nadasd; can predetermine such
a key path using the following key path predeterminatiomatgm without commu-
nicating with others. For example, in Figure 5(a), both ofl@di, j2) and (j1,i2)
can help nodéi,, i2) establish a pairwise key with nodg , j»). Assumei > j if we
consider node ID$andj as integer values. The following algorithm can be performed
on either of them.

(a) The source node maintains a get= {dy, ..., dy }d,<ds---<d,, that records the
dimensions that nodesand j have different sub-indexes, a ligt that records
the key path computed by this algorithm, a most recently adetpintermediate
nodeu and the largest ID having been assigned. Initighyis a list with a single
nodei andu = i.

(b) Givenu and., the nextintermediate nodds computed by randomly selecting an
elementd’ in £ so thatv = (uq, -, ug—1,Jar, ar+1," -, Un) IS NOt larger than
the largest ID having been assigned {adf this is not available). The algorithm
then removed’ from £, append® to P, and letu = v. If £ is empty, it appends
j to P and returnsP as the discovered key path; otherwise it repeats this step.

The correctness of the above key path predeterminatiorritiigois guaranteed by
Lemma 5.1. Once such a key path is computed, the source inoale send a request
to the destination nodg¢ along the key path to establish an indirect key. For exaniple,
i=(1,3,5)andj = (0, 2,4), the key path {1, 3, 5), (0, 3,5), (0,2, 5), (0,2,4)" is one of
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those paths. To establish an indirect key wjitlthe source nodéesends key establishment
request to nodé), 3, 5), node(0, 3, 5) forwards the request to node, 2, 5), which further
forwards the request to the destination ngdeEvery message transmitted between two
adjacent nodes in the key path is encrypted and autherdiedtk the direct key shared
between them.

LEmMA 5.1. The above key path predetermination algorithm guaranteesmpute a
key path between any two sensor nodes.

PrROOF We first show the size of is reduced by 1 each time Step (b) is executed. To
prove this, we need to prove that giverand £, there exists at least one elemahtin
L so thatv = (uy, -, ug—1,Ja, uar+1, - -, Un) IS NOt larger than the largest ID having
been assigned. Note that every is eitheriy or j;. Considerd;. Sincei > j, we have
id, > jd,- Thus, ifug, = i4,, we choosel’ = d; and compute the next node It is easy
to verify thatv < 7. If ug, = j4, (d1 has been chosen before), we hayve < i4,. This
implies thatv < i for anyd’ in £. Thus, we can choose any valuednAs a resulty can
always find the next node, and the size of the setis reduced by 1 each time Step (b) is
executed. Eventually, the above key predeterminatiorrighgo will output a sequence of
nodes with nodg as the last node. Moreover, the Hamming distance betweserdv in
the second step is exactly This implies that every two adjacent nodegArcan establish
a direct key. Thus, we can conclude that the above key pattefmamination algorithm
guarantees to compute a key path between any two sensor. nades

5.2 Dynamic Key Path Discovery

Though the path discovery algorithm described above catepeemine a key path with a
number of intermediate nodes, the intermediate nodes meyylbe®en compromised, or are
out of communication range in some situations. Howevergthee alternative key paths.
In particular, we may reuse the predetermined paths at otbaes to find a secure key
path. For example, in Figure 5(a), besides nagej.) and(ji,i2), node(i;, m — 2) has
a predetermined path to nodf , j») through nod€j;, m — 2). Thus, it can help nodée
setup a common key with noge

Though it is possible to flood the network to find a key path rés®urce constraints on
sensor nodes make this method impractical. Instead, weopeoghe following algorithm
to find a key path between nodésandD dynamically. The basic idea is to have the source
node and each intermediate node contact a non-compronoskdthat is “closer” to the
destination node in terms of the Hamming distance betwesinlbs. Indeed, if there are
no compromised nodes in the network, the above key path feredi@ation algorithm can
always find a key path if any two nodes can communicate witth edleer. In practice,
we may use the dynamic path discovery instead to achieverlpgetitformance when there
are attacks or communication failures. To increase theahahsuccess, the following
algorithm may be performed multiple rounds. It is assumed évery message between
two nodes in the algorithm is encrypted and authenticated thie direct key between
them.

(1) Inorder to establish an indirect key with nofe nodeS generates a random number
r and maintains a counterwith initial value 0. In each round, it incrementsand
computess. = F(r,c), whereF is a pseudo random function [Goldreich et al. 1986].
Then, it constructs a messagé = {S, D, K., c, flag} with flag = 1, and goes to
the next step.

ACM Journal Name, Vol. , No., 20.



Establishing Pairwise Keys in Distributed Sensor Networks : 19

(The flag in messagéV/ indicates whether the Hamming distance is reduced by for-
warding M to the next intermediate node. The purpose is to controlehgth of the
path discovered by this algorithm and the number of messages

(2) Consider a sensor noaehaving the messagel = {5, D, K., ¢, flag}. Nodeu first
tries to find a non-compromised nodghat can establish a direct key withusing a
non-compromised polynomial and has a smaller Hammingmistdo D thanw. If
this succeeds; set flag in M to 1 and sends the modified messddeo v. We can
see that the Hamming distance betweesnd D is one smaller than that between
andD.

If « cannot find such a node arfdag in M is 0, the path discovery stops. Otherwise,
it selects a non-compromised noddhat can establish a direct key withusing a
non-compromised polynomial and whose Hamming distande ie the same as.

If u finds such a node, it setsflag in messagel/ to 0 and sends te the modified
messagé\/. If it cannot find such a node, the path discovery protocohet hode
stops.

(3) When the destination node receives the key establishment request, it knows that
nodeS wants to setup a pairwise key with it. Nodethen sets the pairwise key as
Ks p = K., and informs node$ the counter value. As a result, both sensor nodes
share the same pairwise key.

LEMMA 5.2. For any two nodesS and D, the above dynamic key path discovery al-
gorithm guarantees to find a key path with — 1 intermediate nodes if there are no
compromised nodes and any two nodes can communicate wiiro&aer, wherei;, is the
Hamming distance betweéhand D.

PROOF LetL = {dy,...,dw}d,<dy---<d, FeCOrds the dimensions in which nodeand
D have different sub-indexes. I only has one elemen§ and D can establish a direct
key and the path discovery succeeds.

Now assumeC contains more than one element. We show that any internesaigatey
can find a dimension so thatu and D have different sub-indexes in this dimension and
the node(uy, ..., ue—1, D¢, Uet1, ..., upn) €XiSts. Consider dimensiafy. If v > D, we
haveuq, > Dy, . Thus,u can choose node = (u1, ..., ug, —1, Ddy , Udy 415 -5 Un ). SINCE
v < u, v must be the ID of an existing node.df< D, we can choose any value fhother
thand,, since we always have < D andv must be the ID of an existing node. Thus,
if there are no compromised nodes and any two nodes can coiteteiwith each other,
any intermediate node will succeed in finding the next closelev. Since each has one
more common sub-index than the correspondinthe Hamming distance between each
v and D will be smaller than that betweenand D by 1. Therefore, there will bé;, — 1
intermediate nodes betweérandD. O

LEMMA 5.3. The number of intermediate nodes in the key path discovetbe iabove
dynamic key path discovery algorithm never exce¥ds — 1).

PROOF Consider theflag values in the sequence of unicast messages in the path dis-
covery flagy, ..., flag;. First, it contains at mosi;, ones, since otherwise, the request
message should have already reached the destination nffe bee last message con-
taining flag = 1. Second, there are no two consecutive zeros in this sequ&nce the
second step will stop if it cannot find next closer node andldtein the current message
is zero. Third, the last two valueglag; 1 and flag;) in this sequence are alwaydor a
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successful path discovery. Consider the last three nodbe ikey pathu, v, D, whereD

is the destination node. It is obvious thdug; is always 1 for a successful discovery. If
flag;—1 = 0, the Hamming distance betweerand D is one, and there is no intermediate
node between andD. Thus, we know that both flag values are 1. Hence, we can coaclu
that the maximum length of this sequencéjis- 2 + d, — 1+ 2 = 2d;, — 1. This indicates
that the maximum number of intermediate nodes in the keyip&tfil, — 1). O

5.3 Performance

Each sensor node storespolynomial shares and each polynomial is shared by about
m different nodes, where» = [{/N]. Thus, each node can establish direct keys with
n(m — 1) other nodes. This indicates that the probability to esshbirect keys between
sensor nodes can be estimatedfégf:—}) = % Figure 6(a) shows that the
probability of establishing a direct key between two nodesrdases as the number of
dimensions: or the network sizeV grows. However, according to the path discovery
algorithm, if there are no compromised nodes and any two s:0de communicate with
each other, it is guaranteed that any two nodes can establistirwise key (directly or

indirectly).

5.4 Overhead

Each node has to store polynomial shares and the IDs of revoked nodes with which
it can establish direct keys. The former introduegs + 1) log ¢ bits storage overhead.
For the latter part, a node only needs to remember updompromised node IDs for
each polynomial, since if + 1 shares of one bivariate polynomial are compromised, this
polynomial is already compromised and can be discarded.ddiitian, a sensor nodé
only needs to remember one sub-index of each revoked IDpedhe 1Ds of nodéand

the revoked node only differ on one sub-index. Thus, it regguat mostitl bits storage
overhead to keep track of revoked node IDs. Totally, theagt@ioverhead at senor nodes is
at mostn(t+1) log g+ntl bits, wherd = [log, m]. To establish a direct key, a sensor node
only needs the ID of the other node, and there is no commuoitaverhead. However, if
two nodes cannot establish a direct key, they need to find dauof intermediate nodes
to help them establish a temporary session key. When keygpattetermination is used,
discovering a key path does not introduce any communicatvenhead. However, when
dynamic key path discovery is used, this process involvasmaber of unicast messages.
From Lemma 5.3, we know that the dynamic path discovery thtces at mosed;, — 1
unicast messages if every unicast message is successligred.

Now let us estimate the communication overhead during thle kay establishment,
assuming the key path is already discovered. In sensor rietysending a unicast message
between two arbitrary nodes may involve the overhead obéiskéng a route. However,
finding a route in a sensor network depends on routing pratedach is also required
by other schemes to do path discovery. In fact, we are unahiévé a precise analysis
on this overhead due to the undecided routing protocol. /Tfausimplicity, we use the
number of unicast messages to estimate the communicateshead involved in the path
key establishment. In fact, there dret 1 unicast messages for the path key establishment
using a key path with length if every unicast message is successfully delivered. Ifegher
are no compromise sensor nodes and any two nodes can conaeuwith each other,
there exists at least one key path with— 1 intermediate nodes, which is indeed one of
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Fig. 6. Performance of the hypercube-based scheme

the the shortest key paths.
Consider two nodes ({us, ..., u,)) andv ({v1, ..., v, )). The probability of having.. =

ve foranye € {1,---,n}is % and the probability of having exactlydifferent sub-
indexes is
P[i different sub-indexds= ——— 11— Ly
[ different sub-indexés= WW( _E)'

Thus, the average key path length can be estimated by
L =
Figure 6(b) shows the relationship between the the averagehth length and the
number of dimensions given different network sizes. We esntkat the average key path
length (and thus the communication overhead) increasdseasumber of dimensions or

(i — 1) x P[i different sub-indexés
1
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the network size grows.

In terms of computational overhead, each unicast messgge&a&s one polynomial eval-
uation, one authentication and one encryption at the sawrde, and one polynomial eval-
uation, one authentication and one decryption at the degiimnode. Sincé + 1 unicast
messages are needed for a key path with ledgtthere are totall\2(L + 1) polynomial
evaluations2(L + 1) authenticationsL + 1 encryptions, and. + 1 decryptions involved
in the path key establishment if every message is succsdlivered.

5.5 Security Analysis

An adversary may launch two types of attacks against therbype-based scheme. First,
the attacker may target the pairwise key between two péatisensor nodes. The attacker
may either try to compromise the pairwise key, or preventtthe sensor nodes from
establishing a pairwise key. Second, the attacker mayttirgentire network to lower the
probability or to increase the cost to establish pairwigeske

5.5.1 Attacks against a Pair of Node&Ve focus on the attacks on the communication
between two particular sensor nodeandv without compromising either of them. If they
can establish a direct key, the only way to compromise theaithout compromising the
related nodes is to compromise the shared polynomial bettvessm, which requires the
attacker to compromise at ledst 1 sensor nodes. If they have established an indirect key
through path key establishment, the attacker may compeoarie of the polynomials or
the nodes involved in this establishment, so that the adtazan recover the key if it has the
message used to deliver this key. However, even if the ataakmpromises the current
pairwise key, the related sensor nodes may still re-estalalnother pairwise key with a
different key path. To preventfrom establishing a pairwise key with the attacker has to
compromise all those polynomial shares on (or v) so that node: (or v) is unable to use
any polynomial to setup a pairwise key; otherwise, there gtidlyexist non-compromised
sensor nodes that can help them establish a new pairwisé&egach of these polynomial
shares, the attacker has to compromise at tepstnodes. This means that the attacker has
to compromise at least(t + 1) sensor nodes to prevemindv from establishing another
pairwise key.

5.5.2 Attacks against the NetworlSince the adversary also knows the distribution of
polynomials over sensor nodes, it may systematically attae network by compromising
the polynomials inF one by one in order to compromise the entire network. Assume
the attack compromiseésbivariate polynomials. There are up & sensor nodes with
at least one compromised polynomial share. Among all theaigimg N — bm sensor
nodes, none of the secure links between them is compronsiseg, the polynomials used
to establish direct keys between them are not compromisedekter, the indirect keys in
the remaining part of network could be affected, since tharoon polynomial between
two intermediate nodes in the key path may be compromisesdenieless, there is still
a high probability to re-establish a new indirect key betwieem, even if an indirect key
between two non-compromised nodes is compromised.

Alternatively, the adversary may randomly compromise sensdes to attack the path
discovery process in order to make it more expensive to kstigtnirwise keys. In the fol-
lowing, we first investigate the probability of a direct ke ure link) being compromised,
and then investigate the probability of any (direct or iedt) key being compromised un-
der node compromises.
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Assume a fractiop,. of sensor nodes in the network are compromised. Then, the pro
ability that exactlyi shares on a particular bivariate polynomial have beenalisd is

; ; m! i m—i
P[i compromised shares mpc(l —pe)™

wherem = [{/N]. Thus, the probability of a particular bivariate polynohtiaing com-
promised isP.q = 1 — Z‘;:O P[i compromised shargslf m > t + 1, this is equivalent
to the probability of any link (direct key) between non-cammised nodes being compro-
mised. For a smalh, P.4 only represents the fraction of compromised bivariate poly
mials. For example, when = 4 and N = 20,000, we havem = 12 andt = 11. In
this case, we do not use the fraction of compromised bivapatynomial to estimate the
fraction of compromised links between non-compromisedsothstead, we note that the
fraction of compromised links between non-compromisedasdd this situation is zero,
which implies perfect security against node compromises.

Figure 7(a) shows the relationship between the fractioroafgromised links for non-
compromised nodes and the fraction of compromised senstasnwith different number
of dimensions. We can see that given the fixed network size and storage mertiee
hypercube-based scheme with more dimensions has higheitggmerformance.

Now let us compute the probability of any (direct or indideloty between two non-
compromised nodes being compromised. Suppose sensormnadds have different sub-
indexes ini dimensions. The key path discovered between them involvésntermediate
nodes and bivariate polynomials. If none of these- 1 intermediate nodes aridbivariate
polynomials is compromised, the pairwise key is still se¢uatherwise, this key cannot
be trusted. This means that the probability of this painksgbeing compromised can be
estimated by

P[compromised i different sub-indexés= 1 — (1 — p.)"" ! x (1 — P.y)".

Thus, the probability of any (direct or indirect) key betwetvo non-compromised
nodes being compromised can be estimated by

P.= ZP[compromiseq i different sub-indexés< P[: different sub-indexés
i=1

Figure 7(b) shows the relationship between the probahftitand the fraction of com-
promised nodes for different number of dimensions. We ddlrsse the improvements of
the security when we have more dimensions. This is becaeggrttbability of a polyno-
mial being compromised decreases quickly when we have mimrengions. We also note
that when the fraction of compromised sensor nodes is lassaltertain threshold, having
more dimensions decreases the security of the scheme. &kerrés that having more
dimensions increases the average key path length, whichmnncreases the probability
of at least one intermediate node in the key path being comigea.

IWe assume there are total}), 000 sensor nodes in the following simulations. Thus, fot-dimensional
hypercube, we haver = [/20,000] = 12. This means that the degree of bivariate polynonia not
necessary to be larger than 11, and the sensor node needsei@smostd x (11 + 1) = 48 coefficients.
Therefore, we assume the storage constraint at sensor iscetpsivalent to store 50 keys instead of 200 keys in
the analysis of the earlier schemes.
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Fig. 7. Security performance of the hypercube-based sché&asume each sensor has
available storage equivalent to 50 ke = 20,000, m = /N, andt = 22 — 1.

5.5.3 Maximum Supported Network Sizeet us consider the maximum supported net-
work size when the perfect security against node compranssequired. Figure 8 shows
the maximum supported network size as a function of the numbg@imensions given a
fixed memory constraint and guarantee of perfect securaynagnode compromises. We
can see that the maximum supported network size increaagsatically when we have
more dimensions within the range shown in the figure. (Not& tince the number of
dimension passes a certain threshold, this maximum suggpastwork size will start to
drop.) Indeed, when the number of dimensions is smallerhjipercube-based scheme
can support a larger network by adding more dimensions withiereasing the storage
overhead or sacrificing the security performance.
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Fig. 8. Maximum supported network size for different numbedimensions. Assume
each sensor has available storage equivalent to 50 keys.

5.5.4 Probability of Re-Establishing a Pairwise Kefhe following analysis estimates
the probability to re-establish an indirect key between heo-compromised nodes with
the dynamic path discovery algorithm when all predeterchikey paths cannot be used
due to compromised intermediate nodes or communicatiturési.

Let I; denotes the probability to establish a pairwise key betw@emon-compromised
nodes having different sub-indexesiidifferent dimensions (i.e., the Hamming distance
between the two node IDs i¢, = ). For a particular node,, we refer to a non-
compromised intermediate node as étesernode to the destination node if this node
can establish a direct key with nodausing a non-compromised polynomial and is closer
to destination node in terms of the Hamming distance betvileein IDs. According to
the dynamic key path discovery algorithm, the pairwise kay loe established if either of
the following two cases is true. In the first case, the souomerfinds a closer node and
the selected closer node finds a key path to the destinatide. rithis probability can be
estimated by

P1 = [1 — [1 — (1 - Pcd)(l _pc)]i} Ii—l-

In the second case, the source node cannot find any closebabdan establish a direct
key using a non-compromised polynomial with a non-compsamhinode that is able to
find a closer node that can find a key path to the destinatior.nblis probability can be
estimated by

Py=(1=P)(1=P)[l =1 = (1= Poa)(1 = pe)]" ] i1
Overall, we havd; = P, + P, fori > 1 andl; = 1 — P.4. Therefore, the probability

of re-establishing an indirect key between two non-compsethnodes can be estimated
by

P, = Z I; x Pli different sub-indexés
=1
Figure 9 shows this probability for different fractions afrapromised sensor nodes. It
shows that even if a pairwise key is compromised, there lisastiigh probability to re-
establish a new key if the compromised nodes are detectecddition, we note that
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Fig. 9. Probability to re-establish a pairwise key between-noompromised nodes v.s. the
fraction of compromised nodes. Assume each sensor nodehitebde storage equivalent
to 50 keys, andV = 20, 000.

the probability of re-establishing a key increases when axemore dimensions. This
is because the probability of a polynomial being comprorhidecreases quickly as the
number of dimensions grows.

5.6 Comparison with Previous Schemes

This subsection compares the hypercube-based key pikdigin scheme with the basic
probabilistic scheme [Eschenauer and Gligor 2002] gtiemposite scheme [Chan et al.
2003], the random pairwise keys scheme [Chan et al. 2008 @ random subset as-
signment scheme presented in Section 4. In the comparisnse/the hypercube-based
scheme witm = 2 (i.e., the grid-based scheme) for simplicity.

The communication and computational overheads for diregtdstablishment in the
grid-based scheme and the other schemes are summarizetllinlTalVe can see that
the grid-based scheme is generally much more efficient timbdsic probabilistic scheme
[Eschenauer and Gligor 2002], thecomposite scheme [Chan et al. 2003], and the random
subset assignment scheme in terms of the communication@ng@utational overhead.
Compared with the random pairwise keys scheme [Chan et @B]2i only involves one
more polynomial evaluation, which can be done very effitjeloy using the optimization
technique in Section 6.

To compare the security between different schemes, we a&sthametwork size id/ =
20,000, and each node can store up to 200 keys or polynomial coefficién the grid-
based scheme, we have= 142 andp = 0.014. The four curves in the right part of Figure
10(a) and 10(b) show the fraction of compromised links amdftaction of compromised
(direct or indirect) keys between non-compromised nodesfasction of the number of
compromised sensor nodes givern- 0.014. Similar to the comparison in Section 4, the
random subset assignment scheme and the grid-based schewrengmuch better when
there are a small number of compromise nodes. In fact, thesestheme always have
better performance when the number of compromised nodesssthan 14,000. When
there are more than 14,000 compromised nodes, none of tamssttan provide sufficient
security because of the large fraction of compromised l{pker 60% compromised links)
or the large fraction of compromised (direct or indirecty&dover 90% compromised
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Fig. 10. Performance of the grid-based key predistribusideme under attacks. Assume
each sensor node has available storage equivalent to 280 key

keys).

Thoughp = 0.014 is acceptable for the grid-based scheme, for the basic pilcii,
the g-composite, and the random subset assignment schensésuld be large enough
to make sure the whole network is fully connected. Assyme 0.33. This requires
about42 neighbor nodes for each sensor node to make sure the whalenketith 20,000
nodes is connected with a high probability. The three cumebe left part of Figure
10(a) and 10(b) show the fraction of compromised links amdftaction of compromised
(direct or indirect) keys between non-compromised nodesfasction of the number of
compromised sensors for the above three schemes whef 33. We can see that a small
number of compromised nodes reveal a large fraction of searehe network in these
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schemes; however, the fraction of compromised links andrdoetion of compromised
(direct or indirect) keys are much lower in the grid-basedtesse for the same number of
compromised nodes.

To compare with the random pairwise keys scheme [Chan €d@B]2we sein = t+1,
so that the grid-based scheme can provide the same degreefectpsecurity guarantee
as the random pairwise keys scheme. Assume the storagecadeom sensor nodes is
2(t + 1) = 2m. The grid-based scheme can support a network withnodes, and the
probability that two sensor nodes share a direct kay is miﬂ With the same number
sensor nodes and storage overhead, the random pairwisedteysmie [Chan et al. 2003]
hasp = fn—@ = % which is approximately the same as our scheme.

In addition to the above comparisons, the grid-based sche®&ome unique proper-
ties that the other schemes do not provide. First, when tiseme compromised sensor
nodes in the network, it is guaranteed that any pair of semses can establish a pairwise
key either directly without communication, or through thelghof an intermediate node
when the sensor nodes can communicate with each other.é3dtid efficiency in deter-
mining the key path, the communication overhead is suliathniower than the previous
schemes, which requires real-time path discovery evenrmalsituations. Second, even
if there are compromised sensor nodes in the network, teestillia high probability that
two non-compromised sensor nodes can re-establish a paikgly. Our earlier analysis
indicates that it is very difficult for the adversary to pretevo non-compromised nodes
from establishing a pairwise key. Finally, due to the orgladde assignment, this scheme
allows optimized deployment of sensor nodes so that theosemsles that can establish
direct keys are close to each other, thus greatly decrettsngpmmunication overhead in
path key establishment.

6. IMPLEMENTATION AND EVALUATION

We have implemented the random subset assignment schentfeeagnitd-based schene
on MICA2 motes [Crossbow Technology Inc. ] running TinyOSiI[idt al. 2000], which

is an operating system for networked sensor nodes. Thedereptations were written
in nesC [Gay et al. 2003], a C-like programming language tsel@velop TinyOS and its
applications. A critical component in our implementatigsmshe algorithm to evaluate a
t-degree polynomial, which is used to compute pairwise kéyshe following, we first
present an optimization technique for polynomial evatratbn sensor nodes, and then
report the evaluation of this optimization technique andlkay predistribution schemes.

6.1 Optimization of Polynomial Evaluation on Sensor Nodes

Evaluating a-degree polynomial is essential in the computation of awia& key in our
schemes. This requiréamodular multiplications and modular additions in a finite filed
F,, whereg is a prime number that is large enough to accommodate a gugyibic key.
This implies thaty should be at least 64 bit long for typical cryptosystems sasiRC5.
However, processors in sensor nodes usually have muchesmatd size. For example,
ATmegal28, which is used in many types of sensors, only stgpgebit multiplications
and has no division instruction. Thus, in order to use théctssheme, sensor nodes have
to implement some large integer operations.

2These implementations are included in dimy key managemer{TinyKeyMan) package, which is available
online atht t p: / / di scovery. csc. ncsu. edu/ sof t war e/ Ti nyKeyMan.
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Nevertheless, in our schemes, polynomials can be evaliratedch cheaper ways than
polynomial evaluation in general. This is mainly due to thservation that the points at
which the polynomials are evaluated are sensor IDs, ane thizs can be chosen from
a different finite fieldF,,, whereq’ is a prime number that is larger than the maximum
number of sensors but much smaller than a typjcal

During the evaluation of a polynomigl(z) = a;2* + a;_12'~1 + --- + ao, since the
variablez is the ID of a sensor, the modular multiplication is alwaysf@ened between
an integer inF,, and another integer i,,. For example, to compute the product of two
64-bit integers on a 8-bit CPU, it takes 64 word multiplioas with the standard large
integer multiplication algorithm, and 27 word multiplicats with the Karatsuba-Ofman
algorithm [Knuth 1997]. In contrast, it only takes 16 wordltiplications with the standard
algorithm to compute the product of a 64-bit integer and abit6ateger on the same
platform. Similarly, reduction of the later product (whighan 80-bit integer) modulo a
64-bit prime is also about 75% cheaper than the former prd@ddnich is a 128-bitinteger).

Considering the lack of division instruction in typical sen processors, we further pro-
pose to usg’ in the form ofg’ = 2¥ 4 1. Because of the special formgf= 2'6+1, no di-
vision operation is needed to compute modular multiplaregiin£,, [Stallings 1999]. Two
natural choices of such prime numbers 25&@ = 2% + 1 and65, 537 = 2'¢ 4 1. Using the
random subset assignment scheme, they can accommodat@b amd 65,536 sensors,
respectively. Using the grid-based scheme, they can acoalai® up t256% = 65, 536
and65, 5362 = 4,294, 967, 296 sensors, respectively.

To take full advantage of the special formgbfwe propose to adapt the basic polynomial-
based key predistribution in Section 2 so that a large keglisisto pieces and each piece
is distributed to sensors with a polynomial ov€y. The same technique can be easily
applied to all polynomial pool-based schemes with slightlification.

Assume each cryptographic keyrishits. The setup server divides thebit key into
r pieces ofl-bit segments, where = [log, ¢'] andr = [%]. For simplicity, we as-
sumen = [ - r. The setup server randomly generateisdegree bivariate polynomials
{fv(z,y)}v=1,..., OVEr Fy such thatf,(z,y) = f,(y,z) forv = 1,---,r. The setup
server then gives the corresponding polynomial shares esethpolynomials to each
sensor node. Specifically, each sensor nodeeeives{ f, (i, x)}y=1....,. With the basic
scheme, each of thesgolynomials can be used to establish a common secret betaveen
pair of sensors. These sensors then chooseél#wsest significant bits of each secret value
as a key segment. The final pairwise key can simply be the temagon of these key
segments.

It is easy to verify that this method requires the same numbearord multiplications
as the earlier one; however, because of the special forgh, afo division operation is
necessary in evaluating the polynomials. This can sigmifigaeduce the computation on
processors that do not have any division instruction.

The security of this scheme is guaranteed by Lemma 6.1.

LEMMA 6.1. In the adapted key predistribution scheme, the entropy ek#y for a
coalition of no more thanother sensor nodesis[log, ¢'—(2— 21;,] )], wherel = |log, ¢’ |
andr = [7].

PROOF Assume that nodesandv need to establish a pairwise key. Consider a coali-

tion of no more than other sensor nodes that tries to determine this pairwiseAeyord-
ing to the security proof of the basic key predistributiohesme [Blundo et al. 1993], the
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entropy of the shared secret derived with any polynomiklds,’ for the coalition. That is,
any value from the finite field, is a possible value of each §f;(u,v)},=1,..., for the
coalition. Since each piece of key consists of thellast|log, ¢’| bits of one of the above
values, values from 0 tg — 2! — 1 have the probabilityq% to be chosen, while the values
from ¢’ — 2! to 2! — 1 have the probability’. to be chosen. Denote all the information that
the coalition knows a€’. Thus, for the coalition, the entropy of each piece of keyrsewgt
Kjj=1,---,r/is

q—2'-1 21

2 q 1
H(K;|C) = Z —Ilog2§ + Z — log, ¢’
1=0 q i:q’—QZ q
2(q/ _ 2[) q/ 2l+1 _ ql
= — log, 3 + 7 log, ¢’
2l+1

=logyq — (2 — 7 )

Because the pieces of key segments are distributed individually anépmhdently, the
entropy of the pairwise key for the coalition is

HKIC) = S H(K)) = logyd — (2 — 20,

J=1

q

O

Consider a 64-bit key. If we choogé = 26 + 1, the entropy of a pairwise key for a
coalition of no more thahcompromised sensor nodestis [log, (216+1)—(2— 21%11)] =

63.9997 bits. If we choosg’ = 28+1, this entropy is thef x [log, (28+1)—(2— 282—11)] =
63.983 bits. Thus, the adapted scheme still provides sufficientriigadespite of the minor
leak of information.

6.2 Evaluation

We first evaluate the performance of our optimization tegheifor polynomial evaluation.
This optimization forms the basis of pairwise key computatin our implementation.
We provide two options for this component: one with= 28 + 1 and the other with
q¢ = 2'% + 1. The typical length of a cryptographic key in resource caised sensor
nodes is 64-bit long. To compute a 64-bit pairwise key, a@ensde has to evaluate 8
t-degree polynomials if’ = 2% + 1 and 4¢-degree polynomials if’ = 26 + 1. The code
sizes for the implementations of these two options are shiowable II. The bytes needed
for polynomial coefficients are not included in the code siakulation, since it depends
on the applications. Obviously, these two implementatarwpy only a small amount of
memory at sensor nodes.

The cost of our optimization technique in computing a 64ebjiptographic key on a
MICA2 mote [Crossbow Technology Inc. ] is shown in Figure whjch also includes the
cost of generating a 64-bit MAC (Message Authentication€dadr a 64-bit long message
using RC5 [Rivest 1994] and SkipJack [NIST 1998] with a 6dltng key. These two
symmetric cryptographic techniques are generally beti¢ode practical and efficient for
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Table Il. Code sizes for our optimized polynomial evaluatszhemes.

Scheme ROM (bytes) | RAM (bytes)
¢ =22+1 288 11
¢ =216 4+1 416 20

—— 8-bit =« 16-bit —«— RC5 —— SkipJack
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Fig. 11. Comparison with RC5 and SkipJack.

sensor networks. The result shows that computing a pairkégen our schemes can be
faster than generating a MAC using RC5 or SkipJack for a restsle polynomial degree
while the value of is not necessary to be a very large number in practice due tstthage
and security concerns, which can be seen from previous sindtySection 4 and Section
5. The result demonstrates the practicality and efficiefi@uoproposed schemes.

Table lll. The code size for random subset assignment andbgged scheme. The storage for the polynomial
coefficients and the list of compromised nodes are not irdud the calculation of code size.

Scheme ROM (bytes) | RAM (bytes)
Random Subset Assignment 2824 106
Grid-Based 1160 67

According to the result in Figure 11, the 16-bit version igl#ly slower than the 8-bit
version. However, the 16-bit version can accommodate adoersensor nodes than the 8-
bit version. Thus, we use the 16-bit option for both the randabset assignment scheme
and the grid-based scheme. The code sizes for these two sstegmshown in Table I,
which only includes the size of code loaded on sensor nodes, §he components for the
setup server are not installed on sensor nodes. In factetiu@ server is not necessary
to be a sensor node. We can see that the code size for theagidscheme is much
smaller than that for the random subset assignment schémse, the grid-based scheme
can directly determine the direct key shared or the key patblved; while the random
subset assignment scheme has to contact other nodes artdimailot more states.

Together with the analysis in previous sections and theuatian of computational and
storage cost, we can conclude that our schemes are praatidafficient for the current
generation of sensor networks.
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7. RELATED WORK

Our schemes are based on the polynomial-based key prbditsin protocol in [Blundo

et al. 1993]. The protocol in [Blundo et al. 1993] was intethdie distribute group keys,
and is generally not feasible in sensor networks. Our schemly use the two-party case
of this protocol; by enhancing the basic polynomial-basgteme with other techniques
such as polynomial pool, our schemes can achieve perfomimyond the basic protocol.

Eschenauer and Gligor [Eschenauer and Gligor 2002] prape@geobabilistic key pre-
distribution technique to bootstrap the initial trust beém sensor nodes. The main idea is
to have each sensor randomly pick a set of keys from a key @fot&deployment. Then,
in order to establish a pairwise key, two sensor nodes orgyl ne identify the common
keys that they share. Chan et al. further extended this iddgeopose theg-composite
key predistribution [Chan et al. 2003]. This approach afidwo sensor nodes to setup a
pairwise key only when they share at leastommon keys. Chan et al. also developed
a random pairwise keys scheme to defeat node capture attecksr analysis in earlier
Sections, we have demonstrated that our techniques hanéicsigt advantages over these
schemes. Pietro et al. proposed a seed-based key deplogtregagy to simplify the key
discovery procedure, and a cooperative protocol to enhigmperformance [Pietro et al.
2003].

Du et al. independently discovered a technique equivaterdnie of our proposed
schemes (random subset assignment) in this paper [Du ed@3].21t was published at
the same time in the same conference as the preliminaryowecosithis paper [Liu and
Ning 2003b]. However, our paper proposes a more generakframk, which makes it
possible to discover novel key predistribution schemeseBan this framework, we de-
veloped two efficient instantiations. In addition, we algoyde the implementation of
proposed schemes and include the real experiment resuiishwemonstrate the prac-
ticality and efficiency of our techniques in real applicaso The idea of using sensor’s
pre-deployment knowledge was also independently propiosil et al. 2004] and [Liu
and Ning 2003c] to improve the performance of pairwise kedgstribution.

There are many other related works in sensor network sgcusitajano and Ander-
son discussed bootstrapping trust between devices thtoagtion limited channels such
as physical contact [Stajano and Anderson 1999]. Carmamysrand Matt studied the
performance of a number of key management approaches iorseetsvork on different
hardware platform [Carman et al. 2000]. Wong and Chan prgptsreduce the computa-
tional overhead for key exchange in low power computing ckewith the help of a more
power server [Wong and Chan 2001].

Perrig et al. developed a security architecture for senstvarks, which includes SNEP,
a security primitive building block, angTESLA [Perrig et al. 2001], an adaption of
TESLA [Perrig et al. 2000; 2001]. In our previous work, we posed a multi-level key
chain method for the initial commitment distribution #TESLA [Liu and Ning 2003a].
Basagni et al. presented a key management scheme to seeweniimunication by pe-
riodically updating the symmetric keys shared by all semsxmtes [Basagni et al. 2001].
However, this scheme assumes a tamper-resistant devicetaxipthe key, which is not
always available in sensor networks. Zhu et al. proposed#ol suite named LEAP
(Localized Encryption and Authentication Protocol) tophektablish individual keys be-
tween sensors and a base station, pairwise keys betweensargster keys within a local
area, and a group key shared by all nodes [Zhu et al. 2003].
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Deng, Han and Mishra developed a collection of mechanisnnsgoove the security for
in-networking processing [Deng et al. 2003]. Zhu et al. jms®d an interleaved hop-by-
hop authentication to defeat malicious data injection msse networks [Zhu et al. 2004].
The problem of secure data aggregation in the presence girconised nodes are studied
in [Hu and Evans 2003a] and [Przydatek et al. 2003]. Our kedistribution schemes can
be used to address the key managementissues in these texhniq

Wood and Stankovic identified a number of DOS attacks in gemstworks [Wood and
Stankovic 2002]. Karlof and Wagner pointed out securitylg/éar routing in sensor net-
works and analyzed the vulnerabilities as well as the com@asures for a number of
existing routing protocols [Karlof and Wagner 2003]. Sgs8hankar and Wagner pro-
posed a location verification technique based on the roupditne (RTT) [Sastry et al.
2003] to detect false location claims. Hu and Evans proptisade directional antenna to
detect wormhole attacks in wireless Ad Hoc networks [Hu avahis 2003b]. Newsome et
al. studied the Sybil attack in sensor networks where a ritaggtimately claims multiple
identities, and developed techniques to defend agairstattack [Newsome et al. 2004].
Our proposed techniques can be combined with these teawmiqufurther enhance the
security in sensor networks.

8. CONCLUSION AND FUTURE WORK

In this paper, we developed a general framework for polyabpool-based pairwise key
predistribution in sensor networks based on the basic potyal-based key predistribu-
tion in [Blundo et al. 1993]. This framework allows study ofiliple instantiations of
possible pairwise key establishment schemes. Based oifrainiework, we developed
two specific key predistribution schemes: the random suis@gnment scheme and the
hypercube-based key predistribution scheme. Our anafsiese schemes indicate that
both schemes have significant advantages over the exigiprgaches. The implementa-
tion and experimental results also demonstrate the padityiend efficiency in the current
generation of sensor networks.

Several research directions are worth investigating t,firs observe sensor node have
low mobility in many applications. Thus, it may be desiratdelevelop location-sensitive
key predistribution techniques to improve the probabftityneighbor nodes to share com-
mon keys and at the same reduce the threat of compromised.n8deond, it is critical
to detect and/or revoke compromised nodes from an opeedtsmsor network. Third,
the hypercube-based key predistribution scheme has saragraperties in the artificial
hypercube with which the sensor nodes are organized. Westuilly ways to map such
structures to sensors’ physical locations using reaserddgloyment models.
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