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Pairwise key establishment is a fundamental security service in sensor networks; it enables sensor
nodes to communicate securely with each other using cryptographic techniques. However, due
to the resource constraints on sensor nodes, it is not feasible to use traditional key management
techniques such as public key cryptography and key distribution center (KDC). A number of key
predistribution techniques have been proposed for pairwise key establishment in sensor networks
recently. To facilitate the study of novel pairwise key predistribution techniques, this paper
develops a general framework for establishing pairwise keys between sensor nodes using bivariate
polynomials. This paper then proposes two efficient instantiations of the general framework: a
random subset assignment key predistribution scheme, and a hypercube-based key predistribution
scheme. The analysis shows that both schemes have a number of nice properties, including high
probability, or guarantee to establish pairwise keys, tolerance of node captures, and low storage,
communication, and computation overhead. To further reduce the computation at sensor nodes,
this paper presents an optimization technique for polynomial evaluation, which is used to compute
pairwise keys. This paper also reports the implementation and the performance of the proposed
schemes on MICA2 motes running TinyOS, an operating system for networked sensors. The
results indicate that the proposed techniques can be applied efficiently in resource constrained
sensor networks.
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tection; C.2.1 [Computer-Communication Networks]: Network Architecture and Design—Wireless communi-
cation; D.4.6 [Operating Systems]: Security and Protection—Cryptographic controls; K.6.5 [Management of
Computing and Information Systems]: Security and Protection

General Terms: Security, Design, Algorithms
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1. INTRODUCTION

Distributed sensor networks have received a lot of attention recently due to its wide ap-
plications in military as well as civilian operations. Example applications include target
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tracking, scientific exploration, and data acquisition in hazardous environments. The sen-
sor nodes are typically small, low-cost, battery powered, and highly resource constrained.
They usually communicate with each other through wireless links.

Security services such as authentication and key management are critical to secure the
communication between sensor nodes in hostile environments. As one of the most fun-
damental security services, pairwise key establishment enables the sensor nodes to com-
municate securely with each other using cryptographic techniques. However, due to the
resource constraints on sensor nodes, it is not feasible forthem to use traditional pairwise
key establishment techniques such as public key cryptography and key distribution center
(KDC).

Instead of the above two techniques, sensor nodes may establish keys between each
other throughkey predistribution, where keying materials are predistributed to sensor nodes
before deployment. As two extreme cases, one may setup aglobalkey among the network
so that two sensor nodes can establish a key based on this global key, or assign each sensor
node a unique random key with each of the other nodes. However, the former is vulnerable
to the compromise of a single node, and the latter introduceshuge storage overhead on
sensor nodes.

Eschenauer and Gligor proposed a probabilistic key predistribution scheme recently for
pairwise key establishment [Eschenauer and Gligor 2002]. The main idea is to let each
sensor node randomly pick a set of keys from a key pool before the deployment so that any
two sensor nodes have a certain probability to share at leastone common key. Chan et al.
further extended this idea and developed two key predistribution techniques: aq-composite
key predistribution scheme and a random pairwise keys scheme [Chan et al. 2003]. The
q-composite key predistribution also uses a key pool but requires two nodes compute a
pairwise key from at leastq predistributed keys that they share. The random pairwise keys
scheme randomly picks pairs of sensor nodes and assigns eachpair a unique random key.
Both schemes improve the security over the basic probabilistic key predistribution scheme.

However, the pairwise key establishment problem is still not fully solved. For the basic
probabilistic and theq-composite key predistribution schemes, as the number of compro-
mised nodes increases, the fraction of affected pairwise keys increases quickly. As a result,
a small number of compromised nodes may affect a large fraction of pairwise keys. Though
the random pairwise keys scheme does not suffer from the above security problem, given a
memory constraint, the network size is strictly limited by the desired probability that two
sensor nodes share a pairwise key, the memory available for keys on sensor nodes, and the
number of neighbor nodes that a sensor node can communicate with.

In this paper, we develop a number of key predistribution techniques to deal with the
above problems. We first develop a general framework for pairwise key establishment
based on the polynomial-based key predistribution protocol in [Blundo et al. 1993] and
the probabilistic key distribution in [Eschenauer and Gligor 2002; Chan et al. 2003]. This
framework is calledpolynomial pool-based key predistribution, which uses a polynomial
pool instead of a key pool in [Eschenauer and Gligor 2002; Chan et al. 2003]. The secrets
on each sensor node are generated from a subset of polynomials in the pool. If two sensor
nodes have the secrets generated from the same polynomial, they can establish a pairwise
key based on the polynomial-based key predistribution scheme. All the previous schemes
in [Blundo et al. 1993; Eschenauer and Gligor 2002; Chan et al. 2003] can be considered
as special instances in this framework.
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By instantiating the components in this framework, we further develop two novel pair-
wise key predistribution schemes: arandom subset assignmentscheme and ahypercube-
basedscheme. The random subset assignment scheme assigns each sensor node the secrets
generated from a random subset of polynomials in the polynomial pool. The hypercube-
based scheme arranges polynomials in a hypercube space, assigns each sensor node to a
unique coordinate in the space, and gives the node the secrets generated from the polyno-
mials related to the corresponding coordinate. Based on this hypercube, each sensor node
can then identify whether it can directly establish a pairwise key with another node, and if
not, what intermediate nodes it can contact to indirectly establish the pairwise key.

Our analysis indicates that our new schemes have some nice features compared with
the previous methods. In particular, when the fraction of compromised secure links is
less than 60%, given the same storage constraint, the randomsubset assignment scheme
provides a significantly higher probability of establishing secure communication between
non-compromised nodes than the previous methods. Moreover, unless the number of com-
promised nodes sharing a common polynomial exceeds a threshold, compromise of sensor
nodes does not lead to the disclosure of keys established between non-compromised nodes
using this polynomial.

Similarly, the hypercube-based scheme also has a number of attractive properties. First,
it guarantees that any two nodes can establish a pairwise keywhen there are no compro-
mised nodes, provided that the sensor nodes can communicatewith each other. Second, it
is resilient to node compromise. Even if some sensor nodes are compromised, there is still
a high probability to re-establish a pairwise key between non-compromised nodes. Third,
a sensor node can directly determine whether it can establish a pairwise key with another
node and how to compute the pairwise key if it can. As a result,there is no communication
overhead during the discovery of directly shared keys.

Evaluation of polynomials is essential to the proposed schemes, since it affects the per-
formance of computing a pairwise key. To reduce the computation at sensor nodes, we
provide an optimization technique for polynomial evaluation. The basic idea is to compute
multiple pieces of key fragments over some special finite fields such asF28+1 andF216+1,
and concatenate these fragments into a regular key. A nice property provided by such finite
fields is that no division is necessary for modular multiplication. As a result, evaluation
of polynomials can be performed efficiently on low cost processors on sensor nodes that
do not have division instructions. Our analysis indicates that such a method only slightly
decreases the uncertainty of the keys.

We have implemented the aforementioned algorithm on MICA2 motes [Crossbow Tech-
nology Inc. ] running TinyOS [Hill et al. 2000]. The implementation only occupies a small
amount of memory (e.g. 416 bytes in ROM and 20 bytes in RAM for one of our implemen-
tations excluding the memory for polynomial coefficients).The evaluation indicates that
computing a 64-bit key using this technique can be faster than generating a 64-bit MAC
(Message Authentication Code) using RC5 [Rivest 1994] or SkipJack [NIST 1998] for a
reasonable degree of polynomial. These results show that our schemes are practical for
resource constrained sensor networks.

The rest of this paper is organized as follows. Section 2 gives an overview of the
polynomial-based key predistribution technique. Section3 presents our general framework
for polynomial pool-based key predistribution. Sections 4and 5 describe the random sub-
set assignment scheme and the hypercube-based scheme, respectively. Section 6 presents
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the technique to reduce the computation at sensor nodes, andreports our implementation
and performance results. Section 7 discusses the related work. Section 8 concludes this
paper and points out some future research directions.

2. POLYNOMIAL-BASED KEY PREDISTRIBUTION FOR SENSOR NETWORKS

In this section, we briefly review the basic polynomial-based key predistribution protocol
in [Blundo et al. 1993], which is the basis of our new techniques. The protocol in [Blundo
et al. 1993] was developed for group key predistribution. Since our goal is to establish
pairwise keys, for simplicity, we only discuss the special case of pairwise key establishment
in the context of sensor networks.

To predistribute pairwise keys, the (key) setup server randomly generates a bivariatet-
degree polynomialf(x, y) =

∑t

i,j=0 aijx
iyj over a finite fieldFq, whereq is a prime

number that is large enough to accommodate a cryptographic key, such that it has the
property off(x, y) = f(y, x). (In the following, we assume all the bivariate polynomials
have this property without explicit statement.) It is assumed that each sensor node has a
unique ID. For each nodei, the setup server computes apolynomial shareof f(x, y), that
is, f(i, y). This polynomial share is predistributed to nodei. Thus, for any two sensor
nodesi andj, nodei can compute the keyf(i, j) by evaluatingf(i, y) at pointj, and node
j can compute the same keyf(j, i) = f(i, j) by evaluatingf(j, y) at pointi. As a result,
nodesi andj can establish a common keyf(i, j).

In this approach, each sensor nodei needs to store at-degree polynomialf(i, x), which
occupies(t + 1) log q storage space. To establish a pairwise key, both sensor nodes need
to evaluate the polynomial at the ID of the other sensor node.(In Section 6, we will
present techniques to reduce the computation required to evaluate polynomials.) There is
no communication overhead during the pairwise key establishment process.

The security proof in [Blundo et al. 1993] ensures that this scheme is unconditionally
secure andt-collusion resistant. That is, the coalition of no more thant compromised
sensor nodes knows nothing about the pairwise key between any two non-compromised
nodes.

It is theoretically possible to use the general group key distribution protocol in [Blundo
et al. 1993] in sensor networks. However, the storage cost for a polynomial share is expo-
nential in terms of the group size, making it prohibitive in sensor networks. In this paper,
we will focus on the problem of pairwise key establishment.

3. POLYNOMIAL POOL-BASED KEY PREDISTRIBUTION

The polynomial-based key predistribution scheme discussed in Section 2 has some limita-
tions. In particular, it can only tolerate the collusion of no more thant compromised nodes,
where the value oft is limited by the available memory space and the computationcapa-
bility on sensor nodes. Indeed, the larger a sensor network is, the more likely an adversary
compromises more thant sensor nodes and then the entire network.

To have secure and practical key establishment techniques,we develop a general frame-
work for key predistribution based on the scheme presented in Section 2. We call it the
polynomial pool-based key predistribution, since a pool of random bivariate polynomials
are used in this framework. In this section, we focus on the discussion of this general
framework. In the next two sections, we will present two efficient instantiations of this
framework.
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The polynomial pool-based key predistribution is inspiredby the studies in [Eschenauer
and Gligor 2002; Chan et al. 2003]. The basic idea can be considered as the combination
of the polynomial-based key predistribution and the key pool idea used in [Eschenauer and
Gligor 2002; Chan et al. 2003]. However, our framework is more general in that it allows
different choices to be instantiated within this framework, including those in [Eschenauer
and Gligor 2002; Chan et al. 2003] and our later instantiations in Sections 4 and 5.

Intuitively, this general framework generates a pool of random bivariate polynomials
and assigns shares on a subset of bivariate polynomials in the pool to each sensor node.
The polynomial pool has two special cases. When it has only one polynomial, the gen-
eral framework degenerates into the polynomial-based key predistribution. When all the
polynomials are0-degree ones, the polynomial pool degenerates into a key pool used in
[Eschenauer and Gligor 2002; Chan et al. 2003].

Pairwise key establishment in this framework has three phases:setup, direct key estab-
lishment, andpath key establishment. The setup phase is performed to initialize the nodes
by distributing polynomial shares to them. After being deployed, if two sensor nodes need
to establish a pairwise key, they first attempt to do so through direct key establishment.
If they can successfully establish a common key, there is no need to start path key estab-
lishment; otherwise, these two nodes start path key establishment, trying to establish a
pairwise key with the help of other sensor nodes.

3.1 Phase 1: Setup

The setup server randomly generates a setF of bivariatet-degree polynomials over the
finite fieldFq. To identify different polynomials, the setup server may assign each polyno-
mial a unique ID. For each sensor nodei, the setup server picks a subset of polynomials
Fi ⊆ F , and assigns the shares of these polynomials to nodei. The main issue in this
phase is thesubset assignmentproblem, which specifies how to pick a subset of polynomi-
als fromF for each sensor node.

Here we identify two ways to perform subset assignments:random assignmentand
predetermined assignment.

3.1.1 Random Assignment.With random assignment, the setup server randomly picks
a subset ofF for each sensor node. This random selection should be evenlydistributed
in F for security concerns; otherwise, some polynomials may have higher probability of
being selected and higher frequency of being used in key establishment than the others
and thus become the primary targets of attacks. Several parameters may be used to control
this process, including the number of polynomial shares assigned to a node and the size
of F . In the simplest case, the setup server assigns the same number of random selected
polynomial shares to each sensor node.

3.1.2 Predetermined Assignment.When predetermined assignment is used, the setup
server follows certain scheme to assign subsets ofF to sensor nodes. A predetermined
assignment should bring some nice properties that can be used to improve direct and path
key establishment.

3.2 Phase 2: Direct Key Establishment

A sensor node starts phase 2 if it needs to establish a pairwise key with another node. If
both sensor nodes have shares on the same bivariate polynomial, they can establish the
pairwise key directly using the polynomial-based key predistribution discussed in Section
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2. The main issue in this phase is thepolynomial share discoveryproblem, which specifies
how to find a common bivariate polynomial of which both nodes have polynomial shares.
For convenience, we say two sensor nodes have asecure linkif they can establish a pairwise
key through direct key establishment. A pairwise key established in this phase is called a
direct key.

Here we identify two types of techniques to solve this problem: predistributionand
real-time discovery.

3.2.1 Predistribution. The setup server predistributes certain information to thesensor
nodes, so that given the ID of another sensor node, a sensor node can determine whether it
can establish a direct key with the other node. A naive methodis to let each sensor node
store the IDs of all the sensor nodes with which it can setup direct keys. However, this
naive method has difficulties in dealing with the sensor nodes that join the network on the
fly, because the setup server has to inform some existing nodes about the addition of new
sensor nodes. Alternatively, the setup server may map the IDof each sensor node to the
IDs of polynomial shares it has so that given the ID of a sensornode, anybody can derive
the IDs of polynomial shares it has. Thus, any sensor node candetermine immediately
whether it can establish a direct key with a given sensor nodeby only knowing its ID. Note
that this method requires the predetermined assignment strategy in the setup phase.

The drawback of predistribution methods is that an attackermay also know the distribu-
tion of the polynomial shares. As a result, the attacker may precisely target at certain sensor
nodes, attempting to learn the shares of a particular bivariate polynomial. The following
alternative way may avoid this problem.

3.2.2 Real-time discovery.Intuitively, real-time discovery requires two sensor nodes
to discover on the fly whether they have shares on a common bivariate polynomial. As one
possible way, two nodes may first exchange the IDs of polynomials of which they both
have shares, and then try to identify the common polynomial.To protect the IDs of the
polynomials, the sensor node may challenge the other party to solve puzzles instead of
disclosing the IDs of the polynomials directly. Similar to the the method in [Eschenauer
and Gligor 2002], when nodei needs to establish a pairwise key with nodej, it sends
nodej an encryption list,α, EKv

(α), v = 1, ..., |Fi|, whereKv is computed by evaluating
the vth polynomial share inFi on pointj (a potential pairwise key nodej may have).
When nodej receives this encryption list, it first computes{K ′

v}v=1,...,|Fj|, whereK ′
v is

computed by evaluating thevth polynomial share inFj on pointi (a potential pairwise key
nodei may have). Nodej then generates another encryption list{EK′

v
(α)}v=1,...,|Fj|. If

there exists a common encryption value that is included in both encryption lists, nodei and
nodej can establish a common key, which is the key used to generate this common value.

The drawback of real-time discovery is that it introduces additional communication over-
head that does not appear in the predistribution approaches. If the polynomial IDs are
exchanged in clear text, an attacker may gradually learn thedistribution of polynomials
among sensor nodes and selectively capture and compromise sensor nodes based on this
information. However, it is more difficult for an adversary to collect the polynomial dis-
tribution information in the real-time discovery method than in the predistribution method,
since the adversary has to monitor the communication among sensor nodes. In addition,
when the encryption list is used to protect the IDs of polynomial shares in a sensor nodes,
an adversary has no way to learn the polynomial distributionamong sensor nodes and thus
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cannot launch selective node capture attacks.

3.3 Phase 3: Path Key Establishment

If direct key establishment fails, two sensor nodes need to start phase 3 to establish a
pairwise key with the help of other sensor nodes. To establish a pairwise key with nodej,
a sensor nodei needs to find a sequence of nodes between itself and nodej such that any
two adjacent nodes in this sequence can establish a direct key. For the sake of presentation,
we call such a sequence of nodes akey path(or simply apath), since the purpose of such
a path is to establish a pairwise key. Then either nodei or j initiates a key establishment
request with the other node through the intermediate nodes along the path. A pairwise
key established in this phase is called anindirect key. A subtle issue is that two adjacent
nodes in the path may not be able to communicate with each other directly. In this paper,
we assume that they can always discover a route between themselves so that the messages
from one node can reach the other.

The main issue in this phase is thepath discoveryproblem, which specifies how to find
a path between two sensor nodes. Similar to phase 2, there aretwo types of techniques to
address this problem.

3.3.1 Predistribution. Similar to the predistribution technique in phase 2, the setup
server predistributes certain information to each sensor node so that given the ID of an-
other node, each node can determine at least one key path to the other node directly. The
resulting key path is called thepredetermined key path. For convenience, we call the pro-
cess to compute the predetermined key pathskey path predetermination. The drawback
is that an attacker may also take advantage of the predistributed information to attack the
network. Moreover, it is possible that none of the predetermined key paths is available to
establish an indirect key between two nodes due to compromised (intermediate) nodes or
communication failures.

To deal with the above problem, the source node needs to dynamically find other key
paths to establish an indirect key with the destination node. For convenience, we call such
a processdynamic key path discovery. For example, the source node may contact a number
of other nodes with which it can establish direct keys using non-compromisedpolynomials,
attempting to find a node that has a path to the destination node to help establish an indirect
key.

3.3.2 Real-time discovery.Real-time discovery techniques have the sensor nodes dis-
cover key path on the fly without any predetermined information. The sensor nodes may
take advantage of the direct keys established through direct key establishment. For exam-
ple, to discover a key path to another sensor node, a sensor node picks a set of intermediate
nodes with which it has established direct keys. The source node may send request to all
these intermediate nodes. If one of the intermediate nodes can establish a direct key with
the destination node, a key path is discovered. Otherwise, this process may continue with
the intermediate nodes forwarding the request. Such a process is similar to a route dis-
covery process used to establish a route between two nodes. The drawback is that such
methods may introduce substantial communication overhead.

4. KEY PREDISTRIBUTION USING RANDOM SUBSET ASSIGNMENT

In this section, we present the first instantiation of the general framework by using a ran-
dom strategy for the subset assignment during the setup phase. That is, for each sensor
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node, the setup server selects a random subset of polynomials inF and assigns their poly-
nomial shares to the node.

4.1 The Random Subset Assignment Scheme

The random subset assignment scheme can be considered as an extension to the basic
probabilistic scheme in [Eschenauer and Gligor 2002]. Instead of randomly selecting keys
from a large key pool and assigning them to sensor nodes, our method randomly chooses
polynomials from a polynomial pool and assigns their polynomial shares to sensor nodes.
However, our scheme also differs from the scheme in [Eschenauer and Gligor 2002]. In
[Eschenauer and Gligor 2002], the same key may be shared by multiple sensor nodes. In
contrast, in our scheme, there is a unique key for each pair ofsensor nodes. If no more
thant shares on the same polynomial are disclosed, none of the pairwise keys constructed
using this polynomial between two non-compromised sensor nodes will be disclosed.

Now let us describe this scheme by instantiating the three components in the general
framework.

(1) Subset assignment: The setup server randomly generates a setF of s bivariatet-
degree polynomials over the finite fieldFq. For each sensor node, the setup server
randomly picks a subset ofs′ polynomials fromF and assigns shares as well as the
IDs of theses′ polynomials to the sensor node.

(2) Polynomial share discovery: Since the setup server does not predistribute enough
information to the sensor nodes for polynomial share discovery, sensor nodes that
need to establish a pairwise key have to find out a common polynomial with real-time
discovery techniques. To discover a common bivariate polynomial, the source node
discloses a list of polynomial IDs to the destination node. If the destination node finds
that they have shares on the same polynomial, it informs the source node the ID of this
polynomial; otherwise, it replies with a message that contains a list of its polynomial
IDs, which also indicates that the direct key establishmentfails.

(3) Path discovery: If two sensor nodes fail to establish a direct key, they need to start
path key establishment phase. During this phase, the sourcenode tries to find an-
other node that can help it setup a pairwise key with the destination node. Basically,
the source node broadcasts two list of polynomial IDs. One includes the polynomial
IDs at the source node, and the other includes the polynomialIDs at the destination
node. These two lists are available at both the source and thedestination nodes after
the polynomial share discovery. If one of the nodes that receives this request is able
to establish direct keys with both the source and the destination nodes, it replies with
a message that contains two encrypted copies of a randomly generated key: one en-
crypted by the direct key with the source node, and the other encrypted by the direct
key with the destination node. Both the source and the destination nodes can then get
the new pairwise key from this message. (Note that the intermediate node acts as an
ad hoc KDC in this case.) In practice, we may restrict that a sensor node only contact
its neighbors within a certain range.

4.2 Performance

Similar to the analysis in [Eschenauer and Gligor 2002], theprobability of two sensor
nodes sharing the same bivariate polynomial, which is the probability that two sensor nodes
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can establish a direct key, can be estimated by

p = 1 −
s′−1
∏

i=0

s − s′ − i

s − i
. (1)

Figure 1(a) shows the relationship betweenp and the combinations ofs ands′. It is easy
to see that the closers ands′ are, the more likely two sensor nodes can establish a direct
key. Our later security analysis (in Section 4.4) shows thatsmalls ands′ can provide high
security performance. This differs from the the basic probabilistic scheme [Eschenauer
and Gligor 2002] and theq-composite scheme [Chan et al. 2003], where the key pool size
has to be very large to meet certain security requirement. The reason is that there is another
parameter (i.e., the degreet of the polynomials) that affects the security performance of
the random subset assignment scheme. In Equation 1, the value of s′ is affected by the
storage overhead and the degreet of the polynomials. In fact, we havet = C

s′
− 1, where

C is the number keys a sensor node can store.
Now let us consider the probability that two nodes can establish a key through either

the polynomial share discovery or the path discovery. Letd denote the average number
of neighbor nodes that each sensor node contacts. Consider any one of thesed nodes.
The probability that it shares direct keys with both the source and the destination nodes
is p2, wherep is computed by Equation 1. As long as one of thesed nodes can act as an
intermediate node, the source and the destination nodes canestablish a common key. It fol-
lows that the probability of two nodes establishing a pairwise key (directly or indirectly) is
Ps = 1−(1−p)(1−p2)d. Figure 1(b) shows that the probabilityPs of establishing a pair-
wise key between two sensor nodes increases quickly as the probabilityp of establishing
direct keys or the numberd of neighbor nodes it contacts increases.

4.3 Overheads

Each node has to stores′ t-degree polynomials overFq, which introducess′(t + 1) log q

bits storage overhead. In addition, each node needs to remember the IDs of revoked nodes
with which it can establish direct keys. Assume the IDs of sensor nodes are chosen from
a finite fieldFq′ . The storage overhead introduced by the revoked IDs is at most s′t log q′

bits, since ift + 1 shares of one bivariate polynomial are revoked, this polynomial is
compromised and can be discarded. Thus, the overall storageoverhead is at mosts′(t +
1) log q + s′t log q′ bits.

In terms of communication overhead, during the polynomial share discovery, the source
node needs to disclose a list ofs′ IDs to the destination node. The communication overhead
is mainly due to the transmission of such lists. During the path discovery, the source node
broadcasts a request message that consists of two lists of polynomial IDs. This introduces
one broadcast message at the source node and possibly several broadcast messages at other
nodes receiving this request if they further forward this request. However, due to the small
values ofs ands′ in our scheme, all the broadcast messages are small messages, and can be
done efficiently in resource constrained sensor networks. If a node receiving this message
shares common polynomials with both the source and the destination nodes, it only needs
to reply with a message consisting of two encrypted copies ofa randomly generated key.

In terms of computational overhead, the polynomial share discovery requires one poly-
nomial evaluation at each node if they share a common polynomial. During the path dis-
covery, if a node receiving the request shares common polynomials with both the source
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and the destination nodes, it only needs to perform two polynomial evaluations and two en-
cryptions. If there exists at least one intermediate node that can be used in the establishment
of an indirect key, both the source and the destination nodesonly need one decryption.

4.4 Security Analysis

It follows from the security analysis in [Blundo et al. 1993]that an attacker cannot de-
termine non-compromised keys established with a polynomial if he/she has compromised
no more thant sensor nodes that have shares of this polynomial. Assume an attacker
randomly compromisesNc sensor nodes, whereNc > t. Consider any polynomialf in
F . The probability off being chosen for a sensor node iss′

s
, and the probability of this

polynomial being chosen exactlyi times amongNc compromised sensor nodes is
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P [i compromised shares] =
Nc!

(Nc − i)!i!
(
s′

s
)i(1 − s′

s
)Nc−i.

Thus, the probability of a particular bivariate polynomialbeing compromised isPcd =
1 − ∑t

i=0 P [i compromised shares]. Sincef is any polynomial inF , the fraction of com-
promised links between non-compromised nodes can be estimated asPcd. Figure 2(a)
includes the relationship between the fraction of compromised links for non-compromised
nodes and the number of compromised nodes for some combinations ofs ands′. We can
see that the random subset scheme provides high security guarantee in terms of the fraction
of compromised links between non-compromised nodes when the number of compromise
nodes does not exceed certain threshold. (To save space, Figure 2 also includes the perfor-
mance of the basic probabilistic scheme [Eschenauer and Gligor 2002] and theq-composite
scheme [Chan et al. 2003], which will be used for the comparison in Section 4.5.)

If an attacker knows the distribution of polynomials over sensor nodes, he/she may target
at specific sensor nodes in order to compromise the keys derived from a particular polyno-
mial. In this case, the attacker only needs to compromiset + 1 sensor nodes. However,
it is generally more difficult than randomly compromising sensor nodes, since the attacker
has to compromise theselectednodes.

An easy fix to remove the above threat is to restrict that each polynomial be used for
at mostt + 1 times. As a result, an attacker cannot recover a polynomial unless he/she
compromises all related sensor nodes. Though effective at improving the security, this
method also puts a limit on the maximum number of sensor nodesfor a given combination
of s ands′. Indeed, given the above constraint, the total number of sensor nodes cannot
exceed(t+1)·s

s′
.

To estimate the probability of any (direct or indirect) key between two non-compromised
nodes being compromised, we assume that the network is fullyconnected and each pair
of nodes can establish a direct or indirect key. Thus, among all pairwise keys, there are a
fractionp of direct keys and a fraction1−p of indirect keys on average. For each direct key,
it has the probabilityPcd of being compromised. For each indirect key, if the intermediate
node and the two polynomials used in the establishment of this key are not compromised,
the key is still secure; otherwise, it cannot be trusted. Thus, the probability of an indirect
key being compromised can be estimated by1 − (1 − pc)(1 − Pcd)

2, wherepc = Nc

N
.

Therefore, the probability of any (direct or indirect) key between two non-compromised
nodes being compromised can be estimated by

Pc = p × Pcd + (1 − p)[1 − (1 − pc)(1 − Pcd)
2].

Figure 2(b) includes the relationship between the fractionof compromised (direct or
indirect) keys for non-compromised nodes and the number of compromised nodes for some
combinations ofs ands′. We can see that the random subset scheme also provides high
security guarantee in terms of the fraction of compromised (direct or indirect) keys between
non-compromised nodes when the number of compromise nodes does not exceed a certain
threshold.

Two non-compromised sensor nodes may need to re-establish an indirect key when the
current pairwise key is compromised. The knowledge of the identities of compromised
nodes is generally a difficult problem, which needs deep investigation. However, when
such detection mechanism is available and the node compromises are detected, it is always
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desirable to re-establish the pairwise key. Thus, we assumethat the detection of compro-
mised nodes is done through other techniques, and is not considered in this paper.

Assume the source node contactsd neighbor nodes to re-establish an indirect key with
the destination node. Among thesed nodes, the average number of non-compromised
nodes can be estimated byd(N−Nc)

N
for simplicity. If one of these non-compromised nodes

shares common non-compromised polynomials with both the source and the destination
nodes, a new pairwise key can be established. Thus, the probability of re-establishing an
indirect key between two non-compromised nodes can be approximately estimated by

Pre = 1 − [1 − p2(1 − Pcd)
2]

d(N−Nc)
N .

Figure 3 includes the relationship between the probabilityof re-establishing an indirect
key for non-compromised nodes and the number of compromisednodes in the network.
It shows that there is still a high probability to re-establish a pairwise key between two
non-compromised nodes when the current key is compromised,given that the network still
provides certain security performance (e.g. less than 60% compromised links).

4.5 Comparison with Previous Schemes

The random subset assignment scheme has a number of advantages compared with the
basic probabilistic scheme [Eschenauer and Gligor 2002], theq-composite scheme [Chan
et al. 2003], and the random pairwise keys scheme [Chan et al.2003]. In this analysis,
we first compare the communication and computational overheads introduced by these
schemes given certain storage constraint, and then comparetheir security performance
under attacks.

We do not compare the random subset assignment scheme with the multiple-space key
predistribution scheme in [Du et al. 2003], since these two schemes are actually equivalent
to each other. In fact, in multiple-space key predistribution scheme, the elements in the
second row of matrixG can be considered as the IDs of sensor nodes in the random subset
assignment scheme; each matrixDi can be considered as the coefficients of a bivariate
polynomial; each row in a matrixAi can be considered as a polynomial share; computing
a key throughAc(i) × G(j) can be considered as evaluating a polynomial share.

After the direct key establishment, the basic idea of the path key establishment is to find
an intermediate node that shares direct keys with both the source and the destination nodes.
This is similar in all the previous schemes and the random subset assignment scheme.
For simplicity, we focus on the overheads in direct key establishment. Note that each
coefficient in our scheme takes about the same amount of spaceas a cryptographic key,
sinceFq is a finite field that can just accommodate the keys. We assume that each sensor
node can store up toC keys or polynomial coefficients.

The communication and computational overheads for different schemes are summarized
in Table I. The communication overhead is calculated using the size of the list of key
or polynomial IDs; and the computational overhead is calculated using the number of
comparisons in identifying the common key or polynomial, and the number of polynomial
evaluations, assuming that the IDs of keys or polynomials are stored in ascend order in
each node, and binary search is used to locate the ID of the common key or polynomial.

4.5.1 Comparison with the Basic Probabilistic and theq-Composite Scheme.Accord-
ing to Table I, we can see that the random subset assignment isusually much more efficient
than the basic probabilistic scheme [Eschenauer and Gligor2002] and theq-composite
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(b) Fraction of compromised keys (direct or indirect) between
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AssumeN = 20, 000

Fig. 2. Performance of the random subset assignment scheme under attacks. RS refers to
the random subset assignment scheme. Assume each node has available storage for 200
keys andp = 0.33.

scheme [Chan et al. 2003] in terms of communication overheaddue to smalls and s′.
Indeed, this overhead is reduced by a factor of at leastt + 1. However, the computa-
tion overhead is more expensive in the random subset assignment scheme, since it has to
evaluate at-degree polynomial.

Figures 2(a) and 2(b) compare the security performance of the random subset assign-
ment scheme with the basic probabilistic scheme [Eschenauer and Gligor 2002] and theq-
composite scheme [Chan et al. 2003]. These figures clearly show that before the number of
compromised sensor nodes reaches a certain point, the random subset assignment scheme
performs much better than both of the other schemes. When thenumber of compromised
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Fig. 3. The probability of re-establishing a pairwise key using path discovery. Assume
each node has available storage equivalent to 200 keys, and contacts 30 neighbor nodes
d = 30. AssumeN = 20, 000

Table I. Communication and computational overheads for direct key establishment in different schemes.sk is
the key pool size in the basic probabilistic scheme and theq-composite scheme.s′ = C

t+1
. The last row will be

discussed in Section 5.

Communication Computation

Basic probabilistic scheme [Es-
chenauer and Gligor 2002]

C log sk
2C+p−pC

2
log C comparisons

q-composite scheme [Chan et al.
2003]

C log sk C log C comparisons

Random pairwise keys scheme
[Chan et al. 2003]

0 0

Random subset assignment
scheme

s′ log s
2s′+p−ps′

2
log s′ comparisons

+ 1 polynomial evaluation
Grid-based scheme 0 1 polynomial evaluation

nodes exceeds a certain point, the other schemes have fewer compromised links or keys
than the random subset assignment scheme. Nevertheless, under such circumstances, none
of these schemes provide sufficient security due to the largefraction of compromised links
(over 60%) or the large fraction of compromised (direct or indirect) keys (over 80%). Thus,
the random subset assignment scheme clearly has advantagesover the basic probabilistic
scheme [Eschenauer and Gligor 2002] and theq-composite scheme [Chan et al. 2003].

4.5.2 Comparison with the Random Pairwise Keys Scheme.As shown in Table I, the
random pairwise keys scheme [Chan et al. 2003] does not have any communication and
computational overheads in direct key establishment, since it stores the IDs of all other
nodes with which it can establish direct keys.

In terms of security performance, the random pairwise keys scheme does not allow reuse
of the same key by multiple pairs of sensor nodes [Chan et al. 2003]. Thus, the compromise
of some sensor nodes does not lead to the compromise of directkeys shared between non-
compromised nodes. As we discussed earlier, with a restriction that no polynomial be used
more thant + 1 times, our scheme can ensure the same property.
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Fig. 4. The relationship between the probability of establishing a common key and the
maximum supported network size in order to be resilient against node compromise.

Now we compare the performance between the random subset assignment scheme un-
der the above restriction and the random pairwise keys scheme. The maximum num-
ber of nodes that the random subset assignment scheme supports can be estimated as
N = s×(t+1)

s′
. Assuming the storage overhead in each sensor node isC = s′ · (t + 1), we

haves = N×s′2

C
. Together with Equation 1, we can derive the probability of establishing

a direct key between two nodes with a given storage constraint. Figure 4 plots the proba-
bility of two sensor nodes sharing a direct key in terms of themaximum network size for
the random pairwise keys scheme [Chan et al. 2003] and the random subset assignment
scheme under restriction. We can easily see that the random subset assignment scheme
under restriction has lower but almost the same performanceas the random pairwise keys
scheme.

The random subset assignment scheme has several advantagesover the random pairwise
keys scheme [Chan et al. 2003]. In particular, in the random subset assignment scheme,
sensor nodes can be added dynamically without having to contact the previously deployed
sensor nodes. In contrast, in the random pairwise keys scheme, if it is necessary to dynam-
ically deploy sensor nodes, the setup server has to either reserve space for sensor nodes
that may never be deployed, which reduces the probability that two deployed nodes share
a common key, or inform some previously deployed nodes of additional pairwise keys,
which introduces additional communication overhead. Moreover, given certain storage
constraint, the random subset assignment scheme (without the restriction on the reuse of
polynomials) allows the network to grow, while the random pairwise keys scheme has an
upper limit on the network size. Thus, the random subset assignment scheme would be a
more attractive choice than the random pairwise keys schemein certain applications.

5. HYPERCUBE-BASED KEY PREDISTRIBUTION

In this section, we give another instantiation of the framework, which we call thehypercube-
basedkey predistribution. This scheme has a number of attractiveproperties. First, it
guarantees that any two sensor nodes can establish a pairwise key when there are no com-
promised sensor nodes, assuming that the nodes can communicate with each other. Second,
this scheme is resilient to node compromises. Even if some nodes are compromised, there
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(b) An example order of node assignment

Fig. 5. Hypercube-based key predistribution whenn = 2

is still a high probability to re-establish a pairwise key between two non-compromised
nodes. Third, a sensor node can directly determine whether it can establish a direct key
with another node, and if it can, which polynomial should be used. As a result, there is no
communication overhead during polynomial share discovery.

Note that in the preliminary version of this paper [Liu and Ning 2003b], we studied a
key predistribution technique namedgrid-based key predistribution. Hypercube-based key
pre-distribution is a generalization of grid-based key predistribution. The grid-based key
predistribution scheme is interesting due to its simplicity. However, we do not explicitly
discuss it here because of space reasons. Please refer to [Liu and Ning 2003b] for details.

5.1 The Hypercube-Based Scheme

Given a total ofN sensor nodes in the network, the hypercube-based scheme constructs an
n-dimensional hypercube withmn−1 bivariate polynomials arranged for each dimension
j, {f j

〈i1,...,in−1〉(x, y)}0≤i1,...,in−1<m, wherem = d n
√

Ne. Figure 5(a) shows a special
case of the hypercube-based scheme whenn = 2 (i.e., the grid-based scheme). In this
figure, each columni is associated with a polynomialf1

i (x, y), and each rowi is associ-
ated with a polynomialf2

i (x, y). The setup server then assigns each node in the network
to a unique coordinate in thisn-dimensional space. For the sensor node at coordinate
(j1, ..., jn), the setup server predistributes the polynomial shares of{f1

〈j2,...,jn〉(x, y) ,...,
fn
〈j1,...,jn−1〉(x, y)} to this node. As a result, sensor nodes can perform share discovery and

path discovery using this predistributed information.
For convenience, we encode a node’s coordinate in the hypercube into a single-valued

node ID. Every valid coordinate in the hypercube is first converted inton l-bit binary
strings (one from each dimension), wherel = dlog2 me. Thesen binary strings are then
concatenated together to generate an integer value, which is used as the ID of the node. In
our discussion, we conceptually represent each IDj as〈j1, ..., jn〉, whereji is called the
sub-indexof ID j in dimensioni, which also represents theith l bits of j.
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(1) Subset assignment: The setup server randomly generatesn × mn−1 t-degree bivari-
ate polynomialsF = {f j

〈i1,...,in−1〉(x, y) | 1 ≤ j ≤ n, 0 ≤ i1, ..., in−1 < m} over
a finite fieldFq . For each sensor node, the setup server selects an unoccupied coordi-
nate(j1, ..., jn) in then-dimensional space and assigns it to this node. This coordi-
nate〈j1, ..., jn〉 is then used as the ID of this node. The setup server then distributes
{ID, f1

〈j2,...,jn〉(j1, y), ..., fn
〈j1,...,jn−1〉(jn, y)} to this sensor node. To facilitate path

discovery and guarantee that there is at least one key path exists when there are no
compromised nodes and any two nodes can communicate with each other, we always
select the coordinate corresponding to the smallest unassigned ID. Specifically, the
setup server assigns theith sensor node that requests for polynomial shares the coor-
dinate(a1, a2, · · · , an), whereaj = b i

mn−j c mod mn−j+1 for 1 ≤ j ≤ n. Figure
5(b) shows a possible order to assign coordinates to sensor nodes whenn = 2. It is
easy to see that if there exist nodes at〈i, j〉 and〈i′, j′〉, then there must be a node at
either〈i, j′〉 or 〈i′, j〉, or both.

(2) Polynomial share discovery: To establish a pairwise key with nodej, nodei checks
whether they have the same sub-indexes inn − 1 dimensions. In other words, it
checks the Hamming distancedh between their IDsi andj. If dh = 1, nodesi andj

share a common polynomial, and they can establish a direct key using the polynomial-
based key predistribution scheme; otherwise, they need to go through path discovery
to establish an indirect key. For example, ifjk = ik for all 1 ≤ k ≤ n − 1 (dh = 1),
both nodesi andj have polynomial shares offn

〈j1,...,jn−1〉(x, y), and thus can use this
polynomial to establish a direct key.

(3) Path discovery: If nodesi andj cannot establish a direct key, they need to find a key
path between each other in the hypercube. Indeed, if there are no compromised nodes
and any two nodes can communicate with each other, it is guaranteed that there are at
least one key path which can be used to establish a session keybetween any two nodes
due to the node assignment algorithm. In fact, nodesi andj can predetermine such
a key path using the following key path predetermination algorithm without commu-
nicating with others. For example, in Figure 5(a), both of node 〈i1, j2〉 and〈j1, i2〉
can help node〈i1, i2〉 establish a pairwise key with node〈j1, j2〉. Assumei > j if we
consider node IDsi andj as integer values. The following algorithm can be performed
on either of them.
(a) The source node maintains a setL = {d1, ..., dw}d1<d2···<dw

that records the
dimensions that nodesi andj have different sub-indexes, a listP that records
the key path computed by this algorithm, a most recently computed intermediate
nodeu and the largest ID having been assigned. Initially,P is a list with a single
nodei andu = i.

(b) Givenu andL, the next intermediate nodev is computed by randomly selecting an
elementd′ in L so thatv = 〈u1, · · · , ud′−1, jd′ , ud′+1, · · · , un〉 is not larger than
the largest ID having been assigned (ori if this is not available). The algorithm
then removesd′ fromL, appendsv to P , and letu = v. If L is empty, it appends
j to P and returnsP as the discovered key path; otherwise it repeats this step.

The correctness of the above key path predetermination algorithm is guaranteed by
Lemma 5.1. Once such a key path is computed, the source nodei can send a request
to the destination nodej along the key path to establish an indirect key. For example,if
i = 〈1, 3, 5〉 andj = 〈0, 2, 4〉, the key path “〈1, 3, 5〉, 〈0, 3, 5〉, 〈0, 2, 5〉, 〈0, 2, 4〉” is one of
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those paths. To establish an indirect key withj, the source nodei sends key establishment
request to node〈0, 3, 5〉, node〈0, 3, 5〉 forwards the request to node〈0, 2, 5〉, which further
forwards the request to the destination nodej. Every message transmitted between two
adjacent nodes in the key path is encrypted and authenticated with the direct key shared
between them.

LEMMA 5.1. The above key path predetermination algorithm guarantees to compute a
key path between any two sensor nodes.

PROOF. We first show the size ofL is reduced by 1 each time Step (b) is executed. To
prove this, we need to prove that givenu andL, there exists at least one elementd′ in
L so thatv = 〈u1, · · · , ud′−1, jd′ , ud′+1, · · · , un〉 is not larger than the largest ID having
been assigned. Note that everyud′ is eitherid′ or jd′ . Considerd1. Sincei > j, we have
id1 > jd1 . Thus, ifud1 = id1 , we choosed′ = d1 and compute the next nodev. It is easy
to verify thatv < i. If ud1 = jd1 (d1 has been chosen before), we haveud1 < id1 . This
implies thatv < i for anyd′ in L. Thus, we can choose any value inL. As a result,u can
always find the next nodev, and the size of the setL is reduced by 1 each time Step (b) is
executed. Eventually, the above key predetermination algorithm will output a sequence of
nodes with nodej as the last node. Moreover, the Hamming distance betweenu andv in
the second step is exactly1. This implies that every two adjacent nodes inP can establish
a direct key. Thus, we can conclude that the above key path predetermination algorithm
guarantees to compute a key path between any two sensor nodes.

5.2 Dynamic Key Path Discovery

Though the path discovery algorithm described above can predetermine a key path with a
number of intermediate nodes, the intermediate nodes may have been compromised, or are
out of communication range in some situations. However, there are alternative key paths.
In particular, we may reuse the predetermined paths at othernodes to find a secure key
path. For example, in Figure 5(a), besides node〈i1, j2〉 and〈j1, i2〉, node〈i1, m − 2〉 has
a predetermined path to node〈j1, j2〉 through node〈j1, m − 2〉. Thus, it can help nodei
setup a common key with nodej.

Though it is possible to flood the network to find a key path, theresource constraints on
sensor nodes make this method impractical. Instead, we propose the following algorithm
to find a key path between nodesS andD dynamically. The basic idea is to have the source
node and each intermediate node contact a non-compromised node that is “closer” to the
destination node in terms of the Hamming distance between their IDs. Indeed, if there are
no compromised nodes in the network, the above key path predetermination algorithm can
always find a key path if any two nodes can communicate with each other. In practice,
we may use the dynamic path discovery instead to achieve better performance when there
are attacks or communication failures. To increase the chance of success, the following
algorithm may be performed multiple rounds. It is assumed that every message between
two nodes in the algorithm is encrypted and authenticated with the direct key between
them.

(1) In order to establish an indirect key with nodeD, nodeS generates a random number
r and maintains a counterc with initial value0. In each round, it incrementsc and
computesKc = F (r, c), whereF is a pseudo random function [Goldreich et al. 1986].
Then, it constructs a messageM = {S, D, Kc, c, f lag} with flag = 1, and goes to
the next step.
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(Theflag in messageM indicates whether the Hamming distance is reduced by for-
wardingM to the next intermediate node. The purpose is to control the length of the
path discovered by this algorithm and the number of messages.)

(2) Consider a sensor nodeu having the messageM = {S, D, Kc, c, f lag}. Nodeu first
tries to find a non-compromised nodev that can establish a direct key withu using a
non-compromised polynomial and has a smaller Hamming distance toD thanu. If
this succeeds,u setflag in M to 1 and sends the modified messageM to v. We can
see that the Hamming distance betweenv andD is one smaller than that betweenu

andD.
If u cannot find such a node andflag in M is 0, the path discovery stops. Otherwise,
it selects a non-compromised nodev that can establish a direct key withu using a
non-compromised polynomial and whose Hamming distance toD is the same asu.
If u finds such a nodev, it setsflag in messageM to 0 and sends tov the modified
messageM . If it cannot find such a node, the path discovery protocol at this node
stops.

(3) When the destination nodeD receives the key establishment request, it knows that
nodeS wants to setup a pairwise key with it. NodeD then sets the pairwise key as
KS,D = Kc, and informs nodeS the counter valuec. As a result, both sensor nodes
share the same pairwise key.

LEMMA 5.2. For any two nodesS andD, the above dynamic key path discovery al-
gorithm guarantees to find a key path withdh − 1 intermediate nodes if there are no
compromised nodes and any two nodes can communicate with each other, wheredh is the
Hamming distance betweenS andD.

PROOF. LetL = {d1, ..., dw}d1<d2···<dw
records the dimensions in which nodesu and

D have different sub-indexes. IfL only has one element,S andD can establish a direct
key and the path discovery succeeds.

Now assumeL contains more than one element. We show that any intermediate nodeu
can find a dimensione so thatu andD have different sub-indexes in this dimension and
the node〈u1, ..., ue−1, De, ue+1, ..., un〉 exists. Consider dimensiond1. If u > D, we
haveud1 > Dd1 . Thus,u can choose nodev = 〈u1, ..., ud1−1, Dd1 , ud1+1, ..., un〉. Since
v < u, v must be the ID of an existing node. Ifu < D, we can choose any value inL other
thand1, since we always havev < D andv must be the ID of an existing node. Thus,
if there are no compromised nodes and any two nodes can communicate with each other,
any intermediate node will succeed in finding the next closernodev. Since eachv has one
more common sub-index than the correspondingu, the Hamming distance between each
v andD will be smaller than that betweenu andD by 1. Therefore, there will bedh − 1
intermediate nodes betweenS andD.

LEMMA 5.3. The number of intermediate nodes in the key path discovered in the above
dynamic key path discovery algorithm never exceeds2(dh − 1).

PROOF. Consider theflag values in the sequence of unicast messages in the path dis-
coveryflag1, ..., f lagi. First, it contains at mostdh ones, since otherwise, the request
message should have already reached the destination node before the last message con-
tainingflag = 1. Second, there are no two consecutive zeros in this sequence, since the
second step will stop if it cannot find next closer node and theflag in the current message
is zero. Third, the last two values (flagi−1 andflagi) in this sequence are always1 for a
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successful path discovery. Consider the last three nodes inthe key pathu, v, D, whereD

is the destination node. It is obvious thatflagi is always 1 for a successful discovery. If
flagi−1 = 0, the Hamming distance betweenu andD is one, and there is no intermediate
node betweenu andD. Thus, we know that both flag values are 1. Hence, we can conclude
that the maximum length of this sequence isdh −2+dh−1+2 = 2dh−1. This indicates
that the maximum number of intermediate nodes in the key pathis 2(dh − 1).

5.3 Performance

Each sensor node storesn polynomial shares and each polynomial is shared by about
m different nodes, wherem = d n

√
Ne. Thus, each node can establish direct keys with

n(m − 1) other nodes. This indicates that the probability to establish direct keys between

sensor nodes can be estimated byn(m−1)
mn−1 = n(d n

√
Ne−1)

N−1 . Figure 6(a) shows that the
probability of establishing a direct key between two nodes decreases as the number of
dimensionsn or the network sizeN grows. However, according to the path discovery
algorithm, if there are no compromised nodes and any two nodes can communicate with
each other, it is guaranteed that any two nodes can establisha pairwise key (directly or
indirectly).

5.4 Overhead

Each node has to storen polynomial shares and the IDs of revoked nodes with which
it can establish direct keys. The former introducesn(t + 1) log q bits storage overhead.
For the latter part, a node only needs to remember up tot compromised node IDs for
each polynomial, since ift + 1 shares of one bivariate polynomial are compromised, this
polynomial is already compromised and can be discarded. In addition, a sensor nodei
only needs to remember one sub-index of each revoked ID, because the IDs of nodei and
the revoked node only differ on one sub-index. Thus, it requires at mostntl bits storage
overhead to keep track of revoked node IDs. Totally, the storage overhead at senor nodes is
at mostn(t+1) log q+ntl bits, wherel = dlog2 me. To establish a direct key, a sensor node
only needs the ID of the other node, and there is no communication overhead. However, if
two nodes cannot establish a direct key, they need to find a number of intermediate nodes
to help them establish a temporary session key. When key pathpredetermination is used,
discovering a key path does not introduce any communicationoverhead. However, when
dynamic key path discovery is used, this process involves a number of unicast messages.
From Lemma 5.3, we know that the dynamic path discovery introduces at most2dh − 1
unicast messages if every unicast message is successfully delivered.

Now let us estimate the communication overhead during the path key establishment,
assuming the key path is already discovered. In sensor networks, sending a unicast message
between two arbitrary nodes may involve the overhead of establishing a route. However,
finding a route in a sensor network depends on routing protocol, which is also required
by other schemes to do path discovery. In fact, we are unable to give a precise analysis
on this overhead due to the undecided routing protocol. Thus, for simplicity, we use the
number of unicast messages to estimate the communication overhead involved in the path
key establishment. In fact, there areL + 1 unicast messages for the path key establishment
using a key path with lengthL if every unicast message is successfully delivered. If there
are no compromise sensor nodes and any two nodes can communicate with each other,
there exists at least one key path withdh − 1 intermediate nodes, which is indeed one of
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Fig. 6. Performance of the hypercube-based scheme

the the shortest key paths.
Consider two nodesu (〈u1, ..., un〉) andv (〈v1, ..., vn〉). The probability of havingue =

ve for any e ∈ {1, · · · , n} is 1
m

, and the probability of having exactlyi different sub-
indexes is

P [i different sub-indexes] =
n!

i!(n − i)!

1

mn−i
(1 − 1

m
)i.

Thus, the average key path length can be estimated by

L =

n
∑

i=1

(i − 1) × P [i different sub-indexes].

Figure 6(b) shows the relationship between the the average key path length and the
number of dimensions given different network sizes. We can see that the average key path
length (and thus the communication overhead) increases as the number of dimensions or
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the network size grows.
In terms of computational overhead, each unicast message requires one polynomial eval-

uation, one authentication and one encryption at the sourcenode, and one polynomial eval-
uation, one authentication and one decryption at the destination node. SinceL + 1 unicast
messages are needed for a key path with lengthL, there are totally2(L + 1) polynomial
evaluations,2(L + 1) authentications,L + 1 encryptions, andL + 1 decryptions involved
in the path key establishment if every message is successfully delivered.

5.5 Security Analysis

An adversary may launch two types of attacks against the hypercube-based scheme. First,
the attacker may target the pairwise key between two particular sensor nodes. The attacker
may either try to compromise the pairwise key, or prevent thetwo sensor nodes from
establishing a pairwise key. Second, the attacker may target the entire network to lower the
probability or to increase the cost to establish pairwise keys.

5.5.1 Attacks against a Pair of Nodes.We focus on the attacks on the communication
between two particular sensor nodesu andv without compromising either of them. If they
can establish a direct key, the only way to compromise the keywithout compromising the
related nodes is to compromise the shared polynomial between them, which requires the
attacker to compromise at leastt +1 sensor nodes. If they have established an indirect key
through path key establishment, the attacker may compromise one of the polynomials or
the nodes involved in this establishment, so that the attacker can recover the key if it has the
message used to deliver this key. However, even if the attacker compromises the current
pairwise key, the related sensor nodes may still re-establish another pairwise key with a
different key path. To preventu from establishing a pairwise key withv, the attacker has to
compromise all thosen polynomial shares onu (or v) so that nodeu (or v) is unable to use
any polynomial to setup a pairwise key; otherwise, there maystill exist non-compromised
sensor nodes that can help them establish a new pairwise key.For each of these polynomial
shares, the attacker has to compromise at leastt+1 nodes. This means that the attacker has
to compromise at leastn(t + 1) sensor nodes to preventu andv from establishing another
pairwise key.

5.5.2 Attacks against the Network.Since the adversary also knows the distribution of
polynomials over sensor nodes, it may systematically attack the network by compromising
the polynomials inF one by one in order to compromise the entire network. Assume
the attack compromisesb bivariate polynomials. There are up tobm sensor nodes with
at least one compromised polynomial share. Among all the remaining N − bm sensor
nodes, none of the secure links between them is compromised,since the polynomials used
to establish direct keys between them are not compromised. However, the indirect keys in
the remaining part of network could be affected, since the common polynomial between
two intermediate nodes in the key path may be compromised. Nevertheless, there is still
a high probability to re-establish a new indirect key between them, even if an indirect key
between two non-compromised nodes is compromised.

Alternatively, the adversary may randomly compromise sensor nodes to attack the path
discovery process in order to make it more expensive to establish pairwise keys. In the fol-
lowing, we first investigate the probability of a direct key (secure link) being compromised,
and then investigate the probability of any (direct or indirect) key being compromised un-
der node compromises.
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Assume a fractionpc of sensor nodes in the network are compromised. Then, the prob-
ability that exactlyi shares on a particular bivariate polynomial have been disclosed is

P [i compromised shares] =
m!

i!(m − i)!
pi

c(1 − pc)
m−i,

wherem = d n
√

Ne. Thus, the probability of a particular bivariate polynomial being com-
promised isPcd = 1 − ∑t

i=0 P [i compromised shares]. If m � t + 1, this is equivalent
to the probability of any link (direct key) between non-compromised nodes being compro-
mised. For a smallm, Pcd only represents the fraction of compromised bivariate polyno-
mials. For example, whenn = 4 andN = 20, 000, we havem = 12 andt = 11. In
this case, we do not use the fraction of compromised bivariate polynomial to estimate the
fraction of compromised links between non-compromised nodes. Instead, we note that the
fraction of compromised links between non-compromised nodes in this situation is zero,
which implies perfect security against node compromises.

Figure 7(a) shows the relationship between the fraction of compromised links for non-
compromised nodes and the fraction of compromised sensor nodes with different number
of dimensions.1 We can see that given the fixed network size and storage overhead, the
hypercube-based scheme with more dimensions has higher security performance.

Now let us compute the probability of any (direct or indirect) key between two non-
compromised nodes being compromised. Suppose sensor nodesu andv have different sub-
indexes ini dimensions. The key path discovered between them involvesi−1 intermediate
nodes andi bivariate polynomials. If none of thesei−1 intermediate nodes andi bivariate
polynomials is compromised, the pairwise key is still secure; otherwise, this key cannot
be trusted. This means that the probability of this pairwisekey being compromised can be
estimated by

P [compromised| i different sub-indexes] = 1 − (1 − pc)
i−1 × (1 − Pcd)

i.

Thus, the probability of any (direct or indirect) key between two non-compromised
nodes being compromised can be estimated by

Pc =

n
∑

i=1

P [compromised| i different sub-indexes] × P [i different sub-indexes].

Figure 7(b) shows the relationship between the probabilityPc and the fraction of com-
promised nodes for different number of dimensions. We can still see the improvements of
the security when we have more dimensions. This is because the probability of a polyno-
mial being compromised decreases quickly when we have more dimensions. We also note
that when the fraction of compromised sensor nodes is less than a certain threshold, having
more dimensions decreases the security of the scheme. The reason is that having more
dimensions increases the average key path length, which in turn increases the probability
of at least one intermediate node in the key path being compromised.

1We assume there are totally20, 000 sensor nodes in the following simulations. Thus, for a4-dimensional
hypercube, we havem = d 4

√
20, 000e = 12. This means that the degree of bivariate polynomialt is not

necessary to be larger than 11, and the sensor node needs to store at most4 × (11 + 1) = 48 coefficients.
Therefore, we assume the storage constraint at sensor nodesis equivalent to store 50 keys instead of 200 keys in
the analysis of the earlier schemes.
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(a) Fraction of compromised links v.s. fraction of compromised
nodes.
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(b) Fraction of compromised direct and indirect keys v.s. frac-
tion of compromised nodes.

Fig. 7. Security performance of the hypercube-based scheme. Assume each sensor has
available storage equivalent to 50 keys,N = 20, 000, m = n

√
N , andt = b 50

n
− 1c.

5.5.3 Maximum Supported Network Size.Let us consider the maximum supported net-
work size when the perfect security against node compromises is required. Figure 8 shows
the maximum supported network size as a function of the number of dimensions given a
fixed memory constraint and guarantee of perfect security against node compromises. We
can see that the maximum supported network size increases dramatically when we have
more dimensions within the range shown in the figure. (Note that once the number of
dimension passes a certain threshold, this maximum supported network size will start to
drop.) Indeed, when the number of dimensions is smaller, thehypercube-based scheme
can support a larger network by adding more dimensions without increasing the storage
overhead or sacrificing the security performance.
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Fig. 8. Maximum supported network size for different numberof dimensions. Assume
each sensor has available storage equivalent to 50 keys.

5.5.4 Probability of Re-Establishing a Pairwise Key.The following analysis estimates
the probability to re-establish an indirect key between twonon-compromised nodes with
the dynamic path discovery algorithm when all predetermined key paths cannot be used
due to compromised intermediate nodes or communication failures.

Let Ii denotes the probability to establish a pairwise key betweentwo non-compromised
nodes having different sub-indexes ini different dimensions (i.e., the Hamming distance
between the two node IDs isdh = i). For a particular nodeu, we refer to a non-
compromised intermediate node as itscloser node to the destination node if this node
can establish a direct key with nodeu using a non-compromised polynomial and is closer
to destination node in terms of the Hamming distance betweentheir IDs. According to
the dynamic key path discovery algorithm, the pairwise key can be established if either of
the following two cases is true. In the first case, the source node finds a closer node and
the selected closer node finds a key path to the destination node. This probability can be
estimated by

P1 =
[

1 − [1 − (1 − Pcd)(1 − pc)]
i
]

Ii−1.

In the second case, the source node cannot find any closer nodebut can establish a direct
key using a non-compromised polynomial with a non-compromised node that is able to
find a closer node that can find a key path to the destination node. This probability can be
estimated by

P2 = (1 − P1)(1 − P i
cd)

[

1 − [1 − (1 − Pcd)(1 − pc)]
i−1

]

Ii−1.

Overall, we haveIi = P1 + P2 for i > 1 andI1 = 1 − Pcd. Therefore, the probability
of re-establishing an indirect key between two non-compromised nodes can be estimated
by

Pre =

n
∑

i=1

Ii × P [i different sub-indexes].

Figure 9 shows this probability for different fractions of compromised sensor nodes. It
shows that even if a pairwise key is compromised, there is still a high probability to re-
establish a new key if the compromised nodes are detected. Inaddition, we note that
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Fig. 9. Probability to re-establish a pairwise key between non-compromised nodes v.s. the
fraction of compromised nodes. Assume each sensor node has available storage equivalent
to 50 keys, andN = 20, 000.

the probability of re-establishing a key increases when we have more dimensions. This
is because the probability of a polynomial being compromised decreases quickly as the
number of dimensions grows.

5.6 Comparison with Previous Schemes

This subsection compares the hypercube-based key predistribution scheme with the basic
probabilistic scheme [Eschenauer and Gligor 2002], theq-composite scheme [Chan et al.
2003], the random pairwise keys scheme [Chan et al. 2003], and the random subset as-
signment scheme presented in Section 4. In the comparison, we use the hypercube-based
scheme withn = 2 (i.e., the grid-based scheme) for simplicity.

The communication and computational overheads for direct key establishment in the
grid-based scheme and the other schemes are summarized in Table I. We can see that
the grid-based scheme is generally much more efficient than the basic probabilistic scheme
[Eschenauer and Gligor 2002], theq-composite scheme [Chan et al. 2003], and the random
subset assignment scheme in terms of the communication and computational overhead.
Compared with the random pairwise keys scheme [Chan et al. 2003], it only involves one
more polynomial evaluation, which can be done very efficiently by using the optimization
technique in Section 6.

To compare the security between different schemes, we assume the network size isN =
20, 000, and each node can store up to 200 keys or polynomial coefficients. In the grid-
based scheme, we havem = 142 andp = 0.014. The four curves in the right part of Figure
10(a) and 10(b) show the fraction of compromised links and the fraction of compromised
(direct or indirect) keys between non-compromised nodes asa function of the number of
compromised sensor nodes givenp = 0.014. Similar to the comparison in Section 4, the
random subset assignment scheme and the grid-based scheme perform much better when
there are a small number of compromise nodes. In fact, these two scheme always have
better performance when the number of compromised nodes is less than 14,000. When
there are more than 14,000 compromised nodes, none of the schemes can provide sufficient
security because of the large fraction of compromised links(over 60% compromised links)
or the large fraction of compromised (direct or indirect) keys (over 90% compromised
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Fig. 10. Performance of the grid-based key predistributionscheme under attacks. Assume
each sensor node has available storage equivalent to 200 keys.

keys).
Thoughp = 0.014 is acceptable for the grid-based scheme, for the basic probabilistic,

the q-composite, and the random subset assignment schemes,p should be large enough
to make sure the whole network is fully connected. Assumep = 0.33. This requires
about42 neighbor nodes for each sensor node to make sure the whole network with 20,000
nodes is connected with a high probability. The three curvesin the left part of Figure
10(a) and 10(b) show the fraction of compromised links and the fraction of compromised
(direct or indirect) keys between non-compromised nodes asa function of the number of
compromised sensors for the above three schemes whenp = 0.33. We can see that a small
number of compromised nodes reveal a large fraction of secrets in the network in these
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schemes; however, the fraction of compromised links and thefraction of compromised
(direct or indirect) keys are much lower in the grid-based scheme for the same number of
compromised nodes.

To compare with the random pairwise keys scheme [Chan et al. 2003], we setm = t+1,
so that the grid-based scheme can provide the same degree of perfect security guarantee
as the random pairwise keys scheme. Assume the storage overhead on sensor nodes is
2(t + 1) = 2m. The grid-based scheme can support a network withm2 nodes, and the
probability that two sensor nodes share a direct key isp = 2

m+1 . With the same number
sensor nodes and storage overhead, the random pairwise keysscheme [Chan et al. 2003]
hasp = 2m

m2 = 2
m

, which is approximately the same as our scheme.
In addition to the above comparisons, the grid-based schemehas some unique proper-

ties that the other schemes do not provide. First, when thereis no compromised sensor
nodes in the network, it is guaranteed that any pair of sensornodes can establish a pairwise
key either directly without communication, or through the help of an intermediate node
when the sensor nodes can communicate with each other. Besides the efficiency in deter-
mining the key path, the communication overhead is substantially lower than the previous
schemes, which requires real-time path discovery even in normal situations. Second, even
if there are compromised sensor nodes in the network, there is still a high probability that
two non-compromised sensor nodes can re-establish a pairwise key. Our earlier analysis
indicates that it is very difficult for the adversary to prevent two non-compromised nodes
from establishing a pairwise key. Finally, due to the orderly node assignment, this scheme
allows optimized deployment of sensor nodes so that the sensor nodes that can establish
direct keys are close to each other, thus greatly decreasingthe communication overhead in
path key establishment.

6. IMPLEMENTATION AND EVALUATION

We have implemented the random subset assignment scheme andthe grid-based scheme2

on MICA2 motes [Crossbow Technology Inc. ] running TinyOS [Hill et al. 2000], which
is an operating system for networked sensor nodes. These implementations were written
in nesC [Gay et al. 2003], a C-like programming language usedto develop TinyOS and its
applications. A critical component in our implementationsis the algorithm to evaluate a
t-degree polynomial, which is used to compute pairwise keys.In the following, we first
present an optimization technique for polynomial evaluation on sensor nodes, and then
report the evaluation of this optimization technique and our key predistribution schemes.

6.1 Optimization of Polynomial Evaluation on Sensor Nodes

Evaluating at-degree polynomial is essential in the computation of a pairwise key in our
schemes. This requirest modular multiplications andt modular additions in a finite filed
Fq, whereq is a prime number that is large enough to accommodate a cryptographic key.
This implies thatq should be at least 64 bit long for typical cryptosystems suchas RC5.
However, processors in sensor nodes usually have much smaller word size. For example,
ATmega128, which is used in many types of sensors, only supports 8-bit multiplications
and has no division instruction. Thus, in order to use the basic scheme, sensor nodes have
to implement some large integer operations.

2These implementations are included in ourtiny key management(TinyKeyMan) package, which is available
online athttp://discovery.csc.ncsu.edu/software/TinyKeyMan.
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Nevertheless, in our schemes, polynomials can be evaluatedin much cheaper ways than
polynomial evaluation in general. This is mainly due to the observation that the points at
which the polynomials are evaluated are sensor IDs, and these IDs can be chosen from
a different finite fieldFq′ , whereq′ is a prime number that is larger than the maximum
number of sensors but much smaller than a typicalq.

During the evaluation of a polynomialf(x) = atx
t + at−1x

t−1 + · · · + a0, since the
variablex is the ID of a sensor, the modular multiplication is always performed between
an integer inFq and another integer inFq′ . For example, to compute the product of two
64-bit integers on a 8-bit CPU, it takes 64 word multiplications with the standard large
integer multiplication algorithm, and 27 word multiplications with the Karatsuba-Ofman
algorithm [Knuth 1997]. In contrast, it only takes 16 word multiplications with the standard
algorithm to compute the product of a 64-bit integer and a 16-bit integer on the same
platform. Similarly, reduction of the later product (whichis an 80-bit integer) modulo a
64-bit prime is also about 75% cheaper than the former product (which is a 128-bit integer).

Considering the lack of division instruction in typical sensor processors, we further pro-
pose to useq′ in the form ofq′ = 2k+1. Because of the special form ofq′ = 216+1, no di-
vision operation is needed to compute modular multiplications inFq′ [Stallings 1999]. Two
natural choices of such prime numbers are257 = 28 +1 and65, 537 = 216 +1. Using the
random subset assignment scheme, they can accommodate up to256 and 65,536 sensors,
respectively. Using the grid-based scheme, they can accommodate up to2562 = 65, 536
and65, 5362 = 4, 294, 967, 296 sensors, respectively.

To take full advantage of the special form ofq′, we propose to adapt the basic polynomial-
based key predistribution in Section 2 so that a large key is split into pieces and each piece
is distributed to sensors with a polynomial overFq′ . The same technique can be easily
applied to all polynomial pool-based schemes with slight modification.

Assume each cryptographic key isn bits. The setup server divides then-bit key into
r pieces ofl-bit segments, wherel = blog2 q′c and r = dn

l
e. For simplicity, we as-

sumen = l · r. The setup server randomly generatesr t-degree bivariate polynomials
{fv(x, y)}v=1,···,r over Fq′ such thatfv(x, y) = fv(y, x) for v = 1, · · · , r. The setup
server then gives the corresponding polynomial shares on theser polynomials to each
sensor node. Specifically, each sensor nodei receives{fv(i, x)}v=1,···,r. With the basic
scheme, each of theser polynomials can be used to establish a common secret betweena
pair of sensors. These sensors then choose thel least significant bits of each secret value
as a key segment. The final pairwise key can simply be the concatenation of theser key
segments.

It is easy to verify that this method requires the same numberof word multiplications
as the earlier one; however, because of the special form ofq′, no division operation is
necessary in evaluating the polynomials. This can significantly reduce the computation on
processors that do not have any division instruction.

The security of this scheme is guaranteed by Lemma 6.1.

LEMMA 6.1. In the adapted key predistribution scheme, the entropy of the key for a
coalition of no more thant other sensor nodes isr·[log2 q′−(2− 2l+1

q′
)], wherel = blog2 q′c

andr = dn
l
e.

PROOF. Assume that nodesu andv need to establish a pairwise key. Consider a coali-
tion of no more thant other sensor nodes that tries to determine this pairwise key. Accord-
ing to the security proof of the basic key predistribution scheme [Blundo et al. 1993], the
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entropy of the shared secret derived with any polynomial islog q′ for the coalition. That is,
any value from the finite fieldFq′ is a possible value of each of{fj(u, v)}j=1,...,r for the
coalition. Since each piece of key consists of the lastl = blog2 q′c bits of one of the above
values, values from 0 toq′ − 2l − 1 have the probability2

q′
to be chosen, while the values

from q′ − 2l to 2l − 1 have the probability1
q′

to be chosen. Denote all the information that
the coalition knows asC. Thus, for the coalition, the entropy of each piece of key segment
Kj, j = 1, · · · , r, is

H(Kj|C) =

q′−2l−1
∑

i=0

2

q′
log2

q′

2
+

2l−1
∑

i=q′−2l

1

q′
log2 q′

=
2(q′ − 2l)

q′
log2

q′

2
+

2l+1 − q′

q′
log2 q′

= log2 q′ − (2 − 2l+1

q′
)

Because ther pieces of key segments are distributed individually and independently, the
entropy of the pairwise key for the coalition is

H(K|C) =

r
∑

j=1

H(Kj|·) = r · [log2 q′ − (2 − 2l+1

q′
)].

Consider a 64-bit key. If we chooseq′ = 216 + 1, the entropy of a pairwise key for a
coalition of no more thant compromised sensor nodes is4×[log2(2

16+1)−(2− 217

216+1 )] =

63.9997 bits. If we chooseq′ = 28+1, this entropy is then8×[log2(2
8+1)−(2− 29

28+1 )] =
63.983 bits. Thus, the adapted scheme still provides sufficient security despite of the minor
leak of information.

6.2 Evaluation

We first evaluate the performance of our optimization technique for polynomial evaluation.
This optimization forms the basis of pairwise key computation in our implementation.
We provide two options for this component: one withq′ = 28 + 1 and the other with
q′ = 216 + 1. The typical length of a cryptographic key in resource constrained sensor
nodes is 64-bit long. To compute a 64-bit pairwise key, a sensor node has to evaluate 8
t-degree polynomials ifq′ = 28 + 1 and 4t-degree polynomials ifq′ = 216 + 1. The code
sizes for the implementations of these two options are shownin Table II. The bytes needed
for polynomial coefficients are not included in the code sizecalculation, since it depends
on the applications. Obviously, these two implementationsoccupy only a small amount of
memory at sensor nodes.

The cost of our optimization technique in computing a 64-bitcryptographic key on a
MICA2 mote [Crossbow Technology Inc. ] is shown in Figure 11,which also includes the
cost of generating a 64-bit MAC (Message Authentication Code) for a 64-bit long message
using RC5 [Rivest 1994] and SkipJack [NIST 1998] with a 64-bit long key. These two
symmetric cryptographic techniques are generally believed to be practical and efficient for
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Table II. Code sizes for our optimized polynomial evaluation schemes.
Scheme ROM (bytes) RAM (bytes)
q′ = 28 + 1 288 11
q′ = 216 + 1 416 20
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Fig. 11. Comparison with RC5 and SkipJack.

sensor networks. The result shows that computing a pairwisekey in our schemes can be
faster than generating a MAC using RC5 or SkipJack for a reasonable polynomial degreet;
while the value oft is not necessary to be a very large number in practice due to the storage
and security concerns, which can be seen from previous analysis in Section 4 and Section
5. The result demonstrates the practicality and efficiency of our proposed schemes.

Table III. The code size for random subset assignment and grid-based scheme. The storage for the polynomial
coefficients and the list of compromised nodes are not included in the calculation of code size.

Scheme ROM (bytes) RAM (bytes)
Random Subset Assignment 2824 106
Grid-Based 1160 67

According to the result in Figure 11, the 16-bit version is slightly slower than the 8-bit
version. However, the 16-bit version can accommodate a lot more sensor nodes than the 8-
bit version. Thus, we use the 16-bit option for both the random subset assignment scheme
and the grid-based scheme. The code sizes for these two schemes are shown in Table III,
which only includes the size of code loaded on sensor nodes, since the components for the
setup server are not installed on sensor nodes. In fact, the setup server is not necessary
to be a sensor node. We can see that the code size for the grid-based scheme is much
smaller than that for the random subset assignment scheme, since the grid-based scheme
can directly determine the direct key shared or the key path involved; while the random
subset assignment scheme has to contact other nodes and maintain a lot more states.

Together with the analysis in previous sections and the evaluation of computational and
storage cost, we can conclude that our schemes are practicaland efficient for the current
generation of sensor networks.
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7. RELATED WORK

Our schemes are based on the polynomial-based key predistribution protocol in [Blundo
et al. 1993]. The protocol in [Blundo et al. 1993] was intended to distribute group keys,
and is generally not feasible in sensor networks. Our schemes only use the two-party case
of this protocol; by enhancing the basic polynomial-based scheme with other techniques
such as polynomial pool, our schemes can achieve performance beyond the basic protocol.

Eschenauer and Gligor [Eschenauer and Gligor 2002] proposed a probabilistic key pre-
distribution technique to bootstrap the initial trust between sensor nodes. The main idea is
to have each sensor randomly pick a set of keys from a key pool before deployment. Then,
in order to establish a pairwise key, two sensor nodes only need to identify the common
keys that they share. Chan et al. further extended this idea and propose theq-composite
key predistribution [Chan et al. 2003]. This approach allows two sensor nodes to setup a
pairwise key only when they share at leastq common keys. Chan et al. also developed
a random pairwise keys scheme to defeat node capture attacks. In our analysis in earlier
Sections, we have demonstrated that our techniques have significant advantages over these
schemes. Pietro et al. proposed a seed-based key deploymentstrategy to simplify the key
discovery procedure, and a cooperative protocol to enhanceits performance [Pietro et al.
2003].

Du et al. independently discovered a technique equivalent to one of our proposed
schemes (random subset assignment) in this paper [Du et al. 2003]. It was published at
the same time in the same conference as the preliminary version of this paper [Liu and
Ning 2003b]. However, our paper proposes a more general framework, which makes it
possible to discover novel key predistribution schemes. Based on this framework, we de-
veloped two efficient instantiations. In addition, we also provide the implementation of
proposed schemes and include the real experiment results, which demonstrate the prac-
ticality and efficiency of our techniques in real applications. The idea of using sensor’s
pre-deployment knowledge was also independently proposedin [Du et al. 2004] and [Liu
and Ning 2003c] to improve the performance of pairwise key predistribution.

There are many other related works in sensor network security. Stajano and Ander-
son discussed bootstrapping trust between devices throughlocation limited channels such
as physical contact [Stajano and Anderson 1999]. Carman, Kruus, and Matt studied the
performance of a number of key management approaches in sensor network on different
hardware platform [Carman et al. 2000]. Wong and Chan proposed to reduce the computa-
tional overhead for key exchange in low power computing device with the help of a more
power server [Wong and Chan 2001].

Perrig et al. developed a security architecture for sensor networks, which includes SNEP,
a security primitive building block, andµTESLA [Perrig et al. 2001], an adaption of
TESLA [Perrig et al. 2000; 2001]. In our previous work, we proposed a multi-level key
chain method for the initial commitment distribution inµTESLA [Liu and Ning 2003a].
Basagni et al. presented a key management scheme to secure the communication by pe-
riodically updating the symmetric keys shared by all sensornodes [Basagni et al. 2001].
However, this scheme assumes a tamper-resistant device to protect the key, which is not
always available in sensor networks. Zhu et al. proposed a protocol suite named LEAP
(Localized Encryption and Authentication Protocol) to help establish individual keys be-
tween sensors and a base station, pairwise keys between sensors, cluster keys within a local
area, and a group key shared by all nodes [Zhu et al. 2003].
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Deng, Han and Mishra developed a collection of mechanisms toimprove the security for
in-networking processing [Deng et al. 2003]. Zhu et al. proposed an interleaved hop-by-
hop authentication to defeat malicious data injection in sensor networks [Zhu et al. 2004].
The problem of secure data aggregation in the presence of compromised nodes are studied
in [Hu and Evans 2003a] and [Przydatek et al. 2003]. Our key predistribution schemes can
be used to address the key management issues in these techniques.

Wood and Stankovic identified a number of DOS attacks in sensor networks [Wood and
Stankovic 2002]. Karlof and Wagner pointed out security goals for routing in sensor net-
works and analyzed the vulnerabilities as well as the countermeasures for a number of
existing routing protocols [Karlof and Wagner 2003]. Sastry, Shankar and Wagner pro-
posed a location verification technique based on the round trip time (RTT) [Sastry et al.
2003] to detect false location claims. Hu and Evans proposedto use directional antenna to
detect wormhole attacks in wireless Ad Hoc networks [Hu and Evans 2003b]. Newsome et
al. studied the Sybil attack in sensor networks where a node illegitimately claims multiple
identities, and developed techniques to defend against this attack [Newsome et al. 2004].
Our proposed techniques can be combined with these techniques to further enhance the
security in sensor networks.

8. CONCLUSION AND FUTURE WORK

In this paper, we developed a general framework for polynomial pool-based pairwise key
predistribution in sensor networks based on the basic polynomial-based key predistribu-
tion in [Blundo et al. 1993]. This framework allows study of multiple instantiations of
possible pairwise key establishment schemes. Based on thisframework, we developed
two specific key predistribution schemes: the random subsetassignment scheme and the
hypercube-based key predistribution scheme. Our analysisof these schemes indicate that
both schemes have significant advantages over the existing approaches. The implementa-
tion and experimental results also demonstrate the practicality and efficiency in the current
generation of sensor networks.

Several research directions are worth investigating. First, we observe sensor node have
low mobility in many applications. Thus, it may be desirableto develop location-sensitive
key predistribution techniques to improve the probabilityfor neighbor nodes to share com-
mon keys and at the same reduce the threat of compromised nodes. Second, it is critical
to detect and/or revoke compromised nodes from an operational sensor network. Third,
the hypercube-based key predistribution scheme has some nice properties in the artificial
hypercube with which the sensor nodes are organized. We willstudy ways to map such
structures to sensors’ physical locations using reasonable deployment models.
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