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Several alert correlation methods have been proposed over the past several years to construct
high-level attack scenarios from low-level intrusion alerts reported by intrusion detection systems
(IDSs). However, all of these methods depend heavily on the underlying IDSs, and cannot deal
with attacks missed by IDSs. In order to improve the performance of intrusion alert correlation and
reduce the impact of missed attacks, this paper presents a series of techniques to hypothesize and
reason about attacks possibly missed by the IDSs. In addition, this paper also discusses techniques
to infer attribute values for hypothesized attacks, to validate hypothesized attacks through raw
audit data, and to consolidate hypothesized attacks to generate concise attack scenarios. The
experimental results in this paper demonstrate the potential of these techniques in building high-
level attack scenarios.
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Protection C.2.3 [Computer and Communication Networks]: Network Operations-Network Monitoring
D.4.6 [Operating Systems]: Security and Protection+rvasive Software (e.g., viruses, worms, Trojan horses)
K.6.5 [Management of Computing and Information Systems]: Security and Protection
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1. INTRODUCTION

With the development of the Internet, more and more orgdinizea manage their data in
networked information systems. Due to the open nature dftteenet, network intrusions
have become an increasingly serious problem in recent yé&#rsision detection, which
is aimed at detecting activities violating the securityigies of the networked information
systems, has been considered a necessary component tt gfiese systems along with
other prevention-based security mechanisms such as amessl.

Intrusion detection techniques are generally classifieultinvo categoriesanomaly de-
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tectionandmisuse detectianAnomaly detection builds profiles (e.g., statistical msjle
for normal activities, and raises alerts when the monittr@giviors significantly deviate
from the normal operations. Misuse detection construcfsatures (patterns) based on
known attacks or vulnerabilities, and reports alerts if thenitored activities match the
signatures.

Despite over 20 years’ efforts on intrusion detection, entintrusion detection systems
(IDSs) still have several well-known problems. First, &irig IDSs cannot detect all intru-
sions. While a misuse detection system cannot detect arouwrkattack (or an unknown
variation of a known attack), an anomaly detection system faihto recognize stealthy
malicious activities, too. Second, current IDSs cannotenthat all alerts reflect actual
attackstrue positivegattacks detected as intrusive) are usually mixed feitbe positives
(benign activities detected as intrusive). Third, an ID8ally produces a large number of
alerts [Axelsson 2000; Julisch 2000; 2001; 2003]. As intdidan [Julisch 2000], five IDS
sensors reportethMB of alert data within ten days, and a large fraction of theleets are
false positives. The high volumes and low quality (i.e.,satsattacks and false positives)
of the intrusion alerts make it very challenging for humaerar intrusion response sys-
tems to understand the alerts and take appropriate acfibus, it is necessary to develop
techniques to deal with the large volumes and low qualityntriision alerts.

Besides the aforementioned problems, current IDSs areuifitisntly prepared for
several trends in attacks. According to a 2002 CERT repdejC Coordinate Center
2002], there are increasingly more automated attack tadlgh typically consist of sev-
eral (evolving) phases such as scanning for potentialmiticompromising vulnerable
systems, propagating the attacks, and coordinated mamsgefmattack tools. Moreover,
attack tools are increasingly more sophisticated. In paldr, “today’s automated attack
tools can vary their patterns and behaviors based on randection, predefined decision
paths, or through direct intruder management” [CERT Cowtti Center 2002]. These
attack trends require more capable systems than the cli®stto handle large volumes
of alerts that potentially belong to different complex ektacenarios.

Several alert correlation techniques have been proposedtént years to facilitate the
analysis of intrusion alerts. These methods attempt tcetais IDS alerts based on the
similarity between alert attributes [Staniford et al. 20¥aldes and Skinner 2001; Dain
and Cunningham 2001a; Cuppens 2001], previously known dadiglly known) attack
scenarios [Debar and Wespi 2001; Dain and Cunningham 200t kdrerequisites and
consequences of known attacks [Cuppens and Miege 2002;e\lialg 2002b; 2002a]. A
common requirement of these approaches is that they alllipei@pend on the underlying
IDSs for alerts. As a result, the performance of alert catieh is strictly limited by the
performance of IDSs. In particular, if the IDSs miss critiattacks, the correlated alerts
cannot reflect the actual attack scenarios due to the ladkeofdrresponding alerts, and
thus may provide misleading information.

In this paper, we develop a series of techniques to hypa@esid reason about attacks
possibly missed by IDSs, aiming at constructing high-letéck scenarios even if the
underlying IDSs miss critical attacks. Our approach is tegnate the potentially relevant
attack scenarios generated by the alert correlation tqalkrin [Ning et al. 2002b], and
use the intrinsic relationships between related attackypwthesize and reason about at-
tacks missed by the IDSs. We observe that if two attacks arsadlg related, they usually
satisfy certain constraints (e.g., sharing the same dd&tinIP address), even if they are
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not directly adjacent to each other in a sequence of attdthse IDSs miss some critical
attacks, alerts from the same attack scenario could beisfitmultiple attack scenar-
ios. Thus, combining different attack scenarios and vifithe above constraints over
possibly related alerts can potentially overcome the gmbhtroduced by missed attacks.

Our approach works as follows. We first obtain (multiplepekt scenarios through a
correlation method based on prerequisites and consegaienhedtacks such as those in
[Cuppens and Miege 2002; Ning et al. 2002b], and identify twdttack scenarios (and
possibly individual, uncorrelated alerts) may be combibgaxamining the attributes of
the alerts in different attack scenarios. If those attelualues satisfy the aforementioned
constraints, we consider integrating the corresponditaglatscenarios. We assume the
missed attacks are most likely unknown variations of knottexcks, or attacks equivalent
to some known attacks. We then hypothesize and reason attacksamissed by IDSs
based on possible causal relationships between knowikat@ming at constructing more
complete attack scenarios. The hypothesized attacks camther validated through raw
audit data. For example, we might hypothesize that vanataf IMAP_AuthenOverflow
and/orRPC CmsdOverflowwere missed by the IDSs. However, if during the target time
frame, there is only IMAP traffic but no RPC traffic related tee ttarget host, we can
conclude that the latter hypothesis is incorrect. Finatlyimprove the usability of the
constructed attack scenarios, we consolidate the hype#teattacks and generate concise
representations of the combined attack scenarios.

Our main contribution in this paper is a series of technigoe®mbine multiple attack
scenarios and to hypothesize and reason about attackblgoagsed by the IDSs. These
techniques are critical to constructing high-level attac&narios from low-level intrusion
alerts in situations where the IDSs cannot detect all astathese techniques complement
the underlying IDSs by hypothesizing and reasoning abossg@di attacks, and thus provide
valuable additional evidence to support further intrusi@stigation and response.

The remainder of this paper is organized as follows. SeQioeviews related work.
Section 3 briefly describes an alert correlation method daseprerequisites and con-
sequences of attacks [Ning et al. 2002b], which is the bddiseotechniques developed
in this paper. Section 4 presents our techniques to hypathaad reason about attacks
possibly missed by IDSs, to infer attribute values for hyagsized attacks, to validate hy-
pothesized attacks using raw audit data, and to consoligguethesized attacks. Section
5 reports our experiments, and Section 6 concludes thisr gaygepoints out some future
research directions.

2. RELATED WORK

Our work in this paper is closely related to intrusion alestrelation and vulnerability
analysis. In the following, we discuss the related reseirthese two areas, respectively.

2.1 Alert Correlation

Alert correlation, informally, is the process of discoveyihe relationships between alerts.
Recent intrusion alert correlation techniques can be riyugiassified into four categories.
Methods in the first category group intrusion alerts intdedént clusters based on the
similarity between the alerts [Valdes and Skinner 2001ni%tad et al. 2002; Julisch 2001;
2003; Dain and Cunningham 2001a; Qin and Lee 2003; Cuppebdk].2@uch methods
may facilitate alert analysis in that future analysis canblased on clusters instead of
individual alerts. One critical issue in these approackdsow to measure the similar-
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ity between alerts. Traditional similarity measures useddta mining [Han and Kamber
2001; Kaufman and Rousseeuw 1990] may not be appropriaéécidgicorrelation, because
many alert attributes are categorical (e.g., TCP/UDP Rarilyers) rather than numerical.
Several techniques have been proposed to solve this proliteparticular, Julisch et al.
[Julisch and Dacier 2002; Julisch 2001] use conceptuateriungy and generalization hier-
archy to aggregate alerts into clusters. These similagged alert correlation approaches
are complementary to ours; they could provide a way to ifiemthat sets of correlated
alerts may be further integrated based on the similaritwben alerts.

Methods in the second category perform correlation acogriti pre-defined attack sce-
narios, which are patterns of known sequences of attacksistomg of individual attack
steps. Such methods then match IDS alerts to attack stefps aitack scenarios (in a sim-
ilar way to misuse detection). Examples in this categorjuihe [Debar and Wespi 2001,
Dain and Cunningham 2001b; Morin and Debar 2003]. Some aghes in this category
specify attack scenarios through attack languages suchAR_JEckmann et al. 2002]
and Chronicles [Morin and Debar 2003]. A limitation of suekliniques is that they can-
not discover unknown attack scenarios. Nevertheless,rthegfined attack scenarios can
potentially help us hypothesize what attacks are possilidged by the IDSs when only
partial scenarios are observed.

Methods in the third category [Templeton and Levitt 2000p@ens and Miege 2002;
Ning et al. 2002b] model attacks by specifying their preditons (prerequisites) and
post-conditions (consequences), and then correlates élex., detected attacks) together
when an earlier alert’s post-condition (partially) matsladater one’s pre-condition. These
techniques have the potential to discover novel attackeseen However, specifying pre-
conditions and post-conditions of attacks requires kndgaeof individual attacks, and is
time-consuming and error-prone. Our techniques in thiep&pther enhance this cate-
gory of methods so that they can construct (partial) attaekarios even if some critical
attacks are missed by IDSs.

Methods in the fourth category [Porras et al. 2002; MorinleR802] correlate alerts
from multiple heterogeneous information sources, suctb&densors, firewalls, vulner-
ability scanners and anti-virus tools. The mission-imgaaded approach [Porras et al.
2002] ranks the alerts (incidents) in terms of the overaplact to the mission of the net-
works; thus, it is feasible to differentiate the alerts lohse their impacts. M2D2 [Morin
et al. 2002] uses a formal model to describe the conceptsaatibns about the security
of various information systems, so that security analyats wse this model to facilitate
correlating (aggregating) the alerts from multiple soarc8ince these heterogeneous in-
formation sources put different emphases on protectinggh&ork components and appli-
cations, combining them can potentially obtain more corensive understanding about
the security of the protected system. However, multiplerimfation sources also bring
challenges to the current correlation research. The irdition provided by these sources
is often syntactically or semantically different, or evemfict with each other. We con-
sider these approaches complementary to ours.

As we mentioned in our earlier discussion, all the aboveetation techniques depend
on the underlying IDSs to provide alerts. Thus, the cori@hatesults are limited to the
alerts triggered by the IDSs. The techniques proposedsrptgper allow us to hypothesize
and reason about missed attacks, and thus can potentiageéxhe limitation of the
underlying IDSs.
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The work closest to ours is the abductive correlation disedsn [Cuppens and Miege
2002], which identifies missed attacks by matching coreelaierts with predefined attack
scenarios. Our method differs from abductive correlatiothat our method does not re-
quire predefined attack scenarios, but automatically coctsta type graph, which consists
of all possible ways to arrange known attacks, to guide thpothesis of missed attacks.
Moreover, our method also includes a series of techniquégtioer reason about the hy-
pothesized attacks. In particular, our method allows prgininreasonable hypotheses by
using the relationships between attacks as well as raw datdit

2.2 Vulnerability Analysis

Our approach is also related to techniques for vulnergllialysis [Sheyner et al. 2002;
Jha et al. 2002; Ammann et al. 2002; Ramakrishnan and Sek&; Dicier et al. 1996;

Ramakrishnan and Sekar 2002; Phillips and Swiler 1998; é3vet al. 2001; Gruschke
1998], which focus on how adversaries can exploit a sequefscurity flaws to achieve
their intrusion goals.

Attack graphs have been proposed to discover possible segsief attacks from indi-
vidual exploits [Sheyner et al. 2002; Jha et al. 2002; Ammetrad. 2002; Ramakrishnan
and Sekar 1998; Dacier et al. 1996; Ramakrishnan and Seka;, Ehillips and Swiler
1998]. In an attack graph, each node is a state represehgrggdatus of the system of con-
cern, and each edge is associated with an exploit (posdthleka) or an action which can
lead to the corresponding state transition. A path in arclattgaph describes a possible
sequence of exploits which may be applied by an adversarghi@wee the intrusion goal.

One method to construct attack graphs (e.g., [Phillips amite1998]) uses a back-
ward approach based on pre-defined attack templates (attadarios). Starting from a
goal state, such approaches search all attack templatddndofor the desirable exploits
(edges) and the states (nodes). This process continuésheniitial states are reached.
This method can build all possible sequences of exploitedas given attack templates.
However, defining attack templates is time-consuming anargrone. In addition, this
approach also has scalability problems. To more efficiectlystruct attack graphs, re-
cent approaches [Sheyner et al. 2002; Jha et al. 2002] madhl exploit based on its
pre-conditions and post-conditions, and apply model cimectools such as SMV [SMV
] and NuSMV [NuSMV ] to automatically generate attack grap@se limitation of such
approaches is that they suffer from the same scalabilitylpro that the model check-
ing tools have [Burch et al. 1992]. To analyze exploits igéanetworks, Ammann et al.
[2002] proposed a scalable network vulnerability analygi¢hod based on the assumption
of monotonicity, which dramatically decreases the analgsimplexity from exponential
to polynomial.

Our approach proposed in this paper usgga grapho help us hypothesize and reason
about attacks possibly missed by the ID®gpe graplis a concept similar tattack graph
in that it provides us with possible combinations of atta¢kswever, a type graph captures
the constraints that any two consecutive attacks shouigfgaivhich are not provided
by an attack graph. In addition, constructing a type graptsdmwt have the scalability
problem, since attack types (rather than attack instarees)sed as nodes in a type graph.
Finally, our method employs intrusion alerts and raw auditido hypothesize and reason
about missed attacks, and thus presents additional opptesithat cannot be provided by
vulnerability analysis.
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3. PREVIOUS WORK: ALERT CORRELATION USING PREREQUISITES AND
CONSEQUENCES OF ATTACKS

The new techniques in this paper are based on the alert atoreimethod proposed in
[Ning et al. 2002b]. In the following, we briefly describeghmethod with a slight modifi-
cation, which is required by the newly proposed techniques.

The approach in [Ning et al. 2002b] correlates intrusiomtalasing the prerequisites
and consequences of attacks. Intuitively, pherequisiteof an attack is the necessary con-
dition for the attack to be successful. For example, thetexce of a vulnerable service is
the prerequisite of a remote buffer overflow attack agahesservice. Theonsequencef
an attack is the possible outcome of the attack. For exargpleing local access as root
from a remote machine may be the consequence of a ftp buféeflow attack. In a series
of attacks where earlier ones are launched to prepare fardaes, there are usually con-
nections between the consequences of the earlier attadkbamprerequisites of the later
ones. Accordingly, we identify the prerequisites (e.gisnce of vulnerable services)
and the consequences (e.g., discovery of vulnerable ssjvid attacks, and correlate de-
tected attacks (i.e., alerts) by (partially) matching tbasequences of earlier alerts to the
prerequisites of later ones.

The correlation method uses logical formulas, i.e., logicenbinations of predicates,
to represent the prerequisites and consequences of atlmkaxample, a scanning attack
may discover UDP services vulnerable to certain buffer tmarattacks. Then the predi-
cateUDPVulnerableToBORVictimIP, VictimPor} may be used to represent this discovery.
For simplicity, we only consider logical AND (") and OR (*v") in logical formulas.

The correlation model formally represents the preregessand consequences of known
attacks as hyper-alert types.hiper-alert typas a triple fact, prerequisite, consequence
wherefactis a set of alert attribute namgmerequisiteis a logical formula, and¢onse-
guenceis a set of logical formulas, and all the free variablegpiarequisiteand conse-
guenceaare infact Intuitively, prerequisiteandconsequencencode the pre-condition and
the post-condition of a known type of attacks, dadt consists of the alert attributes that
are relevant to the pre-condition and the post-condition.

To illustrate the notion of hyper-alert types, we use théfeihg example from [Ning
et al. 2002b]. A buffer overflow attack against sedmindremote administration tool can
be represented &admindBufferOverflow ({ VictimIP, VictimPor}, ExistHost(VictimIP)

A VulnerableSadmin@VictimIP), {GainRootAcceg¥ictimIP)}). Intuitively, this hyper-
alert type says that such attacks are against the host adiesafictimIP. For the attack
to be successful, there must exist a host at IP addriessnIP, and the corresponding
sadmindservice must be vulnerable to buffer overflow attacks. Ttecker may gain root
privilege as a result of the attack.

Specifying hyper-alert types from known attacks is esaéiyita knowledge engineering
process, which is error-prone and requires substantiatteffrom human experts. To
improve the quality of hyper-alert types, in practice, we agpre-defined set of predicates,
which may be extended when necessary, classify known attatkdifferent classes based
on their pre-conditions and post-conditions, and specHyer-alert type for each class.

Given a hyper-alert typ& = (fact, prerequisite, consequencatype T alert tis a tu-
ple onfact, where this tuple is associated with an interval-baseddiamep pegintime,
endtimg. The existence of an alettimplies thatprerequisitemust evaluate to True and
all the logical formulas irconsequencenight evaluate to True for this alert. &pe T
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hyper-alert his a finite set of typd alerts. The notion of hyper-alert allows multiple alerts
of the same type to be treated collectively.

The original model in [Ning et al. 2002b] is aimed at idenitify the prepare-forela-
tions between hyper-alerts, aimed at allowing flexible mpalkition of collections of alerts.
However, the techniques proposed in this paper require gggrare-forelations between
alertsexplicitly. (Informally, an alert can be considered a spécase of a hyper-alert, i.e.,
a hyper-alert with a single alert.) Thus, we present a diighbodified model below to help
the presentation of the new techniques.

Intuitively, a prepare-forelation exists if an earlier alecontributesto the prerequisite
of a later one. In the formal model, alert correlations andqguened via prerequisite and
consequence sets. Given a hyper-alert fype(fact, prerequisite, consequencthe pre-
requisite sefor consequence getf 7', denotedPrereqT’) (or ConsedqT)), is the set of all
predicates that appear merequisite(or consequenge Theexpanded consequence eét
T, denotedExpConse(’), is the set of all predicates implied BonsedT"). (This can be
computed with the implication relationships between pratéis [Ning et al. 2002b].) Thus,
ConsedT’) C ExpConseffl’). Given a typel alertt, the prerequisite set, consequence
set andexpanded consequence e&t, denotedPrereqt), Conse(t), andExpConse(t),
respectively, consist of the predicatesHirereq "), Consel’), andExpConse({’) with
arguments replaced by the corresponding attribute valiuesidert ¢, prepares foalertts,
if t1.end_time < t2.begin_time and there exisp € Prereqt2) andc € ExpConse(t;)
such thap = c¢. Theprepare-forelation between hyper-alerts is defined similarly in [Ning
et al. 2002b]; we do not repeat it here.

An alert (or hyper-alert) correlation graph is used to reprd a set of correlated alerts
(or hyper-alerts). Aralert (or hyper-alert) correlation grapl€’G = (IV, E) is a connected
directed acyclic graph, wher€ is a set of alerts (or hyper-alerts) and for each paim, €
N, there is a directed edge from to n, in E if and only if n, prepares fon,. Note that a
hyper-alert correlation graph must be acyclic, since ifattack step prepares for the other,
then the former must occur before the latter. For brevityrefer to an alert correlation
graph or a hyper-alert correlation graph asoarelation graphin this paper. For brevity,
we also refer to this correlation method as tlaeisal correlation methqaince its goal is
to discover the causal relationships between alerts.

4. HYPOTHESIZING AND REASONING ABOUT ATTACKS MISSED BY IDS

If IDSs miss some critical attacks, an attack scenario @sgmted as a correlation graph)
may be split into multiple smaller ones, each of which onljerets a part of the original
attack scenario. To better understand the whole attaclasceit is desirable to integrate
related attack scenarios, and hypothesize and reason thigcattacks possibly missed by
the IDSs. In this section, we develop a sequence of techsaifprehese purposes. We
assume we have applied the causal correlation method tdettie before using the newly
proposed techniques.

In the following, we start with a straightforward approaglirttegrating possibly related
attack scenarios, and gradually develop more sophisticatthniques to enhance this ap-
proach.

4.1 Integrating Possibly Related Correlation Graphs

We observe that the causal correlation method can be palflgr@hhanced by a similarity-
based correlation method (e.g., [Valdes and Skinner 20&hif8rd et al. 2002; Julisch
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ICMP_PING_NMAP1

SCAN_NMAP_TCP2 Mstream_Zombie4

(a)CG1 (b) CG2
Fig. 1. Two correlation graphs

2001; 2003]), which clusters alerts based on the simildritywveen alert attribute values.
Intuitively, when the IDSs miss certain attacks, thoughdhesal correlation method may
split the alerts from the same attack scenario into severatlation graphs, a similarity-
based correlation method still has the potential to idgritiE common features shared
by these alerts, and thus help re-integrate the relateélation graphs together. To take
advantage of this observation, we integrate correlatiaplgs based on the alert clusters
generated by a similarity-based correlation method.

The integration process may be conceptually divided intosteps: (1) identify the cor-
relation graphs to be integrated, and (2) determine p@ssinlisal relationships between
alerts in different correlation graphs. In this paper, weade a simple technique for the
first step: we integrate two correlation graphs when theh lsontain alerts from a com-
mon cluster generated by a similarity-based correlatiothote For example, given the
two correlation graphs shown in Figures 1(a) and 4,(i)the clustering method groups
SCANNMAPRTCP2andRsh3 in the same cluster based on their common source and des-
tination IP addresses, we consider integrating these taplgrtogether.

The first step is pretty straightforward once we select alaiity-based correlation
method. However, the second step remains challengings siecmust deal with missed
attacks that cause an attack scenario to split into multipteelation graphs. Thus, we
focus on the second step in the following discussion. As wksse later, the first step
becomes unnecessary as we develop our approach. Witheudflgenerality, we assume
that we integrate two correlation graphs.

We propose to harness the prior knowledge of attacks andeheienestamp informa-
tion to hypothesize about possible causal relationshipsdsn alerts in different correla-
tion graphs. For example, suppose an attacker msep[Fyodor 2003] to find out a vul-
nerable service, then uses a buffer overflow attack to comisthat service, and finally
installs and starts a DDoS daemon program. When we obseparkerSCANNMAP_TCP
and a lateMstreamZombiealert in two correlation graphs that are identified for inte-
gration, we may hypothesize that tBEANNMAP_TCP alert indirectly prepares for the
MstreamZombiealert through an unknown attack (or an unknown variatiorhefabove
buffer overflow attack). As a result, we would hypothesizératirect causal relationship
between these two alerts.

To further characterize this intuition and facilitate tatkscussion, we introduce two
definitions. (Note that Definition 4.1 is based on the modg¢Nimg et al. 2002b], which
has been briefly described in Section 3.) For conveniencelenete the type of an aleft
(or a hyper-alerk) asType(t) (or Type(h)).

1The string inside each node is a hyper-alert type name felioly an alert ID.
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Definition 4.1. Given two hyper-alert types andT’, we sayl’ may prepare fol’ if
ExpConse(il’) andPrereq7”) share at least one predicate (with possibly different argu-
ments).

Example4.2. Consider two hyper-alert typ&admindPing= (fact, prereq, conséq
and SadmindBufferOverflow (fact’, prereq’, conseq, wherefact = {VictimIP, Victim-
Port}, prereq = ExistHost(VictimIP) conseq= {VulnerableSadmind (VictimIP) fact’
={VictimIP, VictimPor}, prereq’ = ExistHost(VictimIP)\» VulnerableSadmind(VictimIP)
andconseq= {GainRootAccess(Victim|P) We observe botExpConsefSadmindPiny
andPrereq SadmindBufferOverflomnclude the predicat¥ulnerableSadmind(VictimIP)
Then we know thaSadmindPingnay prepare fobadmindBufferOverflow O

Definition 4.3. Given a sef of hyper-alert types, we s&i may indirectly prepare for
T’ w.r.t. T if there exists a sequence of hyper-alert types?, ..., T, T’ such that (1) all
these hyper-alert types are’fn and (2)T" may prepare foily, T; may prepare foll; 1,
wherei = 1,2, ...,k — 1, andT}, may prepare fof"” .

Example4.4. Given a setZ of hyper-alert types, wherg& ={ICMP_PING_NMAP,
SCANNMAP_TCP, FTRGIlob_Expansion, Rsh, Mstrea@ombig, assume the following
may-prepare-farelations existiCMP_PING_NMAP may prepare foBCANNMAP_TCP,
SCANNMAP.TCPmay prepare fof TP_Glob_ExpansionFTP_Glob_Expansiormay pre-
pare folRsh andRshmay prepare favstreamZombie Thus itis cleaiCMP_PING_.NMAP
may indirectly prepare favistreamZombiew.r.t. 7. O

Intuitively, given two hyper-alert type® andT”, T may prepare fol” if there exist
atypeT alertt and a typ€el” alertt’ such that prepares fot’. May-indirectly-prepare-
for relation, which is a natural extension mwfay-prepare-farelation, is defined through a
sequence ofnay-prepare-farelations.

Definition 4.5. Givenasef of hyper-alerttypes and two alettandt’, whereT'ype(t)
andType(t') € T andt.end_time < t'.begin_time, t may indirectly prepare fot’ if
Type(t) may indirectly prepare foFype(t') w.r.t. 7. Given a sequence of alettsty, ...,
tx, t' wherek > 0, t indirectly prepares fot' if t prepares fot1, t; prepares fot; ., for
i=1,...,k — 1, andt,, prepares fot’.

Intuitively, t may indirectly prepare fat if theremayexist a path front to ¢’ in an alert
correlation graph (with additional alerts), whileéndirectly prepares fot' if such alerts
do exist. We are particularly interested in the case whermy indirectly prepare fot’
but there do not exist additional alerts showing thatdirectly prepares fot'. Indeed, a
possible reason for such a situation is that the IDSs mis®witical attacks, which, if
detected, would lead to additional alerts showing thatlirectly prepares fot'.

A simple way to take advantage of the above observation issorae a possible causal
relationship between alertsandt’ if they belong to different correlation graphs and
may indirectly prepare fot'. Let us continue the example in Figure 1. If the hyper-
alert typeSCANNMAP_TCP may prepare foFTP_Glob_Expansionwhich may prepare
for Rsh then we hav&sCANNMARP_TCP may indirectly prepare foRsh Thus, we may
hypothesize tha8CANNMAP-TCP2indirectly prepares fdRsh3 We add avirtual edge
displayed in a dashed line, froBCANNMAP.TCP2to Rsh3in Figure 2, indicating that
there may be some attacks between them that are missed [ySke |
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10 . Ning and Xu

SCAN_NMAP_TCP2
T

Mstream_Zombie4

Fig. 2. A straightforward combination afG1 andCG2

Though this simple approach can identify and integrateedlaorrelation graphs and
hypothesize about possible causal relationships betwers,at is limited in several ways.
First, the virtual edges generated with this approach peomb information about attacks
possibly missed by the IDSs. Second, the virtual edges @eendimed solely on the basis
of prior knowledge about attacks. There is no “reality chedkis possible that the hy-
pothesized virtual edges are not true due to the limitatidnise expert knowledge and the
lack of information about the missed attacks.

4.2 Hypothesizing about Missed Attacks

The may-prepare-faandmay-indirectly-prepare-faelations identified in Definitions 4.1,
4.3 and 4.5 provide additional opportunities to hypothesiad reason about missed at-
tacks, especially unknown variations of known attacks.

Consider two alert$ andt’ that belong to different correlation graphs prior to insegr
tion. If ¢ may indirectly prepare for, we can then identify possible sequences of hyper-
alert types in the form ofy, 75, ..., T}, such thatl'ype(t) may prepare fofly, T; may
prepare fofl; 11,1 = 1,2, ...,k — 1, andT}, may prepare fdl'ype(t'). These sequences of
hyper-alert types are candidates of attacks possibly chisgehe IDSs. (More precisely,
variations of these attacks, which could be used by an attaakd then missed by the
IDSs, are the actual candidates of missed attacks.) We earstrarch in the alerts and/or
the raw audit data betweerandt’ to check for signs of these attacks (or their variations).
For example, to continue the example in Figure 2, we may thgsite that variations of
eitherIMAP_AuthenOverflow or FTP_Glob_Expansionor both may have been missed by
the IDSs based on our prior knowledge about attacks. Torhmiésent these hypotheses,
we may add the hypothesized attacks into the correlatiguhgsa virtual nodes (displayed
in gray). Figure 3 shows the resulting correlation graph.

To facilitate hypothesizing about missed attacks, we eaand knowledge of the re-
lationships between hyper-alert types ihyper-alert type graphor simply atype graph
Let us first introduce the concept efuality constraintwhich was adapted from [Ning
and Xu 2003], to help formally describe the notion of typepdra

Definition 4.6. Given a pair of hyper-alert typ&$ and7%», anequality constraint for
(T1,Tz) is a conjunction of equalities in the form @f = v; A -+ A u, = v, Where
uy,- -, u, are attribute names i, andvq,---,v, are attribute names if,, such that
there existo(uq, - -, u,) andp(vy, - - -, v, ), Which are the same predicate with possibly
different arguments, ifExpConse({l;) and PrereqT:), respectively. Given a typ&;
alertt; and a typ€l;, alertts, t; andi, satisfy the equality constraiiift ¢1.u; = to.01 A
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ICMP_PING_NMAP1
SCAN_NMAP_TCP2
- ~
s LN
IMAP_Authen_Overflow5 FTP_Glob_Expansion6

-
¢ 7
Mstream_Zombie4

Fig. 3. Integration ofCG1 andC' G2 with hypotheses of missed attacks
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-« Aty = to.v, evaluates to True.

Example4.7. Consider the hyper-alert typ&€admindPingand SadmindBufferOver-
flowin Example 4.2 ExpConse(SadmindPinyandPrereq SadmindBufferOverfloppoth
contain the predicatéulnerableSadmind(VictimIPThus, it is easy to see th&admind-
Ping.VictimIP= SadmindBufferOverflow.VictimiB an equality constraint foiS@dmind-
Ping, SadmindBufferOverflow Further consider a typBadmindPinglertt; and a type
SadmindBufferOverflowalertt,. If ¢; andty both haveVictimIP = 152.1.19.5, we can
conclude that; andt, satisfy the equality constraint[J

An equality constraint characterizes the equality refetibetween attribute values of
two alerts when onprepares fothe other. There may exist several equality constraints for
a pair of hyper-alert types. However, if a tyfpe alertt; prepares fon typeT, alertt,,
thent; andt¢, must satisfy at least one equality constraint. Indeéegreparing fort, is
equivalent to the conjunction of andt, satisfying at least one equivalent constraint and
t, occurring befores.

Given a set of hyper-alert types (representing the knovatks), by matching all possi-
ble predicates in the expanded consequence set and thquisitieeset, we can derive all
possiblemay-prepare-farelations between them together with the correspondinglégu
constraints. This information can help us understand hasdlknown attacks may be
combined to launch sequences of attacks, and thus hypothasout which attacks (more
precisely, their variations) may be missed when we obsderésghatmay indirectly pre-
pare foreach other. The following definition formally captures timtuition.

Definition 4.8. Given a sef of hyper-alert types, ényper-alert) type grapf’G over
7T isaquadrupléN, E, T, C), where
(1) (N, E) is a DAG (directed acyclic graph),
(2) T is a bijective mapping froniV to 7, which maps each node iN to a hyper-alert
type in7T,
(3) there is an edg@u1,n2) in E if and only if T'(ny) may prepare fof (nz), and

(4) C is a mapping that maps each edga,n2) in F to a set of equality constraints
associated withiT'(n1), T'(n2)).

Example4.9. Consider the following set of hyper-alert typ@s:{ICMP_PING_NMAP,
SCANNMAP_TCP, IMAPAuthenOverflow, FTRGlob_Expansion, Rsh, Mstrea@ombig .
(The specification of these hyper-alert types are given bi€la) We can compute the type
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n1:ICMP_PING_NMAP

' {n1.DestlP=n2.DestIP}

n2:SCAN_NMAP_TCP

{n2.DestIP=n3.DestIP
n2.DestPort=n3.DestPort}

n3:IMAP_Authen_Overflow n4:FTP_Glob_Expansion

{n3.DestIP=n5.SrclIP, {n4.DestIP=n5.SrclIP,
n3.DestIP=n5.DestIP} n4.DestIP=n5.DestIP}

{n2.DestIP=n4.DestIP
“n2.DestPort=n4.DestPort}

{n4.DestIP=n6.SrcIP,

{n3.DestIP=n6.SrcIP,
n4.DestlP=n6.DestIP}

n3.DestIP=n6.DestIP}

{n5.SrcIP=n6.SrcIP,
n5.DestIP=n6.DestIP,
n5.SrclP=n6.DestIP,
n5.DestIP=n6.SrcIP}

n6:Mstream_Zombie

Fig. 4. An example type graph

Table I. Hyper-alert types used in Example 4.9 (The sdacfattributes for each hyper-
alert type is{ SrclP, SrcPort, DestIP, DestPgit

Hyper-alert Type Prerequisite Consequence
ICMP_PING_.NMAP ExistHost(DestIP)
SCAN.NMAP_TCP ExistHost(DestIP) {ExistService(DestIP,DestPo}t

IMAP _AuthenOverflow| ExistService(DestIP,DestPort)| {GainAccess(DestIR)
AVulnerableAuthenticate(Dest|P)
FTP_Glob_Expansion ExistService(DestIP,DestPort)| {GainAccess(DestIR)
AVulnerableFTPRequest(Dest|P)

Rsh GainAccess(DestIP) {SystemCompromised(DestIP),
AGainAccess(SrclP) SystemCompromised(SrclP)
MstreamZombie SystemCompromised(DestIP) | {ReadyForDDOSAttack(DestIP),

ASystemCompromised(SrcIP)| ReadyForDDOSAttack(SrclP)

graph over7 as shown in Figure 4. The string inside each node is the naue falowed
by the hyper-alert type name. The label of each edge is thhegmwnding set of equality
constraints. O

Obviously, given multiple correlation graphs that may begmnated together, we can
hypothesize about possibly missed attacks that break thekascenario according to
the type graph. Let us revisit the example in Figure 1. Ginentype graph in Fig-
ure 4, we carsystematicallyhypothesize that the IDSs may have missed variations of
IMAP_AuthenOverflowand/orFTP_Glob_Expansionattacks. As a result, we obtain the
integrated correlation graph shown in Figure 3.
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4.3 Reasoning about Missed Attacks

In a type graph, the label of an edge encodes all possibldigguanstraints for the corre-
sponding pair of hyper-alert types. Moreover, even if twpdryalert types are not adjacent
to each other, they may still satisfy some constraints i thie connected through some
intermediate nodes (hyper-alert types) in the type graple (0 the equality constraints
those intermediate nodes must satisfy). For example, densiodes:2, n3, andnb in
Figure 4. There is an equality constraitit. DestI P = n3.DestI P A n2.DestPort =
n3.DestPort for (n2, n3), and two equality constraints3. Dest/ P = n5.SrcI P and
n3.DestIP = nb.DestI P for (n3, nb). Take together, these imply2.DestIP =
nb5.SrcI P or n2.Dest]I P = nb.DestI P. In other words, if a typ&SCANNMAP_TCP
alertindirectly prepares foa typeRshalert (through a typéMAP_AuthenOverflowalert),
together they must satisfy one of these two constraints. M&mthe same constraints if
we consider nodes2, n4, andn5 in Figure 4. In general, we can derive constraints for
two hyper-alert types when onsay indirectly prepare fahe other. Informally, we call
such a constraint aimdirect equality constraint These constraints can be used to study
whether two alerts in two different correlation graphs coloé indirectly related. This in
turn allows us to filter out incorrectly hypothesized atsack

Indirect equality constraints can be considered a geretadn of the equality con-
straints specified in Definition 4.6. In this paper, we coneltime terminology and simply
refer to an indirect equality constraint as an equality t@ist when it is not necessary to
distinguish between them.

To take advantage of the above observation, we must dedueat equality constraints.
In the following, we will first present an algorithm to compundirect equality constraints
for two hyper-alert types where omeay indirectly prepare fahe other, and then extend it
to compute indirect equality constraints fat pairs of hyper-alert types at the same time.
We will also discuss how to use such indirect equality caists to reason about missed
attacks.

4.3.1 Computing Indirect Equality Constraints between Two Hyflert Types.Al-
gorithm 1 (shown in Figure 5) outlines an approach for geimegdhe set of indirect equal-
ity constraints between two hyper-alert ty@éandT” whereT may indirectly prepare for
T'. We assume a type graff(7 is already constructed from a set of hyper-alert types,
which are specified based on all the attacks known to the IDSaquivalently, the set of
signatures). For each pair of hyper-alert tyfieandT”, Algorithm 1 identifies all paths
fromT to T" in the type graph, and computes an indirect equality coimsfi@ each com-
bination of equality constraints between consecutive hgbert types along the path. The
basic idea is to propagate the equality relations betwegibges of hyper-alert types.
Each indirect equality constraint is labeled with the cepending path that produces the
constraint. This provides guidelines for hypothesizingwthmissed attacks. The useful-
ness of Algorithm 1 is demonstrated by Lemma 4.10.

LEMMA 4.10. Consider a type grapi’'G and two alerts and¢’, whereT'ype(t) and
Type(t') are in TG. Assume Algorithm 1 outputs a s€tof equality constraints for
Type(t) and T'ype(t’). If C is non-empty and indirectly prepares fot', thent and '
must satisfy at least one equality constraintin

PrROOF According to Definition 4.5, it indirectly prepares fot’, there must exist a
sequence of alerts, ..., tx, wherek > 0, such thatt prepares fot,, t; prepares for
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Algorithm 1. Computation of Indirect Equality Constraints for Two Hyper-Alert Types.
Input: A type graphl’G, and two hyper-alert typeg andT” in TG,
whereT may indirectly prepare fdF”’.

Output: A set of equality constraints faf andT”.
M ethod:

1. Let Result = (.

2. For each patll’, 11, ..., Ty, T’ from T to T in TG

3. Denotel” asTp, andT” asTy 1.

4, For each combination of constraints;, ecs, ...,eck+1,
whereec; is an equality constraint foff§_+, T;)
5. LetS(To.aZ-) = {To.ai},

whereTy.ai,t = 1,2, ..., 1, are all the attributes dfy that appear irc; .

6. Forj=1tok+1

7. For each conjunctj—1.a = Tj.bin ec;

8. For eachS(7y.a;) that containg’j_:.a

9. LetS(Tg.ai) = S(To.ai) U {T]b}

10. Remove variables @f;_; from eachS(7y.a:),7 = 1,2, ..., 1.
11. Lettemp = 0.

12. For each non-empty(7y.a;) and eacl 1.0 in S(To.a;)

13. Lettemp = temp U {Tv.a; = Tk41.b}.

14. Letec be the conjunction of all elementsiamp.

15. If ecis in Result Then

16. LetLabel(ec) = Label(ec) U {{T, T, ..., T, T')}

17. ElseLet Label(ec) = {{T, T, ..., Ty, T')}, and Result = Result U {ec}.
18. Return Result.

End

Fig. 5. Algorithm to compute indirect equality constraifis two hyper-alert types

tiy1 fori =1,....k — 1, andt, prepares fot’. Thus, we hav&'ype(t) may prepare for
Type(t1), Type(t;) may prepare fol'ype(t; 1) fori = 1,....k — 1, andType(tx) may
prepare fofl'ype(t'). Following the convention of Algorithm 1, we dendfgpe(t) asTy,
Type(t;) asT;, wherei = 1, ..., k, andType(t') asTy1. Itis easy to see there must be
a pathTy, 71, ..., Tx+1 in the corresponding type grapghG. For convenience, we also
denote astg, andt’ asty 1.

If ¢; prepares fot;, 1, we can conclude; and¢;,; must satisfy at least one equal-
ity constraint for(T;, T;11). This is because if; and¢;; does not satisfy any equality
constraints fo(7;, T;+1), then none of the instantiated predicate&€xpConse(t;) can
match any inPrereq¢;+1), which violates the given condition that prepares fot; 1.
Fori =0,1, ..., k, we denote the constraititandt,, ; satisfy asc;, 1. According to Fig-
ure 5, Algorithm 1 will process the path, 71, ..., Tx11 (in step 2) and the combination
of equality constraintscy, eca, ...,ecr4+1 thatto, t1, ..., tx4+1 satisfy (in step 4).

Now consider the process of the above sequence of equatistraints in steps 5 to 10.
For eachS(7}.a;), we can prove by induction that all attribut€sb added intaS(Ty.a;)
are equal td.a;, since each addition is based on a conjurjct .a = T;.b, whereT;_;.a
is already inS(Ty.a). Further because step 10 removes the attributés; of, only at-
tributes of i1 remain inS(7y.a;), ¢ = 1,2,...,1. Thus, after step 10, eac¥(Tp.a;)
includes all the attributes df,, that are equal t@y.a,;, wherei = 1,2, ...,1. Steps 11
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to 14 then transform these equality relations into a corfjuadormulacc. Since the se-
guence of constraints:;, ¢« = 1,2, ..., k + 1, where eaclc; is satisfied by; 1 andt;, is
used in the above process, we can easily concludegtigitandi,. 1 (¢') satisfyec. Thus,
if ¢ indirectly prepares for', they must satisfy at least one equality constrairtt'in O

Example4.11. Consider the type graph shown in Figure 4 and two hgjeet-types
SCANNMAP_TCP (noden2) andRsh(noden5). Using Algorithm 1, we can easily com-
pute the indirect equality constraints for thefn2. DestI P = n5.DestI P,n2.DestI P =
n5.SrcIP}. Both indirect equality constraints are labeled with twdhga one path is
(SCANNMAP_TCP, IMAP_AuthenOverflow Rsh, and the other iSSCANNMAP_TCP,
FTP_Glob_ExpansionRsh. 0O

Given two hyper-alert type® and7” in a type graph, Algorithm 1 derives the indirect
equality constraints between them by considering all comtins of (direct) equality con-
straints between two adjacent hyper-alert types in eadifpain 7" to 7”. Theoretically,
there is a potential problem of combinatorial explosionweer, in practice, because of
the limited number of predicates and hyper-alert types, phdoblem should be tractable.
Moreover, Algorithm 1 only needs to be executed once for tivery hyper-alert types
in a type graph. Thus, the cost of Algorithm 1 does not haveifsigint impact on alert
correlation.

4.3.2 Computing Indirect Equality Constraints for All Pairs of pigr-Alert Types.Al-
gorithm 1 focuses on the problem of computing indirect ei(piabnstraints for two hyper-
alert types. An extension to this problem is: given aBeif n hyper-alert types, how to
calculate indirect equality constraints for all pairs opky-alert types where the first one
in the pairmay indirectly prepare fathe second one? This is a realistic problem, since
we do need to get the equality constraints between all pahgper-alert types to reason
about missed attacks.

We can apply Algorithm 1 for up te? times, once for each pair of hyper-alert typ&s (
T;) whereT; may indirectly prepare fof; (1 < 4,j < n). Unfortunately, this is not an
efficient solution. To see the inefficiency more clearly, sider a path fronf’; to 7'; where
T; is further connected t@}, by an edge. If we compute the indirect equality constraints
between all pairs of hyper-alert types with Algorithm 1, tmmputation forZ; and T
with the path involvindl;, T;, andT}, will repeat the computation fdf; and7}; with the
same path fronT; andT;. A better approach is to reuse the equality constraintsdjre
computed forl; andT}; to derive those fof’; andT}.

To take advantage of the above observation, Algorithm 2wsho Figure 6) outlines a
method to compute equality constraints for all pairs of mglert types at the same time.
The output of Algorithm 2 is a constraint matrix. Givemyper-alerttypedy, 1s, - - -, Tj,
aconstraint matrix) is an x n table, where the cell/ (i, j) (1 < 4,5 < n) consists of
all and only equality constraints fof(, T;) if T; may (indirectly) prepare fdF;.

As we discussed in Algorithm 1, a path between hyper-al@edy; and7} in a type
graph represents thd; may indirectly prepare fof;, and we can derive equality con-
straints for {;, 7;) by reasoning about the equality constraints along the. pEttle basic
idea behind Algorithm 2 is to reuse the equality constraitgsved from short paths to
compute those for long paths. In a type graph withyper-alert typesi{ nodes), the pos-
sible lengths of paths range frotto n — 1. To compute the indirect equality constraints
for a path with lengtht (1 < & < n — 1), it is always possible to first carry out the
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Algorithm 2. Computation of Equality Constraintsfor All Pairsof Hyper-alert Types
Input: A type graphl'G over a set of hyper-alert typdd™, 7%, - - -, Ty, }.
Output: A n x n constraint matrix\/ with each cellM (i, j) containing a set of equality
constraints fo(7;, T;).
M ethod:
1. Create @ x (n — 1) tableL, and initialize each cell of. to empty.
/I Each cellL(%, j) is intended to contain the equality constraints (markedi péth
/I labels) for the length paths inT'G starting from typeT;.
2. Letk = 1./l The variablek represents the possible lengths of the pathiBadh
3. For each edg€T;, T;) in the type grapll'G
4. For each equality constraiwt for (73, T})

5. Putec into the cellL(s, 1) (with the label(T;, T})).

6.For k=2ton—1

7. For:=1ton

8. For each equality constrairt in L(i,k — 1)

9. Get the last hyper-alert ty@in Label(ec).

10. Get the sef of hyper-alert types wher€ has edges to each typedn
11. For each hyper-alert typ@’ in 7

12. For each equality constrairt’ associated witfT', T")
13. Get a constraintc” via InferredConstraint (ec, ec’).
14. LetLabel(ec”) = (Label(ec), T").

15. LetL(i, k) = L(i, k) Uec”.

16.Fori=1ton

17. Forj=1ton

18. In row: of L, find all equality constraints where the last type in theiels
is T;, and put these constraints into the dellz, j).

19. Output the matrixM .

End.

SubroutinelnferredConstraint
Input: An equality constraintsc for (T%, T},) and an equality constraiat’ for (T, T%).
Output: An equality constraingc” for (T, T.) derived fromec andec’.

Method:
1. Letec” = {}.
2. For each conjunct,.u = T,.vin ec
3. If there exists a conjundt,.v = T..w in ec’, then
4, LetT,.u = T,.w be a conjunct irec”.
5. Output ec”.
End.

Fig. 6. Algorithm to compute indirect equality constraifis all pairs of hyper-alert types

computation of the (indirect) equality constraints forgémk — 1 paths, and then combine
the results for such paths with the equality constraintsrfdividual edges to get the con-
straints for lengttk paths. Lemma 4.12 ensures that Algorithm 2 can derive alloahy
equality constraints fof; andT;.

LEMMA 4.12. Given atype grapi’'G over a set of hyper-alert typdd, Ts, - - -, Th, }
Algorithm 2 outputs all and only equality constraints {@F;, T;) in the cellM (i, j) (1 <
i,j <mn).

PROOF According to the definition of (indirect) equality constrg there may be one
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or more equality constraints faff;, 7;) if T; may (indirectly) prepare fof;. In other
words, there may be one or more equality constraint§ForT;) if there is a path between
T; andT; in T'G. In the following, we first prove by induction that each edtyatonstraint
that can be derived fd(T;, T;) from a lengthk pathp (k = 1,2, ---,n — 1) is labeled with
p and stored ir.(i, k).

(1) Whenk = 1, for each length 1 path = (T}, T;) (which is an edge iT'G), lines 3
through 5 put all equality constraints f@f;, T};) into cell L(4, 1), each of which is
labeled with the corresponding edge.

(2) Assume for anyl;,T; in TG, all the equality constraints that can be derived for
(T3, T;) from a lengthm path are inL (i, m) with the corresponding path labels. Now
we show that for any;, T; in T'G, all the equality constraints that can be derived for
(T;,T;) from a lengthm + 1 path are inL(i, m + 1) with the corresponding path
labels.

Consider lines 7 through 10. For edEh these lines find all the edges that can follow
each lengthn path starting witiZ;. Thus, they can enumerate all length+ 1 paths.
For convenience, we denote each length= m + 1 pathp = (T;,---,T,,T;) as
composed of two connected paths:= (T;,---,Ts) andp” = (Ts,T}), where the
length ofp’ is m andp” is an edge ifl'G. According to the induction assumption,
the equality constraints that can be derived(fBr, T5) from p’ are inL(i, m) with the
labelp’.

Consider lines 11 through 15. For each equality constrainih L(i, m) with label
(T;,-- -, Ts) and each equality constraiat’ for (Ts,T;), the subroutindnferred-
Congtraint (ec, ec’) (line 13) derives the equalityc” inferred byec andec’, which

is an equality constraint fofT;, T;). This equality constraint is then labeled with the
pathp = (T}, -- -, T,,T;) and then added intb (i, m + 1). Since lines 11 through 15
consider all combinations of the equality constraint& (i, ) and the (direct) equal-
ity constraints for each edge that follow a lengthpath, they can find the equality
constraints that can be derived for all lengtht+ 1 paths starting fronT;. Therefore,
foranyT;, T; in T'G, all the equality constraints that can be derived(iBy, T;;) from

a lengthm + 1 path are inL(z, m + 1) with the corresponding path labels.

Further considering lines 16 through 18, which copy all dityeonstraints derived from
paths betweeff; andT into M (¢, j), and that the possible path lengthfiid- is from 1 to
n — 1, we can conclude that all equality constraints(f®y, T;) are inM (i, j). Moreover,
during Algorithm 2, since we only add the inferred (indideetjuality constraints intd.
with path labels (lines 14 and 15), and we only move equabtystraints derived from
paths fromT; to T; into M (i, j) (lines 16 through 18))M (i, j) only contains equality
constraints fo(7;,7;). O

Example4.13. To continue Example 4.11, we may use Algorithm 2 tovdethie sets
of equality constraints for all pairs of hyper-alert typagFigure 4 where one of the pair
may (indirectly) prepare fahe other. The results are given in Table Il, in which each cel
contains the equality constraints for the hyper-alert$yipghe given row and the column.
(To save space, we use node names to represent the corregpbypler-alert types and
omit the labels for each equality constraintl}l

Similar to Algorithm 1, Algorithm 2 is also executed only @nlsefore alert correlation,
and thus does not introduce significant overhead during @erelation.
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Table II. Equality constraints for hyper-alert types in tig 4 where onenay (indirectly) prepare fdahe other.

nl| n2 n3 n4 n5 n6
nl|/ {n1.DestlP =| {nl1.DestlP =| {nl.DestlP =| {nl.DestIP {n1.DestIP = n6.DestIP
n2.DestlR n3.DestlR n4.DestlR = n5.DestlP,| nl.DestlP = n6.SrclpP
nl.DestlP =
n5.SrclB
n2 |/ / {n2.DestlIP =| {n2.DestlP =| {n2.DestIP {n2.DestIP = n6.DestIP
n3.DestlP A | n4.DestlP A | = n5.DestlP,| n2.DestlP = n6.Srclp

n2.DestPort =| n2.DestPort =| n2.DestIP =
n3.DestPort | n4.DestPort | n5.SrclR

n3 | / / / / {n3.DestIP {n3.DestIP = n6.DestIP
= n5.DestlP,| n3.DestIP = n6.SrclpP
n3.DestlP =
n5.SrclB

nd |/ / / / {n4.DestIP {n4.DestIP = n6.DestIP
= nb5.DestlP,| n4.DestIP = n6.SrclpP
n4.DestlP =
n5.SrclB

n5 | / / / / / {n5.SrclP = n6.SrclP,

n5.DestlIP = n6.DestlP)
n5.SrclP = n6.DestlP,
n5.DestIP = n6.SrclP
né | / / / / / /

4.3.3 Using (Indirect) Equality ConstraintsThe equality constraints derived for indi-
rectly related hyper-alert types can be used to determitveoifcorrelation graphs can be
integrated. Given two correlation grapf'ss; andCG5, we can integrat€’G; andCGs
if there exist an alert; in CG; and an alert; in CGs such that (1)}, andt, satisfy at
least one equality constraint f0Fype(t;), Type(t2)) and (2)t,'s imestamp is beforg,’s
timestamp.

Moreover, such equality constraints can also facilitagettjppotheses of missed attacks.
When integrating two correlation grapb%y andC'G’, we can hypothesize missed attacks
only for such pairs of alertsandt’ that (1)t andt’ belong toCG andCG’, respectively,
and (2)t indirectly prepare fot'. Specifically, for each equality constramtthatt andt’
satisfy, we can add the pathsimbel(ec) into the integrated correlation graph. Since each
path inLabel(ec) is in the form of(T'ype(t), T1, ..., Tk, Type(t')), Type(t) andType(t')
are merged witht andt’, respectively, and the rest of the path is added as a virtathl p
consisting of virtual nodes and edges frorto ¢'. Note that this may add incorrect hy-
potheses into the integrated correlation graph. We wilkenétechniques to validate these
hypotheses with raw audit data in Section 4.5.

Example4.14. Letusillustrate how to take advantage of indireceditjuconstraints to
hypothesize missed attacks. Consider two correlationhgrapFigure 1, if an earlier alert
SCANNMAP.TCP2and a later alefRsh3have the same destination IP address, they then
satisfy an equality constraint: SCANNMAP_TCP.DestIP= Rsh.DestIPwhich is an in-
direct equality constraint folSCANNMAP_TCP, RshH shown in Table Il. Thus, we can
integrateC'G; andC' G4 and hypothesize missed attacks based on the label assowittie
the above equality constraint. For instance, the labelcstsal with the above equality
constraint Label(ec)) consists of two pathgSCANNMAP_TCP, IMAP_AuthenOverflow
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Rsh and(SCANNMAP_TCP, FTP_Glob_ExpansionRsh. Thus, we can hypothesize two
missed attackBMAP_AuthenOverflow5andFTP_Glob_Expansion6 The hypothesis pro-
cess may continue until all such pairs of alerts are examined

4.4 Inferring Attribute Values for Hypothesized Attacks

The (direct or indirect) equality constraints not only hélpothesize about missed at-
tacks, but also provide an opportunity to make inferencesiathe attribute values of
hypothesized attacks. In other words, we may further hygstle about the missed attack
instances For example, suppose we hypothesizd MAP_AuthenOverflowattack after
a SCANNMAP_TCP alert and before &shalert such thaSCANNMAP.TCP prepares
for IMAP_AuthenOverflow which thenprepares foRsh From Table Il, we know that
SCANNMAP.TCP andIMAP_AuthenOverflowhave the same destination IP address and
destination port, and the destination IP addresdv#P_AuthenOverflowis the same as
either the source or the destination IP addredRsif

In general, we can use the equality constraints betweennthgsion alerts and the
hypothesized attacks to infer the possible attribute wlfethese attacks. As a spe-
cial attribute, we estimate the timestamp of a hypothesatatk as a possible range.
That is, if an attack, is hypothesized as an intermediate step between two intrusi
alertst and¢’, wheret occurs before’, then the possible range of’s timestamp is
[t.end_time,t' .begin_time]. Let us first look at an example.

Example4.15. Consider the integrated correlation graph showngnre 3. Let us in-
fer attribute values for the hypothesized attack (instar@¢_Glob_Expansion6Suppose
the IDS reported that the destination IP addresses of @&#NNMAP_TCP2andRsh3
were both152.1.19.5, and the destination port SCANNMAP_-TCP2was21. Follow-
ing the earlier convention in Figure 4, we use nodesn4, andnb to denote hyper-alert
typesSCANNMAP_TCP, FTP_Glob_Expansion andRsh respectively. It is easy to see
that SCANNMAP.TCP2andRsh3satisfy the equality constrain®.DestIP= n5.DestIP
Based on the constraint matrix in Table Il, we can see thisalguconstraint is derived
from the following two equality constraints:

(1) n2.DestlP=n4.DestIPA n2.DestPort= n4.DestPorfor (SCANNMAP_TCP,
FTP_Glob_Expansiof, and

(2) n4.DestlP=n5.DestlIPfor (FTP_Glob_ExpansionRsh.

Thus, the hypothesized attaER P_Glob_Expansion&hould satisfy both of these equality
constraints. As a result, we can infer that the destinativaddress and the destination
port of FTP_Glob_Expansion@are152.1.19.5 and21, respectively. O

We generalize Example 4.15 into Algorithm 3, which is shownFigure 7, to in-
fer attribute values of hypothesized attack instancesuitimly, given two alerts and
t/, for each hypothesized atta@k along a path of hypothesized attacks, we get the set
C; of equality constraints fofType(t),T;) and the selC} of equality constraints for
(T;, Type(t')), respectively. Any combination of equality constraiatsin C; andec; in
C! that result in an equality constraint theandt’ satisfy can be used to infer the attribute
values of the hypothesized instance of attd¢k In other words, we infer the attributes
of the hypothesized attack instance to be the same as thesendi’ as indicated by the
equality constraints.
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Algorithm 3. Inferring Attribute Values for Hypothesized Attacks
Input: A type graphT'G over a sel” of hyper-alert types, a pat¥’, T, T, - - -, Tx, T")
in TG, atypeT alertt, and a typel” alertt’, wheret may indirectly prepare faf' .
Output: A set H; of hypothesized attack instances for each typevherei = 1,2, -- k.
Method:
/I We assume the constraint matfiX for 7 has been computed, in which each equality
/I constraintec in M is labeled with the corresponding pathbel(ec) in TG.
1. Get a seC of equality constraints such that for eaghe C, t andt’ satisfyec and
Label(ec) = S.
2. For each hypothesized atta@k
3. Get the set of equality constraind$ for (7', ;) whose label iST, 11, ..., T3);
get the set of equality constraintg for (7}, T7") whose label iST;, ..., Ty, T');
let H; = {}
For each combination ofc; € C; andec; € C;
If ec; andec] imply anyec € C Then
6. Generate a typ#; alertt;; set all the attributes df; that are equal to some
attributes ofT" in ec; to the corresponding attribute valuestpgimilarly,
set all the attributes df; that are equal to some attributesiofin ec; to
the corresponding attribute valuestfset the remaining attributes (if any)
to Unknown let the timestamp of; be [t.end_time, t'.begin_time).

a s

7. LetH; :HiU{ti}.
8. Output H;.
End.

Fig. 7. Algorithm to infer attribute values for hypothegizattacks

In Algorithm 3, line 1 gets the sét of equality constraints that alertandt’ satisfy and
that are associated with the given path in the type graphed ihthrough 7 are a loop to
infer attribute values for each hypothesized attack inmgjpath inT'G, which is a possible
sequence of attacks that have happened. Line 3 obtainsttbéeguality constraintg’;
for (Type(h), T;) and C} for (T;, Type(h')) that are associated with the two halves of
the given path (through the constraint matrix). In the fawilog steps, the algorithm tries
all combinations of equality constraints @ andC;, and infers the attribute values of
hypothesized typd’; attacks . Each hypothesized attack instance of T§jpis derived
through two equality constraintsq; € C; andec; € C;). The condition checking in line
5 guarantees that the inferred attribute values do not co(dliherwise, the corresponding
combination of equality constraints could not lead to anadiuconstraint that andt’
satisfy). Finally, line 8 outputs the hypothesized attacgtances for each attack type
(hyper-alert typeY;, wherei = 1,2, ... k.

We make several observations about Algorithm 3. First, rgiveo alertst and¢’, the
hypotheses of missed attack instances betweamdt’ arespecificto the paths between
andt’. In other words, the hypothesis of each missed attack isastgubby the possibility
that an attacker has launched a sequence of attacks (or,premisely, attack instances),
including the hypothesized one, that leads froto ¢’. This also implies that Algorithm
3 should be performed multiple times when hypothesizingiabtissed attack instances
based on a given pair of alerts. Second, the two aleatelt’ and a given path in the type
graph may lead to multiple instances of each attack typeeshere may be multiple (direct
or indirect) equality constraints for each pair of hypesratypes. Third, the hypothesized
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attack instances are usually not as specific as regulasalgrat is, a hypothesized attack
may have unknown values on some attributes, which cannoifeeéd from the available
alerts.

Algorithm 3 is essentially a best-effort “guess” of what lwblnave been missed by IDSs.
The hypothesized attack instances can certainly be wranthel next subsection, we in-
vestigate how to prune those incorrectly “guessed” attastances using a complementary
information source, the raw audit data.

4.5 Pruning Hypothesized Attacks with Raw Audit Data

The hypothesized attack instances can be further validesied raw audit data. For exam-
ple, we may hypothesize that there is a variatiofr®P_Glob_Expansiorattack between
a SCANNMAP.TCP alert and aRshalert. However, if there is no ftp activity related to
the victim host between these two alerts, we can easily adeclthat our hypothesis is
incorrect. By doing so we further narrow the hypothesizéatds down to the meaningful
ones.

To take advantage of this observation, we extend our modeksociate a “filtering
condition” with each hyper-alert type. Assuming that the eudit data set consists of a
sequence of audit records, we can extract attribute vatoes éach audit record directly,
or through inference. For example, we may extract the sdieeldress from a tcpdump
record directly, or infer the type of service using the pord gayload information. For
the sake of presentation, we call such attributes obtairad the raw audit dataudit
attributes

Definition 4.16. Given a hyper-alert tygE and a setd of audit attributes, diltering
condition forT w.rt. A is a logical formula involving audit attribute names_n which
evaluates tdrueor Falseif the audit attribute names are replaced with specific \alue

Example4.17. Consider the following set of audit attributels= { SrcIP, SrcPort, Des-
tIP, DestPort, Protocol, FrameArrivalTinje Given a hyper-alert typeTP_Glob_Expansion
we may have a simple logical formul#@fotocol = ftp’ as a filtering condition for type
FTP_Glob_Expansiorw.r.t. A. O

Intuitively, a filtering condition for a hyper-alert type &snecessary condition for the
corresponding attack or its variations. We can simply eatglthe condition to prune some
incorrect hypotheses. If a filtering condition is evaluatedrue, the corresponding attack
may have happened; if it is evaluated to False, the correpghypothesized attack could
not have happened, and should be ruled out.

The above filtering condition is essentially prior knowledy known attacks. There is
an additional opportunity to prune incorrect hypothesegiffurther consider the inferred
attribute values of the hypothesized attacks. For exanifplee can infer that the desti-
nation IP address of a hypothesiZediP_Gloh_Expansionattack is152.1.19.5, we may
further check whether there is ftp activities destined 30.1.19.5 in Example 4.17. In
other words, we can revise the filtering condition in ExamflE7 to ‘Protocol = ftp A
DestIP =152.1.19.5” for the hypothesized attack instance.

To formalize this idea, we introduce the notionfittering template

Definition 4.18. Given a hyper-alert typ€ = (fact, prerequisite, consequence)
and a setd of audit attributes, diltering template forT" w.r.t. A is a logical formula in-
volving variables infact and A, which evaluates tdrue or Falseif these variables are
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replaced with specific values. Given a hypothesized attamktype 7' with a setf, of
inferred attributes, wherg;, C fact, a filtering templatel’emp¢ is instantiatable byt if
all the variables ifll'emp; are either inf; or in A. If a filtering templatel'empy is in-
stantiatable by, we can then get aimstantiated filtering condition fot by replacing the
variables inl'emp; with the inferred attribute values of

Example4.19. Consider the set of audit attributes= {SrclP, SrcPort, DestIP, Dest-
Port, Protocol, FrameArrivalTimg Given a hyper-alert typETP_Glob_Expansion(See
Table I), we may have a filtering templata.DestIP = FTRGlob_Expansion.DestlPas a
filtering template for typd-TP_Glob_Expansionw.r.t. A. Assume there is a hypothesized
attackFTP_Glob_Expansion@vith an inferred attribut®estiP= 152.1.19.5. The above
filtering template is then instantiatable By P_Glob_Expansion6and can be instantiated
to “A.DestIP=152.1.19.5". [

Intuitively, a filtering template is a template of filteringmdition for a type of attack.
Given a hypothesized attack with a set of inferred attributee may convert a filtering
template into a filtering condition if all the attack attrtba that appear in the filtering tem-
plate have specific inferred values. To distinguish fromfileering condition defined in
Definition 4.16, we call those defined for hyper-alert typgespredefined filtering condi-
tions and those instantiated from hypothesized attackmstantiated filtering conditions
We can then use such an instantiated filtering conditioneérstime way as the predefined
filtering conditions.

Pruning incorrectly hypothesized attacks with predefined/ar instantiated filtering
conditions is pretty straightforward. Before correlatalgrts, we specify filtering condi-
tions and filtering templates for each hyper-alert type. Whgpothesizing and reasoning
about missed attacks, for each hypothesized attack wittssille range of its timestamp
and a set of inferred attributes, we first determine whethehdiltering template corre-
sponding to the hypothesized attack is instantiatable isyhypothesis w.r.t. the raw audit
attributes. If the answer is positive, we derive an instdet filtering condition for this
filtering template. We then compute the actual filtering dbod as the conjunction of the
predefined filtering condition and all the instantiated fiitg conditions.

To validate a hypothesized attack, we can search throughatheudit records during
the time period when the hypothesized attack may have haplpand evaluate the filtering
condition using the values of the attributes of each rawtaedord. To continue Examples
4.17 and 4.19, we can generate the final filtering conditidrPastocol = ftp A DestIP =
152.1.19.5" to validate (or deny}FTP_Glob_Expansion6lf there is no ftp traffic associated
with the destination IP addre$52.1.19.5 between alertSCANNMAP_-TCP2andRsh3
i.e., the above filtering condition evaluates to False fbaatlit records, we can conclude
that theFTP_Glob_Expansion@attack is falsely hypothesized. As a result, the integrated
correlation graph in Figure 3 can be refined to the one in Eigur

A limitation of using filtering conditions is that human us@nust specify the conditions
associated with each hyper-alert type. It has at least twmiéations. First, it could be
time consuming to specify such conditions for every knovtack. Second, human users
may make mistakes during the specification of filtering cbads. In particular, a filtering
condition could be too specific to capture the invariant agntbre variations of a known
attack, or too general to filter out enough incorrect hypséise Nevertheless, we observe
that any filtering condition may help reduce incorrectly bifesized attacks, even if it is
very general. In our experiments, we simply use the prosoweér which the attacks are
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carried out and the inferred attribute values as filteringditions. It is interesting to study
how to get the “right” way to specify filtering conditions. Wl investigate it in detail in
our future work.

Another issue is the execution cost. To filter out a hypottezbattack with a filtering
condition, we have to examine every audit record during tréop of time when the attack
could happen. Though there are many ways to optimize theiftprocess (e.g., indexing,
concurrent examination), the cost is not negligible, eslgavhen the time period is large.
Thus, filtering conditions are more suitable for off-lineadysis.

4.6 Consolidating Hypothesized Attacks

In the earlier subsections, we investigated various teghes to hypothesize and reason
about missed attacks. However, our method has not conditter@ossibility that the same
attack may be hypothesized multiple times in different emts. As a result, an integrated
correlation graph may include too many hypothesized astagkough it is possible that
the same attack are repeated multiple times (as hypotligsimving too many uncertain
details reduces the usability of the integrated correfegi@aph.

Let us look at an example to see this problem more clearly.siden Figure 9, which
shows some hypothesized attacks resulting from the infegraf CG;, andCG, in Fig-
ure 1. AssumdCMP_PING.NMAP1, SCANNMAP_TCP2andRsh3all have the same
destination IP addred$2.1.19.5. SinceSCANNMAP.TCP2andRsh3satisfy the equal-
ity constraintSCANNMAP_TCP.DestIP= Rsh.DestIP based on the type graph in Fig-
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ure 4, we hypothesize two attack84AP_AuthenOverflow5and FTP_Glob_Expansion6
which both have the same destination IP addrggs1.19.5 derived through attribute
value inference. Similarly, alert€MP_PING_.NMAP1andRsh3satisfy the equality con-
straintiICMP_PING_NMAP.DestIP= Rsh.DestIPThus, we may hypothesize the follow-
ing four attacksSCANNMAP_TCP7, IMAP_AuthenOverflow§ SCANNMAP_TCP9and
FTP_Glob_Expansion10all with the same destination IP addré$2.1.19.5.

This example leads to two observations. First, it is possibat the hypothesized at-
tack instanceSCANNMAP_TCP7 is the same attack as reflected by the existing alert
SCANNMAP.TCP2 but it is also possible that the attacker launched two sepattacks.
Similarly, it is equally possible foMAP_AuthenOverflow5andIMAP_AuthenOverflow8
to be the same attack or two separate attacks. Second, halihgse hypothesized at-
tacks makes the integrated correlation graph complex dficidti to understand. Since the
hypothesized attacks are all uncertain, having multipjgdtiyeses for one attack does not
give more information. Indeed, if we consider the typicahbof attack hypothesis during
intrusion analysis, it is not critical to know how many timrgsattack has been used in one
step of attacks; instead, it is usually more important tovkmchether an attack has been
used or not.

Based on the above observations, we propose to consolltateypothesized attacks.
Specifically, we remove a hypothesized attack if it may haxenbdetected (as an existing
alert), or aggregate a set of hypothesized attacks if they Ineathe same attack. Our
approach is based on the “consistency” between a hypo#teattack and an alert, or the
“consistency” among hypothesized attacks. Informallyetacs hypothesized attacks are
consistentif they could be the same attack, and a hypothesized attacnsistentvith an
alert if this hypothesized attack could have been deteatdaeflected as the alert.

We first look at the consistency between a hypothesizedadtaat an alert by examining
their attack types, attribute values, and timestamp infdion. Once a hypothesized attack
ty, is identified as consistent with an alertve subsume, into ¢ by mergingt;, andt (as
well as the duplicated edges resulting from this merge).

In the following, we first clarify the consistency relations

Definition 4.20. A hypothesized attaal is consistenwith an alertt if (1) ¢;, and¢
are of the same type, (2) #f, andt both have specific values on the same attribute, these
two values are the same, and (3) the timestamp,dhcludes the timestamp df(i.e.,
tp.begin_time < t.begin_time A ty.end_time > t.end_time).

The consistency among a set of hypothesized attacks carfihedia a similar way.

Definition 4.21. A setH, = {t1,ta,---,t,} Of hypothesized attacks monsistenif
(1) all hypothesized attacks ifi}, are of the same type, (2) if more than one hypothesized
attacks inHj, have specific values on an attribute, then all these values baithe same,
and (3)min{t;.end_timeli = 1,2,...,n} > max{t;.begin_timeli = 1,2,...,n} (i.e., the
intersection of all the interval-based timestamps is ngitgin

The intuition behind Definition 4.21 is that a set of hypotihed attacks are consistent
if they have the same type, their attribute values do not imndéind the possible ranges of
their interval-based timestamps overlap.

Figure 10 outlines an algorithm to consolidate hypothesatacks. Step 1 groups
all hypothesized attacks based on their types. Step 2 stapiocess each group. This
processing can be divided into two stages. The first stagpg& through 5) reduces the
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Algorithm 4. Consolidating Hypothesized Attacks
Input: A setS of alerts and a se&f}, of hypothesized attacks.
Output: A setSj, of hypothesized attacks after consolidation.
Method:
1. PartitionS}, into groups such that the hypothesized attacks in each draupthe
same type.
2. For each group}, in S,
3. For each hypothesized attack in G,
4, If ¢;, is consistent with an alettin S then
5. Remove,, from G}, and merge;, with t.
6. If G}, is not emptythen
7. PartitionGG}, into maximal subgroups such that the hypothesized attacks i
each subgroup are consistent.
8. Replace each subgrodp, with a hypothesized attadl with the same type.
9. For each attribute:; of ¢,
10. If there exists a hypothesized attafke G, that has a specific value an
11. letty,.a; = t;L.ai,
12. eselett;.a; = Unknown
13. Addty, into Sj,.
14 Output Sj,.
End.

Fig. 10. Algorithm to consolidate hypothesized attacks

hypothesized attacks based on the consistency relatitws®e hypothesized attacks and
alerts. The second stage (steps 6 to 13) partitions eaclp gfduypothesized attacks into
subgroups so that all attacks in each subgroup are cortsistarsolidates each subgroup
into one hypothesized attack, and instantiates the attsbof the hypothesized attack if
they are inferable. Step 14 finally outputs the consolidaggsion of hypothesized attacks.

Consolidating hypothesized attacks helps reduce the nuaflwértual nodes in an in-
tegrated correlation graph. To get a concise attack sagrthg following job is to merge
the virtual edges associated with those hypothesizedkattaging consolidated. This is
trivial: If a hypothesized attack, is consolidated based on an algrthen all virtual edges
related tot;, should be re-directed tb Likewise, given a sef$;, of hypothesized attacks,
if all attacks inSj, can be consolidated into a hypothesized attackhen all virtual edges
related to the hypothesized attackssinshould be re-directed t,.

Our consolidation technique is effective in reducing thee 9f integrated correlation
graphs. For example, in one of our experiments, we have tidased 137 hypothesized
attacks into5 ones. However, we shall point out that, after consolidateath hypothe-
sized attack may correspond to multiple instances of miattadks. In other words, each
hypothesized attack in an integrated correlation graphdeéd a place-holder for one or
several possible attacks.

5. EXPERIMENTAL RESULTS

We have implemented all the techniques we discussed in #gerp In our implementa-
tion, we used Java as the programming language, and Mitr8&df Server 2000 as the
database to store the hyper-alert types, the alert dateasetshe analysis results. We as-
sume the NCSU Intrusion Alert Correlator version 0.2 [CuD2is used to correlate IDS
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alerts into correlation graphs. To validate the hypottregbiattacks using raw audit data,
our implementation uses Ethereal (versioh 14) to extract audit attribute values from the
raw tcpdump file (i.e., the network audit data). Finally, vee GraphViz [AT & T Research
Labs ] to visualize the integrated correlation graphs.

To examine the effectiveness of the proposed techniquepewiermed a series of ex-
periments using one of the 2000 DARPA intrusion detectie@nacio specific data sets,
LLDOS 1.0 [MIT Lincoln Lab 2000]. LLDOS 1.0 contains a serigkattacks in which
an attacker probed, broke-in, installed the componentssseey to launch a Distributed
Denial of Service (DDOS) attack, and actually launched a [Sx@ack against an off-site
server. The network audit data were collected in both the &¥d the inside parts of the
evaluation network. We used RealSecure Network Sensolrd€rfiet Security Systems
] as the IDS sensor to generate alerts, which are then cterdelsy the NCSU Intrusion
Alert Correlator into correlation graphs.

On constructing the type graph for the experiments, we densill attacks (represented
as hyper-alert types) in the data sets that can be detectBadipecure Network Sensor
6.0. The specification of these hyper-alert types is giveFainle I, the implication rela-
tionships between predicates are shown in Table IV, andyfheedraph is given in Figure
11. For space reasons, we did not put the isolated nodes dtiteswhich do not have
edges connecting to them) into the type graph.

To test the ability of our techniques to hypothesize andaeadout missed attacks, we
dropped allSadmindAmslverifyOverflowalerts that RealSecure Network Sensor detected
in LLDOS1.0 data set. As a result, the attack scenarios ltealrtrusion Alert Correlator
output before dropping these alerts are all split into midtparts, some of which become
individual, uncorrelated alerts. In our experiment witkide traffic of LLDOS 1.0 data set,
before droppindgsadmindAmslverifyOverflowalerts, we only got one correlation graph.
After dropping, however, this correlation graph was diddeto four parts. Figure 12
shows all these four correlation graphs.

Now let us focus on the correlation graphs in Figure 12. Whatsiwould do first is
to determine if two correlation graphs can be integratede 3écond step is to perform
hypotheses, inference, validation and consolidation.tir@isake of presentation, we first
consider integrating two correlation grapfi&/. (Figure 12(c)) and’' G (Figure 12(d)).

As mentioned earlier, if two alerts in two different corrida graphs satisfy at least one
equality constraint associated with their types, we canlinenthese correlation graphs
together. Since the destination IP addresses of BaitmindPing67343(in CG.) and
Rsh67553in CG,) are172.16.112.50, they satisfy the constrair@admindPing.DestIP
= Rsh.DestIPThus, it is easy to se€G. andC G, can be integrated together.

Based on the type graph, we can easily hypothesize thattieasaof HTTP_Shells
FTP_Put and SadmindAmslverifyOverflowcould have been missed by the IDS sensor.
For example, there could be variations ®dmindAmslverifyOverflow betweenSad-
mind Ping and any lateiRshalert. By reasoning about the hypothesized attacks using
equality constraints, we can reduce the hypotheses of chiasacks. For example, the
destination IP address &admindPing67343is 172.16.112.50, which is different from
either the source or the destination IP addresR«i67543 Thus it is easy to seBad-
mind Ping67343Xannotindirectly prepare foRsh67543hrough a variation of attacRad-
mind AmslverifyOverflow After missed attack hypotheses and reasoning, we perfoerm a
tribute value inference. For example, a hypothes&admindAmslverifyOverflowattack
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Table 1lI. Hyper-alert types used in our experiments (Thieasdact attributes for each
hyper-alert type i SrcIP,SrcPort,DestIP,DestPdixt

Hyper-alert Type Prerequisite Consequence
Admind
DNS_Hinfo ExistService(DestIP,DestPort) {GainOSInfo(DestIP)

Email Almail_Overflow

ExistService(DestlP,DestPort)
AVulnerableAIMailPOP3Server(Destl

D

~

{GainAccess(DestIR)

EmailLDebug ExistService(DestIP,DestPort) {GainAccess(DestIR)
ASendMailinDebugMode(DestlIP)

EmailEhlo ExistService(DestIP,DestPort) {GainSMTPInfo(SrclIP,DestIR)
ASMTPSupportEhlo(DestIP)

EmailTurn ExistService(DestIP,DestPort) {MailLeakage(DestIP)
ASMTPSupportTurn(SrclP,DestIP)

FTP_Pass ExistService(DestIP,DestPort)

FTP_Put ExistService(DestIP,DestPort) {SystemCompromised(Dest[P|
AGainAccess(DestlP)

FTP_Syst ExistService(DestIP,DestPort) {GainOSInfo(DestIP)

FTP.User ExistService(DestIP,DestPort)

HTTP_ActiveX ActiveXEnabledBrowser(SrclIP) {SystemCompromised(SrclP)

HTTP_Cisca CatalystExec

CiscoCatalyst3500XL(DestIP)

{GainAccess(DestIR)

HTTP Java

JavaEnabledBrowser(SrclIP)

{SystemCompromised(SrclP)

HTTP_Shells

VulnerableCGIBin(DestIP)
AOSUNIX(DestIP)

{GainAccess(DestIR)

MstreamZombie

SystemCompromised(DestIP)

{ReadyForDDOSAttack(SrclP

AGainAccess(SrclP)

ASystemCompromised(SrclP) ReadyForDDOSAt-
tack(DestIP}
PortScan {ExistService(DestIP,DestPo}
RIPAdd
RIPExpire
Rsh GainAccess(DestIP) {SystemCompromised(DestIP|

SystemCompromised(SrclpP)

SadmindAmsiverify_Overflow

VulnerableSadmind(DestIP)
ANOSSolaris(DestIP)

{GainAccess(DestIR)

SadmindPing OSSolaris(DestlP) {WulnerableSadmind(DestIP)
SSHDetected

StreamDoS ReadyForDDOSAttack {DDOSAgainst(DestIP)
TCP_UrgentData {SystemAttacked(DestIP)
TelnetEnvAll {SystemAttacked(DestIP)
TelnetTerminaltype {GainTerminalType(DestIR)
TelnetXdisplay {SystemAttacked(DestIP)

UDP_PortScan

{ExistService(DestIP,DestPo}

betweerSadmindPing67343andRsh67553as the destination IP addres®.16.112.50.
The hypothesized attacks are further validated using thetalit data. For example, in
our experiments, the filtering condition for (variationg &fTP_Put is protocol = ftp
plus all the inferable attributes. All the hypothesizedhelts are then checked using
the extracted values of audit attributes from audit recdretsveen the alerts that result
in the corresponding hypothesized attacks. For examplesesech all the pre-fetched
packet information betweeBadmindPing67343andRsh67553or Sadmindoackets (re-
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Table IV. Implication relationships between the predisate

Predicate Implied Predicate
ExistService(IP,Port) GainInformation(IP)
GainOSiInfo(IP) GainInformation(IP)
GainOSinfo(IP) OSSolaris(IP)

0SSolaris(IP) OSUNIX(IP)
GainSMTPInfo(SrcIP,DestIP) SMTPSupportTurn(SrclP,DestIP)
GainAccess(IP) SystemCompromised(IP)
SystemCompromised(IP) SystemAttack(IP)
ReadyForDDOSAttack(IP) ReadyForDDOSAttack

Sadmind_Ping67341 Sadmind_Ping67286 FTP_Syst67243 Sadmind_Ping67343

(@) CGa (b) CGy (©) CGe

5.
<

Rsh67558
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Sy R
il >
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D -
‘( Mstream_Zombie67777

=
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0

Rsh67538 ’

d)CGy

Fig. 12. Four correlation graphs constructed from LLDOSidde traffic
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Fig. 13. The integrated correlation graph constructed ft@OS 1.0 inside traffic

lated to the hosi72.16.112.50) in order to validate a hypothesized (variation 8@d-
mind_ AmslverifyOverflowattack. Finally we can get the integration result (withoo-c
solidation) on correlation graplisG. andCGj.

We continue the above process to integrate the resultinglation graph with addi-
tional ones CG,, in Figure 12(a) and’G,, in Figure 12(b)). The alerts in these two graphs
are SadmindPing67341and SadmindPing67286 respectively, which are both uncorre-
lated alerts. As a slight difference, several instancdsTét_Put are hypothesized during
both integration processes, but all of them are invalid¢aéet using the extracted audit
information. In other words, we find nftp activities involving the corresponding host
during the time frame when the hypothesized attacks mighpéa. Figure 13 shows the
integrated correlation graph after the hypothesized kdtace consolidated. The consoli-
dation reduced the number of hypothesized attacks fromtal3guo 5. In the integrated
correlation graph shown in Figure 13, the hypothesizedkdtare shown in gray, and are
labeled by the corresponding hyper-alert type followed by to distinguish between
different instances of the same type of attacks.

Now let us examine the integrated correlation graph in FEdl8. According to the de-
scription of the data sets [MIT Lincoln Lab 2000], the th&sdmindAmslverifyOverflow
attacks and therepare-forelations between these attacks and the other alerts are hy-
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Fig. 14. Experimental results using the DMZ dataset in LLDO®

pothesized correctly. However, tf&'P_Put and HTTP_Shellsattacks are hypothesized
incorrectly.

We also performed the experiments using the DMZ data set DQE 1.0. Similar to
the inside data set, we deliberately droppedsaltimindAmslverifyOverflowalerts from
those generated by RealSecure Network Sensor 6.0. Usingpgblegraph in Figure 11,
we generated three integrated correlation graphs in Fitiiyén which hypothesized at-
tacks are shown in gray. Based on the attribute value infereme know the destination
IP addresses @admindAmslverifyOverflow4 SadmindAmslverifyOverflow5and Sad-
mind_AmslverifyOverflow6are172.16.115.20,172.16.112.10and172.16.112.50, respec-
tively. Similarly, the destination IP addresstéT TP_Shells2s 172.16.112.50. According
to the description of data sets [MIT Lincoln Lab 2000], ®&dmindAmslverifyOverflow
attacks are all hypothesized correctly, while HHETP_Shellsattack is hypothesized incor-
rectly. These experiment results (including LLDOS 1.0desand DMZ data sets) indicate
that though the proposed techniques can identify missadlatt they are still not perfect.
Nevertheless, the proposed techniques have already esd#szllimitation of the under-
lying IDSs.

The experimental evaluation reported in this paper is ptdlliminary, though it has
demonstrated the potential of the proposed techniquesrifeefr understand the capability
of these techniques, a more detailed, quantitative evahuet required.

6. CONCLUSION AND FUTURE WORK

In this paper, we presented a series of techniques to cahstigh-level attack scenarios
to facilitate the analysis of intrusion alerts. Our apploidased on a key concept: equal-
ity constraint, which captures the intrinsic relationshiygtween possibly related attacks.
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Moreover, to reason about hypothesized attacks, we desglogchniques to compute
equality constraints that indirectly related attacks nsasisfy. We proposed to further in-
fer attribute values for hypothesized attacks and validgpothesized attacks through raw
audit data. Finally, we presented a technique to conselidgbothesized attacks to gener-
ate concise representations of attack scenarios. Ouriexgral results demonstrated the
potential of these techniques.

Though the proposed techniques are aimed at improving IB&®ction results, the
actual performance is still limited by the performance ofH In the worst case, if the
IDSs miss all attacks, or all alerts are false ones, the m@ptechniques will not perform
well. Fortunately, our preliminary experiment has showms@romising results for the
current generation of IDSs. We expect the proposed techrigill generate better results
as the performance of IDSs is improved.

This paper is a starting point for improving intrusion dei@e through alert correlation.
There are still a number of problems that are worth additiamaestigation. One such
problem is the granularity in which the attacks are moddligtie representation of attacks
is too specific, the type graph may not be general enoughdw dlie hypotheses about
variations of missed attacks. If the representation is &wegal, some causal relationships
may not be captured in the type graph at all. More researckdsssary to understand the
best way to model attacks in the proposed framework.

Hypothesizing attacks is essentially making guesses afioait could be missed by the
IDSs. Obviously, even a good solution may lead to incorrgioltheses. It is critical
to have other means to validate the hypotheses. We will figags additional informa-
tion sources (other than the raw audit data) and techniquealidate and reason about
hypothesized attacks.

The evaluation of the proposed techniques in this papeiligpgtliminary. Besides
the lack of data sets for evaluation, another technical lprokis how to quantitatively
evaluate the quality of hypothesized attack instancesghvimay have specific values on
someattributes, as well as the hypothesized causal (pepare-foyrelations. We will
seek solutions to this problem in our future research.
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