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Abstract system for mobile devices, it is highly undesirable to have

a GPS receiver on every sensor node due to the cost rea-

To support a wide variety of applications ranging from sons. Moreover, in some situations such as indoor sensor
military surveillance to health care clinic monitoring, a network applications, GPS may not be used. This creates
wireless sensor network must obtain accurate location for a demand for efficient and cost-effective location discpver
each sensor. A number of localization schemes have beemlgorithms in WSN.
developed to allow each sensor node to acquire its location. There has been intensive investigation of localization
However, most of these techniques assume benign envirorntechniques that do not entirely depend on GPS in recent
ments, and thus cannot survive malicious attacks in hostileyears. Such techniques use some special nodes eadled
environments where external and/or compromised nodeschors which know their own locations, to help the other
may launch attacks. This paper proposes a new computanodes discover locations. Existing localization schenags ¢
tionally efficient and resilient localization scheme based  be classified intoange-basede.g., [4,16,19]) orange-free
the clustering of benign location reference anchors. More- techniques (e.g., [1, 5, 14, 17]). Range-based localizatio
over, this paper reports both simulation and field experi- uses Received Signal Strength Indicator (RSSI), Time of
ments using a test-bed of MICAz motes performed to com-Arrival (TOA), or Time Difference of Arrival (TDOA) to es-
pare the proposed approach with several recent secure lo-timate the distance between the node that needs to discover
calization schemes. The experimental results demonstratéts location and each reachable anchor, and estimates the
that the proposed scheme has the fastest execution tim@ode’s location based on these distances and the anchors’
among all resilient localization schemes that can be usedlocations. To reduce the demand on sophisticated hardware,
for the current generation of sensor platforms (e.g., MICA computing power, and energy, range-free localization does
series of motes). not rely on physical distance measurement, but uses other

means (e.g., centroid of all reachable anchors [1], overlap

Keywords: Localization, wireless sensor networks, ro- of triangles formed by reachable anchors [5], or hop counts
bustness and attack resiliency from anchors [17]) for location estimation.

WSN may be deployed in hostile environments, and lo-
calization may become the target of attacks due to its im-
portance. The threats to WSN localization in a hostile envi-

Wireless sensor networks (WSN) have found a great va-ronment mandates the developmenseture and resilient
riety of applications ranging from health monitoring in the |ocalization algorithms. Further, due to the resource con-
civilian world to military surveillance and reconnaissanc straints of a typical sensor node, the secure and resilient
Location information is the key to many networking proto- algorithm has to befficientin terms of computation and
cols such as geographical routing protocols or geographicmemory requirement.
data-centric storage, to applications such as targettrack Among recent developments of secure and resilient lo-
ing and environmental monitoring. To support these pro- calization schemes for WSN [2, 8-12], attack-Resistant
tocols and applications, nodes in WSN need to acquire andviinimum Mean Square Estimation (ARMMSE) was first
maintain accurate location information. Although Global published in [12], and later an improved algorithm called
Positioning System (GPS) is a popular outdoor localization Enhanced ARMMSE (EARMMSE) [11]. It is based on the

, , . _ observation that a location reference introduced by a mali-
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Foundation under grants CAREER-0447761 and CNS-0430223. it is aimed at misleading location estimation. Thus, AR-

1 Introduction




MMSE uses the “inconsistency” among the location ref- the implementation and the experiments of the proposed
erences provided by anchors to identify the malicious in- schemes as well as several other resilient localization
jection, and discard them before making final location esti- schemes through both simulation and field experiments.
mation. The voting-based location estimation [11, 12] has Section 5 concludes this paper and points out some future
each location reference “vote” on the locations at which the research directions.

node of concern may reside, on a grid of cells. It then se-

lects the cell(s) with the highest vote and use the “center’2 Assumptionsand Threat M odel

of the cell(s) as the estlmated_ I_ocann. I." etal. .[10] Stutli We first clarify our assumptions and threat model to fa-
and developed an attack resilient location estimator basedCiIitate the discussion. We assume that a WSN consists of
on Least Median of Squares (LMS). The idea is to draw '

random subsets of data from the original data pool for indi- a large number of regular sensor nodes (e.g., MICA motes)

. S . . that need to estimate their locations and a small fraction of
vidual subset estimation and then combine these estimates . !

L . Special anchors that are location aware (through, e.g., GPS
based on estimation quality. There are several other securé

and resilient localization techniques, including SeRLE; [ feceivers or manual configuration). We assume that the an-

SPINE [2], and ROPE [8]. However, SeRLoc requires di- chors are roughly uniformly dlstr|but¢d in thg ne_two_rk, and
. ; each regular sensor node can obtain localization informa-
rectional antenna on sensor nodes, SPINE requires nano-

: o t&on from a sufficient number of anchors. For simplicity,
second scale time synchronization among sensor nodes, an

ROPE, which is an integration of SeRLoc and SPINE, re- we assume that a WSN operates on a 2-dimension plane,

o LT .. though the algorithms investigated in this paper can all be
quires both directional antenna and nano-second scale time . . . . I
used for 3-dimension space with slight modification.

synchronization. These requirements cannot be met on the TR
. . We focus on range-based localization in this paper. A
current generation of sensor platforms such as MICA series . . .
regular node gets two pieces of information from each an-

of motes. . . . o
chor that it communicates with for localization purpose:

Given the severe resource constraints (e.g., limited com- . .
uting power, depletable battery power) of the current gen_the_locatlon of the anchor and th_dlstancebetwe_en them.
P ’ While the location of an anchor is usually provided by the

eration of sensor platforms, a usable resilient localizati . ) o .
! . . - anchor directly in a localization packet, there are mutipl
scheme must be lightweight and computationally efficient. . .
ways to obtain the distance between them, for example,

In this paper, we develop a novel computationally efficient using RSS!, ToA, or TDOA. We assume a sensor network

and resilient localization scheme, which is more efficient . . .
. . : may use any method to obtain these two pieces of infor-
than all the previous approaches with bounded location es-___7. : L
mation. Following [11, 12], we refer the localization in-

timation error similar to the previous approaches. The COM- - \ation obtained from an anchor atoaation reference

putation efficiency and attack resiliency make the proposed : . i
; . represented as a triple;, y, d), where(z, y) is the coordi-
approach suitable for resource constrained sensor nodes, : : ;
L . N Nate of the anchor, andis the estimated distance to the an-
This is our first contribution in this paper. . .
. ) chor node. We assume there may be errors in the estimated
With the exception of [11, 12], all the other approaches

. distances. However, when there is no malicious attacks,
have not been validated on real sensor platforms. To evalu-

ate and compare the new algorithm with existing schemes all distance measurement errors are bounded,hy. i.e.,
. P '9 . 9 "—€maz < € < €maz, Wheree is any distance measurement
we implemented all the resilient localization schemes that

can be used for the current aeneration of sensor platform error obtained in attack-free environments. Based on the
9 P Jocation references received from multiple anchors, a+egu

in TinyOS, and perform extensive evaluatlc_)n and_ cOmpan- .+ sensor node runs a localization algorithm to estimate it
son of all these approaches through both simulation and ex-

. . . own location.
periments in a test-bed of MICAz motes. In particular, our o
: . . : . We assume that all localization related packets are au-
implementation offers a readily available code base for in-

tegration into location-aware WSN applications. This is ou thenticated (e.g., using TinySec [7])and that each anchor

second contribution in this paper. Our experimental result can be uniquely identified. This can be achieved using key

S .management schemes to provide unique pairwise keys for
demonstrate that the new approach proposed in this paper is;. . X

. different pairs of nodes (e.g., TinyKeyMan [13], random
fastest among all the ones evaluated. For complete simula-

tion and experimental results, please refer to full versibn pairwise keys scheme. [3). Moreover, each regular node
this paper [20]. uses at most one location reference from each anchor.

The rest of this paper is organized as follows. The next We consider both external and insider attacks. When

. . . launchingexternal attacksthe adversary does not control
section describes our assumptions and threat model. Sec- 9 ks y

tion 3 discusses the cluster-based minimum mean squar any valid node in the network. Though message authen-

estimation (CMMSE) algorithm for secure and resilient lo- Tication is effective in preventing the adversary from forg

R . ing localization related packets, it cannot stop all exiérn
calization in wireless sensor networks. Section 4 presents .
attacks. For example, the adversary may replay previously



intercepted localization related packets captured aedifft Obviously the basic MMSE method cannot deal with
locations. Moreover, the adversary may launch wormhole malicious location references, since it can’t distinguasil
attacks by creating low latency and high bandwidth com- discard faulty location references from malicious nodes. A
munication channels between different locations in the net resilient algorithm needs to filter out malicious locatieftr
work. The adversary may compromise anchors and launcherences and uses the good location references to perform
insider attackssuch as reporting incorrect locations, or ma- localization.
nipulating the transmission of localization related paske Based on the assumption of majority benign anchor
(e.g., by using overly high or low transmission power if nodes, the ARMMSE approaches developed in [11,12] run
RSSI is used for distance measurement). The adversarynultiple rounds of basic MMSE operations to search for
may jam the communication channel to launch Denial of the largest consistent benign location reference set. The
Service (DoS) attacks. However, we assume that the ad-ARMMSE approaches start from the whole set of location
versary cannot constantly jam the communication channelreferences, and runs MMSE based consistency check to fil-
without being detected and removed. Under both externalter out malicious ones iteratively. This is inefficient ®nc
and insider attacks, the adversary may convince regular senMMSE calculation involves many matrix operations. The
sor nodes to accept malicious location references. Howeverlarger the set of location references, the more costly the
a regular node will accept at most one location referenceMMSE calculation.
from each compromised anchor or benign anchor whose To achieve a higher computational efficiency, our
localization packets are manipulated by the adversary, re-scheme takes an opposite approach by growing the largest
gardless how the adversary launches the attacks. Finallyconsistent set from two randomly chosen location refer-
we assume there are more benign anchors than colludingnces (as the seed). If the two seeds selected are benign,
malicious anchors. we can grow the largest consistent location reference set
The primary objective of any secure and resilient lo- within one round by go through each remaining location
calization scheme is to ensure that adversaries cannot inreference, using the MMSE threshold. Thus efficiency of
troduce arbitrary localization errors under the above as-this scheme depends on how quickly two benign location
sumptions. Moreover, we would like to establish a good references can be selected. When the percentage of benign
resiliency with the least computation overhead. In other ones is high, two benign seeds can be chosen quickly. An-
words, we would like to develop light weight location es- other important feature of this algorithm is that any MMSE
timation algorithms that can provide reasonably good loca- calculation is only performed on three location references
tion estimate with the presence of injected errors from ma- As a result, the calculation can be performed very quickly.
licious anchors. Furthermore, we develop a variation of the cluster-based al
gorithm, which can provide a location estimation once more
3 Cluster-Based Minimum Mean Square Es- than half of benign location references are fpund. This pro-
. . vides further speedup of the algorithm. Section 3.2 pravide
timation (CMMSE) a detailed analysis on the performance of this new approach.
In this section, we present a new secure and re-

silient localization scheme, calle@luster-Based Mini- 311 Algorithm

mum Mean Square Estimation (CMMSHhis approach  oyr CMMSE algorithm is based on the examination of lo-
achieves higher efficiency than existing approaches whilecation reference triplets. Giveh location references re-
providing comparable resilience against malicious l@tali  cejved, there are a total ¢f) possible triplets (of location
references. Similar to a previous work, ARMMSE [12], yeferences) that can be formed. If there are no malicious lo-
CMMSE is based on the Minimum Mean Square Estima- cation references, any one of ttfJ triplets may provide a

tion (MMSE) method proposed in [19]. good location estimate. However, due to malicious attacks,
a triplet may have 0 to 3 malicious location references. It is
3.1 CMMSE: Achieving High Efficiency obvious to see that with a total kflocation references and
A malicious anchor can provide an arbitrary location ref- Mmalicious ones( 5") triplets are free of malicious loca-
erence by either changing its declared locatien,) or ma- tion references, anfl}) triplets contain malicious location

nipulate the distance measurement (e.g., by changing theeferences only. The rest of tifg) — (7)) — (*;™) triplets
transmission power if RSSI is used). When both benign may contain one or two malicious location references each.
and malicious location references co-exist and the maigcio Each triplet of location references provides a location
nodes inject arbitrary location reference errors, the mini estimate(z, ) and an associated minimum MSE. In the
mum MSE obtained with an MMSE method will exceed the case of a benign triplet, the minimum MSE is bounded by
normal MSE bound, giving us an opportunity to discover measurement erref, ... (Note that when an approximated
and discard malicious location references. MMSE method such as [19] is used, a set of three approxi-



mately co-linear location references will lead to large imin
mum MSE. We will address this problem with an expansion
phase, as discussed later.) If all three location refereimce
a triplet are malicious and colluding with each other, the

consistent sef’. Otherwise, it is not consistent with
the two seeds and is placed in the Bet

After completing the above steps in Phase |, we split the

minimum MSE may also be bounded because of the con-0riginal sets of location references into the consistentGet
sistency of the three location references. However, when acontaining the two seeds and all nodes consistent with them,

triplet has both benign and malicious location references,
non-colluding malicious location references, the minimum

and the leftover sel = S inconsistent with the seeds.
Phase II: Expansion of Consistent Set. During phase

MSE is no longer bounded, and can be arbitrarily large due|, a location reference is placed into the leftover5ethen

to the injected error.

Based on the above intuitiorCluster-Based MMSE
(CMMSE)uses a simple MMSE threshold test to identify
consistent triplets, and to form a consistent referenctoset
the final location estimation.

The algorithm runs in rounds. In each roundialet
formation and examinatiophase is used to identify the
consistent set of location references.
method [19] is used to perform location estimation. As dis-

the minimum MSE is greater than the bousig, . As men-
tioned earlier, the basic MMSE method may generate large
calculation error when the three corresponding anchors are
approximately collinear. In the expansion phase, each lo-
cation reference in the leftover sktis checked against the
whole reference set' to see if theseC| + 1 location ref-
erences will generate a minimum MSE lower thdp, .. If

The basic MMSE yes, it is added int@'. Any benign location reference mis-

takenly rejected in phase | due to the approximate error can

cussed earlier, the minimum MSE of a benign triplet may be be recovered.

greater than the MSE bound due to the algorithm’s approx-

After the execution of these two phases in one round,

imation error when the three reference anchors are closehere are two possible outcomes:

to be collinear. To address this issue, a secexyhnsion

phase may be used to examine and include those benign lo-

cation references removed incorrectly in phase I.

For the sake of presentation, we denote the set of all input

location references &, and the set of location references
to use for the final location estimation &s

Phasel: Partitioning S via Triplet Formation and Ex-
amination.

1. Settwo set§’ andL both as empty sets.

2. We randomly select two location referenecgsandr;
as the seeds, and perforrp@ximity checlas follows:
Assuming thatd; andd; are the measured distances
from the node to be localized to the two anchors and
that the maximum radio signal rangeds, ..., if d; +
d; < 2%(dmazte€mas), 71 andrg are accepted as seeds
and put intoC. Otherwise, reject these two seeds and
repeat this step.

The rationale for this check is that two benign anchors
from which a regular node receives localization ref-
erences cannot be more thas,,., away from each
other.

. Using the two seeds andr;, we examine each of the
remaining location referencesfhone by one. Specif-
ically, for each remaining location referengen S,
it forms a triplet along with the two seeds andr,.
Following the basic MMSE method [19], we calcu-
late the location estimation and its corresponding mini-
mum MSE. If the minimum MSE is smaller thap,, .,
the three anchors are consistent, and wergato the

1. |C| > %. In this case, there ar€ has more tharg
consistent location references. Under the assumption
that there are more benign location references than the
malicious ones, we have obtained the benign set and

can use it to perform the final location estimate.

2. |C| < £. In this case, we fail to grow a consistent
set larger tharg. We then remove the two seeds
andr, from S, since they cannot be used to form a
consistent majority from the input location references.
If S| > % we start a new round by repeating Phase
| and Phase Il. Otherwise, there is no chance to form
a consistent majority based on the input, and thus the

algorithm terminates.

Quick CMMSE (QCMMSE): A Variation. To reduce
execution time and reduce computation load, we can stop
examining the remaining location references once we have
obtained more tha|§ consistent location references. This
leads to the QCMMSE variation of the proposed scheme.
Specifically, we keep track of the size 6fin both Phase |
and Phase II. We terminate the algorithm whenévdras
maz{3,|£ + 1]} consistent location references, and then
useC for the final location estimation. This variation fur-
ther speeds up CMMSE, with a trade-off of a slightly in-
creased location estimation error.

3.2 Complexity

Each round of CMMSE is of complexitp(k), given
k location references. We only need to run one round if
the first two seeds selected are benign. Otherwise, multiple
rounds are needed until two benign seeds are selected. Ob-



viously, the number of rounds required depends on the num-(that can be verified cryptographically) can be sent. Never-
ber of malicious location references. A malicious location theless, because of the unique pairwise key shared between
reference is in general not consistent with a benign one, andany two nodes, each node will accept at most one location
will not be selected as a seed along with a benign one. Thusreference from each (potentially compromised) anchor.

for mmalicious location references, at m¢&t 41 rounds Similar to all previous work [2,8-12], our scheme relies
are needed in the worst case when each round selects twon the assumption that the majority of the location refer-
colluding malicious location reference as the seeds. FBhisi ences are benign. If two colluding location references are

possible probabilistically, but highly unlikely. selected as the seeds, they will eventually be removed since
We can derive the probability of correctly selecting two they cannot grow a majority consistent set. The adversary
benign seeds at rounds follows: has to either increase the number of colluding malicious

(k—m) % (k—m—1) nodes or reduce the number of benign nodes in order to sab-

p(l) = ko (b= 1) , otage our localization scheme. For example, the adversary
may jam the message sent by benign anchors. This can ef-

and fectively reduce the set of benign location references. Whe
) ) the malicious colluding set has more nodes than the benign

p(i) = (k—m — (? — D) x(k—m— (_Z —D-1 set, our algorithm fails. Dealing with physical layer aksc

(k—2x(-1))x(k-2x(-1)-1) such as jamming or MAC layer denial of service attacks is
il (k—m—(j—1))x(k—m—(j—1)—1) outside the scope of this paper. There are techniques such
H <1 T k-2x(-1)x(k—-2x(G-1)—1) ) as spread spectrum communication, special coding, and fre-

=t guency hopping that can provide an efficient mechanism to

wheni = 2.3,..., [ 5 + 1]. In this equation, the first part  shield the physical layer against jamming attacks.
represents the probability of picking two benign location  Other possible attacks include wormhole attack [6] and
references in round, and the second part represents the Sybil attack [15]. We discuss them next.

probability of not being able to pick two benign seedsinthe  \wormhole Attack: A wormhole is a direct tunnel be-
previous rounds. The average number of rounds required tyeen two points in the network established by the adver-

find the complete set can be foundgéflﬂj p(i) X i. sary [6]. Under normal network operations, there is no di-
The average round required depends on the number ofrect link between these two points due to the communica-

malicious location references. For example, wkesa 19, tion range or other constraints. The direct wormhole link

m = 3, the average number of roundslis6. Whenm in- is established by the adversary with the intention of eaves-

creases t®, the average number of rounddli®1. With no dropping and recording messages at one end (origin) of the
or a few malicious location references, CMMSE can finish wormhole link and replaying them at the other end (desti-

fairly quickly. nation).
The wormhole attack can be launched against our local-
3.3 Security Analysis ization scheme, but it will not be effective. When a remote

This section provides the security analysis of our local- location reference beacon is replayed at local neighbathoo

ization scheme. We show that our scheme can tolerate ar-the Iocation_c_oordinatesg@/) in _the replayed message re-

bitrary false messages introduced by compromised anchor%lec.tlS thet E)hrlg;)nal anch_or Iolcattlon. tme attagkelr rtnz?r/]grc?."
as long as the benign anchors constitute the majority of all rartly set the beacon signal strength to manipuiate the dis
reachable anchors tance measurement. But the distance manipulation is lim-
' . . ited by the maximum anchor transmission range, and thus
Based on our assumption that the location reference mes- : . L .
sages are cryptographically protected, an adversary cannay not be consistent W.'th the (_)r|g|nal anghorcoordlna_tes.
not launch attacks simply by forging or modifying loca- (Indeed, as pomte@ outin [12], if the mampulated Iocgno_n
tion reference messages without the knowledge of Correctrefe_rence IS conS|§ten_t with the other bgmgn ones, it will
cryptographic keys. The adversary only has two ways to not introduce localization error.) In addition, the repddy

launch attacks: replay location reference messages eaptur a_nchor co_ordmates also conflict with the local _an_chor coor-

: - . dinates (since they are not supposed to be within the same
in other places, and send malicious location reference mes-communication range to the node to be localized). As a
sages through compromised anchors. The first case is in- 9 '

deed equivalent to a compromised anchor claiming to be inreSUIt’ the minimum MSE wil excged the measur(_ement er
the same location as the original transmission locatiohef t ror bound, and the malicious location reference will be dis-
captured location reference message. Thus, we will focuscarded' . . .

our attention on attacks launched from compromised an- For multiple remote location references to form a consis-

chors. In this case, once the adversary has access to the ke}gnt set, thesolvelrsa:]y nott onlylhastrt]o rep[[aé/_;fhesetrleferclarlwc
on a compromised anchor, arbitrary but legitimate messagegnessages, ut aiso has to replay them at difierent local lo-



cations mirroring the same geographic layout at the origin experiments, we set,,,, = 7.4feet andT = 0.8¢ =
site. Otherwise, the replayed remote messages cannot forn3.92 feet. We set the number of cell&/ for the voting-
a complete consistent set and will be detected. Thus, a simbased scheme @& = 100 and M = 225. For the LMS
ple wormhole link can not effectively disrupt our localiza- scheme [10] we set the subset size- 4.
tion scheme.

Sybil Attack: The adversary can launch a Sybil attack 4.2 Field Experiments
when it has compromised anchor nodes and cloned the vic- We perform a series of outdoor field experiments using

tim anchors at different sites of a wireless sensor networkMICAz motes to compare the proposed schemes with the
[15]. lr;Ta iyb'l attachk, the attack_er :Ias a(;cess toc;the CYP other alternatives under investigation. These field experi
tographic keys on the compromised anchors and can USg,qnis offer an opportunity to observe their performance in

the same key in the clqned ”Oqes- A,S a re;ult, the attaCke'é\ realistic setting. We use the RSSI method to measure the
can distribute arbitrary information using valid node IDdan distance, since this is the only option for MICAz motes

keys and will not be detected by authentication check. The In the outdoor field experiments, we deploy 15 MICAZ
Sybil attack poses a great threat to our scheme since Cloneqnotes in a60feet x G0feet target fie,Id We use 14 motes

ngdes may invalidate our assumption of majority benign an- as anchors to replicate a dense deployment. The anchors
chors. broadcast location reference messages periodically. The

To defeat Sybil attack, we need to detect and identify go,56r node with ID 0 (in the middle of the field) is a regular
nodes that are cloned. A solution to detect the Sybil attacknode that needs to estimate its own location.

was recently proposed in [18], which relies on a third party With this deployment setup, we perform experiments un-

to witness duplicated identity among the cloned nodes. In der three attack scenarios. In the first scenario, we randoml

our sgheme, assuming that th"?‘t each anchor node Sharess"’blect four malicious anchors. Each malicious anchor adds
pairwise key with the base station, we can rely on the basea random location offset af feet from its true location. The
station to detect cloning. Each anchor sends back to the

: . second scenario mimics node collusion. Four randomly se-
base station a cryptographically protected message FéPOM cted anchors collude with each other and send out false
ing all heard location references from other anchor nodes

Si the b tation has the k led ¢ h h ‘but consistent location references. In this case, all mali-
ince the base station has the knowledge ol €ach anchog; s anchors report a falsified position shifteteet from

node’s deployment location, it can detect Sybil attack when its true location in the same direction. In the third scemari

location c;onfhcts among the reports are discovered. TheWe experiment with a varying number of colluding anchors
base station can then flood the whole network to revoke theranging from 1 to 8 (out of 14 anchors) to examine the im-
cloned anchors. pact on the estimated location.
Under each attack scenario, we investigate the resiliency
4 Implementation and Evaluation of CMMSE and QCMMSE in terms of localization error
In this section, we report the implementation of the pro- @nd malicious location reference detection rate, and the al

posed schemes, as well as the experimental evaluation pe,gorithm efficiency in terms of execution time. In the exper-

formed to compare the proposed schemes with all the securéMent we vary the error injected from to 150 feet with
and resilient localization techniques that can be useden th @ 10 feet increment. In all scenarios, we run each scheme

current generation of sensor platforms. In our evaluation, 10 rounds for each random placement of malicious anchors.
we first perform outdoor field experiments to understand e then compute the average location estimation error and

the performance of the proposed schemes in a particula€xecution time for each scheme.

deployment, and then perform a large number of simula-  From Figures 1(a), 1(b), and 1(c), all schemes except
tion experiments to obtain the performance results in gen-for the basic MMSE method have bounded location estima-

eral cases. tion error, and they can tolerate not only non-colluding ma-
. licious anchors but also non-majority colluding malicious
4.1 Implementation anchors. The proposed CMMSE and QCMMSE schemes

We implemented the proposed CMMSE and QCMMSE have slightly higher location estimation errors than EAR-
schemes and all recent secure and resilient localizatitnte  MMSE, voting-based and LMS schemes; however, the loca-
niques that can be used on the current generation of sensdiion estimation errors in CMMSE and QCMMSE schemes
platforms (e.g., MICA series of motes) running TinyOS, in- are in general comparable with the other alternatives. As
cluding EARMMSE [11], voting-based scheme [11], and shown in Figure 1(c), both CMMSE and QCMMSE in fact
LMS-based scheme [10]. For the EARMMSE scheme, we has smaller location estimation errors than the LMS scheme
set the mean square error threshold= 0.8¢,,,, as dis- when the number of colluding malicious anchors is large.
cussed in [11], where,,,.. is the maximum distance mea- We also investigate the effectiveness of each scheme
surement error. Based on our measurement in the fieldto filter out malicious location references under different
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Figure 2: Success rate of removing malicious location ezfees

(b) 4 colluding malicious anchors in field experiments

—B8— MMSE —o—EARMMSE Voting (M=100)
—+—LMS (M=13) --—-- Voting (M=225) - - + - - LMS (M=36)
TETCMMSE T QCMMSE and the injected errors are indistinguishable from normal
21" Z 4 measurement errors. In such cases, the errors introduced
§ i [ //'r//& by malicious anchors do not introduce significant error into
: / // / / location estimation.
§ L = ,.7V // Figure 2(b) provides the results on the malicious loca-
5 Eéz:g—-f_rﬁtﬁ— tion reference detection probability when we have8Ima-
g . licious location references. Since the injected error 8 10
s s 6 1 s feet, all schemes are able to identify and remove the ma-
Number of cllucing malicious anchors licious location references when the number of colluding
(c) varying number of colluding malicious anchors (error ones is small (-6). The figure shows that the LMS scheme
created by malicious anchors1igo feet) is the first scheme to break down, and the EARMMSE
Figure 1: Location estimation error under different scasain method provides the best detection rate. All the schemes
field experiments have very similar results.

The field experiment results indicate that the proposed
amounts of error injection. For each scheme in each attackCMMSE and QCMMSE schemes have slightly worse but
scenario, we capture the number of malicious location ref- comparable performance in terms of location estimation er-
erences that have been successfully identified in each roundors compared to the EARMMSE, the voting-based, and
and calculate the average detection rate over 10 roundsthe LMS schemes. Next we focus on the efficiency of the
Figures 2(a), and 2(b) show the success rate of removingschemes under investigation.
malicious location references in our experiments. As we  Figure 3 shows the execution time of the schemes under
can see, all schemes, including the proposed CMMSE andnvestigation on MICAz motes. Under three evaluation sce-
QCMMSE, have similar results in these figures. narios, we can see the execution time of the voting-based

All the schemes under investigation fail to identify and and the LMS schemes are much longer than that of other
remove all malicious location references when the injected schemes. EARMMSE and CMMSE have similar execution
errors are small<{70 feet). When the injected error is at time, and are much quicker than the voting-based and the
10 feet, no scheme is able to identify and remove the ma-LMS schemes, but not as good as QCMMSE. In most cases,
licious location references. This is because the maliciousQCMMSE is at least twice as fast as EARMMSE. The ba-
anchors behave in a way very similar to benign anchors,sic MMSE scheme is obviously the quickest, but it is not
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Figure 3: Execution time in different scenarios in field expe
ments
resilient to malicious anchors at all.

Combining the results obtained in the field experiments,

at verifying and confirming the conclusion drawn from the
field experiments. Since the simulation is executed in PC
rather than motes, we focus on our evaluation on location
estimation errors.

In all simulations, we use the same parameters for the
target field, signal range, and maximum measurement er-
ror as in the field experiments. For simplicity, we simulate
the distance measurement error using a uniform distribu-
tion between-e,, ., ande,,q.. In each simulation, a set of
14 anchors, including both benign and malicious anchors,
are deployed in the target field. The non-anchor sensor
node, which needs to localize itself, is located at the cen-
ter of this target field. So we know the true location of this
node. We use the same attack scenarios as in the field ex-
periments. In our evaluation, we run 1,000 rounds of simu-
lation in TOSSIM (the simulator of TinyOS) for each data
point to calculate the average location estimation ernor. |
each round we randomize the location of each anchor.

We use the same deployment of anchor nodes as in the
field experiments to verify results. Figure 4 shows the lo-
cation estimation errors from simulation and they are very
similar to the results obtained in the field experiments. The
subtle difference is due to the simulated measurement er-
rors.

5 Conclusion

In this paper, we developed CMMSE and its variation
QCMMSE to efficiently tolerate attacks against localiza-
tion in WSN. Through random seed selection and triplet
examination, CMMSE and QCMMSE use the basic MMSE
method to filter out malicious location references effidignt
The algorithm is well suited for the current generation of
low end wireless sensor nodes. To evaluate the proposed
schemes, we implemented CMMSE, QCMMSE, and all re-
cent secure and resilient localization schemes that can be
used on the current generation of sensor platforms, includ-
ing EARMMSE [11], the voting-based scheme [12], and
the LMS-based scheme [10]. We have performed thorough

we see that the proposed CMMSE and QCMMSE schemes<EXperimental evaluation through both outdoor field experi-

have slightly worse but comparable location estimation er- )
nproposed schemes, particularly QCMMSE, has the fastest

rors compared with the alternative schemes, but are in ge
eral much more efficient in terms of computation. In par-
ticular, QCMMSE requires the least computation among all
the resilient schemes while maintaining a similar level of
resiliency against malicious anchors.

4.3 Simulation
A limitation of field experiments is that we cannot ob-

ments and simulation. Our results conclude that the newly

execution among all the resilient localization schemed, an
at the same time provide a comparable degree of resiliency
against malicious attacks.

All the existing secure and resilient localization schemes
including CMMSE and QCMMSE, require a majority of be-
nign location references. In the future, we will investegyat
resilient and/or detection techniques complementary-o re

tain comprehensive evaluation results through a large numssilient estimation, so that we can provide resilient lomati
ber of random deployments. To get better understanding ofestimation even when the colluding malicious anchors form
the performance results, we also perform simulations aimedthe majority.
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Figure 4: Location estimation error in simulation (samehamc
location as field experiments)
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